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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

      ) 
WIKIMEDIA FOUNDATION,  ) 
      ) 

Plaintiff,   ) 
      ) Civil Action No. 1:15-cv-00662-TSE 
 v.      ) 

) 
NATIONAL SECURITY AGENCY, et al., ) 
      ) 

Defendants.   ) 

Exhibit 6 

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 1 of 45
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND

_______________________________________ 

   WIKIMEDIA FOUNDATION, 

Plaintiff, 

v. 

   NATIONAL SECURITY AGENCY, et al., 

Defendants. 
_______________________________________ 

) 
) 
) 
) 
) 
)  No. 1:15-cv-0662 (TSE)  
) 
) 
) 
) 
) 

(SECOND) DECLARATION OF DR. HENNING SCHULZRINNE 

Dr. Henning Schulzrinne, for his (second) declaration pursuant to 28 U.S.C. § 1746, 

deposes and says as follows: 

INTRODUCTION AND SUMMARY 

1. I am the Julian Clarence Levi Professor of Computer Science at Columbia University

in New York, New York.  I previously submitted a declaration in this case, dated November 12, 

2018.  I submit this second declaration at the request of the United States Department of Justice 

to address the conclusions reached by Mr. Scott Bradner in his December 18, 2018, declaration, 

including Mr. Bradner’s assessment of conclusions reached in my earlier declaration.  My 

background and qualifications in the fields of computer science, electrical engineering, and digital 

communications technology; the sources of information I considered in arriving at the 

conclusions stated in this case (apart from those cited herein); and my compensation for my 

services in this matter, are all stated in my prior declaration.   

2. For the reasons I detail herein, it remains my conclusion that the hypothesis

advanced in this case by plaintiff Wikimedia Foundation (“Wikimedia”), that the National Security 

Agency (“NSA”), in the course of conducting Upstream collection, must as a matter of 

technological necessity be intercepting, copying, and reviewing at least some of Wikimedia’s 

electronic communications that traverse the Internet, is incorrect.  Based on what is publicly 

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 2 of 45
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known about the NSA’s Upstream collection technique, the NSA in theory could be conducting 

this activity, at least as Wikimedia conceives of it, in a number of technically feasible, readily 

implemented ways that could avoid NSA interaction with Wikimedia’s online communications.  

Nothing stated in Mr. Bradner’s declaration, or in Wikimedia’s summary judgment opposition 

brief (“Wikimedia Brief”) alters that conclusion.     

3. Mr. Bradner addresses a question quite different from the issue that I was asked 

to address:  the likelihood that the NSA has copied and scanned for targeted selectors at least 

some of Wikimedia’s international text-based Internet communications in the course of 

conducting Upstream collection.  Declaration of Scott Bradner (Plaintiff’s Exhibit 1) (“Bradner 

Decl.”) ¶¶ 1(c), 6(e).  As both Mr. Bradner and Wikimedia remark, my earlier declaration did not 

address that issue.  Bradner Decl. ¶ 7(a); Wikimedia Brief at 12.   Nor do I address it here.  That is 

in part because the Department of Justice has not asked that I opine on that question, which 

implicates matters that remain classified.  I also do not address that question because to arrive 

at an answer would require that I, like Mr. Bradner, engage in speculation about the NSA’s 

surveillance priorities, practices, and capabilities, and the number and nature of its Upstream 

surveillance targets, matters about which neither I nor, apparently, Mr. Bradner, has any 

specialized knowledge or information.  I have explained what it is technologically possible for the 

NSA to do, if it wishes, in conducting Upstream surveillance, and explained how it could avoid 

interaction (whether by design, or effect) with Wikimedia’s communications.  But I do not 

attempt to reach conclusions about what it actually does based on assumptions that lack a basis 

either in Internet technology or engineering, or pertinent information about the Upstream 

program.  

4. What I do address in this declaration, at the Justice Department’s request, are the 

bases on which Mr. Bradner concludes that it is “virtually certain” that the NSA, in conducting 

Upstream surveillance, has copied and reviewed at least some of Wikimedia’s communications.  

Bradner Decl. ¶ 6(e).  Specifically, I discuss the bases of his conclusions (i) that the NSA, in 

conducting Upstream surveillance, “most likely” copies, reassembles, and scans for selectors all 

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 3 of 45
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communications packets traversing an international Internet link that is monitored by the NSA (if 

any); (ii) that it is “implausible” that the NSA uses the traffic-mirroring techniques (white- and 

blacklisting) described in my first declaration;  and (iii) that even if the NSA uses one or more of 

the techniques I described, it is still “virtually certain” that the NSA copies and scans at least some 

of Wikimedia’s communications.  As I explain below, Mr. Bradner’s conclusions rest principally 

on assumptions he makes about the NSA’s practices and priorities, its resources and capabilities, 

and its Upstream surveillance targets, and are not based on facts and information concerning 

Internet technology and engineering.  (As was the case with my first declaration, in reaching the 

conclusions stated herein I have not considered, nor have I been provided with, any classified or 

other non-public information concerning Upstream surveillance.) 

5. It is not the case, as Wikimedia states, that my analysis “ignores key features” of 

and “critical” disclosures about Upstream surveillance, such as the supposed comprehensiveness 

of its goals, collection of wholly domestic “about” communications, and the trade-offs of various 

possible collection system configurations.  See Wikimedia Brief at 1, 21-22.   Rather, these matters 

were not pertinent to the question of technical feasibility that I was asked to address.  And as I 

explain below, they also provide no support, and certainly none based in Internet technology and 

engineering, for concluding that the NSA “almost certainly” (Bradner Decl. ¶ 6(a)) copies and 

scans all communications traversing any circuit it monitors, including Wikimedia’s.   

6. Finally, at the Justice Department’s request, I discuss reasons why, in today’s 

digital communications environment, (i) an organization operating any but the smallest websites 

would not want to compromise the interests of security, and user privacy, by failing to implement 

HTTPS encryption “by default,” and (ii) an organization that transmits confidential information 

over the Internet from one business location to another would not want to risk compromising 

the security and privacy of that information by failing to encrypt it through, for example, the 

Internet Protocol Security (IPsec) suite. 

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 4 of 45
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SUMMARY OF CONCLUSIONS REACHED IN MY FIRST DECLARATION 

7. In my prior declaration, I explained that, contrary to Wikimedia’s central 

hypothesis, the NSA could be conducting Upstream surveillance, at least as it is envisioned by 

Wikimedia, in a number of technically feasible, readily implemented ways that would not require 

the NSA to electronically copy, electronically scan for selectors (the process Mr. Bradner refers 

to, less precisely, as “reviewing”), or otherwise interact with all communications traversing any 

given Internet backbone link where Upstream surveillance might theoretically be conducted.  I 

also concluded, more specifically, that if the NSA (hypothetically) were using these techniques to 

conduct Upstream surveillance, then it could do so without accessing or interacting with 

Wikimedia’s communications.  Declaration of Dr. Henning Schulzrinne (Government Exhibit 1) 

(hereinafter, “First Decl.”) ¶¶ 1, 15, 53.   These techniques, types of traffic-mirroring known as 

whitelisting and blacklisting, involve programming a router or switch at a monitored link, using 

access control lists to selectively mirror (that is, copy) only those communications that are 

deemed most likely to include communications of interest, without copying or otherwise 

handling those that are not. 

8. For example, if a collecting entity has information indicating that communications 

of interest are associated with particular IP addresses (or blocks of IP addresses), then at each 

monitored link an assisting telecommunications service provider could configure its router or 

switch with a whitelist of the specified IP addresses, which would allow only those 

communications packets containing source or destination IP addresses on the whitelist to be 

copied and passed through an interface with collection equipment to be scanned, and (where 

targeted selectors are detected) retained in the collector’s databases.  First Decl. ¶¶ 65-66.   

9. Conversely, if the collecting entity determines that communications traffic to and 

from certain IP addresses, or blocks of IP addresses, are of little or no interest for its purposes, 

then it may request the telecommunications service provider at a given monitored link to 

configure its router or switch with a blacklist of these IP addresses that would prevent any 

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 5 of 45
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packets to or from those addresses from being copied and passed through the interface with the 

collector’s equipment to be scanned.  First Decl. ¶¶ 67-68. 

10. As I also explained, distinct types of communications, such as e-mail, or web (HTTP 

and HTTPS) communications, can be whitelisted or blacklisted in the same fashion, based on their 

assigned port numbers.  First Decl. ¶¶ 70-71. 

11. Mr. Bradner does not maintain that it is necessary, as a technical matter, to copy 

all communications traversing a given Internet backbone link that a collecting entity may be 

monitoring in order to obtain access just to some of them.  He repeatedly acknowledges, in fact, 

that it is possible to copy only a subset of the traffic crossing that link, that is, the communications 

packets meeting specified criteria such as source or destination IP addresses, or port or protocol 

numbers.  Bradner Decl. ¶¶ 272(b), 280-81, 299, 325, 366. 

12. As I also explained, using the traffic-mirroring techniques described in my first 

declaration, it would be technically feasible for the NSA to conduct Upstream surveillance, at 

least as it is envisioned in Wikimedia’s First Amended Complaint (what I referred to in my first 

declaration as “Upstream-type” surveillance, see First Decl. ¶¶ 15, 77, 88), without copying, 

scanning, or otherwise interacting with any of the three categories of communications that 

Wikimedia believes are subject to NSA Upstream collection processes.  First Decl. ¶ 77.  The first 

category includes HTTP and (principally) HTTPS requests from individual Internet users to the 

servers housing Wikimedia’s websites, and the responses thereto.  First Decl. ¶ 78.  These 

communications could be blacklisted by configuring the router or switch at any monitored link to 

prevent any communications with port numbers 80 and 443, respectively, from being copied and 

forwarded to NSA scanning equipment.  First Decl. ¶ 79.  Alternatively, Wikimedia’s HTTP and 

HTTPS communications could be excluded from those made available to the NSA at a monitored 

link through (i) blacklisting communications to or from Wikimedia IP addresses, or (ii) using 

whitelists of IP addresses (that do not include Wikimedia’s IP addresses) to exclude Wikimedia 

HTTP and HTTPS communications (and other communications of no intelligence interest) except 
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those exchanged with users (if any) who had been assigned targeted (whitelisted) IP addresses.  

First Decl. ¶¶ 80-81.1   

13. Similarly, NSA access to Wikimedia’s second category of communications, 

encrypted log communications, could be blocked by blacklisting communications containing the 

protocol number (50) of the IPSec protocol used by Wikimedia to encrypt its log communications, 

or, as in the case of Wikimedia’s Category 1 communications, whitelisting or blacklisting by IP 

address.  First Decl. ¶¶ 83-84.  The third category, various types of online communications 

engaged in by Wikimedia’s staff, could also be blocked, in the same manner as Wikimedia HTTP 

and HTTPS communications, through white- or blacklisting by IP address.  First Decl. ¶ 87. 
 

MR. BRADNER’S ASSERTION THAT THE NSA “MOST LIKELY”CONDUCTS 
UPSTREAM SURVEILLANCE USING HIS COPY-ALL-THEN-SCAN APPROACH 
    IS WITHOUT A BASIS IN INTERNET TECHNOLOGY AND ENGINEERING     

14. Although Mr. Bradner acknowledges the technical feasibility of the white- and 

blacklisting techniques I describe in my earlier declaration, he states that in his view it is “most 

likely” that the NSA does not use these filtering techniques, and instead copies and (after 

reassembling the packets) scans for selectors all communications, including Wikimedia’s, that 

traverse any international Internet backbone link (if any) where the NSA conducts Upstream 

surveillance.  Bradner Decl. ¶¶ 282-89, 366-67.   

15. For the most part, Mr. Bradner’s conclusions regarding the “likely” manner in 

which the NSA actually conducts Upstream collection are based on assumptions about the NSA’s 

policies and practices in conducting covert surveillance, its operational priorities, and resources, 

and the number of its Upstream surveillance targets.  As I stated above, I have not been asked to 

offer views on the “likely” manner in which the NSA actually conducts Upstream collection, 

because of its classified nature, and I do not venture an opinion on that subject for the very 

reason that an informed opinion would require knowledge and information about the classified 

                                                         
 1 I further explained that whitelisting and blacklisting by IP address in this fashion would 
also block NSA access to the SMTP (e-mail) communications, of unspecified number and 
geographic distribution, that Wikimedia also includes in Category 1 of its communications.  First 
Decl. ¶ 82.  

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 7 of 45

JA3413

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 19 of 484Total Pages:(3485 of 4208)



 

7 
 

operational details of the Upstream program that I (and by all appearances, Mr. Bradner) lack.  

To a lesser extent, Mr. Bradner attempts to rest his conclusions on what he assumes would be 

the preferred equipment configuration of an assisting telecommunications service provider, but 

ultimately this assumption rests on a misreading of my earlier declaration, and further 

speculation regarding the number of the NSA’s Upstream targets. 

16. Mr. Bradner considers it likely that an assisting provider at any monitored link 

furnishes the NSA with copies of all communications packets traversing that link, after which (in 

Mr. Bradner’s opinion) the NSA reassembles the packets and then reviews (electronically scans) 

the reconstructed communications for targeted selectors in order to identify those that will be 

retained in NSA databases.  Bradner Decl. ¶¶ 273-79, 282-89.  Mr. Bradner refers to this process 

as a “copy-then-filter” configuration.”  Bradner Decl. ¶ 272(a).   For clarity of distinction, I will 

refer to this approach herein as “copy-all-then-scan.”  Mr. Bradner considers this approach more 

likely than use of the traffic-mirroring techniques described in my first declaration, which he 

refers to as “in-line filtering,” Bradner Decl. ¶¶ 272(b), 280-89, and which I will refer to herein 

(again for clarity of distinction) as “filter-then-copy-and-scan.”   

17. Mr. Bradner gives four reasons for considering his copy-all-then-scan approach 

more likely than the filter-then-copy-and-scan techniques described in my first declaration.  The 

first two concern the supposed operational preferences of the NSA, and the latter two the 

supposed preferences of an assisting provider.  The reasons Mr. Bradner gives are:   
 
a. that whitelisting or blacklisting (by IP address or port or protocol number) before 

copying communications and scanning them for targeted selectors would require the NSA 
to share sensitive information about its targets and/or filtering criteria with the assisting 
provider’s personnel.  Bradner Decl. ¶¶ 283, 285-87. 

 
b. that whitelisting or blacklisting to reduce the volume of communications that 

must be reassembled and scanned for selectors would be of little offsetting benefit to the 
NSA given the real-time processing capacity of modern packet-inspection devices.  
Bradner Decl. ¶ 288. 

 
c. that his suggested copy-all-then-scan configuration would not require the 

placement of “an NSA-operated device into the heart of [the provider’s] network,” which 
would risk an adverse impact on the provider’s network “in the event of an equipment 
failure or misconfiguration.”  Bradner Decl. ¶ 284. 
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d. that configuring a router or switch to filter the communications made available to 
the NSA could create a risk of “overloading” the router and impairing the provider’s ability 
to support its customers’ traffic.  Bradner Decl. ¶¶ 288, 366(c).   

 
I address these purported justifications in turn. 

18. Sharing Sensitive Information:  The extent to which the NSA is willing (or finds it 

necessary) to share classified information with an assisting provider in order to conduct 

Upstream surveillance (or any other kind of collection activity) is a matter about which neither I 

nor (so far as his declaration reveals) Mr. Bradner has any specialized knowledge or information.  

I do not consider uninformed assumptions about the NSA’s willingness to share such information 

with an assisting provider to be a basis on which to reach conclusions, from the perspective of 

Internet technology and engineering, about the manner in which the NSA conducts Upstream 

surveillance.  I observe, however, that according to the PCLOB Section 702 Report cited by Mr. 

Bradner and Wikimedia, Privacy and Civil Liberties Oversight Board, Report on the Surveillance 

Program Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance Act (July 2, 

2014), https://www.pclob.gov/library/702-Report.pdf, the NSA already shares sensitive 

information about its surveillance targets with assisting provider(s), specifically, the selectors 

(such as their e-mail addresses and telephone numbers) used to identify their communications 

for acquisition.  PCLOB Section 702 Report at 36.  This would appear to call Mr. Bradner’s premise 

into question. 

19. Operational Benefit of Filtering Traffic Before Scanning:  Similarly, whether the 

NSA places greater importance on the potential intelligence value of scanning every 

communication that crosses a given Internet backbone link, or the operational efficiencies and 

cost-savings that would flow from first filtering out communications of low interest, is a matter 

about which neither I nor, evidently, Mr. Bradner, has knowledge.  That said, the practical 

benefits to be gained from first filtering out low-interest communications cannot be dismissed 

on the grounds suggested by Mr. Bradner.  Mr. Bradner simply asserts, without supporting data 

or explanation, that there is little to be gained by reducing the volume of traffic that must be 

copied and scanned for selectors because (in his estimation) the most powerful, commercially 
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available packet-inspection devices are capable of scanning all traffic in real time as it traverses 

a given monitored link.  See Bradner Decl. ¶ 288 (“Modern deep packet inspection devices, 

individually or operating in parallel, can process or review Internet communications at the same 

rate that those communications traverse high-bandwidth Internet links.”).  (He also implicitly 

assumes that these high-end commercial packet-inspection devices, or devices of similar 

capacity, are those actually employed by the NSA.). 

20. Readily available data concerning traffic volume at the links that Wikimedia claims 

are monitored by the NSA, and the processing capacity of the packet-inspection devices that Mr. 

Bradner refers to, contradict his assumptions.  The data transfer rates (i.e., the traffic flow) at 

international Internet links of the kind that Wikimedia presumes are monitored by the NSA are 

likely to surpass the processing capacity of even the best-resourced entities.  For example, the 

AEConnect link, a transatlantic cable running between Shirley, New York and Killala, Ireland, put 

into service in 2016, has an aggregate capacity of approximately 40 terabits (over 40 trillion bits) 

of information per second2.  The newer MAREA link, a suboceanic cable connecting Virginia 

Beach, Virginia with Bilbao, Spain, has a capacity of 160 terabits (over 160 trillion bits) of 

information per second.3  According to the telecommunications market research firm 

TeleGeography, inter-regional Internet capacity has increased to 98 terabits per second, while 

total international capacity (a large fraction of which is known to originate or terminate in the 

United States) reached 295 terabits per second in 20174. In contrast, the largest commercial 

deep-packet-inspection (DPI) devices, such as the NIKSUN Supreme Eagle, typically have Ethernet 

interfaces with speeds of no more than 100 gigabits (100 billion bits) per second,5 that is, ⅟10 

terabit per second, as those are the fastest standardized Ethernet interfaces that are 

commercially available.  

                                                         
2 https://www.submarinenetworks.com/systems/trans-atlantic/aeconnect 
3 https://en.wikipedia.org/wiki/MAREA 
4 https://blog.telegeography.com/295-tbps-internet-traffic-and-capacity-in-2017 
5 https://www.niksun.com/c/1/ds/NIKSUN_datasheet_Supreme_eagle.pdf 
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21. Not all transoceanic fiberoptic cables, especially those more recently put into 

service, operate at full capacity.  But even at half capacity (20 terabits per second for AEConnect, 

80 terabits per second for MAREA), to copy and scan all traffic crossing the AEConnect link, as 

Mr. Bradner suggests, would require 200 packet-inspection devices, and at the MAREA link 800 

such devices, with racks upon racks full of monitoring gear.  In addition, a collection system such 

as Mr. Bradner envisions would require installation of an opto-electronic device, such as a router, 

to convert the single high-speed stream of traffic flowing over the link into hundreds of lower-

speed streams feeding into the individual packet-inspection devices.  Acquiring, deploying, 

operating, and maintaining one or more collection systems of this kind would be enormously 

costly, and present formidable technical and logistical challenges.  Thus, there are potentially 

many reasons to have the assisting carrier’s router perform the preliminary filtering, removing 

most of the traffic that is likely not of interest before communications are copied, reassembled, 

and scanned.  (For example, removing encrypted web traffic alone would likely reduce the 

volume to be copied and scanned by about half.) 

22. Mr. Bradner also makes the related observation that “[i]f filtering traffic for 

performance reasons were desirable, the NSA would get much more result from filtering 

YouTube than from filtering Wikimedia.”  Bradner Decl. ¶ 366(c).  That observation ignores the 

fact that the volume of streaming video traffic at international links is far lower than at domestic 

links, since most video streaming services, such as Netflix, do not transmit programming across 

international boundaries.  (Most viewers access streaming video services, such as Netflix, 

YouTube, or Hulu, from content distribution networks located within their home countries, or at 

least their own continents.)  Therefore, the benefit of filtering out only video traffic crossing an 

international Internet link (where Wikimedia supposes that Upstream surveillance is conducted) 

would likely be modest.  Moreover, Mr. Bradner’s observation is a non-sequitur; the two options, 

filtering video traffic, and filtering Wikimedia, are not mutually exclusive.  If the NSA wished to 

avoid scanning large volumes of communications traffic of (hypothetically) no intelligence 
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interest, then there is no technological reason why it could not filter both video traffic and traffic 

from high-volume websites such as Amazon.com and Wikipedia. 

23. Placement of NSA Equipment in a Provider’s Network: I turn now to the reasons 

given by Mr. Bradner for his view that a provider would prefer his copy-all-then-scan 

configuration to a filter-then-copy-and-scan approach.  The central premise of this conclusion is 

that the filter-then-copy-and-scan approach I describe in my first declaration involves placement 

of “an NSA-operated device into the heart of [a provider’s] network.”  Bradner Decl. ¶ 284.  That 

assertion is simply mistaken.  I did not propose in my earlier declaration a filtering configuration 

involving the use of “NSA-operated devices.”  The whitelisting and blacklisting techniques I 

described all involve the use of existing provider equipment, that is, the provider’s own network 

switch or router, programmed with access control lists according to NSA criteria, in order to 

perform the very kind of traffic-mirroring function for which routers and switches are designed 

and utilized in the ordinary course of a provider’s business.  First Decl. ¶¶ 65-71.    

24. Moreover, the techniques I described would pose little risk to the operational 

integrity of the provider’s network, i.e., the unimpeded flow of communications traffic to and 

from the provider’s customers.  Adding monitoring capability, with the constraints noted, to an 

existing carrier router does not affect carrier operations, requires minimal physical additions to 

carrier facilities (such as running an extra fiber patch cable) and operationally speaking is 

imperceptible to the carrier.  It only requires periodic configuration (programming) changes in 

the white- and blacklists that are stored electronically in the router’s memory, which can be 

accomplished (either by NSA or provider personnel) through remote rather than onsite access, 

not unlike the way a document stored on a server can be updated and edited by a user who 

connects to the server from another location. 

25. Risk of “Overloading” the Provider’s Router:  When Mr. Bradner states that 

whitelisting or blacklisting “could affect the performance of the [provider’s] router and create a 

risk of overloading the router,” Bradner Decl. ¶ 288, he is again making assumptions, this time 

about the extent to which filtering communications made available to the NSA would place 
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demands on a router’s processing capacity.  That would depend in large part on the number of 

IP addresses (or blocks of addresses) that the NSA designates for white- or blacklisting at a given 

monitored link, which in turn would be related, to a significant degree, to the number of the 

NSA’s Upstream targets (and to the number of targets whose communications the NSA is seeking 

to capture at that particular link).  These are also matters about which Mr. Bradner has no 

knowledge or information, at least so far as his declaration reveals.   

26. There are, in addition, a number of other practical considerations, overlooked by 

Mr. Bradner, that weigh against choosing Mr. Bradner’s copy-all-then-scan approach over a filter-

then-copy-and-scan approach.  There are two possible equipment configurations for 

implementing Mr. Bradner’s suggested approach, (a) the use of an optical splitter to create a 

copy of the entire communications stream flowing across a monitored circuit, see First Decl. ¶ 55, 

or, alternatively, (b) configuring the provider’s router to mirror all incoming or outgoing packets 

to the collection infrastructure.  Both pose risks of adverse impacts on the network to which a 

provider might object.   

27. When an optical splitter is connected to an optical fiber, all communications traffic 

carried on that fiber is directed into the splitter, where the stream is duplicated by dividing the 

optical power of the stream between two (or more) outputs, allowing the “original” 

communications stream to continue to its intended destination, albeit at reduced optical power, 

while the duplicate stream(s) may be diverted for other purposes, including scanning for 

communications of interest.  Thus, while passive optical splitters are relatively simple 

components, adding a splitter to facilitate Upstream collection would introduce another 

potential failure point to a provider’s network, and at best introduce a degree of optical power 

loss.  Generally, to ensure high reliability and easy maintenance, optical network architectures 

try to minimize both the number of connectors and optical loss. 

28. As an alternative to optical splitting, a router could theoretically be configured to 

mirror all incoming or outgoing packets to the monitoring infrastructure. However, no 

commercial router I am aware of is designed to mirror all incoming or outgoing traffic at once.  
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Rather, carrier-scale routers may only be able to mirror traffic to one or two interfaces by design. 

To mirror all traffic (if at all possible) would require adding interfaces capable of supporting the 

total input or output capacity of the router, potentially exceeding its design capacity and doubling 

its cost.  (Interface cards constitute the largest single cost component of a carrier-grade router. 

Each router model has a maximum interface capacity that constrains the number and speed of 

interfaces.) 

29. I do not mean by these observations to suggest how the NSA or the assisting 

provider at a given link theoretically monitored by the NSA would choose to configure an 

Upstream collection system.  I am saying, however, that the reasons given by Mr. Bradner for 

suggesting that the NSA and the provider would prefer his copy-all-then-scan configuration over 

a filter-then-copy-and-scan approach (i) make assumptions about the NSA’s surveillance 

practices, priorities, and resources, (ii) are based on a misunderstanding of the configuration I 

proposed in my earlier declaration, (iii) rely on assumptions, rather than information, concerning 

the number of the NSA’s Upstream targets, and (iv) overlook important considerations that a 

provider concerned about network integrity would take into account.  I do not consider them a 

reliable technological basis on which to conclude that it is “most likely” the NSA is using a copy-

all-then-scan an approach, as asserted by Mr. Bradner.  
 

MR. BRADNER’S VIEW THAT USE OF A FILTER-THEN-COPY-AND-SCAN APPROACH IS 
“IMPLAUSIBLE” ALSO LACKS A BASIS IN INTERNET TECHNOLOGY AND ENGINEERING 

30. Conversely, Mr. Bradner gives a number of reasons why he concludes that the 

filter-then-copy-and-scan approach described in my first declaration is “implausible.”  Bradner 

Decl. ¶¶ 366-67.  A number of these reasons are the same as those he gives in support of his 

conclusion that the NSA “most likely” uses his copy-all-then-scan approach.  See Bradner Decl. 

¶ 366(a) (providing sensitive information to the assisting provider); ¶ 366(c) (no need to reduce 

the processing load on packet-inspection devices).  I have already addressed the conjectural 

nature of these points and why, as a technological matter (that is, from the perspective of 

Internet technology and engineering) they do not support Mr. Bradner’s conclusions.  Below I 
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address the remaining bases of Mr. Bradner’s “plausibility” conclusion, which may be divided into 

three categories:  (a) those concerning port and protocol blocking (Bradner Decl. ¶ 366(b), (e)-

(h)); (b) those concerning whitelisting (Bradner Decl. ¶ 366(d)); and (c) those concerning 

blacklisting Wikimedia IP addresses (Bradner Decl. ¶ 367(a)). 

 Blocking Port or Protocol Numbers (HTTP and HTTPS communications) 

31. Mr. Bradner first considers it implausible that the NSA would blacklist particular 

types of communications by port or protocol number, in particular HTTPS communications 

(encrypted web communications), for a variety of reasons.  Bradner Decl. ¶ 366(b), (e)-(h).  As I 

now explain, each ground given by Mr. Bradner for this conclusion is based on assumptions about 

the NSA’s surveillance priorities, or is unexplained altogether, and provides no technological basis 

for concluding that the NSA would not (much less could not) utilize this filtering technique. 

32. Principally, Mr. Bradner remarks that blocking particular types of communications 

by port or protocol number would leave “blind spot[s] in the NSA’s Upstream surveillance that 

“[s]ophisticated targets” could “easily probe” to discover and exploit to avoid collection of their 

communications.  Bradner Decl. ¶ 366(b), (e).    Mr. Bradner does not explain what targets could 

“probe,” or how, to discover these so-called blind spots.  The traffic-mirroring techniques I 

describe in my earlier declaration are completely invisible to users’ end systems (that is, their 

communicating devices) and to other equipment on the network not directly engaged in handling 

the monitored traffic.  For example, traffic mirroring does not increase the delay or reduce the 

data flows being mirrored, or change the content or headers of the packets being transmitted in 

any way.  Even if the undefined “probing” Mr. Bradner alludes to were possible, he does not 

explain what level of technical sophistication would be required, or on what basis he assumes 

that the NSA’s targets possess that level of sophistication.   

33. Because port numbers are, in Mr. Bradner’s words, “only advisory,” Bradner Decl. 

¶¶ 109, 366(e), he suggests that if potential NSA targets somehow found out that the NSA was 

(hypothetically) blacklisting ports 80 and/or 443 (in order to block HTTP and/or HTTPS 

communications from its collection devices), then these potential targets could assign port 80 or 
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443 to all their communications (whether in fact they are HTTP or HTTPS communications or not) 

and thereby avoid detection.  Bradner Decl. ¶ 366(b), (e).  While port numbers cannot be 

dismissed as merely “advisory,”6 it is technically feasible, with certain pre-arrangements, for two 

or more users to communicate in the manner that Mr. Bradner describes.  At bottom, however, 

whether the creation of “blind spots” is a matter of such genuine intelligence concern as to 

motivate the NSA to examine all HTTP and HTTPS communications (even if it were not otherwise 

persuaded of the value in doing so), depends on facts and information concerning its mission 

priorities and resources known only to the NSA (or at least not presented in Mr. Bradner’s 

declaration).7 

34. Apart from the “blind spot” issue, Mr. Bradner also remarks that blacklisting HTTP 

and HTTPS communications (ports 80 and 443) “would leave a very large hole in the NSA’s 

collection ability,” including web-based e-mail, webchat, and web-based editors, and that there 

are many “obvious” reasons, in his view, for the NSA to acquire HTTPS communications.  Bradner 

Decl. ¶ 366(f), (g); see also Bradner Decl. ¶¶ 326, 359.  In so contending, Mr. Bradner is 

apparently making assumptions about the value that the NSA places on particular types of 

communications rather than offering a technological reason why the NSA could not or would not 

block access to such communications.   

                                                         
6  Port numbers are assigned to specific applications, such as e-mail or web browsing, by 

the global Internet Assigned Numbers Authority (IANA), see First Decl. ¶¶ 16, 36, and represent 
established international conventions—default settings, in a manner of speaking—to facilitate 
automated, “user-friendly” communication between devices connected to the Internet.  While 
use of an assigned port to run an application is neither legally nor even technically mandated, 
using non-standard ports, as I have explained, requires that users on both ends of an exchange 
must agree in advance to communicate in this atypical fashion, so that appropriate adjustments 
can be made to their communications before they are transmitted, to ensure that they are routed 
on receipt to the agreed-upon, non-standard port. 

7  Mr. Bradner observes that if the NSA blacklisted only HTTPS communications, but not 
HTTP communications, then it could still obtain access to unblocked HTTP communications to 
and from Wikimedia servers.  Bradner Decl. ¶ 366(h).  While true in theory, I have not posited a 
scenario in which the NSA blocks only HTTPS, but not HTTP communications.  I have observed 
only that it is technically feasible to block both, First Decl. ¶¶ 80-81, a point with which Mr. 
Bradner does not disagree. 
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35. Moreover, I observe that if the NSA were interested in communications to and 

from particular websites, such as webmail sites, or chatroom sites, then it would not be necessary 

for the NSA to obtain access to all HTTP or HTTPS communications traversing a monitored link in 

order to do so.  It is technically feasible, using a combination of blacklisting and whitelisting, to 

provide the NSA with access only to communications with websites of particular interest.  

Specifically, at a monitored link the provider’s router or switch could be configured with a 

blacklist that would block NSA access to all communications with port numbers 80 or 443 (i.e., all 

HTTP and HTTPS communications), except those HTTP and HTTPS communications to or from the 

IP addresses included on a whitelist containing the addresses of the sites of interest to the NSA 

(including, hypothetically, specific webmail and chatroom sites).  In this fashion, blacklisting HTTP 

and HTTPS communications (including Wikimedia’s) would not necessarily, at least as a 

technological matter, carve out so large a “hole” in the NSA’s Upstream collection as Mr. Bradner 

assumes. 

36. The additional reasons given by Mr. Bradner for concluding that the NSA is “likely” 

acquiring HTTPS communications include (a) that the NSA is authorized to collect encrypted 

communications under the “minimization procedures” that govern its surveillance activities 

under Section 702 of the Foreign Intelligence Surveillance Act (“FISA”), Bradner Decl. ¶¶ 325, 

366(g); (b) that the NSA has acknowledged collecting “web activity” under Section 702 of FISA, 

Bradner Decl. ¶¶ 314-15, 366(f) & n.126; (c) that the NSA “may, currently or in the future, be able 

to decrypt important encrypted messages,” Bradner Decl. ¶ 326(a), (b); and (d) that the NSA 

could learn “useful information,” such as the IP addresses of potential targets and the websites 

they visit, from the unencrypted addressing information of encrypted HTTPS communications, 

Bradner Decl. ¶¶ 326(c), 366(g).  None of these reasons is a technological basis on which to assess 

the likelihood that the NSA does or does not acquire HTTPS communications, and, even on their 

own terms, they do not support Mr. Bradner’s conclusion. 

a. Authority under Section 702 to collect encrypted communications:  There are a 

variety of encrypted Internet applications and communications, using a variety of 
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encryption techniques, apart from HTTPS, and it is my understanding that the NSA 

conducts at least two forms of collection under authority of FISA Section 702 – PRISM and 

Upstream.  Therefore, to say that the NSA is authorized generally to collect encrypted 

communications under Section 702, Bradner Decl. ¶¶ 325, 366(g), is not to say specifically 

that it acquires HTTPS communications using Upstream collection. 

b. Collection of “web activity”:  The reference to “web activity” in the NSA court filing 

cited by Mr. Bradner, Bradner Decl. ¶¶ 314-15, 366(f), App’x C at 30, appears in a passage 

comparing the total number of so-called multi-communication transactions (MCTs) 

acquired through Upstream to “the total take of Section 702 upstream collection of web 

activity” (emphasis mine).   This juxtaposition, together with the reference to “total” take, 

suggests that the term “web” activity may have been intended here to refer to Internet 

activity as a whole, in light of the fact that MCTs are not necessarily limited to HTTP and 

HTTPS communications but could include e-mail (SMTP) communications.  Moreover, it 

is common in colloquial usage to use the term “web” when referring to the Internet at 

large.8  Even assuming that “web activity” as used in the cited NSA filing refers more 

precisely to HTTP and HTTPS communications, there are various forms of web activity, 

such as webmail, and chatrooms, that do not include communications with what we 

ordinarily think of as websites such as Wikimedia’s, and that could be obtained using the 

combined blacklisting/whitelisting technique I discuss in paragraph 35, above. 

c. Possibility of decryption:  While the NSA “may” be able, now or in the future, to 

decipher encrypted communications, Bradner Decl. ¶ 326(a), (b), equally so, it may not, 

and without information about the NSA’s true decryption capabilities, I do not see how 

the abstract possibility makes it “likely” as a technological matter that the NSA, in fact, 

collects encrypted communications at all, much less HTTPS communications specifically. 

                                                         
8   See https://en.wikipedia.org/wiki/Internet#World_Wide_Web (observing that “[m]any 

people use, erroneously, the terms Internet and World Wide Web, or just the Web, 
interchangeably . . .”). 

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 18 of 45

JA3424

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 30 of 484Total Pages:(3496 of 4208)



 

18 
 

d. Potential intelligence value of addressing information:  Mr. Bradner’s suggestion 

that the NSA might find intelligence value in the addressing information of HTTPS 

communications that would merit their collection even though their contents are 

encrypted, Bradner Decl. ¶¶ 326(c), 366(g), is simply another assumption on his part 

about the NSA’s surveillance priorities that provides no technological support for his 

conclusion. 

37. However, even taking as given Mr. Bradner’s assumption that the NSA, for the 

reasons above, may be motivated to collect certain HTTPS communications, there are technical 

means by which it could obtain access to HTTPS communications of interest without copying and 

scanning all HTTPS communications at a monitored link, including Wikimedia’s.  As I explained in 

paragraph 35, above, it is technically feasible, to blacklist ports 80 and 443 (i.e., HTTP and HTTPS 

communications), while simultaneously whitelisting the IP addresses of websites, webmail 

services, and/or chatrooms of interest.  In this fashion the NSA could obtain access to 

communications to and from websites of interest while excluding all others, including, 

hypothetically, Wikimedia’s.  A configuration of this kind would be entirely consistent, moreover, 

with the references to acquiring encrypted communications in the NSA’s minimization 

procedures, and to collection of “web activity” in the NSA court filing cited by Mr. Bradner. 

38. In short, Mr.  Bradner gives no technological reason, as opposed to conjecture 

about the NSA’s practices, priorities, and capabilities, for dismissing port blocking as 

“implausible.” 

 Blacklisting Wikimedia’s IP Addresses 

39. Next, Mr. Bradner finds it “basically inconceivable” that the NSA would blacklist 

Wikimedia’s IP addresses, for two reasons.  Bradner Decl. ¶ 367(a).  Neither is based in Internet 

technology and engineering.   

40. Mr. Bradner states that it is “totally unbelievable” that the NSA would have 

undertaken the “incredibly resource-intensive task” of sifting through millions of websites to 

decide which to monitor and which not.  Bradner Decl. ¶ 367(a).  This is another non-sequitur, as 
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I did not suggest anything of the kind.  What I discussed in my first declaration was the practical 

possibility of blacklisting certain high-volume but perhaps low-interest websites, such as, 

hypothetically, Amazon.com, Wikimedia’s websites, and perhaps others, First Decl. ¶ 81, in order 

to reduce unwanted volumes of communications and enhance the efficiency of the collection 

process.  This would be a trivial task. 

41. Identifying and removing high-volume, commercial websites and video services is 

made much easier since page views follow a Zipf distribution, that is, a website’s volume of page 

views declines rapidly as its popularity ranking decreases.  For example, according to the Parse.ly 

blog post,9 the top roughly 1,000 websites account for 97% of global page views. Thus, while the 

identity of popular websites shifts over time, these can be tracked relatively easily by widely-

known services like Alexa.com, https://www.alexa.com/topsites.10  According to Alexa, as of 

early 2019 Wikipedia.org is ranked as the fifth most popular website globally (sixth in the United 

States), so even a manual process would likely include it on any filtering blacklist (assuming the 

NSA deemed it of low interest).  If desired, the list of these popular sites could be obtained 

periodically and mechanically, converted to IP addresses by domain name lookups 

programmatically, and then be used to modify the filter list used in routers.11  When Mr. Bradner 

disparages the idea of reviewing millions of websites to decide one by one which sites to monitor 

and which to ignore, he is taking issue with a proposal that I have not made. 

42. Second, Mr. Bradner states that he finds blacklisting Wikimedia IP addresses to be 

implausible because doing so “would deliberately limit the possible collection of information on 

the use of Wikimedia resources by NSA targets, a potentially valuable source of information 

                                                         
9 https://blog.parse.ly/post/10/zipfs-law-of-the-internet-explaining-online-behavior/ 
10 Alexa.com tracks the rankings of the popular websites; while also operated by Amazon, 

it is not related to Amazon’s smart-speaker service with the same name. 
11  As Mr. Bradner notes, the NSA, at least in some circumstances, uses IP address filtering 

to “eliminate potential domestic transactions” from those scanned.  PCLOB Section 702 Report 
at 37; Bradner Decl. ¶ 290.  As he also notes, the number of domestic U.S. IP addresses exceeds 
60,000.  Bradner Decl. ¶ 229.  If the NSA can maintain a list of over 60,000 address blocks, “no 
easy task,” Bradner Decl. ¶ 298, then it can also add a few dozen or a hundred IP addresses of 
organizations that contribute high volumes of traffic, but are unlikely to be of intelligence 
interest, such as (hypothetically) Wikimedia. 
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about the online research and reading of its targets.”  Bradner Decl. ¶ 367(a).  Once again, Mr. 

Bradner is engaging in speculation, without an evident basis in knowledge or information, about 

the online reading habits of the NSA’s targets and the intelligence value that the NSA would 

ascribe to knowing whether they read Wikimedia websites.  That is not a technological basis on 

which to judge the plausibility of blacklisting Wikimedia websites. 

 Whitelisting IP Addresses of Interest 

43. As I have explained, First Decl. ¶ 65, whitelisting is a filtering technique whereby 

an assisting telecommunications carrier at an Internet backbone link hypothetically monitored 

by the NSA could provide the NSA only with copies of communications packets whose source or 

destination IP addresses appear on a list of particular IP addresses, or blocks of IP addresses, that 

the NSA has determined are associated with communications (or targets) of interest.  Using this 

technique, the NSA would not obtain access to any of Wikimedia’s communications unless users 

communicating with Wikimedia’s websites, or perhaps with its staff, were assigned IP addresses 

on the targeted whitelist.  First Decl. ¶¶ 81, 84, 87.   

44. Mr. Bradner suggests no reason why whitelisting, if employed, would not block 

NSA access to Wikimedia’s communications (unless, hypothetically, Wikimedia were receiving or 

responding to communications from a whitelisted IP address).  Rather, he gives a single reason 

why he finds it implausible that the NSA would employ whitelists in the course of Upstream 

surveillance.  Bradner Decl. ¶ 366(d).  Separately, Wikimedia, in its legal brief, suggests that 

whitelisting would be inconsistent with certain features of Upstream collection.  Wikimedia Brief 

at 22.  I address both points in turn. 

45. Mr. Bradner opines that whitelists would be “useless” for Upstream collection 

purposes because it is not “remotely possible” for the NSA to know in advance the IP addresses 

of all its targets.  Bradner Decl. ¶ 366(d).  He premises this conclusion, however, on various 

assumptions about the number, nature, and mobility of the NSA’s Upstream surveillance targets, 

for which he offers no supporting information.   
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46. First, Mr. Bradner appears to assume that the NSA has over 129,000 Upstream 

targets, based on a Government report disclosing that in 2017 the NSA had over 129,000 Section 

702 targets.  As discussed above, however, and as Mr. Bradner also observes, the NSA operates 

two collection programs under Section 702 of FISA, Upstream and PRISM.  See Bradner Decl. 

¶ 334 & n.108.  So far as I am aware, the Government has not disclosed any information 

concerning the number of Section 702 targets that are targets, specifically, of Upstream 

collection, as opposed to those that may be targets exclusively of PRISM collection.  Mr. Bradner 

presents no basis on which to assume that the NSA’s Upstream targets are too numerous to make 

whitelisting technically practical.  

47. Second, Mr. Bradner simply assumes both (i) that the NSA’s Upstream targets 

include individuals (as opposed to other more stationary types of entities), and (ii) that their 

movements result in changes to the IP addresses associated with their communications.  Bradner 

Decl. ¶¶ 334, 366(d).  Even if the NSA’s Upstream targets include individuals who move from 

place to place, IP addresses, as Mr. Bradner acknowledges, are often associated with specific 

geographic areas to a “reasonable degree of certainty.”  Bradner Decl. ¶ 296; see also First Decl. 

¶¶ 32-34.  Therefore, even if an individual NSA target moved to a certain degree from place to 

place within a given geographic area, in principle the NSA could reliably obtain access to that 

target’s communications by targeting not just a single IP address, but a set of IP addresses, as I 

posited in my first declaration, First Decl. ¶ 67, associated with geographic areas where the target 

is believed to be located.  

48. In the final analysis, the NSA’s capabilities to ascertain and track the IP addresses 

of communications with its Upstream targets are unknown, and a blanket assumption that it lacks 

the ability to do so is not a technological basis on which to dismiss whitelisting as “useless.” 

49. Wikimedia separately argues in its legal brief that the idea of whitelisting “ignores” 

the NSA’s collection of “about” communications that are neither to nor from its targets, and the 

fact that NSA selectors (such as e-mail addresses) do not appear in the packet headers where 
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network-layer addressing information, such as IP addresses, is located.  Wikimedia Brief at 21-

22.  Notably, this is not a point echoed by Mr. Bradner, and it is not well taken. 

50. Wikimedia appears to be conflating two separate steps in the filter-then-copy-

and-scan collection process I have described.  First is the filtering of communications within the 

provider’s router or switch as they traverse a monitored link.  In the whitelisting context, this 

step involves a comparison of packets’ source and destination IP addresses (contained in the 

packet header) to a whitelist of specified IP addresses, so that only packets containing source or 

destination IP addresses on the whitelist are copied and made available for scanning.  The second 

step occurs after the whitelisted packets are copied and passed through the router interface to 

be scanned by the collection system.  This is the point at which the packets’ “payload,” including, 

for example, source and destination e-mail addresses as well as their message content, is scanned 

for targeted selectors, to identify those communications that will actually be retained.  

51. This two-step process is entirely compatible with the acquisition of “about” 

communications as described in public sources, and with scanning for selectors other than IP 

addresses.  If Wikimedia means to suggest otherwise, then it is mistaken.  If the NSA, through 

whitelisting, were to obtain access to communications to and from IP addresses of interest, it 

could then scan them for the presence of targeted selectors of any (authorized) kind, be they 

e-mail addresses, telephone numbers, or (hypothetically) other communications identifiers.  And 

if the NSA obtained access to communications to or from a specified (whitelisted) set of IP 

addresses it has associated with a target (or a target’s geographic location), and scanned them 

for the target’s e-mail address, then it could acquire not only communications to or from the 

target’s e-mail address, but also “about” communications between parties other than the target, 

also originating from or destined for one of the whitelisted IP addresses, that contain the target’s 

e-mail address in their contents. 

52. In sum, neither Mr. Bradner, nor Wikimedia, has identified any grounds based in 

Internet technology and engineering that would render whitelisting “useless,” or otherwise 

impractical or “implausible” for purposes of NSA Upstream collection.  They have provided no 
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reason to retreat from my conclusion that at any Internet backbone link that the NSA might 

hypothetically be monitoring, the NSA, through whitelisting, could block access to any Wikimedia 

communications, except those (if any) in which users communicating with Wikimedia, had been 

assigned a targeted IP address.  First Decl. ¶¶ 81, 84, 87. 

MISCELLANEOUS POINTS RAISED BY MR. BRADNER AND WIKIMEDIA 

53. In the foregoing sections I have addressed (i) the grounds on which Mr. Bradner 

concludes it is “more likely” that the NSA employs his copy-all-then-scan approach to Upstream 

collection, rather than a filter-then-copy-and-scan approach, and (ii) the grounds on which Mr. 

Bradner (and, separately, Wikimedia) argue that a filter-then-copy-and-scan approach using 

whitelisting and/or blacklisting techniques is “implausible.”  In this section I turn to several more 

general observations made by Mr. Bradner, and Wikimedia. 

54. Asymmetric routing of Internet communications:  Mr. Bradner remarks that my 

analysis “does not discuss the asymmetric routing of communications on the Internet.”  Bradner 

Decl. ¶ 359.  To the contrary, as Mr. Bradner and I both have observed, communications 

exchanged between two users on the Internet (such as e-mail), or communications between a 

user and a website, do not necessarily follow the same path back and forth, even in real time.  

Bradner Decl. ¶¶ 104(b), 199, 309; First Decl. ¶ 89.  I believe that Mr. Bradner overstates the 

impact of asymmetric routing between two end points at international gateways. (The number 

of international gateways between any two countries is relatively small.)  But the point is that 

asymmetric routing has nothing to do with the feasibility or utility of whitelisting and/or 

blacklisting as (hypothetical) Upstream collection techniques that could block NSA access to 

Wikimedia communications. 

55. As Mr. Bradner himself observes, the upshot of asymmetric routing, when it 

occurs, is that the response to a communication may cross a different international link than the 

one crossed by the original communication, and that the NSA, if interested in acquiring both the 

original communication and the response, would have to monitor both links.  Bradner Decl. 

¶ 309.  This has no impact, however, on the scope of the communications the NSA must monitor 
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at each link, regardless of the number of links actually monitored.  For example, if the source IP 

address of the original communication were included on a whitelist used at the first link, then, if 

the response returned over a different link, it could still be captured at that second link, using the 

same whitelist, since the source IP address of the original communication would now appear as 

the destination IP address of the response.  Thus, it would not ordinarily be necessary for the 

NSA to copy and scan all communications, at either link, in order to capture both the original 

communication and the response. 

56. Acquisition of wholly domestic “about” communications:  Mr. Bradner suggests 

that the NSA must not be using IP address filtering to eliminate wholly domestic communications 

before copying and scanning, at least at some monitored links.  Bradner Decl. ¶ 293.  He bases 

this conclusion on a statement, in an October 2011 opinion by the Foreign Intelligence 

Surveillance Court (“FISC”), that the NSA has acknowledged that it “will acquire a wholly domestic 

‘about’ communication” if it is “routed through an international internet link being monitored by 

the NSA.”  Bradner Decl. ¶¶ 292-94 & n.83, App’x P.  Whether or not that is so, it would be 

technologically inaccurate to conclude on this basis (as Wikimedia appears to do, Wikimedia Brief 

at 21-22), that the acquisition of some wholly domestic communications, even at a so-called 

“international Internet link,” is inconsistent with the use of the whitelisting and blacklisting 

techniques I have described.   

57. As Mr. Bradner observes, the “routing of wholly domestic communications over 

international circuits does occasionally happen.”  Bradner Decl. ¶ 292 & n.82.  There are several 

scenarios in which this could occur.  For example, suppose that a person located in the United 

States, who uses a foreign-based virtual private network (VPN) service, sends an e-mail to 

another person, also located in the United States.  When a user communicates via a VPN, all of 

the user’s communications are encrypted and first routed through the VPN server before being 

directed to their ultimate destination.  As a result, on that first leg each communications packet 

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 25 of 45

JA3431

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 37 of 484Total Pages:(3503 of 4208)



 

25 
 

is assigned the VPN server’s address as its destination IP address.12  In the example above, the 

user’s e-mail will cross an international link on its way to the foreign-based VPN server, and again 

on its way from the VPN server to the U.S. recipient.  Similarly, if persons located in the United 

States use foreign-based servers (perhaps belonging to an overseas corporation, or university) to 

send and receive e-mail from other persons in the United States, those communications will cross 

international links as they are routed to and from the foreign servers. 

58.   NSA acquisition of such communications, assuming it occurs as the FISC 

described, would be entirely consistent with white- or blacklisting by IP address.  In the above 

examples, on the first leg from the sender to the foreign VPN or e-mail server, the destination IP 

address of the communications will be the foreign IP address of the server; and on the second 

leg to the recipient the source IP address of the communications will also be the foreign IP 

address of the server.  Therefore, if the NSA were whitelisting communications to and from 

certain IP addresses, communications of the kind described above could still be copied and 

scanned by the NSA (and acquired if they contain targeted selectors), if the IP addresses of the 

foreign VPN and e-mail servers were included on the whitelist.  Equally so, if the NSA were 

blacklisting communications to and from certain IP addresses, wholly domestic communications 

of the kinds described above could still be copied and scanned by the NSA (and acquired if they 

contain targeted selectors), if the IP addresses of the foreign VPN and e-mail servers were not on 

the NSA’s blacklist. 

59. U.K. Section 8(4) collection:  Mr. Bradner states that his conclusion that the NSA 

likely follows his copy-all-then-scan approach is “reinforced” by public filings of the U.K. 

Government in the European Court of Human Rights (ECHR) concerning its “Section 8(4)” 

collection program conducted by the U.K.’s Government Communications Headquarters (GCHQ).  

Bradner Decl. ¶¶ 368-69.  I see little support, if any, for Mr. Bradner’s conclusions in these non-

                                                         
12   Once the packets reach the VPN server, the VPN layer of encryption is removed, and 

the packets are forwarded to their intended destination, but for security are assigned the VPN 
server’s address as their source IP address.  The process is reversed for any response to the user’s 
initial communication. 
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technical documents, which contain information, not discussed in his declaration, that tends to 

refute, not support, his views. 

60. The mere fact that the U.K. Government conducts Section 8(4) surveillance using 

one possible configuration does not mean that the NSA conducts Upstream surveillance the same 

way, as opposed to other possible approaches that could be followed.  Beyond that observation, 

the description of Section 8(4) collection that Mr. Bradner relies on is contained in publicly filed 

legal briefs and a court opinion, not internal technical or operational manuals or schematics 

detailing the design and operation of Section 8(4) collection systems.  See Bradner Decl. App’x 

DD, EE.  These sources provide only the roughest outline of the Section 8(4) collection process, 

and it is difficult, therefore, to draw detailed technical conclusions about the Section 8(4) process 

or how it compares to Upstream collection based on these sources.  

61. To the extent that documents at such a high level of generality can be relied upon 

for the purpose of drawing conclusions about how Section 8(4) collection (or Upstream) 

operates, I note that they actually describe a collection approach quite comparable (at least at a 

general level) to the type of IP address and port and protocol number filtering described in my 

earlier declaration.  In a passage not cited in Mr. Bradner’s declaration, the U.K. Government’s 

brief before the ECHR describes Section 8(4) collection as follows: 

First stage: collection 
GCHQ selects which bearers [circuits] to access based on an assessment of the 
likely intelligence value of the communications they are carrying. . . . 
Second  stage: filtering 
GCHQ’s processing systems operate on the bearers which it has chosen to access. 
A degree of filtering is then applied to the traffic on these bearers, designed to 
select communications of potential intelligence value. As a result of this filtering 
stage, the processing systems automatically discard a significant proportion of the 
communications on the targeted bearers. 
Third stage: selection for examination 
The remaining communications are then subjected to the application of queries, 
both simple and complex, to draw out communications of intelligence value. 
Examples of a simple query are searches against a “strong selector” such as a 
telephone number or email address.  Complex queries combine a number of 
criteria, which may include weaker selectors but which in combination aim to 
reduce the odds of a false positive. Communications that do not match the chosen 
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criteria are automatically discarded. The retained communications are available 
to analysts for possible examination. 

Bradner Decl., App’x EE at 4-5. 

62. To summarize, according to the above description of Section 8(4) collection in the 

U.K. Government’s brief, before communications are “querie[d]” for the presence of “selectors” 

(at the third stage), the Section 8(4) processing systems apply “filtering” (at the second stage) to 

winnow communications deemed to lack intelligence value and to pass on to stage three only 

those communications considered to be “of potential intelligence value.”  The exact type of 

filtering performed at the second stage is not disclosed, but the general description of the Section 

8(4) process contained in these publicly available documents is consistent with application of the 

filter-then-copy-and-scan techniques I have described. 

63. Mr. Bradner focuses attention on the U.K. Government’s explanation that in order 

to conduct these filtering and querying processes it is necessary as a “practical” matter, for 

“technical reasons . . . to intercept the entire contents of a [circuit].”  Bradner Decl. ¶ 368 (citing 

App’x EE ¶¶ 7-8, at 2-3).  These “technical reasons” are not described, so there is no way to know 

whether they would constrain the NSA’s ability to configure its collection systems.   

64. Assuming as does Mr. Bradner that the “intercept[ion]” referred to in the U.K. 

brief involves duplication of the entire communications stream before communications are 

filtered, it does not necessarily follow that the U.K. Government or the NSA must be given access 

to copies of all communications traveling across a monitored link.  If a provider does not prefer 

to use its network router or switch to perform the IP address or port or protocol number filtering, 

then it would also be technically feasible for a provider to use an optical splitter, as both Mr. 

Bradner and I have discussed, to duplicate the communications stream and divert the copied 

stream for off-line processing while the communications in the “original” stream continue toward 

their intended destinations.  See First Decl. ¶ 55; Bradner Decl. ¶¶ 275-76.  The provider then 

could apply IP address or port or protocol number filtering (whether whitelisting or blacklisting) 
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to the copied stream using a router or standard firewall “appliance”13 to make available to GCHQ 

(or the NSA) only those of the copied communications meeting the filter criteria, while 

automatically destroying the rest.  Either configuration would be consistent with what is said in 

the U.K. Government’s brief concerning the “interception” of all communications on a circuit, 

and neither would involve, much less require, passing all the communications on a monitored 

circuit to the GCHQ’s or the NSA’s possession and control. 

65. In short, the documents cited by Mr. Bradner offer no basis for concluding (as 

opposed to speculating) that in conducting Upstream collection the NSA copies and scans all 

communications, or even that it acquires copies (which it then scans) of all communications, that 

cross a monitored Internet backbone link.   

66. The EINSTEIN 2.0 System:  Wikimedia also states in its brief that Mr. Bradner’s 

conclusions are “corroborated” by the U.S. Government’s cyber-defense system known as 

EINSTEIN 2.0.  Wikimedia Brief at 20.  In contrast, while Mr. Bradner refers to the EINSTEIN 2.0 

system as an example of a deep-packet-inspection system, he does not cite EINSTEIN 2.0 as 

corroboration for his conclusions.  Bradner Decl. ¶ 259.   

67. EINSTEIN 2.0 is not, as Wikimedia describes it, a “surveillance program” like 

Upstream collection.  Rather, as described in the Department of Justice Office of Legal Counsel 

(“OLC”) memorandum relied on by Wikimedia, Plaintiff’s Exhibit 25, EINSTEIN 2.0 is a cyber-

intrusion detection system meant to protect the unclassified information technology systems of 

civilian U.S. Government agencies against malware and other network-based attacks.  It is not 

meant for intelligence gathering, except possibly tracing the progression of detected cyber-

attacks.   

68. To perform its function, EINSTEIN 2.0 scans incoming Internet traffic as it reaches 

the access points connecting these Federal Government systems to the Internet.  Plaintiff’s 

Exhibit 25 at 3.  As described in the OLC memorandum, “EINSTEIN 2.0 sensors [do] not scan actual 

                                                         
13 The Barracuda CloudGen firewall is one commercial example, with throughput of up to 

46 Gb/s. 
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Federal Systems Internet Traffic for malicious computer code as that traffic is in transmission, but 

instead will scan a temporary copy of that traffic created solely for the purpose of scanning by 

the sensors,” while “[t]he ‘original’ Federal Systems Internet Traffic will continue to its 

destination without being scanned.”  Plaintiff’s Exhibit 25 at 4.  There are at least two reasons 

why conclusions about the Upstream collection process cannot be drawn from this statement 

about the configuration of the EINSTEIN 2.0 system. 

69. First, because cyber attacks can use any protocol, originate from any external 

Internet host, and can target any destination system, to be effective an intrusion-detection 

system must inspect all incoming traffic.  For the reasons I have discussed above, and in my first 

declaration, the NSA could reliably obtain access to its targets’ communications crossing a 

monitored link without copying and scanning all communications that cross that link.  Second, it 

is unlikely that the volume of incoming Internet traffic at any given civilian Government agency 

exceeds 10 gigabits per second.14  In comparison, the potential volume of traffic at the AEConnect 

link, discussed above, 40 terabits per second, is over 4,000 times greater.  The relatively small 

volume of traffic that EINSTEIN 2.0 can be expected to support is well within the capability 

envelope of a single commercial intrusion detection system or DPI system, meaning that there 

are likely no processing or capacity constraints in the EINSTEIN 2.0 system that would necessitate 

filtering out communications to reduce the volume that needs to be scanned for malicious code.  

70. Because the purpose and required processing capacity of EINSTEIN 2.0 differ 

fundamentally from those of Upstream collection, the architecture and operation of EINSTEIN 2.0 

are unlikely to provide insight into the operational practices of the Upstream program. 

71. Comprehensiveness:  Finally, I address Mr. Bradner’s and Wikimedia’s attempts to 

draw support from what Mr. Bradner describes as “the NSA’s stated desire to be comprehensive 

                                                         
14 The GSA Enterprise Infrastructure Solutions (EIS) guide supports this conclusion, as the 

highest available “[d]edicated burstable Internet bandwidth” is 10 Gb/s, as CLIN 22006. 
(https://eis-public-pricer.nhc.noblis.org/ajax.php/resources/download?type=csv&file=clins) 
Similarly, the MTIPS (Managed Trusted Internet Protocol Services) item that incorporates 
EINSTEIN functionality tops out at 10 Gb/s (same file, CLIN MT00060). See also 
https://www.gsa.gov/technology/technology-products-services/it-security/trusted-internet-
connections-tics. 
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in its [Upstream] collection.”  Bradner Decl. ¶¶ 228, 333, 359 (citing PCLOB Section 702 Report 

at 10, 123, 143); Wikimedia Brief at 21.  Mr. Bradner infers that “if the NSA’s goal is to 

comprehensively obtain its targets’ communications, then it must comprehensively copy, 

reassemble and review all transactions that could conceivably be to or from a target that transit 

the circuits being monitored.”  Bradner Decl. ¶ 335.  There are numerous reasons why this 

conclusion does not follow. 

72. The “repeated[ ]” statements by the “[G]overnment” that Mr. Bradner refers to, 

Bradner Decl. ¶ 333, are actually a single statement by the PCLOB that appears twice in the 

PCLOB’s Section 702 Report.  See, e.g., Bradner Decl. ¶ 333 & n.106 (citing PCLOB Section 702 

Report at 10, 123).  In the cited statement, the PCLOB characterizes “the NSA’s acquisition of 

‘about’ communications” as “an inevitable byproduct of the government’s efforts to 

comprehensively acquire communications that are sent to or from its targets.”  PCLOB Section 

702 Report at 10; see id. at 123 (same). 

73. We cannot simply indulge an assumption that the NSA “comprehensively” 

acquires the communications of its targets based on the slim reed relied on by Mr. Bradner.  I 

agree with Mr. Bradner that it would be “unsurprising” to discover that the NSA, in a perfect 

world, would prefer to obtain access to all of its foreign-intelligence targets’ communications.  It 

does not follow, however, that the NSA is in fact doing so.  It is one thing to state these goals,  

and quite another to design, construct, deploy, maintain, and pay for the collection systems 

required, in the numbers and with the capacity needed, to attain such ambitious goals.  We 

cannot assume on the basis of a stated goal alone that the NSA has achieved that desired result 

without assuming away the technical, logistical, and financial hurdles, the resource constraints 

and trade-offs, and the competing mission priorities, that would stand in the way.  Even if the 

technical and logistical hurdles could be overcome, we must recognize the possibility that at 

some point the cost of doing so may, in the NSA’s view, outweigh the marginal benefit of 

potentially discovering still further communications of its targets in some as-yet unexplored 

stream of communications on the Internet.  In short, we must recognize that in the field of large-

Case 1:15-cv-00662-TSE   Document 178-2   Filed 02/15/19   Page 31 of 45

JA3437

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 43 of 484Total Pages:(3509 of 4208)



 

31 
 

scale digital communications engineering as in other practical endeavors, idealized goals must be 

tempered by gritty reality. 

74. Even taking for granted, for a moment, Mr. Bradner’s assumption that the NSA 

has achieved the goal of comprehensively acquiring its targets’ online communications, it still 

would not follow that the NSA “must comprehensively copy, reassemble and review all 

[communications] . . . transit[ing] the circuits being monitored.”  Bradner Decl. ¶ 335.  I explained 

in my first declaration how the NSA, using traffic-mirroring techniques such as white- and 

blacklisting, could reliably obtain access to its Upstream targets’ communications without 

copying and scanning all of the communications traversing a monitored link.  And, as I explain 

herein, Mr. Bradner identifies no technical reason to question that conclusion, instead relying on 

speculation about the nature and habits of the NSA’s targets, the NSA’s intelligence priorities, its 

resources, and capabilities, to support his opinions to the contrary.15  Moreover, it must be 

acknowledged that the term comprehensive is a qualitative one, susceptible of a number of 

meanings other than “exhaustive.”  Without detailed information, at the least, concerning the 

types and quantities of communications accessed by the NSA, it is not possible to reverse-

engineer detailed  conclusions about the methodologies employed and equipment 

configurations deployed by the NSA from so limited and technically unenlightening a starting 

point as the supposed comprehensiveness of the agency’s objectives. 

75. To reiterate, I do not opine on the likelihood that the NSA, in the course of 

conducting Upstream surveillance, actually may use the traffic-mirroring techniques I have 

discussed.  But it is my opinion that, at bottom, the reasons given by Mr. Bradner for deeming 

                                                         
15 Mr. Bradner also relies on the PCLOB’s characterization of Upstream’s objective to 

conclude that the NSA “is very likely to be monitoring a large number of international circuits, 
given that it would need to monitor most, if not all, such circuits to accomplish its stated (and 
unsurprising) goal of reliably and comprehensively collecting the communications of its targets.”  
Bradner Decl. ¶ 353.  As I have stated, one cannot simply take for granted that the PCLOB’s 2014 
description of the NSA’s supposed goals reflects the reality of what the NSA has actually 
accomplished.  Be that as it may, I have also already explained that the feasibility of whitelisting 
and blacklisting does not depend on the number of sites on the Internet that the NSA actually 
monitors, whether the number is one or many.  First Decl. ¶¶ 90-91.  Mr. Bradner does not 
contest this point. 
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that possibility “implausible,” and his alternative approach “most likely,” are without basis in 

Internet technology and engineering. 
 

MR. BRADNER’S CERTAINTY THAT THE NSA HAS COPIED AND SCANNED AT 
LEAST SOME WIKIMEDIA COMMUNICATIONS, EVEN IF THE NSA EMPLOYS 

TRAFFIC-MIRRORING TECHNIQUES, IS WITHOUT TECHNICAL OR EMPIRICAL BASIS. 

76. Although Mr. Bradner acknowledges that the various types of traffic-mirroring 

techniques I discuss are technically feasible, he nevertheless maintains that, even if the NSA were 

using these techniques to filter out Wikimedia communications from those made available to it 

at a monitored link (whether by design, or effect), it is still “virtually certain” that the NSA, in the 

course of Upstream collection, “has copied, reassembled, and reviewed at least some of 

Wikimedia’s communications.”  Bradner Decl. ¶ 370.  He does not explain, however, why he 

believes this to be the case.  Although he raises a number of reasons why he believes the NSA 

likely would not employ these techniques (which I addressed in the preceding sections), he raises 

no technical objections to the efficacy of white- or blacklisting port or protocol numbers, or 

whitelisting by IP address, as means of blocking access to Wikimedia communications. 

77. Rather, Mr. Bradner asserts only that it is “technologically incorrect that blocking 

[i.e., blacklisting] Wikimedia IP addresses would block all Wikimedia traffic.”  Bradner Decl. 

¶ 367(b).  So far as I can discern from Mr. Bradner’s declaration, this is the sole “technical[ ] 

inaccura[cy],” Bradner Decl. ¶ 7(b), that Mr. Bradner ascribes to my analysis.  Specifically, Mr. 

Bradner posits three scenarios in which Wikimedia’s communications “would still be copied, 

reassembled and reviewed by the NSA,” even if the NSA blacklisted communications containing 

Wikimedia IP addresses.  Bradner Decl. ¶ 367(b).  Each of these scenarios, while theoretically 

possible, could come to pass only in the uncertain event that particular conditions are met, as I 

discuss in turn. 

78. Scenario One:  MCT Containing a Wikimedia Communication:  Mr. Bradner 

observes that if a Wikimedia communication were contained within a so-called “multi-

communication transaction” (MCT) that itself was neither to nor from Wikimedia, then 

blacklisting communications with source or destination IP addresses assigned to Wikimedia 
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would not prevent the MCT, including the embedded Wikimedia communication, from being 

copied and scanned at a monitored link.  Bradner Decl. ¶ 367(b)(1).  (This would be so, because 

the IP addresses included in the individual packet headers would be the source and destination 

IP addresses of the enclosing MCT, rather than the IP addresses of the embedded Wikimedia 

communication.)  Mr. Bradner gives, as a hypothetical example of an MCT, the group of e-mail 

messages that are transmitted together as a single communication from an e-mail service to a 

subscribing user’s Inbox, when the user logs in to check his or her e-mail.  Bradner Decl. ¶¶ 132, 

317.16  This situation would result in copying and scanning communications to or from Wikimedia, 

however, only if several conditions were met: 
 
a. First, Wikimedia maintains that its communications are copied and scanned as 

they traverse international links on the Internet backbone.  For an MCT comprised of 
e-mails downloaded from a server to the Inbox on an individual user’s cellphone or 
computer to cross an international Internet link, either a user in a foreign location must 
be downloading e-mails from a server located inside the United States, or a user located 
in the United States must be downloading e-mails from a foreign server. 

  
b. Second, for the MCT containing these e-mails to include Wikimedia 

communications, the user must also be one who communicates by e-mail with 
Wikimedia. 

   
c. Third, for the MCT to be copied and scanned by the NSA, it would have to traverse 

an international link that is monitored by the NSA. 
 
d. Fourth, the MCT in which the Wikimedia communication is embedded must itself 

be a communication that has not been blacklisted.  

79. Wikimedia claims to communicate with persons in almost every country on Earth, 

and that it is “virtually certain,” therefore, that its communications traverse every circuit on every 

international cable carrying Internet traffic to and from the United States, see Bradner Decl. 

¶ 6(d).  But the scenario posited by Mr. Bradner is limited to those persons meeting the first two 

criteria above.  Neither Wikimedia nor Mr. Bradner cites evidence concerning the number or 

geographic locations of persons meeting those criteria, if any, who communicate with Wikimedia, 

and I am aware of none.  There is no basis, therefore, to conclude that MCTs enclosing Wikimedia 

communications almost certainly cross every international Internet link to and from the United 

                                                         
16  The NSA has not publicly acknowledged what kind of MCTs are acquired during the 

Upstream collection process. 
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States, or, critically, that they cross one or more links that happen to be monitored (assuming 

any) by the NSA (the third criterion).  It is a matter of conjecture, therefore, whether MCTs 

containing Wikimedia communications are copied and scanned by the NSA while crossing 

international Internet links.   

80. The scenario is rendered even more conjectural when the possibility is considered 

that an MCT in which a Wikimedia communication is embedded might itself be a blacklisted 

communication (thus failing to meet the fourth criterion).   U.S. consumer-based webmail 

services, such as a person located outside the United States might use, most commonly interface 

with their subscribers using encrypted HTTPS communications.  (Gmail, the most popular 

webmail service provider, has been 100-percent encrypted since mid-2014.)17  In addition, most 

businesses and other organizations strongly discourage or prevent use of unencrypted protocols 

to send or receive e-mail for business purposes. Thus, for example, employees of U.S.-based 

companies traveling or stationed abroad who rely on an e-mail server located at a U.S. corporate 

headquarters most likely will send and retrieve e-mail, respectively, through an encrypted SMTP 

submission transport connection, using TCP port 587, and an encrypted IMAP connection, using 

TCP port 993.   Overall, the likelihood that a person located outside the United States would use 

unencrypted e-mail protocols to send or receive e-mail is exceedingly small.  As I observed in my 

earlier declaration, if the NSA lacked the ability to decipher a particular kind (or kinds) of 

encrypted communications, then it could avoid copying and scanning them, if it wished, by 

blacklisting their associated port or protocol numbers.  First Decl. ¶ 79.  That would include 

encrypted MCTs that might hypothetically contain Wikimedia communications. 

81. Scenario Two:  E-mail to Wikimedia from Abroad Using a U.S.-Based Service:  Mr. 

Bradner next posits that the NSA could copy and scan Wikimedia communications, even if it 

blacklisted Wikimedia’s IP addresses, in a “case where a person located outside the U.S. is using 

an email service located inside the U.S. to send email to [and receive email from] Wikimedia.”  

Bradner Decl. ¶ 367(b)(2).  (This would be possible because while in transmission from the user 
                                                         

17 https://transparencyreport.google.com/https/overview. 
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to the e-mail server, and vice versa, the communication would not include Wikimedia’s IP address 

in the packet headers.)  In practical terms, this scenario is simply a variant of the first, and could 

occur only if the following conditions, quite similar to those in the MCT scenario above, are met:  
 
a. First, for the e-mail in question to cross an international Internet link without a 

Wikimedia IP address in the packet header, the user must be someone located outside 
the United States who is using an e-mail service (more precisely, an e-mail server) that is 
located inside the United States. 

  
b. Second, the user must be sending e-mail to and/or receiving e-mail from 

Wikimedia. 
   

c. Third, for the e-mail to be copied and scanned by the NSA, it would have to 
traverse an international link that is monitored by the NSA. 

 
d. Fourth, the e-mail must itself be a communication that has not been blacklisted.   

82. As in Mr. Bradner’s MCT scenario, there is no basis on which to conclude that 

e-mail between Wikimedia and users who meet the first two criteria above (if any) almost 

certainly cross every international Internet link to and from the United States, or that they cross 

one or more links that happen to be monitored (assuming any) by the NSA (the third criterion).  

It is also a matter of conjecture, therefore, whether e-mail sent to Wikimedia, even from persons 

outside the United States who are using U.S.-based e-mail services, are copied and scanned by 

the NSA while crossing international Internet links.  And, as in the MCT scenario, the matter 

becomes even more uncertain when one considers that any international e-mail communications 

of the kind posited by Mr. Bradner are quite likely encrypted with secure e-mail and/or HTTPS 

transmission protocols, raising the possibility that they are blacklisted (thus not meeting the 

fourth criterion), and so excluded from copying and scanning. 

83.  Scenario Three:  Accessing Wikimedia Websites from Abroad Using a U.S.-Based 

VPN Service:   Finally, Mr. Bradner posits that the NSA could copy and scan communications to 

and from a Wikimedia website, even if it blacklisted Wikimedia’s IP addresses, if a user outside 

the United States accessed the Wikimedia site using a VPN (virtual private network) service 

located inside the United States.  Bradner Decl. ¶ 367(b)(3).  This is possible because, as discussed 

in paragraph 57, above, when a user communicates via a VPN, all of the user’s communications 
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(including HTTP and HTTPS communications) are first routed through the VPN server, and 

assigned the server’s address as the communications’ destination IP address, rather than (as in 

this scenario) the target website.  In reality, however, the scenario envisioned by Mr. Bradner 

could occur only if the following conditions are met: 
 
a. First, for the HTTP and HTTPS communications in question to cross an 

international Internet link, the user must be someone located outside the United States. 
 
b. Second, the user must be someone who has decided to use, and perhaps to pay a 

service fee for, the VPN service.  (The user may also be using the communication facilities 
of an organization, such as an employer, that has decided to use a VPN for its business 
communications.)   

 
c. Third, although the user is located outside the United States, the user (or the 

organization whose facilities he or she is using) must have chosen a VPN service based 
inside, not outside, the United States. 

   
d. Fourth, to be copied and scanned by the NSA, the user’s communications with 

Wikimedia’s websites would have to traverse an international link that is monitored by 
the NSA. 

 
e. Fifth, communications to the VPN server must not themselves be blacklisted.   

84. Again, there is no basis on which to conclude that communications with 

Wikimedia websites from users who meet the first three criteria above (if any) almost certainly 

cross every international Internet link to and from the United States, or that they cross one or 

more links that happen to be monitored (assuming any) by the NSA (the fourth criterion).  It is 

also a matter of conjecture, therefore, whether HTTP or HTTPS communications sent to 

Wikimedia websites, even those from persons outside the United States who are using U.S.-

based VPN services, are copied and scanned by the NSA while crossing international Internet 

links.  And it becomes even less certain considering that any such communications would be 

encrypted by the VPN service, raising the possibility, if the NSA lacked the ability to decipher 

them, that they are blacklisted (perhaps using the VPN’s IP address), and thus, not meeting the 

fifth criterion, are excluded from copying and scanning. 

85. In sum, it is far short of the certainty claimed by Mr. Bradner that any of the 

scenarios described by him would come to pass at a particular international Internet link that 

happened to be monitored by the NSA (if any), such that the NSA would copy and scan 
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communications of Wikimedia’s even if it had blacklisted Wikimedia IP addresses.  Each of these 

scenarios requires a confluence of multiple events before it could come to pass, the likelihood of 

which individually, and certainly collectively, is at best conjectural.  And so, while I acknowledge 

that in theory blacklisting might not eliminate all possibility that the NSA, in conducting Upstream 

surveillance, obtains copies of and scans Wikimedia communications for targeted selectors, 

blacklisting would render that possibility a matter of speculation. 

86. Moreover, it bears emphasis that even if there remained a possibility of copying 

and scanning Wikimedia communications despite blacklisting Wikimedia IP addresses, that would 

not be the case if the NSA were employing a whitelisting technique.  In a whitelisting scenario, 

no communications to or from Wikimedia would be copied and made available for scanning by 

the NSA, unless a communication to or from Wikimedia itself had a source or destination IP 

address, respectively, on the target whitelist.  Nor does Mr. Bradner suggest otherwise.  

Therefore, the hypothetical possibility that Wikimedia communications could be copied and 

reviewed in the limited and uncertain sets of circumstances suggested by Mr. Bradner, 

notwithstanding blacklisting, does not alter my conclusion that the NSA, through whitelisting, 

could conduct Upstream-type surveillance as envisioned by Wikimedia, without copying and 

reviewing or otherwise interacting with Wikimedia communications.  

87. For these reasons, I find Mr. Bradner’s assertion that it is “virtually certain” the 

NSA has copied and scanned at least some of Wikimedia’s communications, even if the NSA 

employs one or more of the whitelisting and blacklisting techniques I have described, Bradner 

Decl. ¶ 370, to be without a basis in Internet technology and engineering that rises above the 

level of conjecture. 
 

PRACTICAL REASONS FOR MAINTAINING “HTTPS BY DEFAULT” AND 
IPSec ENCRYPTION IN THE CURRENT COMMUNICATIONS ENVIRONMENT  

88. Finally, I discuss (a) the significant reasons why, in the current digital 

communications environment, any organization that operates a major website would be 

powerfully motivated to protect communications to and from its site using the HTTPS protocol, 
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in particular HTTPS by default, and (b) the reasons why an organization that transmits sensitive 

proprietary or personal information on the Internet would be equally motivated to encrypt those 

communications using a security protocol such as IPsec or ssh. 

89. As I explained in my earlier declaration, communications on the Internet may be 

encrypted to protect the privacy and integrity of the information they contain.  The HTTPS 

protocol (technically, a combination of the Transport Layer Security (TLS) protocol and the HTTP 

protocol), is the most common encryption mechanism on the Internet, used to ensure that a 

user’s browser connects to the correct web server (rather than an imposter site), and that the 

information sent between the user and the website can be read only by the user’s web browser 

and the host web server, but not third parties.  First Decl. ¶ 42. 

90. Although selective encryption of web communications for online transactions 

deemed sensitive or confidential (such as online banking) began as long ago as 1994, in 2014 the 

Internet Engineering Task Force (IETF) (see First Decl. ¶ 26) described a range of motivations for 

using encryption pervasively in today’s environment, including:  (i) surveillance by nation-state 

actors; (ii) legal but “privacy-unfriendly” exploitation of user information by commercial 

enterprises; and (iii) various forms of cybercrime.18  Online surveillance by nation-state actors is 

a global phenomenon, not limited to activities conducted by the NSA or even the U.S. 

Government.19  Large Internet service providers have indicated their interest in aggregating and 

monetizing data about the web-browsing patterns of their subscribers by selling data to online 

advertisers.20  For example, in March 2016 the Federal Communications Commission imposed a 

$1.35 million fine on Verizon Wireless for its use of a technology that allowed marketers to track 

customers' web browsing, without their knowledge, so they could be provided more targeted 

                                                         
18 IETF RFC 7258 (May 2014), https://tools.ietf.org/html/rfc7258 
19 See https://rsf.org/en/news/special-report-internet-surveillance-focusing-5-

governments-and-5-companies-enemies-internet; 
https://en.wikipedia.org/wiki/List of government mass surveillance projects. 

20 See https://arstechnica.com/tech-policy/2017/03/ad-industry-lobbyists-celebrate-
impending-death-of-online-privacy-rules/ 
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online advertising.21  Cybercrime, such as “hacking” users’ credit card numbers or login 

credentials for purposes of fraud, or theft, is widespread on the Internet.22 Commenting on this 

environment in an October 2015 address, Wikipedia founder Jimmy Wales reportedly stated, 

“There's really no excuse to have any major web property that's not secure[d]” using HTTPS.23   

91. Although for nearly two decades encryption was used primarily to facilitate online 

banking transactions and credit card purchases, over the last five years HTTPS encryption of web 

communications has increasingly become the norm, and a security “best practice.”  Many 

websites now automatically redirect visitors to the secure (HTTPS) versions of their sites even if 

a user’s browser first contacted the unencrypted (HTTP) version.  By 2017, half of all traffic was 

encrypted, according to Mozilla, developer of the Firefox browser24, and over 70 of the top 100 

most popular websites worldwide had enabled HTTPS encryption, up from 37 in 2016, according 

to reports by Google.25  Google reports that by January 2019 the number had risen to 96 of the 

100 top sites (which account for approximately 25 percent of global web traffic), and that as of 

February 2019 over 90 percent of the webpages viewed using Google Chrome (the world’s most 

popular web browser) were loaded over HTTPS connections.26  CloudFlare, one of the largest 

content distribution networks (used to facilitate worldwide distribution of client websites’ 

content to end users) now offers redirection to HTTPS encryption as a standard feature of its 

services.27   

92. Any organization that continues to operate a website in the current digital 

environment without at least offering, if not requiring, a secure HTTPS encryption places at risk 

                                                         
21  See https://www.cnet.com/news/verizon-racks-up-1-35-m-bill-for-violating-

consumer-privacy/. 
22  See 

https://www.pcworld.com/article/205051/Norton Study Says Cybercrime is Rampant.html.   
23   https://motherboard.vice.com/en us/article/ezvj8k/jimmy-wales-theres-really-no-

excuse-not-to-use-encryption 
24 See https://www.wired.com/2017/01/half-web-now-encrypted-makes-everyone-

safer/ 
25 See https://www.zdnet.com/article/google-this-surge-in-chrome-https-traffic-shows-

how-much-safer-you-now-are-online/. 
26 See https://transparencyreport.google.com/https/overview?hl=en. 
27  See https://www.cloudflare.com/lp/ssl-for-saas-providers/. 
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the online privacy and security of its users, and perhaps its own proprietary information and 

commercial interests.  Online vendors whose operation depends on the willingness of users to 

visit their sites and share sensitive personal information (like credit card numbers) to make 

purchases would discourage visitors and lose business if they did not offer a secure connection.  

Non-commercial sites that deal with sensitive subject matters, or that simply value online privacy 

as a matter of principle, also face increasing pressure to implement HTTPS encryption to protect 

the confidentiality of their users’ communications. 

93. The transition is being spearheaded through efforts by Google, and other online 

organizations, to promote the adoption of HTTPS encryption across the entire web.  Since July 

2018, Google’s Chrome web browser has been labeling all websites that do not use the HTTPS 

protocol as “Not Secure,” a warning that may be interpreted by visitors to mean that the site has 

been hacked or compromised, or may even be malicious.  Mozilla’s Firefox web browser is 

reportedly following suit.28  Given the increasing demands today for greater Internet security, 

labeling a website as “not secure” could bring reputational damage to the site (and perhaps its 

parent organization), and would be contrary to the interests of any organization seeking to 

maximize visits to its site, whether its content is considered sensitive or not.   

94. At this time two methods of HTTPS encryption are available.  Opt-in HTTPS gives 

a user the option, when he or she visits a website, of communicating over an HTTP connection or 

choosing a secure HTTPS connection.  In contrast, HTTPS by default involves the automatic 

redirection of a user to the HTTPS version of the website, even if the user’s browser first seeks to 

make an unsecure HTTP connection.  HTTPS by default also involves use of the HSTS (HTTP Strict 

Transfer Security) protocol to reconfigure the user’s browser to connect automatically via HTTPS 

transmission whenever the user again visits the same site, and to refuse connection to the 

unencrypted site.  Both versions require roughly the same initial and ongoing investment of 

resources to develop, operate, and maintain the required technical infrastructure, including the 

                                                         
28  See https://www.deepdotweb.com/2018/01/05/mozilla-label-http-sites-not-secure-

future-versions-firefox/ 
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retention of qualified engineering personnel.  In some circumstances, opt-in HTTPS encryption 

may be marginally less costly for an organization to implement, depending on the fraction of 

unencrypted HTTP traffic visiting the website, because it may require somewhat less server 

capacity than supporting all site visitors exclusively via HTTPS. 

95. All other things being equal, the level of encryption protection provided is the 

same whether a web communication is encrypted with HTTPS optionally or by default.  The 

difference between the two methods is that HTTPS by default adds a level of protection against 

so-called SSL stripping attacks.  In an SSL stripping attack, if a user’s browser makes an unsecure 

HTTP request to make a secure HTTPS connection to a website, an attacker can intercept that 

initial, unsecure request and use it to “strip” the encryption that otherwise would have protected 

the ensuing exchange of communications between the user and the website.  The attacker thus 

obtains access to the contents of the user’s communications with the site, including the 

information the user views or downloads from the site, and any sensitive personal or financial 

information the user shares with the site.  Implementing HTTPS by default mitigates the threat 

of such attacks through the HSTS reconfiguration of a user’s browser to encrypt future 

connection requests after the user’s first visit to the site, or if the site is listed on the HSTS preload 

list incorporated into the user’s browser.  Largely for this reason, the adoption of default rather 

than opt-in HTTPS, like the adoption of HTTPS encryption generally, is increasingly becoming the 

norm, particularly by sites where users must enter login credentials or provide sensitive personal 

information in order to conduct financial transactions.  For example, nine out of 11 U.S. banking 

sites and all 13 U.S. Government sites listed at the HTTPSWatch website support HSTS, and all 

but one redirect from HTTP to HTTPS automatically29. This confirms the prediction of an August 

2017 study30: “Top websites will be almost entirely HTTPS within a year and a half. Half have 

                                                         
29 See https://httpswatch.com/us; visited Feb. 9, 2019. 
30 Adrienne P. Felt, et al., “Measuring HTTPS Adoption on the Web,” 26th USENIX 

Security Symposium, August 2017, 
https://www.usenix.org/system/files/conference/usenixsecurity17/sec17-felt.pdf. 
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moved, more are preparing to move, and the rem[a]inder will feel pressured to meet the 

changing industry standard.” 

96. So far as I am aware, SSL stripping attacks have never been publicly identified as a 

surveillance technique employed by the NSA in connection with its Upstream collection program, 

whether in any official U.S. Government disclosures.  Such an attack would require a man-in-the-

middle attack or DNS redirection, not just passive intercept.   

97. For the same wide variety of reasons identified by the IETF, going well beyond 

what has been publicly reported about NSA Upstream surveillance, encryption increasingly has 

become the default across the Internet as a whole, not simply on the World Wide Web.    IPsec, 

the Internet Protocol Security suite, is a set of network security protocols commonly used by 

commercial enterprises and other large organizations to encrypt sensitive data that they transmit 

from one business site to another, such as between large data centers.  Wikimedia has 

implemented IPsec both for the transmission of its web server logs between its foreign servers 

in the Netherlands and its servers located in the United States, see First Decl.¶ 83; Gov’t Exh. 4 

(Technical Statistics Chart), and apparently for the transmission of cache-to-cache data between 

its U.S. data centers, Plaintiff’s Exhibit 3 (Paulson Decl.) ¶ 53; Plaintiff’s Exhibit 39 at 

WIKI00006566.  The transmission of a website’s server logs in encrypted form is an accepted best 

practice, not only to protect proprietary information about the operation of the site, but to 

protect user information that may be considered personal.  Indeed, the European Union’s 

General Data Protection Regulation, which became effective in May 2018, classifies information 

contained in web server logs (principally IP addresses) as personal data that must be handled in 

a manner that ensures appropriate security, such as by encrypting them.31  Finally, other internal 

communications that traverse the Internet, such as cache-to-cache communications, are 

protected by encryption primarily to ensure integrity, e.g., to prevent malicious actors from 

modifying web pages in transit. While this threat is less likely than others, ISPs in China, Russia 

and Pakistan, among other countries, have temporarily diverted traffic through their country.  If 
                                                         

31 https://www.ctrl.blog/entry/gdpr-web-server-logs 
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a third party could modify web pages in transit, they could install trackers or malware, for 

example. 

98. Even if the NSA were not conducting Upstream surveillance, there would remain 

numerous reasons, discussed above, why an organization would be highly motivated to encrypt 

transmissions of its web server logs and cache-to-cache data.  The online transmission of such 

sensitive proprietary or private information using unencrypted protocols not only poses known 

risks of interception, modification and theft by unauthorized third parties (including foreign 

government actors), it has also become an indicator that an organization lacks proper cyber 

hygiene.         
CONCLUSION 

99. For the reasons I discuss above and in my first declaration, it remains my opinion 

that, based on what is publicly known about the NSA’s Upstream collection technique, the NSA 

in theory could be conducting this activity, at least as Wikimedia conceives of it, in a number of 

technically feasible, readily implemented ways that could avoid NSA interaction with Wikimedia’s 

online communications. 

100. While I offer no opinion on the likelihood that the NSA does or does not, in fact, 

employ these techniques, I have examined the bases of Mr. Bradner’s opinions (i) that the NSA, 

in conducting Upstream surveillance, “most likely” copies, reassembles, and scans for selectors 

all communications packets traversing an international Internet link that is monitored by the NSA 

(if any); (ii) that it is “implausible” that the NSA uses the traffic-mirroring techniques (white- and 

blacklisting) described in my first declaration; and (iii) that even if the NSA uses one or more of 

the techniques I described, it is still “virtually certain” that the NSA copies and scans at least some 

of Wikimedia’s communications.  I conclude that these opinions lack a non-speculative 

foundation in Internet technology and engineering. 

101. It is also my opinion that even if the NSA were not conducting Upstream 

surveillance, in the current digital communications environment there would remain numerous 

reasons for an organization that operates one or more major websites to implement HTTPS-by-
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default on its websites, and for an organization that transmits large volumes of proprietary or 

other sensitive data across the Internet to encrypt those transmissions using IPsec or another 

such encrypted transmission protocol. 

I declare of penalty of perjury that the foregoing is true and correct to the best of my 

knowledge and belief. 

Executed in New York, New York on February ~ -' 2019. 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

                                     
      ) 
WIKIMEDIA FOUNDATION,  ) 
      ) 
  Plaintiff,   )   
      ) Civil Action No. 1:15-cv-00662-TSE 
 v.      ) 
           )  
NATIONAL SECURITY AGENCY, et al., ) 
      ) 
  Defendants.   ) 
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IN THE UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF MARYLAND

_______________________________________ 

 

   WIKIMEDIA FOUNDATION, 

 

    Plaintiff, 

 

v. 

 

   NATIONAL SECURITY AGENCY, et al., 

 

    Defendants. 

_______________________________________ 

 

) 

) 

) 

) 

) 

)  No. 1:15-cv-0662 (TSE)  

) 

) 

) 

) 

)
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DECLARATION OF DR. ALAN J. SALZBERG 

 

Dr. Alan Salzberg, for his declaration pursuant to 28 U.S.C. § 1746, deposes and says as follows: 

I. Introduction 

1. I am the Principal (and owner) of Salt Hill Statistical Consulting. My work includes 

statistical sampling, analysis, and review for government and industry. I was asked by the 

U.S. Department of Justice to review the Declaration of Jonathon Penney filed on 

December 18, 2018 in the above-captioned case. (“Penney Declaration”).  In particular, I 

was asked to assess and provide my conclusions concerning the validity of both the 

statistical conclusions reached in the Penney Declaration and the underlying 

methodology. 

2. The Penney Declaration presents an empirical data analysis of Wikipedia page-view data 

and concludes that “public awareness of NSA surveillance programs, including Upstream 

surveillance, which became widespread during the June 2013 Snowden disclosures, is 

highly likely to have had a large-scale chilling effect on Wikipedia users.”1  My review 

analyzes the data, methodology, and conclusions presented in the Penney Declaration.2   

3. This declaration proceeds as follows. In the next section, I summarize my opinions. In 

Section III, I review my qualifications. In Section IV, I detail the reasons for my 

opinions. And in Section V I set forth my conclusions.  Appendix I contains my 

programming code from which I produced the analyses contained in this report.  

Appendix II lists the documents and data I considered as part of this report.  Appendix III 

contains my resume, publications for the last 10 years, and testimony history for the last 

four years. Appendix IV contains a graph showing page views by article for each of the 

48 articles the Penney Declaration theorizes were influenced by a chilling effect.  

Appendix V contains the same 48 articles but for an extended time period that continues 

through November 2018.  Appendix VI contains a graph showing page views by article 

for each of the 89 articles described in the Penney Declaration as comparative articles 

(which purportedly were not affected by the June 2013 disclosures).  Appendix VII 

contains the aggregate graphs for each of the five comparison datasets. 

II. Summary of Opinions 

4. In summary, I find that: 

A. The methodology used in the Penney Declaration—which purportedly shows an 

upward trend in page views of certain articles posted on Wikipedia through May 

2013, followed by an abrupt drop and downward trend in views of those articles 

beginning in June 2013—is deeply flawed, inappropriate, and likely biased. 

                                                 

1 Penney Declaration, paragraph 10. 
2 The Penney Declaration, in paragraphs 12 through 21, describes research on chilling effects theory.  The Penny 

Declaration’s stated conclusions in Paragraph 11 do not rely on that overview section, and I was not provided, nor 

does the Penney Declaration present, any data on this research.  Therefore, I did not review or consider those 

paragraphs further.  Furthermore, it does not appear that any of that research was specific to Upstream. 
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B. The Penney Model simply assumes that a single change occurred in June 2013, rather 

than letting the data identify the timing and number of changes in trends that 

occurred.  Even though there is no consistent trend in the data, the design of the 

Penney Model will create the appearance that the data contain just one inflection 

point.  And, because of its design—even though changes in trend occurred before 

these June 2013 disclosures—the Penney Model will find that the disclosures caused 

them.   

C. Contrary to the hypothesis presented in the Penney Declaration, analysis of page 

views for the 48 individual articles in the privacy-sensitive group do not show a rising 

trend followed by an immediate and sustained drop in June 2013. 

D. With the one exception of removing the article on Hamas, the Penney Declaration 

does no analysis or adjustment for factors (such as world events) affecting these 

individual article page views.  Instead, the Penney Declaration inappropriately 

aggregates the vastly different page view data for individual articles, with the result 

that these individual differences in page views are masked.  

E. Even at that aggregate level, I find that the hypothesized peak in page views of 

“privacy-sensitive” articles in May 2013 does not exist, and the hypothesized upward 

and then downward trends in views of privacy-sensitive articles before and after June 

2013, respectively, do not exist. 

F. Extended data through 2018 regarding page views of the privacy-sensitive articles do 

not indicate a long-term decline in page views from pre-June 2013 levels. 

G. A proper control dataset would exhibit similar page view behavior prior to June 2013.  

The comparison datasets used in the Penney Declaration do not and are thus 

inappropriate controls.     

H. The Penney Declaration analysis ends in July 2014.  No data are presented that shed 

any light on whether page views at the time the Amended Complaint was filed in 

2015 (or thereafter) were affected by Upstream.  In other words, even if the purported 

effect and trends were a correct conclusion for the data examined (and they are not), 

the Penney Declaration analysis does not and cannot show that the effect continued 

years after the study ended. 

I. Even if a chilling effect occurred in June 2013, there are no data analyzed in the 

Penney Declaration that show any effect was due specifically to “public awareness 

of” the specific NSA surveillance program challenged here (known as Upstream 

surveillance) rather than possible inaccuracies, if any, about the program reported in 

the press, disclosures about other NSA programs, disclosures about other surveillance 

programs (e.g., surveillance by Britain), or other, unrelated events of June 2013.  

 

I describe the analyses that led to these findings in Section IV. 
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III. Qualifications 

5. I am the Principal of Salt Hill Statistical Consulting. My work includes statistical 

sampling, analysis, and review for government and industry. Many of my consulting 

projects and research papers relate to the detection and measurement of bias.  On several 

occasions, I have written expert statistical reports or testified as a statistical expert, both 

in court and in depositions. My current and recent work includes: 

• Statistical analysis and modeling regarding the valuation of residential 

mortgages. Assisted in developing complex models to evaluate portfolios of 

loans affected in the housing crash of 2008. 

• On behalf of several state public service commissions, directed data analysis 

and statistical design in a series of systems tests of Bell South, Verizon, SBC-

Ameritech, and Qwest. Testified before several state public service 

commissions, including New York, Virginia, Florida, Michigan, and 

Colorado. Co-inventor of U.S. Patent related to this work. 

• For a major pharmaceutical company, analyzed company and external 

marketing data to determine reliability and potential biases in using external 

data sources. Analyzed physician-specific data for a period of 36 months 

concerning product marketing to approximately 1 million prescription drug 

subscribers. 

• Statistical sampling and analysis, including regression modeling and survival 

analysis, on behalf of the U.S. Department of Labor. 

• Statistical review of the sampling and estimation methodology used to audit 

Medicaid providers in New York State. Work was performed on behalf of the 

New York State Office of Medicaid Inspector General.  

6. I received a Ph.D. in Statistics from the University of Pennsylvania, where I also received 

a B.S. in Economics. I have taught courses in statistics and quantitative methods at the 

University of Pennsylvania and American University and have published statistics papers 

in peer-reviewed journals. I am also the co-inventor on a U.S. Patent (#6,636,585) for a 

statistical process design to test the systems of telecommunications companies. A copy of 

my résumé is attached as Appendix I to this Report, which also includes all publications 

within the last ten years and a list of testimony within the last four years. My company is 

being compensated at a rate of $560 per hour for my work in this matter.  

IV. Details of Findings 

A. Background and Data 

7. The analysis presented in the Penney Declaration uses eight datasets to analyze a 

hypothesized “chilling effect” on Wikipedia users due to “public awareness of NSA 
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surveillance programs, including Upstream surveillance.”3  The first three datasets (which 

I will call the “Terror” datasets) contain monthly page-view information for 48 so-called 

“privacy-sensitive” Wikipedia articles that Dr. Penney selected because they contain 

terms included in a 2011 U.S. Department of Homeland Security list of “terrorism related 

keywords.”4  These three overlapping datasets contain page views for Wikipedia articles 

from January 2012 through August 2014 (“study period”).5  The first dataset contains the 

monthly page views, by article, for each of the 48 articles, by month, for the study period.  

I will call this dataset “Terror 48.”6  The second dataset contains monthly page views for 

47 articles, which are comprised of all of the original 48 articles except for the article on 

“Hamas.”  I will call this dataset “Terror 48 without Hamas.”  The third dataset, which I 

will call “High Privacy 31,” contains page-view data for 31 of the 48 articles deemed 

most “privacy-concerning” by the Penney Declaration.7 

8. The Penney Declaration also considers five comparison datasets.  According to the 

Penney Declaration, these datasets include two datasets of total global article views 

(which I call “Global 1” and “Global 2”);8 25 domestic-security related articles (“Security 

25”); 34 infrastructure articles (“Infrastructure 34”); and 26 popular (“Popular 26”) 

articles.9   

9. I supplemented the data in the Penney Declaration using publicly available data from 

Wikimedia to capture information on page views for each of the Terror 48 articles for the 

time period from July 2015 through November 2018.  Therefore, for some of my 

analyses, I use data from January 2012 through November 2018, except for the period 

from September 2014 through June 2015, which was not in the original study period and 

for which data are also not currently available.10   

10. The Penney Declaration posits a statistical model (which I will call the “Penney Model”) 

and uses the datasets to estimate the parameters of that model and draw the conclusions 

described in paragraphs 10, 11, and 58 of the Penney Declaration.  The Penney Model 

posits a straight-line trend in page views for each month from January 2012 through May 

2013; an immediate change in June 2013; and a second straight-line trend for each month 

                                                 

3 Penney Declaration, paragraph 10. 
4 Penney Declaration, paragraph 31. 
5 Penney Declaration, paragraph 34. 
6 In the Terror 48 dataset provided as support for the Penney Declaration, the articles “Recruitment” and 

“Fundamentalism” have exactly the same number of page views in 30 of the 32 months, and therefore I concluded 

that Penney made a copy/paste error with respect to this data.  The inclusion of this error in the analyses makes little 

difference for the first 32 months, but in comparing page views for the more recent time period where I 

supplemented the data, I could not determine whether the data for the original 32 months should have been 

associated with Recruitment or Fundamentalism and therefore I exclude both where noted. 
7 Penney Declaration, paragraph 48.  According to the Penney Declaration, the so-called high privacy articles were 

determined using a survey conducted via an online survey tool named Mechanical Turk, which I did not evaluate for 

its accuracy or validity. 
8 Penney Declaration, paragraph 49.  The Penney Declaration did not include analyses for the Global 2 dataset but 

since that dataset was provided to me as part of the data that was considered in the Penney Declaration, I include it 

in my analyses.  The Global 2 apparently includes mobile data whereas the Global 1 dataset does not. 
9 Penney Declaration paragraphs 52-56 describe the Popular, Infrastructure, and Security articles. 
10 If available that data could have been used to provide further insight into trends, but its unavailability is irrelevant 

to my conclusions. 
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from June 2013 until August 2014.  The hypothesis for the articles in the Terror datasets11 

is that there is a steady increase through May 2013, followed by an immediate decline in 

June 2013, followed by a steady decline thereafter.  Furthermore, the hypothesis for the 

sets of comparator articles is that they experience neither an immediate decline nor a 

change in monthly trends in June 2013.12 

B. A Simple Review of Article Page Views Indicates That A Decline in 

Page Views Does Not Begin in June 2013 

11. Before reviewing the specific analysis found in the Penney Declaration, I review the page 

views for the individual 48 terror-related articles (the Terror 48) that the Penney 

Declaration claims were subject to a chilling effect in June 2013.13  I find that the page 

views per article controvert the Penney Declaration conclusion (based on aggregation of 

the page view data) that there is a rise until May 2013 followed by “statistically 

significant and substantial drop in view counts immediately following June 2013.”14   

12. My review of the page views for the individual articles shows that almost none of the 

Terror 48 articles experiences its peak in May 2013 (the hypothesis of the Penney 

Declaration).  For the Terror 48 articles, 17 had already reached their peak number of 

page views in 2012 and 18 more reached their peak at some point between January and 

April of 2013.  In other words, 35 out of 48 (73%) reached their peak prior to the 

hypothesized peak of May 2013, and thus the occurrences of June 2013 could not have 

possibly caused any of these drops in page views.  Eleven more of the articles (23%) 

reached their peak after the disclosures, meaning there was no immediate and sustained 

drop in June 2013, again controverting the hypothesis in the Penney Declaration.  Just 

two out of 48 (4%) reached their peak in the hypothesized month of May 2013.  Even 

these two articles, though they reached their highest level in May 2013, do not appear to 

follow the pattern of a steady rise until May 2013 and then a sustained drop afterwards.   

13. While many (but not all) of the Terror 48 articles experienced higher numbers of page 

views in 2012 and early 2013 when compared to late 2013 and early 2014, the decline did 

not begin in June 2013.  Furthermore, the page views did not consistently rise or fall for 

any sustained period for most articles.  To visually demonstrate this fact, I plotted the 

page views for each of the Terror 48 articles on a single graph.  As shown in Figure 1, 

there is no immediate decline in June 2013, no consistent upward trend through May 

2013, and no consistent downward trend that begins in June 2013. 

                                                 

11 The analysis covers all 48 articles but the conclusions made in the Penney Declaration apply only to 47 (the 

Terror 48 minus Hamas set of articles) and 31 (the High Privacy 31) of those articles. 
12 See Penney Declaration, paragraph 11. 
13 Technically, the Penney Declaration only makes conclusions regarding the Terror 48 articles without Hamas and 

the High Privacy 31 articles (see paragraph 58 of the Penney Declaration) but I review all 48 articles here for 

completeness. 
14 Penney Declaration, paragraph 11.  The “trend reversal” referred to in Penney Declaration Paragraph 11 is 

alluding to a purported rise prior to June 2013 and a drop afterward. 

Case 1:15-cv-00662-TSE   Document 178-3   Filed 02/15/19   Page 7 of 273

JA3458

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 64 of 484Total Pages:(3530 of 4208)



6 

Figure 1: Individual Page Views for Each of the Articles Within the Terror 48, Which The 

Penney Declaration Hypothesized Show an Immediate Decline Beginning in June 2013 

14. In short, the Penney Declaration’s conclusions are controverted by a simple

disaggregated review of the data for each article.  The rest of my report carefully reviews

the data and the Penney Declaration to explain the reasons for the incorrect conclusions.

15. While Figure 1 is helpful in showing that there is no overall or consistent downward trend

starting in June 2013, reviewing the page view data for individual articles allows one to

see that none of the articles follows the hypothesis set forth in the Penney Declaration.  (I

have included page view data for each of the articles in the Terror 48 set in Appendix

IV.)  For example, Figure 2 below shows the page views for the four articles with the

most page views of the Terror 48.  As can be seen in these individual graphs, there does

appear to be a general decline in page views.  However, that decline did not begin with

the June 2013 disclosures.  Page views for the Pakistan article peaked in 2012, and

followed with an erratic decline.  Page views for the Iran article saw their peak in January

2012, and erratically declined thereafter.  Page views for the Nigeria article were more

erratic, with no clear increase or decline.  Page views for the Afghanistan article were

erratically increasing or remaining about the same until early 2013 when they began to

erratically decline.
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Figure 2: Individual Articles show no Association of June 2013 with a Decline in Page Views 

16. These four graphs, above, are indicative of the pages views of all 48 articles in that not

one of the 48 articles appears to follow the Penney Declaration hypothesis of a steady

increase through May 2013 followed by an immediate drop and steady decline beginning

in June 2013.  In addition, a review of the entire set of individual graphs by article, which

I have provided in Appendix IV, reveals that there are vast differences in monthly page

views over time in each article.15  Given those vast differences, it is not statistically

appropriate to combine them for the purposes of analysis, as Dr. Penney did in his

analysis.

17. As I explain in Section F below, ignoring these differences biases the model and renders

it invalid.  The simple reason is that such aggregation masks the individual differences in

page views. Although aggregation can be appropriate in instances where most of the data

tell a consistent and similar story and the aggregation merely eliminates outliers (which

would, in that instance, be considered “noise”), where the data are vastly different (as

here) aggregation skews the data and tells a misleading story.  While I review the

aggregate data analyzed in the Penney Declaration in the next section, my review does

not imply agreement with the methodology of aggregating the data here.

15 Note that I scaled each of the 48 graphs according to its page views in order to clearly show the trends.  In the 

aggregate analysis performed in the Penney Declaration, the articles with the most page views are also treated as 

highly influential because the aggregation of the graphs is influenced according to page view. 

Case 1:15-cv-00662-TSE   Document 178-3   Filed 02/15/19   Page 9 of 273

500K 

!450K 
> 
~400K 

~350K 
:a 
j 300K 

250K 

350K 

~ 
5300K 

~250K 

~ 
~200K 

Page Views for Pakistan 

NNNNNNNNNNNNMMMMMMMMMMMM VVVVVVVV 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

titltlttt1tititltlttt1ii!itltltt 

Page V iews for Nigeria 

NNNNNNNNNNNNMMMMMMMMMMMMVV VVVVVV 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

1i11r1~rr1tititlttirt1tititlt11r 

450K 

! 400K 
> 
g>350K 

Cl. 

f300K 

!250K 

200K 

!250K 

> 

150K 

Page Views for Iran 

NNNNNNNNNNNNMMMMMMMMMMMMVVVVVVVV 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

titltlttt1tititltlttt1ii!itltltt 

Page Views for Afghanistan 

NNNNNNNNNNNNMMMMMMMMMMMMVVVVV VVV 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

titlttttt1ii!jlt(!~~!lii!jllt11t 

JA3460

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 66 of 484Total Pages:(3532 of 4208)



8 

C. The Aggregate Data Analyzed in the Penney Declaration Do Not

Indicate Either a Peak in May 2013 or a Long Term Decline

Beginning in June 2013

18. I begin my analysis of the aggregated data with an analysis of the Penney Declaration’s

Figure 2, which shows the Terror 48 without Hamas data set (totaling 47 articles) that

were analyzed.  A careful view of the Penney Declaration’s Figure 2 (reproduced below

as my Figure 3) indicates that the peak in monthly page views does not occur in May

2013 and there is no immediate drop or trend reversal in June 2013.  In other words, even

the aggregated figure presented in the Penney Declaration fails to show the hypothesized

trend reversal and drop in June 2013.

Figure 3: Penny Declaration Figure 2 Reveals Some of the Flaws of the Penney Declaration 

Analysis 

19. The suggestive trend lines in the Penney Declaration’s figure give the impression of a

steady increase followed by a decrease, but the points, representing individual months,

reveal otherwise.  Careful attention to Figure 2 in the Penney Declaration reveals that the

page views went up and down several times over the course of the 32 months shown and

did not have a single peak in May 2013 (month 17 in the Penney Declaration figure

reproduced above).

20. Furthermore, only 16 of the 32 months (50%) show page view totals within the model’s

95% confidence interval.  A properly constructed 95% confidence interval should contain

about 95% of the data points.  In this instance, the failure to capture a remarkable 50% of
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the data points within the 95% confidence interval may be due to an incorrect model, 

improper construction of the interval, or both. 

21. Using the same data points that the Penney Declaration analyzes, I re-drew the Penney

Declaration Figure 2 (see Figure 4 below), adding proper labeling of dates and removing

suggestive trend lines.  In contrast to the solid upward line drawn on the Penney

Declaration figure, my plotting of the same points in Figure 4 shows that there are a

number of both declines and increases.  There is a notable trough in the Summer of 2012,

for example, and the number of page views appears to be generally declining through

July 2012.  Importantly, the highest number of page views occurred in April 2013 and not

the hypothesized May 2013.

22. Beyond June 2013, when the Penney Declaration hypothesizes a steady decline, the

number of page views go up and down, rising three months in a row from August through

October 2013, and again rising three out of four months from March through June 2014.

Figure 4: Terror 48 Without Hamas Dataset Without the Penney Declaration “Trend” Lines 

23. Figure 5 below adds the other two datasets analyzed (Terror 48 and High Privacy 31) to

the Terror 48 Without Hamas dataset graphed above, and I used the average page views

per article rather than the sum.16  Once again, Figure 5 indicates that the peak is in April

2013 (and prior to April for the Terror 48 dataset) and that there is no sudden drop in

June 2013.

16 The red line in Figure 4, which shows the total page views for the Terror 48 without Hamas data, has exactly the 

same pattern as the red line in Figure 5, which shows the average page views for the same data set.  The left axis in 

Figure 5 is just divided by 47 in order to display the average instead of the total.   
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Figure 5: Average Page Views Show a Peak in April 2013 or Before 

24. Because the average number of monthly page views can be affected by a single article

with a very high number of page views in a particular month, I also show the median

number of page views by month in Figure 6, below.  The median number of page views

for any given month is the middle number of page views when the number of views by

article is sorted from the lowest number of views to the highest number of views.

Therefore, the median shows the number of page views for the “typical” article in the

group for a particular month, and therefore is not sensitive to a few articles with very

high (or very low) page views for a month.  As shown in Figure 6, the peak in median

page views occurs prior to the hypothesized peak of May 2013.  These data indicate that

a rise in page views began in the Summer or Fall of 2012 and peaked in the Winter or

Spring of 2013.

25. Figure 6 indicates that while page views generally rose for some time beginning in late

2012, no dramatic peak or fall occurred.  Instead, there was a slow and unsteady rise and

decline.  The page views appear to level off to about early 2012 levels by the Summer of

2014, when the Penney Declaration data end.
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Figure 6: Median Page Views Show a Peak in April 2013 or Before

26. In summary, based on the individual article data and the aggregated data, the Penney

Declaration hypothesis of an increase through May 2013 followed by an immediate and

continuing drop afterwards has no support.

D. Extended Data on Page Views Does Not Indicate an Immediate or

Long Term Decline Beginning in June 2013

27. The individual and aggregate article data are very different but they are consistent in that

they both show that there was no abrupt and sustained decline in monthly page views

beginning in June 2013.  The figures and analyses above, like the Penney Declaration,

only use page view data through August of 2014.  As I explained, I also supplemented

that data with publicly available page view data from Wikimedia, by article, for the

period July 2015 through November 2018.17

28. While I obtained data for each of the original 48 articles, there are inconsistencies or

errors associated with five of those articles.  Specifically, there were five articles in which

the keywords changed, i.e., that the article was under a prior keyword but now a search

for that keyword redirects to a different article (e.g., the “terror” article became “fear”).18

17 A link to this data (“Hamas” page is shown as an example in this link) is 

https://tools.wmflabs.org/pageviews/?project=en.wikipedia.org&platform=all-access&agent=user&start=2015-

07&end=2018-11&pages=Hamas.  The data are taken from en.wikipedia.org, with a selection of monthly data on all 

platforms with an “Agent” of “user.”   
18 The five articles in which key words changed are: 1) “weapons grade” is now “weapons grade nuclear material”; 

2) “Euskadi ta Askatasuna” is now “ETA (separatist group)”; 3) “pirates” is now “piracy”; 4) “Islamist” is now

“Islamism”; and 5) “terror” is now “fear”.  The article “title” and “keyword” were synonymous prior to the changes

(i.e., when a user entered the keyword into Wikipedia’s search tool, they were directed to an article of the same

name).  After the changes, entering the keyword into the search tool directs you to the new article.  When I gathered

the page view information the keyword terror redirected to an article titled fear, for example.  I note that now, on
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In addition, I noticed that the data for two other articles containing the keywords 

recruitment and fundamentalism were exactly the same in the dataset provided along with 

the Penney Declaration in all but two months.  This apparent error in the Penney 

Declaration data affects comparisons of those keywords with their correctly downloaded 

page views from 2015 through 2018.  Because of the inconsistencies and errors for these 

seven articles’ data, I include these in some analyses and exclude them in others.  Their 

inclusion or exclusion does not change my conclusions.   

29. In summary, I created a dataset for all 48 articles from January 2012 through November

2018, excluding September 2014 through June 2015 because Wikimedia does not make

the data for those months available.  Since there are five articles with differing key words

and the two articles with potential data errors, I exclude those seven of the 48 articles

from sets (b), (c), and (d), identified below. In short, when presenting the data for the

entire 2012-2018 period, I use four datasets analogous to the terror datasets used in the

Penney Declaration to examine page views for the 2012 to 2014 period, but which take

into account the exclusion of data from the seven articles with anomalies:

a. Page views for the 48 terror-related articles, which as noted above I call the

“Terror 48;”

b. Page views for the Terror 48 without the seven articles that have inconsistencies

in data or naming, which I call “Terror 41;”

c. Page views for Terror 41 without the Hamas article, which I call “Terror 41

without Hamas”;

d. Page views for the 26 articles that were included in the 31 “high privacy” in the

Penney Declaration and that were also part of the Terror 41 articles.  I call these

articles “High Privacy 26.”19

30. The four datasets all show that there was no immediate or long term decline in monthly

pages views that began in June 2013.  I provide graphs for each of the Terror 48 articles

over the extended period in Appendix V, and my earlier conclusion is the same: there is

no immediate or long-term drop in any of the individual articles’ monthly page views

beginning in June 2013.

31. I also show the aggregate data over the extended period.  Figure 7 below shows the

average monthly number of page views for the terror datasets.  The later data show many

months with average page views in the range of 60,000 to 70,000, about the level of the

peak months prior to June 2013.  In other words, to the extent that page views did decline

in late 2013 and early 2014, that decline appeared to reverse in 2015.20

February 14, 2019, terror no longer redirects to fear but instead again goes to a Wikipedia article called “Terror.”  

The other four keywords still redirect as described above (as of February 14, 2019). 
19 The High Privacy 26 contains views for the 31 High Privacy articles after removing the five articles (among the 

seven articles) that had data issues, see above n.18, and were among the 31 High Privacy articles.  Those five are 

Islamist, Recruitment, Weapons Grade, Euskadi ta Askatasuna, and terror.   
20 As I will explain further below, the behavior of the aggregate data need not be indicative of the behavior of the 

individual article data.  For example, the aggregate averages have a peak near the November 2015 Paris terror 

attacks, but that does not mean that all or most of the individual articles peaked around that time. 
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Figure 7: Average Page Views for Extended Period (Through November 2018) Fail to 

Support the Theories in the Penney Declaration 

32. The average number of monthly page views is heavily influenced by the articles with the

largest number of views and can be skewed by a single article with heavy readership in a

single month.  For that reason, I also calculated the median page views by month for the

data through November 2018.  As shown in Figure 8, median page views in 2015 and

beyond often surpassed June 2013 views, a fact that undermines the theory that page

views declined and remained low after June 2013.
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Figure 8: Median Page Views for Extended Period (Through November 2018) Undermine 

the Theories in the Penney Declaration 

E. The Comparison Datasets used in the Penney Declaration are not

Comparable and So Do Not Corroborate Its Conclusions

33. The Penney Declaration bases its conclusions in part on the fact that following May 2013

the page views in the five comparison datasets did not decrease in a similar manner as the

page views in the terror datasets.21  Even assuming the issues with the extended terror-

related datasets discussed above did not exist, the conclusion regarding the comparison

datasets is flawed because the Penney Declaration does not demonstrate that the

comparison datasets were truly comparable.

34. In particular, the Penney Declaration does not demonstrate that the comparison datasets

would have had increases and decreases similar to those of the terror datasets but for the

June 2013 disclosures.  There is no analysis in the Penney Declaration that shows that the

trends in page views were similar before June 2013 nor does the Penney Declaration

explore whether other factors may have changed the trend of the comparison groups in

ways that would not have changed the trend of the terror articles.

35. This issue means there is potential bias in any comparisons due to what is called selection

by history.  In simple terms, this means that if the comparison groups are not similar to

the terror datasets to begin with prior to June 2013 (and thus not changing in a similar

21 These five datasets consist of “three comparator article groups” cited in paragraph 53 of the Penney Declaration as 

well as the two global view datasets of Wikipedia home page views used in the Penney Declaration.  See my 

description of these datasets, above, in paragraph 8. 
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way over time), the estimated effects derived using such comparison groups could be 

wrong.22  

36. A simple way to explore whether the terror and comparison datasets are changing in a

similar manner prior to the June 2013 disclosures is to review their monthly page views.

The magnitude of page views for the five comparison datasets is far different than it is for

the terror datasets.  Therefore, for each dataset, I ranked the page views by month for

each of the 32 months from January 2012 through August 2014.  This means that for each

dataset, the month with the lowest number of views will have a rank of one, the one with

the second lowest will have a rank of two, and so forth, up to the rank of 32, which will

be assigned to the month with the highest number of page views.

37. Figure 9 below plots these rankings using the method described in paragraph 37, above,

for the following datasets: Terror 48, Terror 48 without Hamas, and High Privacy 31. 23

They are very similar, which is not surprising since two of the three datasets comprise

subsets of the articles in the Terror 48 dataset.  As shown in the chart, the highest month

appears to be either November 2012 or April 2013.

Figure 9: Ranked Page Views for Terror Articles 

38. Figure 10 below shows the ranked page views for the same three terror datasets along

with the five comparison datasets.  In order for the comparison between the three terror

datasets on one hand and the five comparison datasets on the other hand to be appropriate

in determining whether the June 2013 disclosures had a singular effect on the Terror

datasets, the trends in page views of the comparison articles would need to be similar

prior to June 2013.  In other words, a proper control group would roughly follow the

22 See, for example, “Campbell, Donald, and Stanley, Julian C., Experimental and quasi-experimental Designs for 

Research, 1963, Houghton-Mifflin, p. 55-57.  This issue is also discussed in Salzberg, Alan J., “Removable 

Selection Bias in Quasi-Experiments,” The American Statistician, 1999, pp. 103-107. 
23 See paragraph 7 for detailed descriptions of these datasets. 
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trend of the Terror articles datasets prior to June 2013, when there is not yet any 

hypothesized effect.  This would mean that a comparison of the data after June 2013 

could potentially be used to estimate an effect. 

39. Instead, the pre-June 2013 trends of the terror and comparison datasets are not at all alike.

Figure 10 shows erratic behavior in the page views for the so-called five comparison

datasets prior to June 2013 and that erratic behavior does not mimic the (also) erratic

movements in the terror datasets.  Therefore, the comparisons made in the Penney

Declaration are not appropriate.

Figure 10: Ranked Views of Terror and Comparison Show Very Different Trends Even 

Prior to June 2013. 

40. The comparison in Figure 10, which appears to show that the so-called “comparator”

groups are not, in fact, comparable prior to June 2013 is confirmed by the Penney

Declaration analysis.  The Penney Declaration analysis is summarized after paragraph 53

(in Figure 3 of the Penney Declaration), which I have reproduced below as Figure 11.
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Figure 11: Snapshot of Penney Declaration Figure 3 

 

41. The first row of Figure 11 shows the results of the Penney Model for the 47 Terrorism 

articles.  The first column shows a statistically significant upward trend prior to June 

2013 for that group.  The next row shows the results for the first of the three comparator 

groups that the Penney Declaration analyzed, the 25 Security articles, and shows no 

statistically significant trend prior to June 2013. This means that there was no possible 

reversal that could have occurred around June 2013, making the comparison group of 

Security articles inappropriate and conclusions based on its use incorrect.  The second 

comparator group, the 34 Infrastructure articles, shown in the third row, shows a 

statistically significant decline prior to June 2013, indicating that the trend for this 

comparator group was the opposite of the Terrorism articles and, once again, 

inappropriate as a comparator group.  The final group, of 26 Popular articles, shows no 

statistically significant trend prior to June 2013, and thus this final group is also 

inappropriate to use as a comparator group. 

42. In summary, none of the three datasets of comparator articles that the Penney Declaration 

analyzes is an appropriate comparator because none of them exhibits the trend prior to 

June 2013 that the Penney Declaration posits is indicated by the aggregated data of the 

Terrorism articles. 

43. The Penney Declaration also considers two other datasets, one of global Wikipedia 

homepage views and one of the same data without mobile data.24  Both of these datasets 

show an increase through June 2013 followed by a decline after June 2013.25  In other 

words, the Penney Model finds an effect at June 2013 for these two comparison datasets 

even though his theory is that the page views for these two comparison datasets should 

not have been affected by the June 2013 disclosures.  The Penney Declaration attempts to 

explain away or minimize this effect by explaining that the effect is smaller for global 

                                                 

24 These are the datasets identified as Global 1 and Global 2 in paragraph 8, above. 
25 Both show an upward trend prior to June 2013.  One shows both the immediate and trend change to be statistically 

significant and one shows only the immediate change to be statistically significant. 
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Wikipedia A1ticle Group Monthly tnnd Change in view Change iu monthly Model 
ore-June 2013 rount in June 2013 trend after June 2013 Fit 

47 Tenorism Articles 41 ,420.51 ** -693,616.9** -67,513.1 ** Yes 

p=0.00 p=0.00 p=0.00 F=0.00 

25 Security A11icles 11.1 35 .0 - 24,638.34 - 20.465.87 No 

p =0.187 p =0.84 p=0.1 2 F=0.45 

34 Infrastmcmre Alticles - 11,079** -12.721.0 2,43 1.84 Yes 

p=0.00 p=0.77 p=0.61 F=0.00 

26 Popular Al1icles - 48.458 -1 ,716,643 177,324.7 No 

p =0.798 p =0.53 p =0.551 F=0.79 

Statistically significant findings in bold (*p < 0.05, **p <0.01). 

JA3470

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 76 of 484Total Pages:(3542 of 4208)



18 

 

 

views.26  However, like the three other comparator datasets, the trend prior to June 2013 

is also different for these comparator datasets, and thus there is no reason to expect the 

trend or immediate change would be the same after June 2013.  In other words, these 

datasets are also poor and inappropriate controls.   

44. Furthermore, like the page views for the terror-related articles, the page views for the 

comparison articles vary substantially from one another, not simply in overall number of 

views but importantly in their trends over time.  Graphs of page views for each article 

used in the comparison datasets, which I provide in Appendix VII, clearly show that 

among the control articles trends in page views are vastly different.  In other words, to the 

extent that some of the controls might be appropriate, they would need to be used 

individually (and not in aggregate) and individual factors affecting page views would 

need to be accounted for, as I explain below.  

45. As with the terror-related articles, and as I will explain in detail in the following section, 

the Penney Model is a flawed and oversimplified model that does not account for any 

individual differences in page views, and instead assumes the only differences and 

changes are due to the June 2013 disclosures. 

46. In summary, the five comparator datasets used in the Penney Declaration do not support 

the Penney Declaration conclusions.  The three datasets of article page views all have 

different trends prior to the June 2013 disclosures, making them inappropriate for 

comparison.  The two Wikipedia homepage datasets have a statistically significant trend 

upward prior to June 2013, but the peak occurs prior to May 2013 and does not 

correspond to the trend in the terror article views prior to June 2013.  This fact means 

these articles are also not appropriate controls. 

F. The Penney Model Estimates are Deeply Flawed, Inappropriate 

and Likely Biased  

47. As explained above, there is no indication of either an abrupt drop in monthly page views 

of the terror-related articles or an abrupt reversal in an upward trend in views of such 

articles beginning in June 2013.  However, two of the Penney Model estimates are 

statistically significant, and this statistical significance forms the basis for the Penney 

Declaration’s conclusions.27 How is it, then, that a simple examination of the data shows 

no abrupt change or reversal, but two of the Penney Model estimates show a statistically 

significant change and reversal?  The reason is that a deeply flawed model gives deeply 

flawed results.  Because the Penney Model divides the data around an assumed inflection 

point, it forces the assumption that all changes in page views, beyond a simple trend line, 

that occurred after that point are caused by the June 2013 disclosures.  This flawed 

assumption drives the spurious statistical significance and other incorrect results.  I 

explain the flaws of the Penney Model in detail below.  

48. The first flaw in the Penney Model is that the model aggregates the data, and this 

aggregation masks the differences in the changes in views over time by article.  The 

                                                 

26 As with the terror datasets, the decline actually begins before the hypothesized month of June 2013. 
27 Penney Declaration, paragraph 11. 
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Penney Declaration did not explore whether the claimed reversal in trend existed for each 

article, and did not explore whether it occurred at the same time, if it occurred at all.  

Review of the simple graphs of each of the Terror 48 articles, which I provide in 

Appendix IV (I show four of them in Figure 2), clearly indicates that the trend of page 

views and their changes over time are not the same for each article.  This means that 

aggregating the data for a single model is inappropriate. 

49. As explained earlier, only 2 of the 48 articles’ page views peak as hypothesized (in May 

2013).  Thirty-five of 48 (73%) reach their page view peak earlier than May.  In other 

words the steady march upward followed by an abrupt drop in June 2013 and a steady 

march downward is a fiction created partly by aggregation of the data.   

50. This aggregation is performed without any analysis of the individual datasets to 

determine whether such aggregation is appropriate.  The page views for the 48 articles is 

an example of what is called “panel data” (in this case the 32 months of page views for 

each article consists of a panel).  Because each of the panels may be different over time, 

and the panels may be related to one another, a statistical analysis that lumps them 

together can produce spurious results, as it does in this case.28  A proper analysis could 

have used the data for the 48 articles and accounted for the potential effects of specific 

news events and other influences on each article’s page views.  There are standard 

methods for analyzing this kind of panel data but the Penney Model ignores them. 29  

Furthermore, as explained in the next paragraphs, even ignoring the differences in the 

articles and aggregating the data, there is still no indication that the peak is in the 

hypothesized month of May 2013. 

51. The second flaw is that the Penney Model assumes a single peak in May 2013 rather 

than letting the data reveal where, if anywhere, a peak in the data exists.30  In other 

words, the Penney Model does not allow for a test of the timing of the change in page 

views but instead simply assumes that the one and only trend change occurred in June 

2013.  As a result, the regression model will detect an effect in June 2013 if the period 

prior to June 2013 generally had increasing page views and the period after generally had 

declining views, regardless of when the change actually began.  That is, even if the 

change in trend and the decline began before the June 2013 disclosures (as it did for 73% 

of the subject articles, see paragraph 12, above), the Penney Model will find that the 

disclosures caused them.   

52. This model deficiency explains why, despite the aggregate data hitting a peak in April 

2013 and not the hypothesized May 2013, the Penney Model indicates the peak was in 

May 2013 (and the trend reversed starting in June 2013).  If I alter the Penney Model to 

check for an April peak (and a reversal of trend in May instead of June), the altered 

model “proves” the April peak and trend reversal in May.31  Thus, for example, the 

                                                 

28 Certain events may cause a change to multiple articles.  For example, the rise in views for both “Jihad” and 

“ammonium nitrate” occurred at the time of the Boston bombings, as I detail below. 
29 For example, see Wooldridge, Jeffrey M., Introductory Econometrics, A Modern Approach, 5th Edition, 2012, 

South-Western Cengage Learning, p. 459-474. 
30 The model also does not allow for there to be multiple peaks in the data. 
31 This is also true when checking for trend reversal in April 2013.  The output from these alternative models is 

contained in the appendix.  I do not consider the Penney Model or any of these models appropriate, because they do 
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alternate (and opposing) theory that the Boston Marathon bombings (which occurred in 

April 2013) caused the trend reversal beginning in May is also “proven” using the Penney 

Model.   

53. A simple method of checking for the timing of a reversal is possible using what is called 

a polynomial model.  Such a method is common for determining whether and when a 

trend changes direction (from increasing to decreasing and vice-versa).  For reasons 

outlined below, this simple model, like the Penney Model, is far from adequate and does 

little to account for the changes in page views.32  I simply use it to demonstrate that had 

the Penney Declaration estimated the timing of the reversal in trend in aggregate page 

views in even this simple fashion, it would not have found that it occurred beginning in 

June 2013.   

54. A polynomial model estimates that views of the Terror 48 article peaked in September 

2012; that views of the Terror 48 without Hamas article peaked in November 2012; and 

that views of the Terror 31 articles peaked in March of 2013.  In other words, contrary to 

the Penney Declaration theory, a model that is forced to select a single peak does not 

estimate that peak to be the month hypothesized by the Penney Model. 

55. The third flaw is that the Penney Model is oversimplified, leaving out virtually all 

factors that could affect page views of terror-related articles from the model.  The only 

factors in the model are a simple trend over time and a single hypothesized cause for the 

change in June 2013. This means that to the extent that page views change due to factors 

other than the June 2013 disclosures, those unidentified factors and their concomitant 

effects on page views will be inappropriately incorporated into the estimates of trend 

reversal.  For example, the Penney Model fails to account for seasonality or major news 

events that may have affected page views.33   

56. Such an over-simplified model suffers from what is called “omitted variable bias” and 

means that the conclusions may be wrong because estimates from the model are biased.34  

This problem means the true effect of the June 2013 disclosures may be non-existent or 

in the opposite direction of the effect as estimated by the flawed model.35   

                                                 

not account for seasonality or any other factors (as I explain later).  However, the fact that a statistically significant 

trend reversal can also be found in April and May indicates that the hypothesis that such a change occurred 

specifically in June 2013 is in no way proven by the Penney Model, even if one assumes that a model with a single 

change in trend is correct. 
32 For example, it only allows for one change in trend and it does not allow for any effects due to things like world 

events relevant to individual articles (except for those related to the Hamas article) or seasonality, see paragraphs 

56-61, below. 
33 Although the Penney Declaration correctly states (in paragraph 26) that the time period is long enough that one 

could control for seasonality (e.g., lower page views in the summer than at other times of the year), it is barely so, 

and in any case the Penney Model does not actually attempt to account for any seasonality.  This means that the 

differing number of summer and winter months in the pre-June 2013 and post-June 2013 analysis will affect the 

results, for example.  For some of the regressions, the Penney Model controls what is called “first-order serial 

autocorrelation,” but this correction does not address seasonality.   
34 See, for example, Wooldridge, Jeffrey M., Introductory Econometrics, A Modern Approach, 5th Edition, South-

Western Cengage Learning, p. 88-91. 
35 For an example of this, see Gujarati, Damodar N., Basic Econometrics, 3rd Edition, McGraw-Hill, 1995, p. 204-

207. 
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57. To demonstrate that there are changes that are not accounted for in the model, I 

determined if page views dropped during the summer months.  In order to check this, I 

used data from all 48 articles.  Therefore, I had a total 1,536 data points, consisting of 32 

months, from January 2012 to August 2014, for each article multiplied by 48 articles.  

The results of my analysis indicate a large and statistically significant reduction in page 

views in the summer months.36   

58. Because six of the 15 months considered in Penney’s Model are summer months in the 

period after May 2013 (June 2013 through August 2014), but only three of 17 months are 

summer months in the period considered before June 2013 (January 2012 through May 

2013), a failure to account for the reduction of page views in the summer months means 

the estimate of an immediate drop and reversal in trend will be overstated in a model like 

the Penney Model that does not take season into account.  As I stated above, the 

seasonality effect is just one example of a factor that is not accounted for in the Penney 

Model and is not meant to be exhaustive of the many potential model omissions.   

59. The Penney Declaration tacitly acknowledges the fact that it mostly ignores factors 

affecting page views by excluding the Hamas article from some of its analysis.  The 

reason given for excluding Hamas is that conflicts with Israel occurred in two of the 

months at-issue and greatly changed page views.37  While this logically makes sense, the 

model made no adjustments for any of the other world events occurring during the period 

of study.  The exclusion of the Hamas articles manipulates the data in a way that is 

favorable to the hypothesis in the Penney Declaration without apparently considering 

items that may not be favorable.  

60. For example, the Boston Marathon bombing occurred two months before the Snowden 

disclosures, and there was a substantial increase in page views for certain articles.  Page 

views for “Jihad” more than doubled between April and May 2013, from below 100,000 

views to above 200,000 views, and page views for Ammonium nitrate (the chemical 

compound reportedly used in the bomb) had similarly dramatic changes.  These dramatic 

changes corresponding to the Boston bombings were short-term, and, within a month or 

two, the number of views dropped.  Because the Boston bombings occurred prior to June 

2013 and are otherwise not accounted for, the increase in page views around April 2013 

is improperly incorporated into the estimated “chilling effect” of the June 2013 

disclosures by the Penney Model.     

61. The fourth flaw in the Penney Model is that the 48 terror articles were chosen by Dr. 

Penney based on their use of terms contained on a 2011 Department of Homeland 

Security list of terrorism-related terms, and the Model did not take into account that a 

natural rise or decline in user interest in the topics covered by those articles may occur 

over time.  This could mean that some articles and topics have become less important 

                                                 

36 Results are in the attached programming log.  In order to allow the articles to be comparable despite having 

different page views, I ranked each article’s monthly page views from 1 (lowest) to 32 (highest) prior to performing 

my analysis.  Note that these results do not take into account other factors and therefore the decline in the summer 

months may be due to particular news events that did or did not occur during those months, for example. 
37 See paragraph 42 of the Penney Declaration. 
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over time, which could account for a decrease in the number of page views.  Also, public 

interest could shift to newer topics or articles regarding terrorism.   

62. I note that while the top few articles in terms of page views were articles about countries, 

none of the articles in the Terror 48 dataset was about Syria, whose civil war has had an 

increased news profile over the years. Page views on the article for Syria have averaged 

nearly 300,000 per month since July 2015, a higher number of views than 47 of the 48 

articles explored in the study.38   

63. Articles about Al Qaeda were included but articles about the Islamic State (including 

ISIS and ISIL) were not included among the terrorism-related articles considered in the 

Penney Model.  Page views for ISIL (Islamic State of Iraq and the Levant) have averaged 

more than 600,000 per month since July 2015, higher than any of the 48 articles explored 

in the Penney Declaration.39  In short, topics identified in a 2011 list of terrorism related 

keywords do not necessarily correspond to highly viewed terrorism-related articles during 

the period of the study or thereafter, and a decline of any static list of articles over time 

may be expected as “hot” topics change over time.  

64. A dramatic demonstration of this issue is the article “Deaths in 2012,” which is one of the 

popular articles used as a control in the Penney Declaration.40  The page views for this 

article hovers around 2 million from January through December of 2012 and then quickly 

drop to nearly zero (for a graph of page views of this article, see Appendix VI).  While 

not necessarily behaving as dramatically as page views for this article, many of the 2011 

terrorism-related keywords undoubtably became stale over time, and, subsequently, page 

views dropped.  Such declines have nothing to do with the June 2013 disclosures but are 

deemed an effect of the June 2013 disclosures by the Penney Model. 

65. The fifth flaw in the Penney Model relates to the data examined.  The data examined 

only include the 32 months through August of 2014.  There is no analysis of any data 

beyond that date.  Therefore, the Penney Model results do not and cannot imply that an 

effect of the June 2013 disclosures persists today, or did so even in 2015.  As I explain 

above, my own analysis of more recent data shows that page views of the Terror 48 

articles are not substantially different than they were prior to June 2013.  In addition, 

changes in the focus of terrorism would mean that some of the articles are less relevant 

and other articles, not examined at all, are more relevant to the question of whether the 

Upstream program has a continued chilling effect.  This is left unexamined in the Penney 

Declaration. 

66. The sixth flaw in the Penney Model is that it fails to isolate the particular effect of public 

“awareness” about the NSA Upstream program challenged in this suit from the potential 

effects of, e.g., a) Snowden disclosures about other NSA surveillance activities; 

b) possible inaccuracies, if any, reported about the Upstream program in the press; c) the 

Snowden disclosures about British intelligence activities; and d) other events of June 

                                                 

38 Page views found at https://tools.wmflabs.org/pageviews/?project=en.wikipedia.org&platform=all-

access&agent=user&start=2015-07&end=2018-11&pages=Syria. 
39 See https://tools.wmflabs.org/pageviews/?project=en.wikipedia.org&platform=all-

access&agent=user&start=2015-07&end=2018-11&pages=Islamic_State_of_Iraq_and_the_Levant . 
40 Penney Declaration, Table 16. 
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2013.  In other words, even if we accept the claim that a chilling effect occurred in June 

2013 (and there is no evidence of such an effect), there are no data or statistical analysis 

offered that indicate such an effect was due to awareness of the specific NSA program at 

issue here rather than other related or unrelated events of June 2013.  

V. Conclusions 

67. The Penney Declaration hypothesizes that a chilling effect from the Snowden disclosures 

caused page views of certain terrorism-related41 Wikipedia articles to decline beginning 

in June 2013 and concludes that the Penney Model results regarding page views of these 

articles are evidence of the decline.   

68. My analysis of those articles shows that the Penney Declaration conclusion is wrong.  

The mistaken conclusion can be observed by performing a simple analysis of the articles’ 

page views and observing that a decline in page views, when it occurred, generally 

occurred before the disclosures and almost never occurred beginning in the hypothesized 

month of June 2013.  This fact is seen in both the individual and aggregate data.   

69. Comparison datasets that are used as controls in the Penney Declaration display different 

trends prior to 2013, and therefore are inappropriate as control data. Furthermore, as with 

the terrorism-related articles, the Penney Model inappropriately aggregates articles that 

have different trends in these comparison datasets. 

70. Even assuming that page views of terrorism-related articles fell, as hypothesized, in the 

data analyzed, the Penney Declaration analyzes data only through August of 2014.  

Additional data I analyzed, which run through November 2018, indicate that any 

declines, which in any case began before June 2013, were relatively short-lived.   

71. At the root of the mistaken conclusion in the Penney Declaration is a deeply flawed 

model that aggregates the data and ignores every possible reason for changes in page 

views except the June 2013 disclosures that concerned Upstream.  This means that all 

changes in page views are presumed to be part of the effects of the disclosures by the 

Penney Model, no matter what the underlying reason for the page view changes.   

I declare under penalty of perjury that the foregoing is true and correct to the best of my 

knowledge and belief. 

  
 
Executed in New York, New York, on February 14, 2019. 
 

_______________ 

Alan J. Salzberg                           

                                                 

41 Penney Declaration, paragraph 31. 
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APPENDIX I: Programming Code 

The following is a Stata (Version 14) program and log, used to analyze the data. 

This is the program: 

clear 

capture log close 

log using readandreplicate_20190115.log, replace 

use Penney_regression_data.dta 

 

* note that for July 2015 and beyond: 

* terror - now fear 

* weapons grade is - now weapons grade nuclear material but didnt exist until 

June 2017 even as weapons gade nuclear maerials 

* Euskadi ta Askatasuna - now ETA (separatist group) 

* pirates is - now piracy 

* islamist is - now islamism 

* recruitment and fundmanetalism have same data in all but 2 of first 32 

months--a clear error 

 

* 

rename date viewsdate 

rename time monthindex 

gen date1=date(viewsdate,"MDY") 

format date1 %d 

gen month1=month(date1) 

gen year1=year(date1) 

* 

* rename for shorter names 

rename terrorarticles48 art_Terror_48 

rename terrorarticles47 art_Terror_47 

rename globalmilnonmobileraw art_Global1 

rename terror31higherprivacy  art_Terror_31 

rename securityarticles25comparator  art_Security 

rename populararticlescomparator  art_Popular 

rename infrastructurecomparatorfinal art_Infrastructure 

rename globalviewsmilcombined  art_Global2 

* 

* now index by pct change from median 

* and replicate original regressions 

foreach var1 of varlist art_*  { 

* egen rk_`var1' = rank(`var1') 

display "=========" 

display "`var1'" 

display "===========" 

regress `var1' monthindex intervention postslope 

} 

* table 8 replication 

regress art_Terror_31 monthindex intervention postslope art_Global1 
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* table 9 replication 

regress art_Terror_47 monthindex intervention postslope art_Global1 

* control regs 

regress art_Global2 monthindex intervention postslope 

 

* show that may and april also stat signif 

gen interventionmay=intervention 

replace interventionmay=1 if monthindex==17 

gen postslopemay=postslope 

replace postslopemay=postslope+1 if interventionmay==1 

gen interventionapril=interventionmay 

replace interventionapril=1 if monthindex==16 

gen postslopeapril=postslopemay 

replace postslopeapril=postslopeapril + 1 if interventionapril==1 

list monthindex postslope postslopeapril postslopemay intervention 

interventionapril interventionmay 

* 

* estimate turning point (estimated peak of data) 

gen idx2=monthindex^2 

regress art_Terror_48 monthindex idx2 

predict tmp48 

egen max48=max(tmp48) 

list viewsdate monthindex if tmp48==max48 

 

regress art_Terror_47 monthindex idx2 

predict tmp47 

egen max47=max(tmp47) 

list viewsdate monthindex if tmp47==max47 

 

regress art_Terror_31 monthindex idx2 

predict tmp31 

egen max31=max(tmp31) 

list viewsdate monthindex if tmp31==max31 

 

drop tmp31 tmp47 tmp48 max31 max47 max48 

 

* 

regress art_Terror_31 monthindex intervention postslope 

regress art_Terror_31 monthindex interventionmay postslopemay 

regress art_Terror_31 monthindex interventionapril postslopeapril 

 

regress art_Terror_47 monthindex intervention postslope 

regress art_Terror_47 monthindex interventionmay postslopemay 

regress art_Terror_47 monthindex interventionapril postslopeapril 

 

regress art_Terror_47 monthindex intervention postslope 

regress art_Terror_47 monthindex interventionmay postslopemay 

regress art_Terror_47 monthindex interventionapril postslopeapril 
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reshape long art_, i( monthindex date1 month1 year1 intervention postslope) 

j(artnmshort) string 

rename art_ pageviews 

format pageviews %12.0f 

egen rankviews=rank(pageviews), by(artnmshort) 

 gen yearmonth1=year*100+month1 

* most groups peaked in earlier period (not unique to terror articles) and no 

group peaked in May 2013 (just before claimed intervention) 

list year1 month1 artnmshort if rankviews==32 

* trough 

list year1 month1 artnmshort if rankviews==1 

 

* 

* write out to csv file in order to produce graphs  

outsheet using articlesaggregate.csv, comma replace 

 

***************************** 

* replicate control regressions 

***************************** 

clear 

use security25 

regress sum_view monthindex postslope intervention 

outsheet using security25.csv, comma replace 

 

use  infrastructure34 

regress sum_view monthindex postslope intervention 

outsheet using infrastructure34.csv, comma replace 

 

use popular26 

regress sum_view monthindex postslope intervention 

outsheet using popular26.csv, comma replace 

 

clear 

 

******************************* 

* now use with individual 48  

******************************* 

clear 

use artterror48_origplusrecentdates.dta 

gen date1=date(dateorig,"MDY") 

gen month1=month(date1) 

gen year1=year(date1) 

sort date1 

gen monthindex=_n 

* account for skipped 11 months 

replace monthindex = monthindex + 10 if year>=2015  

gen intervention=1 

replace intervention=0 if date1<date("06/01/2013","MDY") 

gen postslope = (monthindex-17)*intervention 
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egen totview=rowtotal(art_t*) 

 

* check first regression again 

regress totview monthindex postslope intervention if year<=2014 

gen totviewminushamas=totview - art_t22 

gen totviewminusdup=totview - art_t47 

regress totviewminushamas monthindex postslope intervention if year1<=2014 

* 

regress totviewminusdup monthindex postslope intervention if year1<=2014 

 

* 

* now drop totals and reshape  

drop totv* 

* obvious error in articles on Recruitment and fundamentalism (all numbers 

but last couple are the same) 

count if art_t46==art_t47 

 

reshape long art_t, i( monthindex date1 month1 year1 intervention postslope) 

j(artnum) 

* 

rename art_t pageviews 

 

* pull in article names 

sort artnum 

merge m:1 artnum using articlenames48 

assert _merge==3 

drop _merge 

* normalize names for better display and read/write 

replace artnames=subinstr(artnames,"(","_",.) 

replace artnames=subinstr(artnames,")","_",.) 

replace artnames=subinstr(artnames," ","_",.) 

replace artnames=subinstr(artnames,"+","_",.) 

replace artnames=subinstr(artnames,"-","_",.) 

replace artnames=subinstr(artnames,"__","_",.) 

replace artnames=subinstr(artnames,"__","_",.) 

replace artnames=subinstr(artnames,"__","_",.) 

 

* pull in indicator of whether article was high privacy 

sort artnum 

merge m:1 artnum using highprivacy31 

gen highprivind=_merge==3 

assert _merge!=2 

drop _merge 

* 

* indicate 7 articles with issues between early and late period 

gen lateissueind=0 

replace lateissueind=1 if artname=="terror" 

replace lateissueind=1 if artname=="Weapons_grade" 

replace lateissueind=1 if artname=="_Euskadi_ta_Askatasuna" 
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replace lateissueind=1 if artname=="Pirates" 

replace lateissueind=1 if artname=="Islamist" 

replace lateissueind=1 if artname=="Recruitment" 

replace lateissueind=1 if artname=="Fundamentalism" 

 

 

 

* check that high privacy desig is ok by checking reg of sum  

egen totview31=sum(pageviews), by(monthindex highprivind) 

replace totview31=. if highprivind==0 

bysort monthindex highprivind: gen tmpindx=_n 

regress totview31 monthindex postslope intervention if tmpindx==1 & 

year1<=2014 

drop tmpindx 

* 

* get ranks of first 17, first 32 and all  

gen pageviewall=pageviews 

gen pageviews17=pageviews 

replace pageviews=. if year>2014 

replace pageviews17=. if monthindex>=18 

egen rankviewsearly=rank(pageviews), by(artnum) 

egen maxrankearly=max(rankviewsearly), by(artnum) 

egen rankviews17=rank(pageviews17), by(artnum) 

egen maxrank17=max(rankviews17), by(artnum) 

egen rankviewsall=rank(pageviewall), by(artnum) 

egen maxrankall=max(rankviewsall), by(artnum) 

 

sum maxr* 

sum rankv* 

sort artnum date1 

 

* 

gen yearmonth=year1*100 + month1 

* summermonths lower in general --inidcation of seasonality 

* use rank so all data can be considered on a like to like basis 

 table month1, c(mean rankviewsearly median rankviewsearly mean rankviewsall 

median rankviewsall n rankviewsall) row format(%6.2f) 

 table month1, c(mean rankviewsearly median rankviewsearly mean rankviewsall 

median rankviewsall n rankviewsall) row format(%6.2f) 

regress rankviewsall i.month1 if lateissueind==0 

regress rankviewsall i.month1 if monthindex<=32 

 

 * where is maximum? 

 tab yearmonth highpriv  if rankviewsearly==maxrankearly 

 tab yearmonth highpriv  if rankviewsall==maxrankall 

  

* output to csv for graphics and other analysis 

gen dateformat=date1 

format dateformat %d 
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outsheet using orig48long.csv, comma replace 

* 

log close  

 

This is the program log: 

       log:  

D:\clients_2018\DOJ_Wiki_NSA\programsdata\readandreplicate_20190115.log 

  log type:  text 

 opened on:  15 Jan 2019, 18:07:38 

 

. use Penney_regression_data.dta 

 

.  

. * note that for July 2015 and beyond: 

. * terror - now fear 

. * weapons grade is - now weapons grade nuclear material but didnt exist 

until June 2017 even as weapons gade nuclear maer 

> ials 

. * Euskadi ta Askatasuna - now ETA (separatist group) 

. * pirates is - now piracy 

. * islamist is - now islamism 

. * recruitment and fundmanetalism have same data in all but 2 of first 32 

months--a clear error 

.  

. * 

. rename date viewsdate 

 

. rename time monthindex 

 

. gen date1=date(viewsdate,"MDY") 

 

. format date1 %d 

 

. gen month1=month(date1) 

 

. gen year1=year(date1) 

 

. * 

. * rename for shorter names 

. rename terrorarticles48 art_Terror_48 

 

. rename terrorarticles47 art_Terror_47 

 

. rename globalmilnonmobileraw art_Global1 

 

. rename terror31higherprivacy  art_Terror_31 
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. rename securityarticles25comparator  art_Security 

 

. rename populararticlescomparator  art_Popular 

 

. rename infrastructurecomparatorfinal art_Infrastructure 

 

. rename globalviewsmilcombined  art_Global2 

 

. * 

. * now index by pct change from median 

. * and replicate original regressions 

. foreach var1 of varlist art_*  { 

  2. * egen rk_`var1' = rank(`var1') 

. display "=========" 

  3. display "`var1'" 

  4. display "===========" 

  5. regress `var1' monthindex intervention postslope 

  6. } 

========= 

art_Terror_48 

=========== 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =      

9.16 

       Model |  3.1498e+12         3  1.0499e+12   Prob > F        =    

0.0002 

    Residual |  3.2091e+12        28  1.1461e+11   R-squared       =    

0.4953 

-------------+----------------------------------   Adj R-squared   =    

0.4413 

       Total |  6.3590e+12        31  2.0513e+11   Root MSE        =    

3.4e+05 

 

-----------------------------------------------------------------------------

- 

art_Terro~48 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   47038.28   16760.41     2.81   0.009     12706.13    

81370.43 

intervention |  -995085.2   241987.6    -4.11   0.000     -1490774   -

499396.1 

   postslope |  -35517.69   26272.41    -1.35   0.187    -89334.29    

18298.91 
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       _cons |    2352364   171743.1    13.70   0.000      2000564     

2704164 

-----------------------------------------------------------------------------

- 

========= 

art_Terror_47 

=========== 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

24.85 

       Model |  3.4887e+12         3  1.1629e+12   Prob > F        =    

0.0000 

    Residual |  1.3105e+12        28  4.6805e+10   R-squared       =    

0.7269 

-------------+----------------------------------   Adj R-squared   =    

0.6977 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.2e+05 

 

-----------------------------------------------------------------------------

- 

art_Terro~47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   41420.51   10710.65     3.87   0.001     19480.73    

63360.29 

intervention |  -693616.9   154640.9    -4.49   0.000     -1010384   -

376849.4 

   postslope |   -67513.1   16789.25    -4.02   0.000    -101904.3   -

33121.89 

       _cons |    2289153   109751.5    20.86   0.000      2064337     

2513968 

-----------------------------------------------------------------------------

- 

========= 

art_Global2 

=========== 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

10.06 

       Model |   6663270.2         3  2221090.07   Prob > F        =    

0.0001 

    Residual |   6180561.8        28   220734.35   R-squared       =    

0.5188 
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-------------+----------------------------------   Adj R-squared   =    

0.4672 

       Total |    12843832        31  414317.161   Root MSE        =    

469.82 

 

-----------------------------------------------------------------------------

- 

 art_Global2 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   114.3824   23.25974     4.92   0.000     66.73693    

162.0278 

intervention |  -1535.819   335.8252    -4.57   0.000    -2223.726   -

847.9123 

   postslope |  -46.97164   36.46029    -1.29   0.208    -121.6572    

27.71387 

       _cons |     8313.5   238.3414    34.88   0.000      7825.28     

8801.72 

-----------------------------------------------------------------------------

- 

========= 

art_Terror_31 

=========== 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

20.87 

       Model |  5.1404e+11         3  1.7135e+11   Prob > F        =    

0.0000 

    Residual |  2.2989e+11        28  8.2102e+09   R-squared       =    

0.6910 

-------------+----------------------------------   Adj R-squared   =    

0.6579 

       Total |  7.4392e+11        31  2.3998e+10   Root MSE        =     

90610 

 

-----------------------------------------------------------------------------

- 

art_Terro~31 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   28484.13   4485.873     6.35   0.000     19295.24    

37673.02 

intervention |  -253556.5   64767.24    -3.91   0.001    -386226.2   -

120886.9 
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   postslope |  -41554.21    7031.73    -5.91   0.000    -55958.05   -

27150.36 

       _cons |   471146.3   45966.52    10.25   0.000     376988.2    

565304.5 

-----------------------------------------------------------------------------

- 

========= 

art_Security 

=========== 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =      

0.91 

       Model |  7.5795e+10         3  2.5265e+10   Prob > F        =    

0.4470 

    Residual |  7.7441e+11        28  2.7657e+10   R-squared       =    

0.0891 

-------------+----------------------------------   Adj R-squared   =   -

0.0084 

       Total |  8.5020e+11        31  2.7426e+10   Root MSE        =    

1.7e+05 

 

-----------------------------------------------------------------------------

- 

art_Security |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   11135.07   8233.343     1.35   0.187     -5730.17    

28000.31 

intervention |  -24638.34   118873.4    -0.21   0.837    -268139.4    

218862.7 

   postslope |  -20465.87   12905.99    -1.59   0.124     -46902.6    

5970.859 

       _cons |   708187.4   84366.66     8.39   0.000     535370.2    

881004.7 

-----------------------------------------------------------------------------

- 

========= 

art_Popular 

=========== 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =      

0.34 

       Model |  1.4789e+13         3  4.9297e+12   Prob > F        =    

0.7938 
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    Residual |  4.0134e+14        28  1.4334e+13   R-squared       =    

0.0355 

-------------+----------------------------------   Adj R-squared   =   -

0.0678 

       Total |  4.1613e+14        31  1.3424e+13   Root MSE        =    

3.8e+06 

 

-----------------------------------------------------------------------------

- 

 art_Popular |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |  -48458.14   187433.7    -0.26   0.798    -432398.7    

335482.5 

intervention |   -1716643    2706177    -0.63   0.531     -7259994     

3826709 

   postslope |   177324.7   293807.6     0.60   0.551    -424512.8    

779162.2 

       _cons |   2.58e+07    1920624    13.41   0.000     2.18e+07    

2.97e+07 

-----------------------------------------------------------------------------

- 

========= 

art_Infrastructure 

=========== 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

27.12 

       Model |  3.0280e+11         3  1.0093e+11   Prob > F        =    

0.0000 

    Residual |  1.0421e+11        28  3.7218e+09   R-squared       =    

0.7440 

-------------+----------------------------------   Adj R-squared   =    

0.7165 

       Total |  4.0701e+11        31  1.3129e+10   Root MSE        =     

61007 

 

-----------------------------------------------------------------------------

- 

art_Infras~e |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |  -11079.82   3020.285    -3.67   0.001    -17266.59   -

4893.042 
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intervention |  -12721.07   43607.01    -0.29   0.773      -102046    

76603.85 

   postslope |   2431.841   4734.381     0.51   0.612    -7266.098    

12129.78 

       _cons |   771772.3   30948.71    24.94   0.000     708376.8    

835167.9 

-----------------------------------------------------------------------------

- 

========= 

art_Global1 

=========== 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

20.64 

       Model |  10062791.9         3  3354263.97   Prob > F        =    

0.0000 

    Residual |  4549258.31        28  162473.511   R-squared       =    

0.6887 

-------------+----------------------------------   Adj R-squared   =    

0.6553 

       Total |  14612050.2        31  471356.459   Root MSE        =    

403.08 

 

-----------------------------------------------------------------------------

- 

 art_Global1 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   70.57598   19.95544     3.54   0.001     29.69912    

111.4528 

intervention |  -1397.969   288.1175    -4.85   0.000    -1988.151   -

807.7867 

   postslope |  -90.97598    31.2807    -2.91   0.007    -155.0516   -

26.90038 

       _cons |    7385.11   204.4824    36.12   0.000     6966.247    

7803.973 

-----------------------------------------------------------------------------

- 

 

. * table 8 replication 

. regress art_Terror_31 monthindex intervention postslope art_Global1 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(4, 27)        =     

16.30 
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       Model |  5.2604e+11         4  1.3151e+11   Prob > F        =    

0.0000 

    Residual |  2.1789e+11        27  8.0700e+09   R-squared       =    

0.7071 

-------------+----------------------------------   Adj R-squared   =    

0.6637 

       Total |  7.4392e+11        31  2.3998e+10   Root MSE        =     

89833 

 

-----------------------------------------------------------------------------

- 

art_Terro~31 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   32108.35   5349.312     6.00   0.000     21132.46    

43084.23 

intervention |    -325345   87120.19    -3.73   0.001    -504100.9   -

146589.1 

   postslope |  -46226.01   7955.041    -5.81   0.000     -62548.4   -

29903.61 

 art_Global1 |  -51.35198   42.11781    -1.22   0.233    -137.7706    

35.06662 

       _cons |   850386.4   314365.4     2.71   0.012     205361.8     

1495411 

-----------------------------------------------------------------------------

- 

 

. * table 9 replication 

. regress art_Terror_47 monthindex intervention postslope art_Global1 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(4, 27)        =     

18.49 

       Model |  3.5157e+12         4  8.7893e+11   Prob > F        =    

0.0000 

    Residual |  1.2835e+12        27  4.7538e+10   R-squared       =    

0.7326 

-------------+----------------------------------   Adj R-squared   =    

0.6929 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.2e+05 

 

-----------------------------------------------------------------------------

- 

art_Terro~47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 
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-------------+---------------------------------------------------------------

- 

  monthindex |   35983.25   12983.28     2.77   0.010     9343.768    

62622.74 

intervention |  -585915.8   211448.8    -2.77   0.010     -1019773   -

152058.7 

   postslope |   -60504.2   19307.63    -3.13   0.004    -100120.2   -

20888.23 

 art_Global1 |   77.04117   102.2238     0.75   0.458    -132.7048    

286.7872 

       _cons |    1720195   762994.1     2.25   0.032     154660.4     

3285730 

-----------------------------------------------------------------------------

- 

 

. * control regs 

. regress art_Global2 monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

10.06 

       Model |   6663270.2         3  2221090.07   Prob > F        =    

0.0001 

    Residual |   6180561.8        28   220734.35   R-squared       =    

0.5188 

-------------+----------------------------------   Adj R-squared   =    

0.4672 

       Total |    12843832        31  414317.161   Root MSE        =    

469.82 

 

-----------------------------------------------------------------------------

- 

 art_Global2 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   114.3824   23.25974     4.92   0.000     66.73693    

162.0278 

intervention |  -1535.819   335.8252    -4.57   0.000    -2223.726   -

847.9123 

   postslope |  -46.97164   36.46029    -1.29   0.208    -121.6572    

27.71387 

       _cons |     8313.5   238.3414    34.88   0.000      7825.28     

8801.72 

-----------------------------------------------------------------------------

- 

 

.  
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. * show that may and april also stat signif 

. gen interventionmay=intervention 

 

. replace interventionmay=1 if monthindex==17 

(1 real change made) 

 

. gen postslopemay=postslope 

 

. replace postslopemay=postslope+1 if interventionmay==1 

(16 real changes made) 

 

. gen interventionapril=interventionmay 

 

. replace interventionapril=1 if monthindex==16 

(1 real change made) 

 

. gen postslopeapril=postslopemay 

 

. replace postslopeapril=postslopeapril + 1 if interventionapril==1 

(17 real changes made) 

 

. list monthindex postslope postslopeapril postslopemay intervention 

interventionapril interventionmay 

 

     +-----------------------------------------------------------------------

-----+ 

     | monthi~x   postsl~e   postsl~l   postsl~y   interv~n   interv~l   

interv~y | 

     |-----------------------------------------------------------------------

-----| 

  1. |        1          0          0          0          0          0          

0 | 

  2. |        2          0          0          0          0          0          

0 | 

  3. |        3          0          0          0          0          0          

0 | 

  4. |        4          0          0          0          0          0          

0 | 

  5. |        5          0          0          0          0          0          

0 | 

     |-----------------------------------------------------------------------

-----| 

  6. |        6          0          0          0          0          0          

0 | 

  7. |        7          0          0          0          0          0          

0 | 

  8. |        8          0          0          0          0          0          

0 | 
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  9. |        9          0          0          0          0          0          

0 | 

 10. |       10          0          0          0          0          0          

0 | 

     |-----------------------------------------------------------------------

-----| 

 11. |       11          0          0          0          0          0          

0 | 

 12. |       12          0          0          0          0          0          

0 | 

 13. |       13          0          0          0          0          0          

0 | 

 14. |       14          0          0          0          0          0          

0 | 

 15. |       15          0          0          0          0          0          

0 | 

     |-----------------------------------------------------------------------

-----| 

 16. |       16          0          1          0          0          1          

0 | 

 17. |       17          0          2          1          0          1          

1 | 

 18. |       18          1          3          2          1          1          

1 | 

 19. |       19          2          4          3          1          1          

1 | 

 20. |       20          3          5          4          1          1          

1 | 

     |-----------------------------------------------------------------------

-----| 

 21. |       21          4          6          5          1          1          

1 | 

 22. |       22          5          7          6          1          1          

1 | 

 23. |       23          6          8          7          1          1          

1 | 

 24. |       24          7          9          8          1          1          

1 | 

 25. |       25          8         10          9          1          1          

1 | 

     |-----------------------------------------------------------------------

-----| 

 26. |       26          9         11         10          1          1          

1 | 

 27. |       27         10         12         11          1          1          

1 | 

 28. |       28         11         13         12          1          1          

1 | 
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 29. |       29         12         14         13          1          1          

1 | 

 30. |       30         13         15         14          1          1          

1 | 

     |-----------------------------------------------------------------------

-----| 

 31. |       31         14         16         15          1          1          

1 | 

 32. |       32         15         17         16          1          1          

1 | 

     +-----------------------------------------------------------------------

-----+ 

 

. * 

. * estimate turning point (estimated peak of data) 

. gen idx2=monthindex^2 

 

. regress art_Terror_48 monthindex idx2 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(2, 29)        =      

2.60 

       Model |  9.6611e+11         2  4.8306e+11   Prob > F        =    

0.0917 

    Residual |  5.3928e+12        29  1.8596e+11   R-squared       =    

0.1519 

-------------+----------------------------------   Adj R-squared   =    

0.0934 

       Total |  6.3590e+12        31  2.0513e+11   Root MSE        =    

4.3e+05 

 

-----------------------------------------------------------------------------

- 

art_Terro~48 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   20575.12   34056.48     0.60   0.550     -49078.2    

90228.43 

        idx2 |  -1120.311   1001.228    -1.12   0.272    -3168.052    

927.4307 

       _cons |    2589880   243771.8    10.62   0.000      2091311     

3088449 

-----------------------------------------------------------------------------

- 

 

. predict tmp48 

(option xb assumed; fitted values) 
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. egen max48=max(tmp48) 

 

. list viewsdate monthindex if tmp48==max48 

 

     +-----------------------+ 

     |  viewsdate   monthi~x | 

     |-----------------------| 

  9. | 09/01/2012          9 | 

     +-----------------------+ 

 

.  

. regress art_Terror_47 monthindex idx2 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(2, 29)        =     

12.52 

       Model |  2.2234e+12         2  1.1117e+12   Prob > F        =    

0.0001 

    Residual |  2.5758e+12        29  8.8822e+10   R-squared       =    

0.4633 

-------------+----------------------------------   Adj R-squared   =    

0.4263 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

3.0e+05 

 

-----------------------------------------------------------------------------

- 

art_Terro~47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   43574.63      23537     1.85   0.074     -4563.94    

91713.19 

        idx2 |  -2022.568   691.9654    -2.92   0.007    -3437.796   -

607.3393 

       _cons |    2398370   168474.8    14.24   0.000      2053801     

2742940 

-----------------------------------------------------------------------------

- 

 

. predict tmp47 

(option xb assumed; fitted values) 

 

. egen max47=max(tmp47) 

 

. list viewsdate monthindex if tmp47==max47 
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     +-----------------------+ 

     |  viewsdate   monthi~x | 

     |-----------------------| 

 11. | 11/01/2012         11 | 

     +-----------------------+ 

 

.  

. regress art_Terror_31 monthindex idx2 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(2, 29)        =      

9.35 

       Model |  2.9173e+11         2  1.4586e+11   Prob > F        =    

0.0007 

    Residual |  4.5220e+11        29  1.5593e+10   R-squared       =    

0.3921 

-------------+----------------------------------   Adj R-squared   =    

0.3502 

       Total |  7.4392e+11        31  2.3998e+10   Root MSE        =    

1.2e+05 

 

-----------------------------------------------------------------------------

- 

art_Terro~31 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   36223.88   9861.789     3.67   0.001     16054.26    

56393.51 

        idx2 |  -1193.715   289.9272    -4.12   0.000    -1786.683   -

600.7469 

       _cons |   495510.5    70589.4     7.02   0.000       351139      

639882 

-----------------------------------------------------------------------------

- 

 

. predict tmp31 

(option xb assumed; fitted values) 

 

. egen max31=max(tmp31) 

 

. list viewsdate monthindex if tmp31==max31 

 

     +-----------------------+ 

     |  viewsdate   monthi~x | 

     |-----------------------| 

 15. | 03/01/2013         15 | 

     +-----------------------+ 
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.  

. drop tmp31 tmp47 tmp48 max31 max47 max48 

 

.  

. * 

. regress art_Terror_31 monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

20.87 

       Model |  5.1404e+11         3  1.7135e+11   Prob > F        =    

0.0000 

    Residual |  2.2989e+11        28  8.2102e+09   R-squared       =    

0.6910 

-------------+----------------------------------   Adj R-squared   =    

0.6579 

       Total |  7.4392e+11        31  2.3998e+10   Root MSE        =     

90610 

 

-----------------------------------------------------------------------------

- 

art_Terro~31 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   28484.13   4485.873     6.35   0.000     19295.24    

37673.02 

intervention |  -253556.5   64767.24    -3.91   0.001    -386226.2   -

120886.9 

   postslope |  -41554.21    7031.73    -5.91   0.000    -55958.05   -

27150.36 

       _cons |   471146.3   45966.52    10.25   0.000     376988.2    

565304.5 

-----------------------------------------------------------------------------

- 

 

. regress art_Terror_31 monthindex interventionmay postslopemay 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

14.66 

       Model |  4.5452e+11         3  1.5151e+11   Prob > F        =    

0.0000 

    Residual |  2.8941e+11        28  1.0336e+10   R-squared       =    

0.6110 
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-------------+----------------------------------   Adj R-squared   =    

0.5693 

       Total |  7.4392e+11        31  2.3998e+10   Root MSE        =    

1.0e+05 

 

-----------------------------------------------------------------------------

---- 

  art_Terror_31 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

----------------+------------------------------------------------------------

---- 

     monthindex |   27831.07   5513.605     5.05   0.000     16536.96    

39125.18 

interventionmay |    -135552   72099.74    -1.88   0.071    -283241.6    

12137.67 

   postslopemay |  -47070.54   7797.415    -6.04   0.000    -63042.82   -

31098.26 

          _cons |   475064.7   53314.02     8.91   0.000     365855.8    

584273.5 

-----------------------------------------------------------------------------

---- 

 

. regress art_Terror_31 monthindex interventionapril postslopeapril 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

12.16 

       Model |  4.2092e+11         3  1.4031e+11   Prob > F        =    

0.0000 

    Residual |  3.2300e+11        28  1.1536e+10   R-squared       =    

0.5658 

-------------+----------------------------------   Adj R-squared   =    

0.5193 

       Total |  7.4392e+11        31  2.3998e+10   Root MSE        =    

1.1e+05 

 

-----------------------------------------------------------------------------

------ 

    art_Terror_31 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

------------------+----------------------------------------------------------

------ 

       monthindex |   19718.72   6418.652     3.07   0.005     6570.704    

32866.73 

interventionapril |   85936.01   75872.03     1.13   0.267    -69480.79    

241352.8 

   postslopeapril |  -47183.37   8335.046    -5.66   0.000    -64256.94    -

30109.8 

Case 1:15-cv-00662-TSE   Document 178-3   Filed 02/15/19   Page 46 of 273

JA3497

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 103 of 484Total Pages:(3569 of 4208)



45 

 

 

            _cons |   521034.7   58359.17     8.93   0.000     401491.3      

640578 

-----------------------------------------------------------------------------

------ 

 

.  

. regress art_Terror_47 monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

24.85 

       Model |  3.4887e+12         3  1.1629e+12   Prob > F        =    

0.0000 

    Residual |  1.3105e+12        28  4.6805e+10   R-squared       =    

0.7269 

-------------+----------------------------------   Adj R-squared   =    

0.6977 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.2e+05 

 

-----------------------------------------------------------------------------

- 

art_Terro~47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   41420.51   10710.65     3.87   0.001     19480.73    

63360.29 

intervention |  -693616.9   154640.9    -4.49   0.000     -1010384   -

376849.4 

   postslope |   -67513.1   16789.25    -4.02   0.000    -101904.3   -

33121.89 

       _cons |    2289153   109751.5    20.86   0.000      2064337     

2513968 

-----------------------------------------------------------------------------

- 

 

. regress art_Terror_47 monthindex interventionmay postslopemay 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

19.19 

       Model |  3.2291e+12         3  1.0764e+12   Prob > F        =    

0.0000 

    Residual |  1.5701e+12        28  5.6077e+10   R-squared       =    

0.6728 
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-------------+----------------------------------   Adj R-squared   =    

0.6378 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.4e+05 

 

-----------------------------------------------------------------------------

---- 

  art_Terror_47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

----------------+------------------------------------------------------------

---- 

     monthindex |   43914.21   12842.55     3.42   0.002     17607.45    

70220.98 

interventionmay |  -502573.7   167938.1    -2.99   0.006    -846579.3   -

158568.1 

   postslopemay |  -83106.85   18162.11    -4.58   0.000    -120310.2   -

45903.46 

          _cons |    2274190   124181.5    18.31   0.000      2019816     

2528565 

-----------------------------------------------------------------------------

---- 

 

. regress art_Terror_47 monthindex interventionapril postslopeapril 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

14.09 

       Model |  2.8871e+12         3  9.6236e+11   Prob > F        =    

0.0000 

    Residual |  1.9122e+12        28  6.8291e+10   R-squared       =    

0.6016 

-------------+----------------------------------   Adj R-squared   =    

0.5589 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.6e+05 

 

-----------------------------------------------------------------------------

------ 

    art_Terror_47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

------------------+----------------------------------------------------------

------ 

       monthindex |   37869.78   15617.23     2.42   0.022     5879.338    

69860.22 

interventionapril |  -195021.8   184604.3    -1.06   0.300    -573166.5    

183122.9 

   postslopeapril |  -91064.94   20280.01    -4.49   0.000    -132606.7   -

49523.23 
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            _cons |    2308442   141993.7    16.26   0.000      2017581     

2599303 

-----------------------------------------------------------------------------

------ 

 

.  

. regress art_Terror_47 monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

24.85 

       Model |  3.4887e+12         3  1.1629e+12   Prob > F        =    

0.0000 

    Residual |  1.3105e+12        28  4.6805e+10   R-squared       =    

0.7269 

-------------+----------------------------------   Adj R-squared   =    

0.6977 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.2e+05 

 

-----------------------------------------------------------------------------

- 

art_Terro~47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   41420.51   10710.65     3.87   0.001     19480.73    

63360.29 

intervention |  -693616.9   154640.9    -4.49   0.000     -1010384   -

376849.4 

   postslope |   -67513.1   16789.25    -4.02   0.000    -101904.3   -

33121.89 

       _cons |    2289153   109751.5    20.86   0.000      2064337     

2513968 

-----------------------------------------------------------------------------

- 

 

. regress art_Terror_47 monthindex interventionmay postslopemay 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

19.19 

       Model |  3.2291e+12         3  1.0764e+12   Prob > F        =    

0.0000 

    Residual |  1.5701e+12        28  5.6077e+10   R-squared       =    

0.6728 
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-------------+----------------------------------   Adj R-squared   =    

0.6378 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.4e+05 

 

-----------------------------------------------------------------------------

---- 

  art_Terror_47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

----------------+------------------------------------------------------------

---- 

     monthindex |   43914.21   12842.55     3.42   0.002     17607.45    

70220.98 

interventionmay |  -502573.7   167938.1    -2.99   0.006    -846579.3   -

158568.1 

   postslopemay |  -83106.85   18162.11    -4.58   0.000    -120310.2   -

45903.46 

          _cons |    2274190   124181.5    18.31   0.000      2019816     

2528565 

-----------------------------------------------------------------------------

---- 

 

. regress art_Terror_47 monthindex interventionapril postslopeapril 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

14.09 

       Model |  2.8871e+12         3  9.6236e+11   Prob > F        =    

0.0000 

    Residual |  1.9122e+12        28  6.8291e+10   R-squared       =    

0.6016 

-------------+----------------------------------   Adj R-squared   =    

0.5589 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.6e+05 

 

-----------------------------------------------------------------------------

------ 

    art_Terror_47 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

------------------+----------------------------------------------------------

------ 

       monthindex |   37869.78   15617.23     2.42   0.022     5879.338    

69860.22 

interventionapril |  -195021.8   184604.3    -1.06   0.300    -573166.5    

183122.9 

   postslopeapril |  -91064.94   20280.01    -4.49   0.000    -132606.7   -

49523.23 
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            _cons |    2308442   141993.7    16.26   0.000      2017581     

2599303 

-----------------------------------------------------------------------------

------ 

 

.  

. reshape long art_, i( monthindex date1 month1 year1 intervention postslope) 

j(artnmshort) string 

(note: j = Global1 Global2 Infrastructure Popular Security Terror_31 

Terror_47 Terror_48) 

 

Data                               wide   ->   long 

----------------------------------------------------------------------------- 

Number of obs.                       32   ->     256 

Number of variables                  20   ->      14 

j variable (8 values)                     ->   artnmshort 

xij variables: 

art_Global1 art_Global2 ... art_Terror_48 ->   art_ 

----------------------------------------------------------------------------- 

 

. rename art_ pageviews 

 

. format pageviews %12.0f 

 

. egen rankviews=rank(pageviews), by(artnmshort) 

 

.  gen yearmonth1=year*100+month1 

 

. * most groups peaked in earlier period (not unique to terror articles) and 

no group peaked in May 2013 (just before claim 

> ed intervention) 

. list year1 month1 artnmshort if rankviews==32 

 

     +---------------------------------+ 

     | year1   month1       artnmshort | 

     |---------------------------------| 

  3. |  2012        1   Infrastructure | 

 52. |  2012        7          Popular | 

 88. |  2012       11        Terror_48 | 

 97. |  2013        1          Global1 | 

 98. |  2013        1          Global2 | 

     |---------------------------------| 

126. |  2013        4        Terror_31 | 

127. |  2013        4        Terror_47 | 

181. |  2013       11         Security | 

     +---------------------------------+ 

 

. * trough 

. list year1 month1 artnmshort if rankviews==1 
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     +---------------------------------+ 

     | year1   month1       artnmshort | 

     |---------------------------------| 

161. |  2013        9          Global1 | 

162. |  2013        9          Global2 | 

172. |  2013       10          Popular | 

198. |  2014        1        Terror_31 | 

199. |  2014        1        Terror_47 | 

     |---------------------------------| 

200. |  2014        1        Terror_48 | 

251. |  2014        8   Infrastructure | 

253. |  2014        8         Security | 

     +---------------------------------+ 

 

.  

. * 

. * write out to csv file in order to produce graphs       

. outsheet using articlesaggregate.csv, comma replace 

 

.  

. ***************************** 

. * replicate control regressions 

. ***************************** 

. clear 

 

. use security25 

 

. regress sum_view monthindex postslope intervention 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =      

0.91 

       Model |  7.5795e+10         3  2.5265e+10   Prob > F        =    

0.4470 

    Residual |  7.7441e+11        28  2.7657e+10   R-squared       =    

0.0891 

-------------+----------------------------------   Adj R-squared   =   -

0.0084 

       Total |  8.5020e+11        31  2.7426e+10   Root MSE        =    

1.7e+05 

 

-----------------------------------------------------------------------------

- 

    sum_view |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 
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  monthindex |   11135.07   8233.343     1.35   0.187     -5730.17    

28000.31 

   postslope |  -20465.87   12905.99    -1.59   0.124     -46902.6    

5970.859 

intervention |  -24638.34   118873.4    -0.21   0.837    -268139.4    

218862.7 

       _cons |   708187.4   84366.66     8.39   0.000     535370.2    

881004.7 

-----------------------------------------------------------------------------

- 

 

. outsheet using security25.csv, comma replace 

 

.  

. use  infrastructure34 

 

. regress sum_view monthindex postslope intervention 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

27.12 

       Model |  3.0280e+11         3  1.0093e+11   Prob > F        =    

0.0000 

    Residual |  1.0421e+11        28  3.7218e+09   R-squared       =    

0.7440 

-------------+----------------------------------   Adj R-squared   =    

0.7165 

       Total |  4.0701e+11        31  1.3129e+10   Root MSE        =     

61007 

 

-----------------------------------------------------------------------------

- 

    sum_view |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |  -11079.82   3020.285    -3.67   0.001    -17266.59   -

4893.042 

   postslope |   2431.841   4734.381     0.51   0.612    -7266.098    

12129.78 

intervention |  -12721.07   43607.01    -0.29   0.773      -102046    

76603.85 

       _cons |   771772.3   30948.71    24.94   0.000     708376.8    

835167.9 

-----------------------------------------------------------------------------

- 

 

. outsheet using infrastructure34.csv, comma replace 
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.  

. use popular26 

 

. regress sum_view monthindex postslope intervention 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =      

0.34 

       Model |  1.4789e+13         3  4.9297e+12   Prob > F        =    

0.7938 

    Residual |  4.0134e+14        28  1.4334e+13   R-squared       =    

0.0355 

-------------+----------------------------------   Adj R-squared   =   -

0.0678 

       Total |  4.1613e+14        31  1.3424e+13   Root MSE        =    

3.8e+06 

 

-----------------------------------------------------------------------------

- 

    sum_view |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |  -48458.14   187433.7    -0.26   0.798    -432398.7    

335482.5 

   postslope |   177324.7   293807.6     0.60   0.551    -424512.8    

779162.2 

intervention |   -1716643    2706177    -0.63   0.531     -7259994     

3826709 

       _cons |   2.58e+07    1920624    13.41   0.000     2.18e+07    

2.97e+07 

-----------------------------------------------------------------------------

- 

 

. outsheet using popular26.csv, comma replace 

 

.  

. clear 

 

.  

. ******************************* 

. * now use with individual 48  

. ******************************* 

. clear 

 

. use artterror48_origplusrecentdates.dta 
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. gen date1=date(dateorig,"MDY") 

 

. gen month1=month(date1) 

 

. gen year1=year(date1) 

 

. sort date1 

 

. gen monthindex=_n 

 

. * account for skipped 11 months 

. replace monthindex = monthindex + 10 if year>=2015  

(41 real changes made) 

 

. gen intervention=1 

 

. replace intervention=0 if date1<date("06/01/2013","MDY") 

(17 real changes made) 

 

. gen postslope = (monthindex-17)*intervention 

 

. egen totview=rowtotal(art_t*) 

 

.  

. * check first regression again 

. regress totview monthindex postslope intervention if year<=2014 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =      

9.16 

       Model |  3.1498e+12         3  1.0499e+12   Prob > F        =    

0.0002 

    Residual |  3.2091e+12        28  1.1461e+11   R-squared       =    

0.4953 

-------------+----------------------------------   Adj R-squared   =    

0.4413 

       Total |  6.3590e+12        31  2.0513e+11   Root MSE        =    

3.4e+05 

 

-----------------------------------------------------------------------------

- 

     totview |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   47038.28   16760.41     2.81   0.009     12706.13    

81370.43 

Case 1:15-cv-00662-TSE   Document 178-3   Filed 02/15/19   Page 55 of 273

JA3506

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 112 of 484Total Pages:(3578 of 4208)



54 

 

 

   postslope |  -35517.69   26272.41    -1.35   0.187    -89334.29    

18298.91 

intervention |  -995085.2   241987.6    -4.11   0.000     -1490774   -

499396.1 

       _cons |    2352364   171743.1    13.70   0.000      2000564     

2704164 

-----------------------------------------------------------------------------

- 

 

. gen totviewminushamas=totview - art_t22 

 

. gen totviewminusdup=totview - art_t47 

 

. regress totviewminushamas monthindex postslope intervention if year1<=2014 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

24.85 

       Model |  3.4887e+12         3  1.1629e+12   Prob > F        =    

0.0000 

    Residual |  1.3105e+12        28  4.6805e+10   R-squared       =    

0.7269 

-------------+----------------------------------   Adj R-squared   =    

0.6977 

       Total |  4.7992e+12        31  1.5481e+11   Root MSE        =    

2.2e+05 

 

-----------------------------------------------------------------------------

- 

totviewmin~s |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   41420.51   10710.65     3.87   0.001     19480.73    

63360.29 

   postslope |   -67513.1   16789.25    -4.02   0.000    -101904.3   -

33121.89 

intervention |  -693616.9   154640.9    -4.49   0.000     -1010384   -

376849.4 

       _cons |    2289153   109751.5    20.86   0.000      2064337     

2513968 

-----------------------------------------------------------------------------

- 

 

. * 

. regress totviewminusdup monthindex postslope intervention if year1<=2014 
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      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =      

8.83 

       Model |  2.9756e+12         3  9.9188e+11   Prob > F        =    

0.0003 

    Residual |  3.1438e+12        28  1.1228e+11   R-squared       =    

0.4863 

-------------+----------------------------------   Adj R-squared   =    

0.4312 

       Total |  6.1195e+12        31  1.9740e+11   Root MSE        =    

3.4e+05 

 

-----------------------------------------------------------------------------

- 

totviewmin~p |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   43262.98   16589.01     2.61   0.014     9281.937    

77244.02 

   postslope |  -28278.84   26003.73    -1.09   0.286    -81545.06    

24987.39 

intervention |  -985297.4   239512.8    -4.11   0.000     -1475917   -

494677.6 

       _cons |    2325107   169986.8    13.68   0.000      1976905     

2673309 

-----------------------------------------------------------------------------

- 

 

.  

. * 

. * now drop totals and reshape  

. drop totv* 

 

. * obvious error in articles on Recruitment and fundamentalism (all numbers 

but last couple are the same) 

. count if art_t46==art_t47 

  30 

 

.  

. reshape long art_t, i( monthindex date1 month1 year1 intervention 

postslope) j(artnum) 

(note: j = 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 

26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 4 

> 1 42 43 44 45 46 47 48) 

 

Data                               wide   ->   long 

----------------------------------------------------------------------------- 
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Number of obs.                       73   ->    3504 

Number of variables                  55   ->       9 

j variable (48 values)                    ->   artnum 

xij variables: 

              art_t1 art_t2 ... art_t48   ->   art_t 

----------------------------------------------------------------------------- 

 

. * 

. rename art_t pageviews 

 

.  

. * pull in article names 

. sort artnum 

 

. merge m:1 artnum using articlenames48 

(note: variable artnum was byte, now float to accommodate using data's 

values) 

 

    Result                           # of obs. 

    ----------------------------------------- 

    not matched                             0 

    matched                             3,504  (_merge==3) 

    ----------------------------------------- 

 

. assert _merge==3 

 

. drop _merge 

 

. * normalize names for better display and read/write 

. replace artnames=subinstr(artnames,"(","_",.) 

(146 real changes made) 

 

. replace artnames=subinstr(artnames,")","_",.) 

(73 real changes made) 

 

. replace artnames=subinstr(artnames," ","_",.) 

(1,679 real changes made) 

 

. replace artnames=subinstr(artnames,"+","_",.) 

(73 real changes made) 

 

. replace artnames=subinstr(artnames,"-","_",.) 

(146 real changes made) 

 

. replace artnames=subinstr(artnames,"__","_",.) 

(73 real changes made) 

 

. replace artnames=subinstr(artnames,"__","_",.) 

(73 real changes made) 
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. replace artnames=subinstr(artnames,"__","_",.) 

(0 real changes made) 

 

.  

. * pull in indicator of whether article was high privacy 

. sort artnum 

 

. merge m:1 artnum using highprivacy31 

 

    Result                           # of obs. 

    ----------------------------------------- 

    not matched                         1,241 

        from master                     1,241  (_merge==1) 

        from using                          0  (_merge==2) 

 

    matched                             2,263  (_merge==3) 

    ----------------------------------------- 

 

. gen highprivind=_merge==3 

 

. assert _merge!=2 

 

. drop _merge 

 

. * 

. * indicate 7 articles with issues between early and late period 

. gen lateissueind=0 

 

. replace lateissueind=1 if artname=="terror" 

(73 real changes made) 

 

. replace lateissueind=1 if artname=="Weapons_grade" 

(73 real changes made) 

 

. replace lateissueind=1 if artname=="_Euskadi_ta_Askatasuna" 

(73 real changes made) 

 

. replace lateissueind=1 if artname=="Pirates" 

(73 real changes made) 

 

. replace lateissueind=1 if artname=="Islamist" 

(73 real changes made) 

 

. replace lateissueind=1 if artname=="Recruitment" 

(73 real changes made) 

 

. replace lateissueind=1 if artname=="Fundamentalism" 

(73 real changes made) 
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.  

.  

.  

. * check that high privacy desig is ok by checking reg of sum  

. egen totview31=sum(pageviews), by(monthindex highprivind) 

 

. replace totview31=. if highprivind==0 

(1,241 real changes made, 1,241 to missing) 

 

. bysort monthindex highprivind: gen tmpindx=_n 

 

. regress totview31 monthindex postslope intervention if tmpindx==1 & 

year1<=2014 

 

      Source |       SS           df       MS      Number of obs   =        

32 

-------------+----------------------------------   F(3, 28)        =     

20.87 

       Model |  5.1404e+11         3  1.7135e+11   Prob > F        =    

0.0000 

    Residual |  2.2989e+11        28  8.2102e+09   R-squared       =    

0.6910 

-------------+----------------------------------   Adj R-squared   =    

0.6579 

       Total |  7.4392e+11        31  2.3998e+10   Root MSE        =     

90610 

 

-----------------------------------------------------------------------------

- 

   totview31 |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

  monthindex |   28484.13   4485.873     6.35   0.000     19295.24    

37673.02 

   postslope |  -41554.21    7031.73    -5.91   0.000    -55958.05   -

27150.36 

intervention |  -253556.5   64767.24    -3.91   0.001    -386226.2   -

120886.9 

       _cons |   471146.3   45966.52    10.25   0.000     376988.2    

565304.5 

-----------------------------------------------------------------------------

- 

 

. drop tmpindx 

 

. * 

. * get ranks of first 17, first 32 and all  

Case 1:15-cv-00662-TSE   Document 178-3   Filed 02/15/19   Page 60 of 273

JA3511

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 117 of 484Total Pages:(3583 of 4208)



59 

 

 

. gen pageviewall=pageviews 

(26 missing values generated) 

 

. gen pageviews17=pageviews 

(26 missing values generated) 

 

. replace pageviews=. if year>2014 

(1,942 real changes made, 1,942 to missing) 

 

. replace pageviews17=. if monthindex>=18 

(2,662 real changes made, 2,662 to missing) 

 

. egen rankviewsearly=rank(pageviews), by(artnum) 

(1968 missing values generated) 

 

. egen maxrankearly=max(rankviewsearly), by(artnum) 

 

. egen rankviews17=rank(pageviews17), by(artnum) 

(2688 missing values generated) 

 

. egen maxrank17=max(rankviews17), by(artnum) 

 

. egen rankviewsall=rank(pageviewall), by(artnum) 

(26 missing values generated) 

 

. egen maxrankall=max(rankviewsall), by(artnum) 

 

.  

. sum maxr* 

 

    Variable |        Obs        Mean    Std. Dev.       Min        Max 

-------------+--------------------------------------------------------- 

maxrankearly |      3,504          32           0         32         32 

   maxrank17 |      3,504          17           0         17         17 

  maxrankall |      3,504    72.45833    3.304247         50         73 

 

. sum rankv* 

 

    Variable |        Obs        Mean    Std. Dev.       Min        Max 

-------------+--------------------------------------------------------- 

rankviewse~y |      1,536        16.5    9.235782          1         32 

 rankviews17 |        816           9    4.901734          1         17 

rankviewsall |      3,478    36.80449    21.02188          1         73 

 

. sort artnum date1 

 

.  

. * 

. gen yearmonth=year1*100 + month1 
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. * summermonths lower in general --inidcation of seasonality 

. * use rank so all data can be considered on a like to like basis 

.  table month1, c(mean rankviewsearly median rankviewsearly mean 

rankviewsall median rankviewsall n rankviewsall) row form 

> at(%6.2f) 

 

-----------------------------------------------------------------------------

--- 

   month1 | mean(rank~y)  med(rankv~y)  mean(rank~l)  med(rankv~l)  

N(rankvie~l) 

----------+------------------------------------------------------------------

--- 

        1 |        17.38         17.50         39.98         42.00           

286 

        2 |        16.72         17.00         35.92         36.00           

286 

        3 |        19.43         20.00         43.27         46.50           

286 

        4 |        17.34         17.00         39.69         39.50           

286 

        5 |        19.58         21.00         42.18         45.00           

286 

        6 |        14.20         14.00         32.54         31.00           

287 

        7 |        12.55         11.00         29.64         27.00           

333 

        8 |        11.77          9.00         28.67         27.00           

333 

        9 |        17.11         17.50         34.46         33.00           

285 

       10 |        20.39         22.00         40.94         42.00           

286 

       11 |        18.85         20.00         40.54         41.50           

286 

       12 |        14.18         14.00         36.27         39.00           

238 

          |  

    Total |        16.50         16.50         36.80         37.00         

3,478 

-----------------------------------------------------------------------------

--- 

 

.  table month1, c(mean rankviewsearly median rankviewsearly mean 

rankviewsall median rankviewsall n rankviewsall) row form 

> at(%6.2f) 

 

-----------------------------------------------------------------------------

--- 
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   month1 | mean(rank~y)  med(rankv~y)  mean(rank~l)  med(rankv~l)  

N(rankvie~l) 

----------+------------------------------------------------------------------

--- 

        1 |        17.38         17.50         39.98         42.00           

286 

        2 |        16.72         17.00         35.92         36.00           

286 

        3 |        19.43         20.00         43.27         46.50           

286 

        4 |        17.34         17.00         39.69         39.50           

286 

        5 |        19.58         21.00         42.18         45.00           

286 

        6 |        14.20         14.00         32.54         31.00           

287 

        7 |        12.55         11.00         29.64         27.00           

333 

        8 |        11.77          9.00         28.67         27.00           

333 

        9 |        17.11         17.50         34.46         33.00           

285 

       10 |        20.39         22.00         40.94         42.00           

286 

       11 |        18.85         20.00         40.54         41.50           

286 

       12 |        14.18         14.00         36.27         39.00           

238 

          |  

    Total |        16.50         16.50         36.80         37.00         

3,478 

-----------------------------------------------------------------------------

--- 

 

. regress rankviewsall i.month1 if lateissueind==0 

 

      Source |       SS           df       MS      Number of obs   =     

2,993 

-------------+----------------------------------   F(11, 2981)     =     

16.57 

       Model |  76589.9048        11  6962.71861   Prob > F        =    

0.0000 

    Residual |   1252281.6     2,981  420.087754   R-squared       =    

0.0576 

-------------+----------------------------------   Adj R-squared   =    

0.0542 

       Total |   1328871.5     2,992  444.141544   Root MSE        =    

20.496 
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-----------------------------------------------------------------------------

- 

rankviewsall |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

      month1 | 

          2  |  -4.176829   1.848066    -2.26   0.024    -7.800443   -

.5532154 

          3  |    3.03252   1.848066     1.64   0.101    -.5910936    

6.656134 

          4  |  -.5020325   1.848066    -0.27   0.786    -4.125646    

3.121581 

          5  |   2.004065   1.848066     1.08   0.278    -1.619549    

5.627679 

          6  |  -7.971545   1.848066    -4.31   0.000    -11.59516   -

4.347931 

          7  |  -11.40418   1.780841    -6.40   0.000    -14.89598   -

7.912379 

          8  |  -11.82578   1.780841    -6.64   0.000    -15.31759   -

8.333982 

          9  |  -6.107724   1.848066    -3.30   0.001    -9.731337    -

2.48411 

         10  |    .851626   1.848066     0.46   0.645    -2.771988     

4.47524 

         11  |   .6300813   1.848066     0.34   0.733    -2.993533    

4.253695 

         12  |  -3.890244   1.938268    -2.01   0.045    -7.690722   -

.0897656 

             | 

       _cons |       40.5    1.30678    30.99   0.000     37.93772    

43.06228 

-----------------------------------------------------------------------------

- 

 

. regress rankviewsall i.month1 if monthindex<=32 

 

      Source |       SS           df       MS      Number of obs   =     

1,536 

-------------+----------------------------------   F(11, 1524)     =      

7.50 

       Model |    40176.52        11  3652.41091   Prob > F        =    

0.0000 

    Residual |  741743.313     1,524  486.708211   R-squared       =    

0.0514 

-------------+----------------------------------   Adj R-squared   =    

0.0445 

       Total |  781919.833     1,535  509.394028   Root MSE        =    

22.061 
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-----------------------------------------------------------------------------

- 

rankviewsall |      Coef.   Std. Err.      t    P>|t|     [95% Conf. 

Interval] 

-------------+---------------------------------------------------------------

- 

      month1 | 

          2  |  -.8854167   2.599969    -0.34   0.733    -5.985312    

4.214478 

          3  |   3.173611   2.599969     1.22   0.222    -1.926284    

8.273506 

          4  |  -.4930556   2.599969    -0.19   0.850     -5.59295    

4.606839 

          5  |   3.975694   2.599969     1.53   0.126      -1.1242    

9.075589 

          6  |  -6.152778   2.599969    -2.37   0.018    -11.25267   -

1.052883 

          7  |  -9.854167   2.599969    -3.79   0.000    -14.95406   -

4.754272 

          8  |  -10.05208   2.599969    -3.87   0.000    -15.15198   -

4.952188 

          9  |   -.984375   2.906853    -0.34   0.735    -6.686231    

4.717481 

         10  |   5.869792   2.906853     2.02   0.044     .1679358    

11.57165 

         11  |   3.151042   2.906853     1.08   0.279    -2.550814    

8.852898 

         12  |  -5.104167   2.906853    -1.76   0.079    -10.80602    

.5976892 

             | 

       _cons |   36.38542   1.838455    19.79   0.000     32.77925    

39.99159 

-----------------------------------------------------------------------------

- 

 

.  

.  * where is maximum? 

.  tab yearmonth highpriv  if rankviewsearly==maxrankearly 

 

           |      highprivind 

 yearmonth |         0          1 |     Total 

-----------+----------------------+---------- 

    201201 |         2          0 |         2  

    201202 |         0          2 |         2  

    201203 |         0          1 |         1  

    201205 |         1          1 |         2  

    201206 |         1          0 |         1  

    201208 |         1          0 |         1  
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    201209 |         0          1 |         1  

    201210 |         1          3 |         4  

    201211 |         2          1 |         3  

    201301 |         0          4 |         4  

    201302 |         1          0 |         1  

    201303 |         2          3 |         5  

    201304 |         0          8 |         8  

    201305 |         1          1 |         2  

    201307 |         1          0 |         1  

    201308 |         0          1 |         1  

    201309 |         0          1 |         1  

    201310 |         1          0 |         1  

    201311 |         0          1 |         1  

    201403 |         0          1 |         1  

    201405 |         1          1 |         2  

    201406 |         1          0 |         1  

    201407 |         1          1 |         2  

-----------+----------------------+---------- 

     Total |        17         31 |        48  

 

 

.  tab yearmonth highpriv  if rankviewsall==maxrankall 

 

           |      highprivind 

 yearmonth |         0          1 |     Total 

-----------+----------------------+---------- 

    201202 |         0          1 |         1  

    201203 |         0          1 |         1  

    201210 |         1          2 |         3  

    201211 |         2          0 |         2  

    201301 |         0          1 |         1  

    201303 |         2          1 |         3  

    201304 |         0          6 |         6  

    201307 |         1          0 |         1  

    201309 |         0          1 |         1  

    201310 |         1          0 |         1  

    201311 |         0          1 |         1  

    201406 |         1          0 |         1  

    201407 |         1          0 |         1  

    201507 |         1          0 |         1  

    201511 |         1          6 |         7  

    201512 |         0          1 |         1  

    201601 |         0          1 |         1  

    201603 |         0          2 |         2  

    201604 |         0          1 |         1  

    201610 |         0          2 |         2  

    201703 |         1          0 |         1  

    201704 |         0          3 |         3  

    201705 |         1          0 |         1  

Case 1:15-cv-00662-TSE   Document 178-3   Filed 02/15/19   Page 66 of 273

JA3517

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 123 of 484Total Pages:(3589 of 4208)



65 

 

 

    201707 |         1          0 |         1  

    201805 |         0          1 |         1  

    201806 |         1          0 |         1  

    201810 |         1          0 |         1  

    201811 |         1          0 |         1  

-----------+----------------------+---------- 

     Total |        17         31 |        48  

 

 

.   

. * output to csv for graphics and other analysis 

. gen dateformat=date1 

 

. format dateformat %d 

 

.  

. outsheet using orig48long.csv, comma replace 

 

. * 

. log close 

      name:  <unnamed> 

       log:  

D:\clients_2018\DOJ_Wiki_NSA\programsdata\readandreplicate_20190115.log 

  log type:  text 

 closed on:  15 Jan 2019, 18:07:40 

The following is a R code, used to produce the graphs: 

# libraries need to be commented in once per session 

#library(dplyr) 

# library(plyr) 

#individual article data 

# start with empty dataset 

rm(list = ls()) 

art48incl2018<-

read.csv("D:\\clients_2018\\DOJ_Wiki_NSA\\programsdata\\orig48long.csv",sep="

,",header=T) 

# article data as used in regressions (aggregated by group) 

artagg<-

read.csv("D:\\clients_2018\\DOJ_Wiki_NSA\\programsdata\\articlesaggregate.csv

",sep=",",header=T) 

# comparison datasets 

compinfra34<-

read.csv("D:\\clients_2018\\DOJ_Wiki_NSA\\programsdata\\infrastructure34.csv"

,sep=",",header=T) 

compsec25<-

read.csv("D:\\clients_2018\\DOJ_Wiki_NSA\\programsdata\\security25.csv",sep="

,",header=T) 
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comppop26<-

read.csv("D:\\clients_2018\\DOJ_Wiki_NSA\\programsdata\\popular26.csv",sep=",

",header=T) 

 

# get labels for dates 

artagg$dateabbr<-paste0(substr(as.character(artagg$date1),3,5),"-

",substr(as.character(artagg$date1),8,9)) 

art48incl2018$dateabbr<-

paste0(substr(as.character(art48incl2018$dateformat),3,5),"-

",substr(as.character(art48incl2018$dateformat),8,9)) 

if 

(sum(unique(art48incl2018$monthindex)==sort(unique(art48incl2018$monthindex))

)<73) stop("Dates out of Order") 

labellong<-unique(art48incl2018$dateabbr) 

labelshort<-labellong[1:32] 

# end date label 

 

# create data without NAs and without data that has issues between 2014 and 

later data 

artincl2018noNA<-art48incl2018[!is.na(art48incl2018$rankviewsall),] 

# just time through 2014 

art48<-art48incl2018[art48incl2018$monthindex<=32,] 

art48$artnames<-as.character(art48$artnames) 

####################### 

# get summary stats 

####################### 

sum2018noissue<-

ddply(artincl2018noNA[artincl2018noNA$lateissueind==0,],.(monthindex,interven

tion,postslope),summarise, mean1=mean(rankviewsall), 

median1=median(rankviewsall),meanviews=mean(pageviewall),medviews=median(page

viewall)) 

sum2018_47noissue<-ddply(artincl2018noNA[artincl2018noNA$lateissueind==0 & 

artincl2018noNA$artnames!="Hamas",],.(monthindex,intervention,postslope),summ

arise, mean1=mean(rankviewsall), 

median1=median(rankviewsall),meanviews=mean(pageviewall),medviews=median(page

viewall)) 

sum2018_31noissue<-ddply(artincl2018noNA[artincl2018noNA$lateissueind==0 & 

artincl2018noNA$highprivind==1,],.(monthindex,intervention,postslope),summari

se, mean1=mean(rankviewsall), 

median1=median(rankviewsall),meanviews=mean(pageviewall),medviews=median(page

viewall)) 

 

sum2018all<-

ddply(artincl2018noNA,.(monthindex,intervention,postslope),summarise, 

mean1=mean(rankviewsall), 

median1=median(rankviewsall),meanviews=mean(pageviewall),medviews=median(page

viewall)) 

sum2014_48<-ddply(art48,.(monthindex,intervention,postslope),summarise, 

mean1=mean(rankviewsall), 
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median1=median(rankviewsall),meanviews=mean(pageviewall),medviews=median(page

viewall)) 

sum2014_47<-

ddply(art48[art48$artnames!="Hamas",],.(monthindex,intervention,postslope),su

mmarise,mean1=mean(rankviewsall), 

median1=median(rankviewsall),meanviews=mean(pageviewall),medviews=median(page

viewall)) 

 

sum2014_31<-

ddply(art48[art48$highprivind==1,],.(monthindex,intervention,postslope),summa

rise,mean1=mean(rankviewsall),median1=median(rankviewsall),meanviews=mean(pag

eviewall),medviews=median(pageviewall)) 

 

 

###################################### 

# show aggregate views and ranking by month 

###################################### 

numagg<-length(unique(artagg$artnmshort)) 

artnms<-sort(unique(artagg$artnmshort),decreasing=T) 

artnmslong<-as.character(artnms) 

artnmslong[artnms=="Terror_48"]<-"Terror 48" 

artnmslong[artnms=="Terror_47"]<-"Terror 48 without Hamas" 

artnmslong[artnms=="Terror_31"]<-"High Privacy 31" 

 

cols1<-

c("black","darkgreen","blue","green","magenta","orange","mediumorchid1","red"

) 

lwd1<-c(rep(3,3),rep(1,5)) 

pch1<-c(7:9,0:2,5:6) 

# aggregate  rank terror 

tmpplot<-artagg[artagg$artnms==artnms[1],] 

plot(tmpplot$monthindex,tmpplot$rankviews,type="b",pch=pch1[1],col=cols1[1],l

wd=lwd1[1],xlim=c(0,40),ylim=c(0,33),axes=F,ylab="Rank of Page Views by 

Month: 1 is Lowest and 32 is Highest",xlab="") 

for (i in 2:3) { 

tmpplot<-artagg[artagg$artnms==artnms[i],] 

lines(tmpplot$monthindex,tmpplot$rankviews,col=cols1[i],type="b",lwd=lwd1[i],

pch=pch1[i]) 

} 

axis(1,1:32,label=unique(artagg$dateabbr),cex.axis=1,las=2) 

axis(2,at=c(1,10,20,32)) 

legend("topright",legend=artnmslong[1:3],text.col=c(cols1[1:3]),cex=1.3) 

abline(v=17.5,lwd=2) 

# save with just terror articles 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/","aggregate_ran

k.png"),type="png") 

# add controls 

tmpplot<-artagg[artagg$artnms==artnms[1],] 
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plot(tmpplot$monthindex,tmpplot$rankviews,type="b",pch=pch1[1],col=cols1[1],l

wd=lwd1[1],xlim=c(0,40),ylim=c(1,32),axes=F,ylab="Rank of Page Views by 

Month: 1 is Lowest and 32 is Highest",xlab="") 

axis(1,1:32,label=unique(artagg$dateabbr),cex.axis=1,las=2) 

axis(2,at=c(1,10,20,32)) 

for (i in 2:8) { 

tmpplot<-artagg[artagg$artnms==artnms[i],] 

lines(tmpplot$monthindex,tmpplot$rankviews,col=cols1[i],type="b",lwd=lwd1[i],

pch=pch1[i]) 

abline(v=17.5,lwd=2) 

 

} 

legend("topright",legend=artnmslong,text.col=cols1,pch=pch1,cex=1.2) 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/","aggregate_ran

kwithcontrols.png"),type="png") 

 

## now plot each of the 8 separately 

 

for (i in 4:8) { 

tmpplot<-artagg[artagg$artnms==artnms[i],] 

plot(tmpplot$monthindex,tmpplot$rankviews,type="b",pch=pch1[1],col=cols1[1],x

lim=c(0,32),ylim=c(0,33),axes=F,ylab="Rank of Page Views by Month: 1 is 

Lowest and 32 is Highest",xlab="",lwd=2,main=paste("Rank of Views by Month 

for Control:",artnms[i])) 

axis(1,1:32,label=unique(artagg$dateabbr),cex.axis=1,las=2) 

axis(2,at=c(1,10,20,32)) 

abline(v=17.5) 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/", 

"aggregate_comp_", artnms[i],".png"),type="png") 

 

} 

################################################### 

# now show total views (as in Figure 1 of Penney) 

#################################################### 

 

tmpplot<-artagg[artagg$artnms==artnms[1],] 

plot(tmpplot$monthindex,tmpplot$pageviews,type="b",pch=pch1[1],col=cols1[1],l

wd=lwd1[1],xlim=c(0,32),ylim=c(0,4200000),axes=F,ylab="Page Views in 

Millions",xlab="") 

 

for (i in 2:3) { 

tmpplot<-artagg[artagg$artnms==artnms[i],] 

lines(tmpplot$monthindex,tmpplot$pageviews,col=cols1[i],type="b",lwd=lwd1[i],

pch=pch1[i]) 

} 

axis(1,1:32,label=unique(artagg$dateabbr),cex.axis=1,las=2) 

axis(2,at=c(0,1,2,3,4,5)*1000000,label=paste((0:5),"MM"),las=2) 

legend("topright",legend=artnmslong[1:3],text.col=c(cols1[1:3])) 

abline(v=17.5,lwd=2) 
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# save with just terror articles 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/","aggregate32_s

um.png"),type="png") 

 

####################################################################### 

# End aggregate graphs with controls 

######################################################################## 

 

#################################### 

# now look at terror data aggregates 

##################################### 

# look at mean and median views 

# first median 

plot(sum2018noissue$monthindex[1:32],sum2018noissue$medviews[1:32],type="b",a

xes=F,ylim=c(0,max(sum2018noissue$medviews*1.1)),xlab="",ylab="Median Number 

of Page Views",lwd=2,xlim=c(0,75)) 

 

axis(1,at=c(1:32,35:75),label=labellong,las=2) 

axis(2,at=c(0,10000,20000,30000,40000,50000),label=c("0","10K","20K","30K","4

0K","50K")) 

abline(v=17.5) 

title(main=" ") 

 

lines(sum2018noissue$monthindex[1:32],sum2018_47noissue$medviews[1:32],col="r

ed",type="b",lty=2,lwd=2) 

lines(sum2018noissue$monthindex[1:32],sum2018all$medviews[1:32],col="darkgree

n",type="b",lty=3,lwd=2) 

lines(sum2018noissue$monthindex[1:32],sum2018_31noissue$medviews[1:32],col="b

lue",type="b",lty=4,lwd=2) 

 

lines(sum2018noissue$monthindex[33:73]-

8,sum2018noissue$medviews[33:73],col="black",type="b",lty=2,lwd=2) 

lines(sum2018noissue$monthindex[33:73]-

8,sum2018_47noissue$medviews[33:73],col="red",type="b",lty=2,lwd=2) 

lines(sum2018noissue$monthindex[33:73]-

8,sum2018all$medviews[33:73],col="darkgreen",type="b",lty=3,lwd=2) 

lines(sum2018noissue$monthindex[33:73]-

8,sum2018_31noissue$medviews[33:73],col="blue",type="b",lty=4,lwd=2) 

 

abline(h=(1:9)*10000,lty=3) 

 

legend(61,40000,legend=c("Terror 48","Terror 41","Terror 41 without 

Hamas","High Privacy 

26"),text.col=c("darkgreen","black","red","blue"),cex=1.2) 

 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/","terror48plusm

edviews.png"),type="png") 

 

# now mean views 
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plot(sum2018noissue$monthindex[1:32],sum2018noissue$meanviews[1:32],type="b",

axes=F,ylim=c(min(sum2018noissue$meanviews*.3),max(sum2018noissue$meanviews*1

.1)),xlab="",ylab="Average Number of Page Views",lwd=2,xlim=c(1,75)) 

axis(1,at=c(1:32,35:75),label=labellong,las=2) 

axis(2,at=c(1:9)*10000,label=paste0(c(1:9)*10,"K")) 

abline(v=17.5) 

title(main=" ") 

 

 

lines(sum2018noissue$monthindex[1:32],sum2018_47noissue$meanviews[1:32],col="

red",type="b",lty=2,lwd=2) 

lines(sum2018noissue$monthindex[1:32],sum2018all$meanviews[1:32],col="darkgre

en",type="b",lty=3,lwd=2) 

lines(sum2018noissue$monthindex[1:32],sum2018_31noissue$meanviews[1:32],col="

blue",type="b",lty=4,lwd=2) 

 

lines(sum2018noissue$monthindex[33:73]-

8,sum2018noissue$meanviews[33:73],col="black",type="b",lty=2,lwd=2) 

lines(sum2018noissue$monthindex[33:73]-

8,sum2018_47noissue$meanviews[33:73],col="red",type="b",lty=2,lwd=2) 

lines(sum2018noissue$monthindex[33:73]-

8,sum2018all$meanviews[33:73],col="darkgreen",type="b",lty=3,lwd=2) 

lines(sum2018noissue$monthindex[33:73]-

8,sum2018_31noissue$meanviews[33:73],col="blue",type="b",lty=4,lwd=2) 

abline(h=(1:9)*10000,lty=3) 

 

legend(60,105000,legend=c("Terror 48","Terror 41","Terror 41 without 

Hamas","High Privacy 

26"),text.col=c("darkgreen","black","red","blue"),cex=1.2) 

 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/","terror48plusa

vgviews.png"),type="png") 

 

################################## 

# Just 32 months until aug 2014 

################################## 

 

plot(sum2014_48$monthindex,sum2014_48$meanviews,type="b",axes=F,ylim=c(min(su

m2014_48$meanviews*.3),max(sum2014_48$meanviews*1.1)),xlab="",ylab="Average 

Number of Page Views",lwd=3,xlim=c(1,32),col="darkgreen") 

axis(1,at=c(1:32),label=labelshort,las=2,cex.axis=1.5) 

axis(2,at=c(1:9)*10000,label=paste0(c(1:9)*10,"K")) 

abline(v=17.5) 

#title(main=" ") 

 

 

lines(sum2014_47$monthindex,sum2014_47$meanviews,col="red",type="b",lty=2,lwd

=3) 
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lines(sum2014_31$monthindex,sum2014_31$meanviews,col="blue",type="b",lty=4,lw

d=3) 

 

abline(h=(1:9)*10000,lty=3) 

 

legend("topright",legend=c("Terror 48","Terror 48 without Hamas","High 

Privacy 31"),text.col=c("darkgreen","red","blue"),cex=1.5) 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/","terror48_2014

averageviews.png"),type="png") 

# 

 

plot(sum2014_48$monthindex,sum2014_48$medviews,type="b",axes=F,ylim=c(min(sum

2014_48$medviews*.3),max(sum2014_48$medviews*1.1)),xlab="",ylab="Median 

Number of Page Views",lwd=3,xlim=c(1,32),col="darkgreen") 

axis(1,at=c(1:32),label=labelshort,las=2,cex.axis=1.5) 

axis(2,at=c(0:6)*5000,label=paste0(c(0:6)*5,"K")) 

abline(v=17.5) 

#title(main=" ") 

 

 

lines(sum2014_47$monthindex,sum2014_47$medviews,col="red",type="b",lty=2,lwd=

3) 

lines(sum2014_31$monthindex,sum2014_31$medviews,col="blue",type="b",lty=4,lwd

=3) 

 

abline(h=(1:6)*5000,lty=3) 

 

legend(24,19500,legend=c("Terror 48","Terror 48 without Hamas","High Privacy 

31"),text.col=c("darkgreen","red","blue"),cex=1.5) 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/","terror48_2014

medianviews.png"),type="png") 

 

###################################### 

# End mean and median 48 plots 

###################################### 

 

###################################### 

# now do all 48 articles individually 

###################################### 

for (i in 1:48) { 

tmpplot<-art48incl2018[art48incl2018$artnum==i,] 

tmpname<-unique(tmpplot$artname) 

plot(tmpplot$monthindex,tmpplot$pageviewall,main=paste("Page Views 

for",tmpname),col="blue",type="b",lwd=2,axes=F,xlab="",ylab="Monthly Page 

Views") 

axis(1,at=tmpplot$monthindex,label=tmpplot$dateabbr,las=2) 

axis(2,at=1000*pretty(tmpplot$pageviewall/1000),label=paste0(pretty(tmpplot$p

ageviewall/1000),"K"),las=2) 
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savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/graphs/","indivg

rph_",tmpname,".png"),type="png") 

# just first 32 

tmpplot<-art48incl2018[art48incl2018$artnum==i & 

art48incl2018$monthindex<=32,] 

tmpname<-unique(tmpplot$artname) 

plot(tmpplot$monthindex,tmpplot$pageviewall,main=paste("Page Views 

for",tmpname),col="blue",type="b",lwd=2,axes=F,xlab="",ylab="Monthly Page 

Views") 

axis(1,at=tmpplot$monthindex,label=tmpplot$dateabbr,las=2) 

axis(2,at=1000*pretty(tmpplot$pageviewall/1000),label=paste0(pretty(tmpplot$p

ageviewall/1000),"K"),las=2) 

abline(v=17.5,lwd=2) 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/graphs/","indiv3

2grph_",tmpname,".png"),type="png") 

} 

 

# infrastructure plots 

infranames<-names(compinfra34) 

for (i in 1:34) { 

tmpploty<-compinfra34[,i+4] 

tmpname<-infranames[i+4] 

plot(1:32,tmpploty,main=paste("Infrastructure: Page Views 

for",tmpname),col="blue",type="b",lwd=2,axes=F,xlab="",ylab="Monthly Page 

Views") 

axis(1,at=1:32,label=labelshort,las=2) 

axis(2,at=1000*pretty(tmpploty/1000),label=paste0(pretty(tmpploty/1000),"K"),

las=2) 

abline(v=17.5,lwd=2) 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/graphs/","infra3

4_",tmpname,".png"),type="png") 

} 

# security plots 

    

securitynames<-names(compsec25) 

for (i in 1:25) { 

tmpploty<-compsec25[,i+4] 

tmpname<-securitynames[i+4] 

plot(1:32,tmpploty,main=paste("Security: Page Views 

for",tmpname),col="blue",type="b",lwd=2,axes=F,xlab="",ylab="Monthly Page 

Views") 

axis(1,at=1:32,label=labelshort,las=2) 

axis(2,at=1000*pretty(tmpploty/1000),label=paste0(pretty(tmpploty/1000),"K"),

las=2) 

abline(v=17.5,lwd=2) 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/graphs/","sec25_

",tmpname,".png"),type="png") 

} 
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# popular plots 

 

popnames<-names(comppop26) 

for (i in 1:26) { 

tmpploty<-comppop26[,i+4] 

tmpname<-popnames[i+4] 

plot(1:32,tmpploty,main=paste("Popular: Page Views 

for",tmpname),col="blue",type="b",lwd=2,axes=F,xlab="",ylab="Monthly Page 

Views in Millions") 

axis(1,at=1:32,label=labelshort,las=2) 

axis(2,at=1000000*pretty(tmpploty/1000000),label=paste0(pretty(tmpploty/10000

00),"MM"),las=2) 

abline(v=17.5,lwd=2) 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/graphs/","pop26_

",tmpname,".png"),type="png") 

} 

 

# multiple per page first 32 months 

# just first 32 

par(mfrow=c(4,3)) 

for (i in 1:48) { 

tmpplot<-art48incl2018[art48incl2018$artnum==i & 

art48incl2018$monthindex<=32,] 

tmpname<-unique(tmpplot$artname) 

plot(tmpplot$monthindex,tmpplot$pageviewall,main=paste("Page Views 

for",tmpname),col="blue",type="b",lwd=2,axes=F,xlab="",ylab="Monthly Page 

Views") 

axis(1,at=tmpplot$monthindex,label=tmpplot$dateabbr,las=2) 

axis(2,at=1000*pretty(tmpplot$pageviewall/1000),label=paste0(pretty(tmpplot$p

ageviewall/1000),"K"),las=2) 

abline(v=17.5,lwd=2) 

if (trunc(i/12)==i/12) { 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/graphs/","mfrow4

3_32grph_",i,".png"),type="png") 

} 

} 

# show top four in terms of page views 

par(mfrow=c(2,2)) 

top4<-c("Pakistan","Iran","Nigeria","Afghanistan") 

for (i in 1:4) { 

tmpplot<-art48incl2018[art48incl2018$artname==top4[i] & 

art48incl2018$monthindex<=32,] 

tmpname<-unique(tmpplot$artname) 

plot(tmpplot$monthindex,tmpplot$pageviewall,main=paste("Page Views 

for",tmpname),col="blue",type="b",lwd=2,axes=F,xlab="",ylab="Monthly Page 

Views") 

axis(1,at=tmpplot$monthindex,label=tmpplot$dateabbr,las=2) 

axis(2,at=1000*pretty(tmpplot$pageviewall/1000),label=paste0(pretty(tmpplot$p

ageviewall/1000),"K"),las=2) 
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abline(v=17.5,lwd=2) 

} 

savePlot(paste0("D:/clients_2018/DOJ_Wiki_NSA/programsdata/R/graphs/","top4_3

2grph_",i,".png"),type="png") 

 

 

par(mfrow=c(1,1)) 

 

#library(dplyr) 

# indiv 

tmpcol=rep(c("black","darkgreen","blue","green","magenta","orange","mediumorc

hid1","red"),8) 

tmpplot<-art48incl2018[art48incl2018$artnum==1 & 

art48incl2018$monthindex<=32,] 

 

plot(tmpplot$monthindex,tmpplot$pageviewall,main=paste(" 

"),col=tmpcol[1],type="b",axes=F,xlab="",ylab="Monthly Page 

Views",ylim=c(0,600000),lwd=2) 

axis(1,at=tmpplot$monthindex,label=tmpplot$dateabbr,las=2) 

axis(2,at=c(0:6)*100000,label=c("0",paste0(1:5,"00K"),">600K"),las=2) 

 

for (i in 2:48) { 

tmpplot<-art48incl2018[art48incl2018$artnum==i & 

art48incl2018$monthindex<=32,] 

tmpplot$pageviewall[tmpplot$pageviewall>600000]<-600000 

tmpname<-unique(tmpplot$artname) 

lines(tmpplot$monthindex,tmpplot$pageviewall,type="b",col=tmpcol[i],lwd=2) 

} 

savePlot("all48inonegraph.png",type="png") 

 

# 

# Figure 2 

plot(sum2014_47$monthindex,sum2014_47$meanviews*47,main=paste(" 

"),type="b",axes=F,xlab="",ylab="Monthly Page 

Views",ylim=c(1500000,3500000),lwd=2,col="red",cex.lab=1.2) 

axis(1,at=sum2014_47$monthindex,label=tmpplot$dateabbr,las=2,cex.axis=1.3) 

axis(2,at=1000000*c(1.5,2.0,2.5,3.0,3.5),label=c("1.5MM","2.0MM","2.5MM","3.0

MM","3.5MM"),las=2,pos=c(.8,1500000),cex.axis=1.2) 

abline(v=17.5,lwd=2) 

savePlot("Penneyfig2.png",type="png") 
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APPENDIX II: Documents Considered 

 

1. Dkt 186-6_Declaration of Jonathon Penney.pdf (“Penney Declaration”) 

2. English Homepage Views (Raw - Non-Mobile).xlsx – Provided to me as data underlying 

the Penney Declaration analysis. 

3. Final 25 Article Security Comparator Data Set.xlsx - Provided to me as data underlying 

the Penney Declaration analysis. 

4. Higher Privacy Rated Terrorism Articles (above 2) (31 Articles Set).xlsx - Provided to me 

as data underlying the Penney Declaration analysis. 

5. IndependentPrivacyRatingResults-Full-Survey.pdf – Provided to me as data underlying 

the Penney Declaration analysis.  

6. Infrastructure Security Comparator (34 Articles).xlsx – Provided to me as data 

underlying the Penney Declaration analysis.  

7. Popular-Wikipedia-Pages-Comparator (26 Articles).xlsx – Provided to me as data 

underlying the Penney Declaration analysis.  

8. Wikipedia Case Study - Key Variables.xlsx – Provided to me as data underlying the 

Penney Declaration analysis.  

9. Wikipedia-Case-Study-Article-Traffic-June 2015-Full-48.xlsx – Provided to me as data 

underlying the Penney Declaration analysis.  

10. Wikipedia-Case-Study-Article-Traffic-June 2015-Full-48_format_plus2018.xslx – 48 

Articles page views for months through 2018, which I compiled using the website 

referenced in my Declaration.  I call these articles the Terror 48 in the body of my 

declaration. 

11. ISIS variations pageviews-20150701-20181130 – Article page views for ISIS, which I 

compiled using the website referenced in my Declaration. 

12. Additional documents provided for consideration by the Department of Justice (but 

which I did not refer to in writing my Declaration). 

1.   WIKI0001545.pdf    

2.   WIKI0002024.pdf    

3.   WIKI0002025.xlsx   

4.   WIKI0002263.pdf    

5.   WIKI0002274.pdf    

6.   WIKI0002607.xlsx   

7.   WIKI0002608.xlsx   

8.   WIKI0004893.pdf    

9.   WIKI0005137.pdf    

10.   WIKI0005154.pdf    

11.   WIKI0005174.pdf    

12.   WIKI0005194.pdf    

13.   WIKI0005229.pdf    

14.   WIKI0005251.pdf    

15.   WIKI0005266.pdf    

16.   WIKI0005285.pdf    

17.   WIKI0005300.pdf    

18.   WIKI0005322.pdf    
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19.   WIKI0005336.pdf    

20.   WIKI0005360.pdf    

21.   WIKI0005379.pdf    

22.   WIKI0005399.pdf    

23.   WIKI0005420.pdf    

24.   WIKI0005439.pdf    

25.   WIKI0005466.pdf    

26.   WIKI0005487.pdf    

27.   WIKI0005500.pdf    

28.   WIKI0005514.pdf    

29.   WIKI0005528.pdf    

30.   WIKI0005544.pdf    

31.   WIKI0005577.pdf    

32.   WIKI0005693.pdf    

33.   WIKI0005832.pdf    

34.   WIKI0005978.pdf    

35.   WIKI0006146.xlsx   

36.   WIKI0006147.xlsx   

37.   WIKI0006148.xlsx   

38.   WIKI0006149.xlsx   

39.   WIKI0006282.csv    

40.   WIKI0006283.pdf    

41.   WIKI0006295.xlsx   

42.   WIKI0006296.pdf    

43.   WIKI0006367.xlsx   

44.   WIKI0006368.csv    

45.   WIKI0006369.pdf    

46.   WIKI0007358.pdf    

47.   WIKI0007616.xlsx   

48.   WIKI0008237.pdf    

49.   WIKI0008262.pdf    

50.   WIKI0008271.xlsx   

51.   WIKI0008312.csv    

52.   WIKI0008313.csv    

53.   WIKI0009301.csv    

54.   WIKI0009302.xlsx    
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APPENDIX III: Resume and Testimony History 

 

Resume of Alan J. Salzberg 

 

EXPERIENCE 

 

Salt Hill Statistical Consulting, Founder and Principal, 2000-present 

Founder and Principal of a statistical consulting company (formerly Quantitative Analysis). The 

firm is skilled at presenting complex ideas to non-experts, including providing expert testimony 

in court settings. Capabilities include development and implementation of statistical techniques 

as well as critical review and audit of existing statistical estimates, samples, and models. The 

company’s clients are law firms, government, and private corporations and have included: 

United States Department of Labor; Pfizer; Barnes & Thornburg; Honeywell; K&L Gates; City 

of New York. 

Summit Consulting, Teaming Partner, 2009-present 

Consult on multiple engagements with economic consulting firm on large-scale government 

projects. Served as a Director at the firm in 2014.  

Analysis & Inference, Inc., CEO, 1991-1995 and 2008-2013 

Led a statistical consulting company that provides consulting services to corporations, law firms, 

and government. 

KPMG LLP, Practice Leader, Quantitative Analysis Group – New York, 1996-2000 

Established and led the New York office of KPMG’s Quantitative Analysis Group.  

Morgan Stanley, Associate, 1988-1990, 1995-1996 

Performed statistical modeling and software design. 

 

EDUCATION 

 

Ph.D., Statistics, Wharton School, University of Pennsylvania, 1995 

M.A., Statistics, Wharton School, University of Pennsylvania, 1992 

B.S., Economics (concentration in Economics and Finance), cum laude, Wharton School, 

University of Pennsylvania, 1988 

 

ENGAGEMENTS 

 

• Served as a statistical consultant on behalf of the United States government and other entities 

in the development of dynamic models for residential property valuation in order to 

determine whether certain residential mortgage-backed securities (RMBS) were fairly 

valued. Made use of statistical and econometric techniques including regression modeling, 

statistical sampling, bootstrapping, and bias adjustment. 

 

• Using social security and insurance company data, developed two probability-based models 

in order to match unclaimed assets with the individual owners of those assets. The models 
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were successfully implemented at our client, a financial services company, and used to assist 

state agencies in locating unclaimed assets.  

 

• Served as a statistical expert on behalf of a nuclear power plant owner in a construction delay 

dispute.  Analyzed a statistical sample and model from a population of more than 100,000 

comments on design documents.  Authored three expert reports and testified before the 

International Chamber of Commerce’s arbitration court in London. 

 

• Served as a statistical sampling expert on behalf of an arbitration panel in a dispute regarding 

payments on several thousand healthcare claims.  Analyzed data from samples of those 

claims and made recommendations to the arbitration panel regarding proper interpretation 

and extrapolation of the sample. 

 

• On behalf of the New York State Office of Medicaid Inspector General, reviewed the 

sampling and estimation methodology used to audit Medicaid providers in New York State. 

Reviewed and critiqued specific methodologies in ongoing matters, and provided 

recommendations for improving the statistical audit process. 

 

• On behalf of a Fortune 100 company, evaluated models that estimated the potential liability 

in more than 10,000 asbestos settlements. In addition, reviewed the likely bias and other 

issues with a model that predicted the “propensity to sue” for future claims. Wrote two expert 

reports concerning findings and testified as a statistical expert regarding those findings.  

 

• In a series of matters on behalf of the law department for a major city, created and analyzed a 

massive real estate database, modeled market and sales values, and wrote expert reports to 

determine potential biases of alternative methods of valuing commercial real estate. 

Determined the validity of assumptions about lease lengths, turnover rates, and other issues 

affecting rents and property values. Testified as a statistical expert in one of these matters. 

 

• On behalf of the United States Department of Labor, acted as the principal investigator on a 

study of industry compliance with certain labor laws. Developed and pulled a statistical 

sample for evaluation. Performed survival analysis to better understand how long certain 

industry investigations would last and the likely outcomes of such investigations. 

 

• For major pharmaceutical company, analyzed company and external marketing data to 

determine reliability and potential biases in using external data sources. Analyzed physician-

specific data for a period of 36 months concerning product marketing to approximately 1 

million prescription drug subscribers.  

 

• In complex litigation matter involving an undersea oil field, analyzed data from several years 

of inspections and repairs to determine likelihood of a catastrophic failure that would result 

in a major oil spill. Used survival analysis to determine the likelihood of such an event for 

different inspection and repair cycles. 

 

• On behalf of several state public service commissions, directed data analysis and statistical 

design in a series of tests of Bell South, Verizon, SBC-Ameritech, and Qwest. Beginning in 
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1998, developed software and procedures for calculating performance metrics and evaluating 

the competitive environment. Testified before several state public service commissions, 

including New York, Virginia, Florida, Michigan, and Colorado.  

 

 

• Modeled television audience ratings to determine the Public Broadcasting System's share of 

cable royalty distributions. Used statistical methods to determine a reliable estimate of PBS's 

cable royalty share. The estimate resulted in a multi-million dollar decision in favor of the 

Public Broadcasting System by the Cable Royalty Tribunal.  

 

• Lead statistician in the design and implementation of a sample of all personal property and 

equipment on behalf of the United States Internal Revenue Service. The population of 

interest involved more than one million items contained in over 1,000 buildings. The sample 

design, implementation, and resulting estimates and projections were subject to intense 

scrutiny by the United States General Accounting Office.  

 

• For the United States Department of Justice, designed and implemented a sample to estimate 

the number of immigrants improperly granted citizenship. The sample was designed to 

provide precision of plus or minus less than 1%, for a population of more than 1 million 

immigrants. The work was the focus of intense congressional scrutiny and received 

substantial review in the media.  

 

• On behalf of Fortune 100 company, created statistical models to determine the probabilities 

and likely severities of accidents for different employee and accident types. This project 

resulted in recommended annual savings of $3 million.  

 

• On behalf of the Arava Institute of Environmental Studies, advised on design and sampling 

methodology for a broad-based survey of environmental education in middle and high 

schools. More than 7,000 students were surveyed in a sample that was stratified by size of 

town, income level, and other socio-economic variables. Performed weighted statistical 

analysis to project survey results to the population. Presented results before Israeli 

Congressional committee in July 2007.  

 

• For the United States Customs Service (Department of Homeland Security), assisted with 

sampling of financial statement information. Designed and wrote sampling plans, helped 

implement the plans, and created spreadsheet calculator to analyze results. In an earlier 

engagement, evaluated the credibility of statistical sampling and analysis used to track and 

categorize imports, for the Office of Inspector General. Suggested improved methods of 

sampling and implementation.  

 

• Provided expert testimony in statistics more than two dozen trials, hearings, and depositions 

over the last 20 years, including multiple times in United States Federal Court. 

 

RESEARCH 
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“What are the Chances?” blog, 2007 to present.  Excerpts have been included in newspapers and 

textbooks, including Lundsford, Andrea L. and Ruszkiewicz, John, Everything’s an Argument, 

6th Edition, 2012.  The blog is publicly available at https://salthillstatistics.com/blog. 

 

“Resolving a Multi-Million Dollar Contract Dispute with a Latin Square,” American Statistician, 

with William B. Fairley, Steven M. Crunk, Peter J. Kempthorne, Julie Novak, and Bee Leng Lee, 

2017. 

 

“Law and Statistics of Combining Categories: Wal-Mart and Employment Discrimination 

Cases”, with Albert J. Lee, Proceedings of the 2010 Joint Statistical Meetings of the American 

Statistical Association, 2010.  

 

“Evaluating the Environmental Literacy of Israeli Elementary and High School Students,” with 

Maya Negev, Gonen Sagy, and Alon Tal, Journal of Environmental Education, Winter 2008.  

 

“Trends in Environmental Education in Israel,” with Gonen Sagy, Maya Negev, Yaakov Garb, 

and Alon Tal, Studies in Natural Resources and Environment, Vol. 6, 2008. [In Hebrew] 

 

“Results from a Representative Sample in the Israeli Educational System,” with Gonen Sagy, 

Maya Negev, Yaakov Garb, and Alon Tal, Studies in Natural Resources and Environment, Vol. 

6, 2008. [In Hebrew] 

 

“Comment on Local model uncertainty and incomplete-data bias by Copas and Li,” with Paul R. 

Rosenbaum, Journal of the Royal Statistical Society, Series B, 2005.  

 

“Determining Air Exchange Rates in Schools Using Carbon Dioxide Monitoring”, with D. 

Salzberg and C. Fiegley, presented at the American Industrial Hygiene Conference and Expo, 

2004.  

 

“The Modified Z versus the Permutation Test in Third Party Telecommunications Testing”, 

Proceedings of the 2001 Joint Statistical Meetings of the American Statistical Association.  

 

“Removable Selection Bias in Quasi-experiments," The American Statistician, May 1999.  

 

"Skewed oligomers and origins of replication," with S. Salzberg, A. Kervalage, and J. Tomb, 

Gene, Volume 217, Issue 1-2 (1998), pp. 57-67. 

 

"Selection Bias in Quasi-experiments," (Doctoral Thesis), 1995.  

 

Editorial Contributor (referee for scholarly papers), American Statistician. 

 

Patent (#6,636,585) One of five inventors on a patent for statistical process design related to 

information systems testing. 

 

PERSONAL 

 

Case 1:15-cv-00662-TSE   Document 178-3   Filed 02/15/19   Page 82 of 273

JA3533

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 139 of 484Total Pages:(3605 of 4208)



81 

 

 

Married, with two daughters and a son.  

Languages: English (native), Hebrew (conversational). 

Member, Park Slope Food Coop. 

Member, 39 Plaza Housing Corp (residential coop). Board member, 2012-2015. 

Enjoy ultimate Frisbee, basketball, biking, hiking, running, tennis, chess, and bridge. 

 

FOUR YEAR TESTIMONY HISTORY 

1. [Federal court] Bayer Healthcare LLC, v. Baxalta, et al, 2019. 

2. [Federal court] Steward, et al, v. State of Texas, 2018. 

3. [deposition] Center for Independence of the Disabled, et al, v. Metropolitan Transit 

Authority, et al, 2018. 

4. [deposition]  Bayer Healthcare, LLC, v.  Baxalta Inc., et al, 2018. 

5. [deposition] New Image Global, Inc. v. U.S., 2017. 

6. [Federal court] Steward, et al, v. State of Texas, 2017. 

7. [deposition] Home Equity Mortgage Trust, et al., v. DLJ Mortgage Capital, et al., 2017. 

8. [court] Regents of the University of California v. County of Sacramento, 2016. 

9. [international arbitration] Areva NP GmbH, Areva NP S.A.S. and Siemens 

Aktiengesellschaft v. Teollisuuden Voima Oyj, 2016. 

10. [Federal court] Kerner v. City & County of Denver, 2015. 

11. [deposition] Regents of the University of California v. County of Sacramento, 2015. 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

                                     
      ) 
WIKIMEDIA FOUNDATION,  ) 
      ) 
  Plaintiff,   )   
      ) Civil Action No. 1:15-cv-00662-TSE 
 v.      ) 
           )  
NATIONAL SECURITY AGENCY, et al., ) 
      ) 
  Defendants.   ) 
                                     
 
 
 
 
 

Exhibit 8 
 

Case 1:15-cv-00662-TSE   Document 178-4   Filed 02/15/19   Page 1 of 3

JA3725

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 331 of 484Total Pages:(3797 of 4208)



1 

IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 
           Plaintiff, 
 

v. 
 

   NATIONAL SECURITY AGENCY, et al., 
 
           Defendants. 
_______________________________________ 
 

 
) 
) 
) 
) 
) 
) No. 1:15-cv-0662 (TSE) 
) 
)  
) 
) 
) 
 
 

SECOND DECLARATION OF JAMES J. GILLIGAN 
 
Pursuant to 28 U.S.C. § 1746, I, James J. Gilligan, hereby declare: 

1. I am Special Litigation Counsel in the Civil Division, Federal Programs 

Branch, of the United States Department of Justice.  I serve as lead counsel for the 

Defendants in the above-captioned case.  The statements made herein are based on my 

personal knowledge, and on information made available to me in the course of my duties 

and responsibilities as Government counsel in this case. 

2. I submit this declaration in support of the Defendants’ concurrently filed 

reply in support of their motion for summary judgment.  

3. Filed herewith as Defendants’ Exhibits 9-15 are true and correct copies of 

the following documents:1 

Exhibit No. Exhibit Name 

9 Wikimedia Foundation, Inc.’s Responses and Objections to DOJ’s First 
Set of Interrogatories, dated January 11, 2018 

                                                 
1 Defendants’ Exhibits 1-5 were filed together with the Brief in Support of 

Defendants’ Motion for Summary Judgment, ECF No. 161 (public versions available at ECF 
No. 166).  Defendants’ Exhibits 6-7 are separately filed along with this declaration.   
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2 
 

10 Relevant Portions of the Deposition of James Alexander, Wikimedia 
Foundation witness taken pursuant to Fed. R. Evid. 30(b)(6) 

11 Relevant Portions of the Deposition of Michelle Paulson, Wikimedia 
Foundation witness taken pursuant to Fed. R. Evid. 30(b)(6) 

12 Wikimedia Foundation, Securing access to Wikimedia sites with HTTPS, June 
12, 2015 (WIKI0007108-7114) 

13 Wikipedia: Village pump (technical)/Archive 138 (WIKI0006872-6938) 

14 Jimmy Wales and Lila Tretikov, “Stop Spying on Wikimedia Users” (N.Y. 
Times, March 10, 2015), available at 

https://www.nytimes.com/2015/03/10/opinion/stop-spying-on-
wikipedia-users.html 

15 Wikimedia Foundation, Wikimedia v. NSA: Wikimedia Foundation files suit 
against NSA to challenge upstream mass surveillance, March 10, 2015, available 

at https://blog.wikimedia.org/2015/03/10/wikimedia-v-nsa/ 

 

4. I obtained both Exhibits 14 and 15 by downloading them from the websites 

listed above.    

 I declare under penalty of perjury that the foregoing is true and correct.  Executed in 

Washington, D.C., this 15th day of February, 2019. 

       

/s/ James J. Gilligan              
JAMES J. GILLIGAN 
 
Counsel for Defendants 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

                                     
      ) 
WIKIMEDIA FOUNDATION,  ) 
      ) 
  Plaintiff,   )   
      ) Civil Action No. 1:15-cv-00662-TSE 
 v.      ) 
           )  
NATIONAL SECURITY AGENCY, et al., ) 
      ) 
  Defendants.   ) 
                                     
 
 
 
 
 

Exhibit 9 
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IN THE UNITED STATES DISTRICT COURT FOR THE 
DISTRICT OF MARYLAND 

WIKIMEDIA FOUNDATION, INC. 

GOVERNMENT 
EXHIB-1 

~4-1~ J~ 

Plaintiff, 

V. 

Civil Action No. l : l 5-cv-00662-TSE 

Hon. T.S. Ellis, III 

NATIONAL SECURITY AGENCY, et al., 

Defendants. 

WIKIMEDIA FOUNDATION INC.'S RESPONSES AND OB.JECTIONS TO 
UNITED STATES DEPARTMENT OF JUSTICE'S FIRST SET OF 

INTERROGATORIES 

PROPOUNDING PARTY: 

RESPONDING PARTY: 

SET NUMBER: 

UNITED STATES DEPARTMENT OF JUSTICE 

WIKIMEDIA FOUNDATION, INC. 

ONE 

Pursuant to Federal Rule of Civil Procedure 33, Plaintiff Wikimedia Foundation, Inc. 

( .. Plaintiff'' or "Wikimedia") responds as follows to Defendant Department of Justice's 

(''Defendant" or "DOJ") (collectively with Plaintiff, the "Parties") First Set oflnterrogatories (the 

"Interrogatories"): 

I. GENERAL RESPONSES. 

1. Plaintiffs response to Defendant's lnterrogatories is made to the best of Plaintiffs 

present knowledge, information, and belief. Discovery in this action is ongoing, and Plaintiff's 

responses may be substantially altered by further investigation, including further review of 

Plaintiffs own documents, as well as the review of documents produced by Defendant, which 

Plaintiff has just begun to receive. Said response is at all times subject to such additional or 

154624101 
l. 
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different information that discovery or further investigation may disclose and, while based on the 

present state of Plaintiff's recollection, is subject to such refreshing of recollection, and such 

additional knowledge of facts, as may result from Plaintiff's further discovery or investigation. 

2. Plaintiff reserves the right to make any use of, or to introduce at any hearing and at 

trial, information and/or documents responsive to Defendant's Interrogatories but discovered 

subsequent to the date of this response, including, but not limited to, any such information or 

documents obtained in discovery herein. 

3. To the extent that Plaintiff responds to Defendant's Interrogatories by stating that 

Plaintiff will provide information and/or documents that Plaintiff deems to embody material that 

is private, business confidential, proprietary, trade secret, or otherwise protected from disclosure 

pursuant to Federal Rule of Civil Procedure 26(c)(7), Federal Rule of Evidence 501, or other 

applicable law, Plaintiff will do so only pursuant to the Parties' Stipulated Protective Order (ECF 

No. 120). 

4. Plaintiff reserves all objections or other questions as to the competency, relevance, 

materiality, privilege, or admissibility as evidence in any subsequent proceeding in or trial of this 

or any other action for any purpose whatsoever of Plaintiffs responses herein and any document 

or thing identified or provided in response to Defendant's Interrogatories. 

5. Plaintiffs responses will be subject to and limited by any agreements the Parties 

reach concerning the scope of discovery. 

6. Plaintiff reserves the right to object on any ground at any time to such other or 

supplemental interrogatories as Defendant may at any time propound involving or relating to the 

subject matter of these Interrogatories. 
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11. GENERAL OBJECTIONS. 

Plaintiff makes the following general objections, whether or not separately set forth in 

response to each Interrogatory, to each instruction, definition, and Interrogatory made in 

Defendant's Interrogatories: 

1. Plaintiff objects to the Interrogatories in their entirety insofar as any such 

instruction, definition, or Interrogatory seeks information or production of documents protected 

by the attorney-client privilege or the work product doctrine. Fed. R. Civ. Proc. 26(b)(l). Such 

information or documents shall not be provided in response to Defendant's Interrogatories and any 

inadvertent disclosure or production thereof shall not be deemed a waiver of any privilege with 

respect to such information or documents or of any work product immunity which may attach 

thereto. Fed. R. Civ. Proc. 26(b)(5)(B). 

2. Plaintiff objects to the Interrogatories in their entirety to the extent any such 

instruction, definition, or Interrogatory seeks identification of documents, witnesses, or 

information that Defendant has withheld from Plaintiff. Fed. R. Civ. Proc. 26(b)(l), (2). 

3. Plaintiff objects to the Interrogatories in their entirety to the extent any such 

Interrogatory requires Plaintiff to identify potentially thousands of pages of documents, not all of 

which have been or can be located and reviewed by counsel within the time period allowed for this 

response or within a reasonable time. Accordingly, said Interrogatories would subject Plaintiff to 

unreasonable and undue annoyance, oppression, burden and expense. 

4. Plaintiff objects to any Interrogatories that exceed the scope of jurisdictional 

discovery as defined by Defendants, see ECF No. 116 at 4, and ordered by the Court. 

S. Plaintiff objects to the Interrogatories in their entirety to the extent any such 

instruction, definition, or Interrogatory seeks information that is available through or from public 
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sources or records, or that are otherwise equally available to Defendant, on the ground that such 

instructions, definitions, and/or Interrogatories unreasonably subject Plaintiff to undue annoyance, 

oppression, burden, and expense. Fed. R. Civ. Proc. 26(b)(l), (2). 

6. Pla•ntiff objects to the Interrogatories in their entirety to the extent any such 

• instruction, definition, or Interrogatory purport to impose obligations that are greater or more 

burdensome than or contradict those imposed by the applicable Federal and local rules. See Fed. 

R. Civ. Proc. 26, 33. 

7. Plaintiff objects to the Interrogatories in their entirety as the Interrogatories contain 

more than the "25 written interrogatories, including all discrete subparts," permitted by the Federal 

Rules of Civil Procedure, Rule 33(a)(l), and Defendant has not sought leave to serve additional 

interrogatories. 

8. Plaintiff objects to the Interrogatories in their entirety to the extent any such 

instruction, definition, or Interrogatory seeks documents or information no longer in existence or 

not currently in Plaintifrs possession, custody, or control, or to the extent they refer to persons, 

entities, or events not known to Plaintiff or controlled by Plaintiff, on the grounds that such 

definitions or Interrogatories are overly broad, seek to require more of Plaintiff than any obligation 

imposed by law, would subject Plaintiff to unreasonable and undue annoyance, oppression, 

burden, and expense, and would seek to impose upon Plaintiff an obligation to investigate, 

discover, or produce information or materials from third parties or otherwise that are accessible to 

Defendant or readily obtainable from public or other sources. Fed. R. Civ. Proc. 26(b )(1 ), (2). 

9. Plaintiff objects to the Interrogatories in their entirety to the extent any such 

instruction, definition, or Interrogatory seeks information or production of documents protected 

from disclosure by any right to privacy or any other applicable privilege or protection, including 
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the right to confidentiality or privacy of third parties, any right of confidentiality provided for by 

Plaintiffs contracts or agreements with such third parties, or by Plaintiffs obligations under 

applicable law or contract to protect such confidential information. Plaintiff reserves the right to 

withhold any responsive information or documents governed by a third-party confidentiality 

agreement until such time as the appropriate notice can be given or the appropriate permissions 

can be obtained. Plaintiff also objects generally to all instructions, definitions, or Interrogatories 

to the extent they seek disclosure of trade secrets and other confidential research or analyses, 

development, or commercial information of Plaintiff or any third party. 

10. Plaintiff objects to the Interrogatories in their entirety to the extent any such 

instruction, definition, or Interrogatory is overbroad and unduly burdensome, particularly to the 

extent they seek "all," "each," "every," or "any" documents, witnesses, "factors," or facts relating 

to various subject matters. Fed. R. Civ. Proc. 26(b)(l), (2). To the extent Plaintiff responds to 

such Interrogatories, Plaintiff will use reasonable diligence to identify responsive documents, 

witnesses or facts in its possession, custody, or control, based on its present knowledge, 

information, and belief. 

11. Plaintiff objects to the Interrogatories in their entirety to the extent any such 

instruction, definition, or Interrogatory seeks expert discovery prematurely. 

12. Plaintiff objects to any contention Interrogatories in their entirety as premature. 

Plaintiff will provide its response prior to the close of fact discovery. 

13. Plaintiff objects to the Interrogatories in their entirety to the extent any such 

instruction, definition, or Interrogatory purports to require Plaintiff to restore and/or search data 

sources that are not reasonably accessible on the grounds that such definitions and Interrogatories 

would subject Plaintiff to undue burden and expense. Fed. R. Civ. Proc. 26(b)(l), (2). 
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III. DEFINITIONAL OBJECTIONS. 

1. Plaintiff objects to definition number one (I} to the extent it defines "Plaintiff' and 

"Wikimedia" to include Plaintiffs "parent, subsidiary, and affiliated organizations, and all persons 

acting on their behalf, including officials, agents, employees, attorneys, and consultants." Said 

definition is overly broad, seeks irrelevant information not calculated to lead to the discovery of 

admissible evidence, seeks information outside Plaintiff's possession, custody, or control, and 

would subject Plaintiff to unreasonable and undue annoyance, oppression, burden and expense. 

Said definition is also vague and ambiguous in that it cannot be determined what is meant by the 

terms "affiliated organizations" and "all persons acting on their behalf." Plaintiff shall construe 

"Plaintiff' and "Wikimedia" to mean Wikimedia, and its present officers, directors, agents, and 

employees. 

2. Plaintiff objects to definition number four (4) and to each Interrogatory that 

purports to require Plaintiff to "state the basis of," "stating the basis of," "state on what basis," or 

otherwise "state with particularity" or "identify" "all" facts, documents, or persons whose 

testimony support or dispute any given factual assertion, on the ground that any response thereto 

would require subjective judgment on the part of Plaintiff and its attorneys, and would further 

require disclosure of a conclusion or opinion of counsel in violation of the attorney work product 

doctrine and/or attorney-client privilege. Plaintiff further objects that this definition and all 

requests to identify documents in the Interrogatories are premature at this early stage of the 

litigation, would subject Plaintiff to unreasonable and undue annoyance, oppression, burden, and 

expense, and would impose an obligation to provide information greater than that required by the 

Federal Rules of Civil Procedure. 

3. Plaintiff objects to definition number five (5) as unduly burdensome in that it 
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purports to require Plaintiff to "identify" each "natural person" by providing information including 

"her most current home and business addresses, telephone numbers, and e-mail addresses, the 

name of her current employer, and her title." 

4. Plaintiff objects to definition number six (6) as unduly burdensome in that it 

purports to require Plaintiff to "identify" an "entity that is not a natural person'' by providing 

information including "its telephone number and e-mail address, and the full names, business 

addresses, telephone numbers, and e-mail addresses of both its chief executive officer and an agent 

designated by it to receive service of process." 

5. Plaintiff objects to definition number seven (7) as unduly burdensome in that it 

purports to require Plaintiff to "identify" documents by providing "(a) the nature of the document 

(i.e, letter, memorandum, spreadsheet, database, etc.); (b) its date; (c) its author(s) (including 

title(s) or position(s)); ( d) its recipient(s) (including title(s) or position(s)); (e) its number of pages 

or size; and (f) its subject matter," or by providing information in accordance with Defendant's 

"Specifications for Production of ESI and Digitized ('Scanned') Images attached to Defendant 

National Security Agency's First Set of Requests for Production." Plaintiff further objects that 

this definition and all requests to identify documents in the Interrogatories are premature at this 

early stage of the litigation, would subject Plaintiff to unreasonable and undue annoyance, 

oppression, burden, and expense, and would impose an obligation to provide information greater 

than that required by the Federal Rules of Civil Procedure. 

IV. INSTRUCTIONAL OBJECTIONS 

1. Plaintiff objects to instruction number one (1) to the extent it purports to request 

"knowledge or information" from Wikimedia's "parent, subsidiary, or affiliated organizations, and 

their officials, agents, employees, attorneys, consultants, and any other person acting on their 
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behalf." Said request is overly broad, seeks irrelevant information not calculated to lead to the 

disc,overy of admissible evidence, seeks information outside Plaintiffs possession, custody, or 

control, and would subject Plaintiff to unreasonable and undue annoyance, oppression, burden and 

expense. Moreover, said request is vague and ambiguous in that it cannot be determined what is 

meant by the term "affiliated organizations" and "any other person acting on their behalf." Where 

an Interrogatory requests knowledge or information of Plaintiff, Plaintiff shall construe such 

request to mean knowledge or information from Wikimedia, and its present officers, directors, 

agents, and employees. 

2. Plaintiff objects to instruction number three (3) as unduly burdensome and 

imposing an obligation to provide information greater than that required by the Federal Rules of 

Civil Procedure to the extent it purports to require Plaintiff to "identify each person known by 

Plaintiff to have such knowledge, and in each instance where Plaintiff avers insufficient knowledge 

or information as a grounds for not providing information or for providing only a portion of the 

information requested, set forth a description of the efforts made to locate information needed to 

answer the interrogatory." 

3. Plaintiff objects to instruction number four (4) to the extent it seeks to require it to 

identify anything other than the specific claim of privilege or work product being made and the 

basis for such claim, and to the extent it seeks to require any information not specified in Discovery 

Guideline l 0, on the grounds that the additional information sought by Defendant would subject 

Plaintiff to unreasonable and undue annoyance, oppression, burden, and expense, and constitutes 

information protected from discovery by privilege and as work product. Plaintiff is willing to 

discuss acceptable reciprocal obligations for disclosure of information withheld on the basis of 

attorney-client privilege or attorney work-product. 
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4. Plaintiff objects to instruction number five (5) to the extent it defines "the time 

period for which each interrogatory seeks a response" as "the period from July 10, 2008 (the date 

of enactment of the FISA Amendments Act of 2008, Pub. L. 110-261, 121 Stat. 522) until the date 

of Plaintiff's response." This definition is overly broad, seeks irrelevant information not calculated 

to lead to the discovery of admissible evidence, and would subject Plaintiff to unreasonable and 

undue annoyance, oppression, burden, and expense. Where appropriate, Plaintiff has defined the 

specific time period encompassed by specific responses. 

5. Plaintiff objects to instruction number six ( 6) that the Interrogatories are continuing, 

to the extent said instruction seeks unilaterally to impose an obligation to provide supplemental 

information greater than that required by Federal Rule of Civil Procedure 26( e) and would subject 

Plaintiff to unreasonable and undue annoyance, oppression, burden, and expense. Plaintiff will 

comply with the requirements of the Federal Rules of Civil Procedure and is willing to discuss 

mutually acceptable reciprocal obligations for continuing discovery. 

V. SPECIFIC OBJECTIONS AND RESPONSES TO INTERROGATORIES. 

Without waiving or limiting in any manner any of the foregoing General Objections, 

Definitional Objections, or Instructional Objections, but rather incorporating them into each of the 

following responses to the extent applicable, Plaintiff responds to the specific Interrogatories in 

Defendant's Interrogatories as follows: 

ALLEGATIONS REGARDING NSA INTERCEPTION OF WIKIMEDIA'S 

INTERNATIONAL, TEXT-BASED, INTERNET COMMUNICATIONS 

INTERROGATORY No. 1: 

Please state whether Plaintiff continues to contend, for purposes of establishing 

jurisdiction, that "even if one assumes that a 0.0000000 I% chance ... of the [National Security 
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Agency (''NSA")] copying and reviewing any particular communication, the odds of the 

government copying and reviewing at least one of Plaintifft's] communications in a one-year 

period would be greater than 99.99999999999%." See Amended Complaint 1 58. 

RESPONSE TO INTERROGATORY NO. 1: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is a contention Interrogatory that is premature at this stage in the litigation. 

Plaintiff therefore specifically reserves the right to supplement and amend its response based on 

further investigation and discovery. 

Subject to and without waiving any of these General or Specific Objections, Plaintiff 

responds as follows. 

No. 

INTERROGATORY NO. 2: 

Unless Plaintiffs response to Interrogatory No. 1, above, is an unequivocal "no," then 

please state the basis, including all assumptions, of the allegation in paragraph 58 of the Amended 

Complaint, that, "if one assumes a 0.00000001 % chance ... of the NSA copying and reviewing 

any particular communication, the odds of the government copying and reviewing at least one 

Wikimedia communication in a one-year period would be greater than 99.99999999999%." 

RESPONSE TO INTERROGATORY NO. 2: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is premature at this stage of the litigation because it is a contention 

Interrogatory and because it seeks information that may be the subject of expert reports and expert 

testimony. Plaintiff therefore specifically reserves the right to supplement and amend its response 

based on further investigation and discovery. 
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Because Plaintiffs Response to Interrogatory No. 1 is "no," Plaintiff has not provided a 

response to this Interrogatory. 

INTERROGATORY NO. 3: 

Unless Plaintiff's response to Interrogatory No. 1, above, is an unequivocal "no," please 

identify any conclusions that Plaintiff disputes in paragraph 11 of the Declaration of Dr. Alan 

Salzberg, ECF No. 77-2, including but not limited to the conclusions that "no statistical foundation 

is provided" for the alleged .00000001 % chance of the NSA copying and reviewing at least one 

Wikimedia communication in a one-year period contained in paragraph 58 of the Amended 

Complaint, and that ''(i]f that assumption is incorrect, the calculation changes as a direct result," 

stating the basis on which Plaintiff disputes each conclusion. 

REsPONSE TO INTERROGATORY No. 3: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is premature at this stage of the litigation because it is a contention 

Interrogatory and because it seeks information that may be the subject of expert reports and expert 

testimony. Plaintiff therefore specifically reserves the right to supplement and amend its response 

based on further investigation and discovery. 

Because Plaintiffs Response to Interrogatory No. 1 is "no," Plaintiff has not provided a 

response to this Interrogatory. 

INTERROGATORY NO. 4 : 

Unless Plaintiff's response to Interrogatory No. I, above, is an unequivocal "no," please 

identify any conclusions in paragraph 14 of the Declaration of Dr. Alan Salzberg, ECF No. 77-2, 

that Plaintiff disputes, stating the basis on which Plaintiff disputes that conclusion. 

154624101 
11. 

JA3739

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 345 of 484Total Pages:(3811 of 4208)



Case 1:15-cv-00662-TSE   Document 178-5   Filed 02/15/19   Page 13 of 33

RESPONSE TO INTERROGATORY No. 4: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is premature at this stage of the litigation because it is a contention 

Interrogatory and because it seeks information that may be the subject of expert reports and expert 

testimony. Plaintiff therefore specifically reserves the right to supplement and amend its response 

based on further investigation and discovery. 

Plaintiff further objects that this Interrogatory is overbroad and unduly burdensome. 

Because Plaintiffs Response to Interrogatory No. 1 is "no," Plaintiff has not provided a 

response to this Interrogatory. 

INTERROGATORY No. 5: 

Unless Plaintiffs response to Interrogatory No. I, above, is an unequivocal "no," please 

state whether and on what basis on which Plaintiff disputes the conclusion, in paragraph 15 of the 

Declaration of Dr. Alan Salzberg, ECF No. 77-2, that "[a)ny clustering of the copying and 

reviewing of communications, whether by country or some other criteria, would mean that some 

groups would have different chances of being copied than some other groups and that the fact that 

a particular communication in one group is reviewed or copied means other communications in 

that group are more likely to be copied." 

RESPONSE TO INTERROGATORY NO. 5: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is premature at this stage of the litigation because it is a contention 

Interrogatory and because it seeks information that may be the subject of expert reports and expert 

testimony. Plaintiff therefore specifically reserves the right to supplement and amend its response 

based on further investigation and discovery. 
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Because Plaintiffs Response to Interrogatory No. I is "no," Plaintiff has not provided a 

response to this Interrogatory. 

INTERROGATORY NO. 6: 

Unless Plaintiffs response to Interrogatory No. l , above, is an unequivocal "no," please 

state whether and on what basis on which Plaintiff disputes the conclusion, in paragraph 19 of the 

Declaration of Dr. Alan Salzberg, ECF No. 77-2, that "Plaintiffs assertions about how the 

[Upstream] process works - through the copying of 'certain high-capacity cables, switches, and 

routers' ([Am.] Compl. 11 49) - would mean, if accurate, that the process is, in statistical terms, 

haphazard" rather than random. 

RESPONSE TO INTERROGATORY NO. 6: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is premature at this stage of the litigation because it is a contention 

Interrogatory and because it seeks information that may be the subject of expert reports and expert 

testimony. Plaintiff therefore specifically reserves the right to supplement and amend its response 

based on further investigation and discovery. 

Because Plaintiffs Response to Interrogatory No. I is "no," Plaintiff has not provided a 

response to this Interrogatory. 

ALLEGATIONS REGARDING INJURY TO WIKIMEDIA 

INTERROGATORY NO. 7: 

For each category of Wikimedia international, text-based, Internet communications 

identified in response to NSA Interrogatory No. 3 that Plaintiff contends is intercepted, copied, 

and reviewed by the NSA in the course of Upstream surveillance, please identify each specific 

type of information contained in that category of communication in which Plaintiff contends it has 
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a possessory interest. 

RESPONSE TO INTERROGATORY No. 7: 

In addition to the General Objections above which are incorporated herein, Plaintiff further 

objects that this Interrogatory seeks information that exceeds the scope of jurisdictional discovery 

as defined by Defendants, see ECF No. 116 at 4, and as ordered by the Court. Plaintiff additionally 

objects that this Interrogatory is compound in that it contains multiple subparts. 

On the basis of these General and Specific Objections, Plaintiff will not provide a 

response to this Interrogatory. 

INTERROGATORY No. 8: 

For each category of Wikimedia international, text-based, Internet communications 

identified in response to NSA Interrogatory No. 3 that Plaintiff contends is intercepted, copied, 

and reviewed by the NSA in the course of Upstream surveillance, please identify by layer within 

an Internet communication packet each type of information contained in that category of 

communication in which Plaintiff contends it has a privacy or proprietary interest. 

RESPONSE TO INTERROGATORY No. 8: 

In addition to the General Objections above which are incorporated herein, Plaintiff further 

objects that this Interrogatory seeks information that exceeds the scope of jurisdictional discovery 

as defined by Defendants, see ECF No. 116 at 4, and as ordered by the Court. Plaintiff additionally 

objects that this Interrogatory is compound in that it contains multiple subparts. 

On the basis of these General and Specific Objections, Plaintiff will not provide a response 

to this Interrogatory. 

INTERROGATORY No. 9: 

For each category of Wikimedia international, text-based, Internet communications 
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identified in response to NSA Interrogatory No. 3 that Plaintiff contends is intercepted, copied, 

and reviewed by the NSA in the course of Upstream surveillance, please identify by layer within 

an Internet communication packet each type of information contained in that category of 

communication in which Plaintiff contends it has an expressive interest. 

RESPONSE TO INTERROGATORY No. 9: 

In addition to the General Objections above which are incorporated herein, Plaintiff further 

objects that this Interrogatory seeks information that exceeds the scope of jurisdictional discovery 

as defined by Defendants, see ECF No. 116 at 4, and as ordered by the Court. Plaintiff additionally 

objects that this Interrogatory is compound in that it contains multiple subparts. 

On the basis of these General and Specific Objections, Plaintiff will not provide a response 

to this Interrogatory. 

INTERROGATORY NO. 10: 

Please state the basis of Plaintiffs allegation, in paragraph 99 of the Amended Complaint, 

that "Wikimedia's communications also reveal private information about its operations, including 

details about its technical infrastructure, its data flows, and its member community writ large." 

RESPONSE TO INTERROGATORY No. 10: 

In addition to the General Objections above which are incorporated herein, Plaintiff further 

objects that this Interrogatory seeks information that exceeds the scope of jurisdictional discovery 

as defined by Defendants, see ECF No. 116 at 4, and as ordered by the Court. 

On the basis of these General and Specific Objections, Plaintiff will not provide a response 

to this Interrogatory. 

INTERROGATORY No. 11: 

If Plaintiff contends that in order to conduct Upstream surveillance it is necessary to review 
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the application layer of a packet or otherwise review the contents of a communication where 

Upstream surveillance does not involve "about" collection, then please state the basis of that 

contention. 

RESPONSE TO INTERROGATORY No. 11: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is a contention Interrogatory that is premature at this stage in the litigation. 

Plaintiff therefore specifically reserves the right to supplement and amend its response based on 

further investigation and discovery. Plaintiff additionally objects that this Interrogatory seeks 

information that is not reasonably calculated to lead to the discovery of admissible evidence. 

On the basis of these General and Specific Objections, Plaintiff will not provide a response 

to this Interrogatory. 

INTERROGATORY No.12: 

If Plaintiff disputes that with "rare exception" it "do[es] not contribute, monitor, or delete 

content" on its Project websites, that it "merely host[s] this content," "maintaining the 

infrastructure and organizational framework that allows [its] users to build the [Project websites] 

by contributing and editing [the] content themselves"; or that it "do[es] not take an editorial role" 

but "simply provide[s] access to the content that ... users have contributed and edited," as stated 

at http://wikimediafoundation.org/wiki/Terms_of_ Use (last visited on November 15, 2017) (copy 

attached), then please state the basis on which Plaintiff contends those statements are inaccurate. 

RESPONSE TO INTERROGATORY No. 12: 

In addition to the General Objections above which are incorporated herein, Plaintiff further 

objects that this Interrogatory seeks information that exceeds the scope of jurisdictional discovery 

as defined by Defendants, see ECF No. 116 at 4, and as ordered by the Court. 
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On the basis of these General and Specific Objections, Plaintiff will not provide a response 

to this Interrogatory. 

INTERROGATORY NO. 13: 

Please state which of the categories of Wikimedia international, text-based, Internet 

communications identified in response to NSA Interrogatory No. 3 that Plaintiff contends is 

intercepted, copied, and reviewed by the NSA in the course of Upstream surveillance, involve 

communications in which Wikimedia obtains information about the actual identities of the other 

parties to those communications, apart from the IP addresses associated with the communications 

to and from those parties. 

RESPONSE TO INTERROGATORY No. 13: 

In addition to the General Objections above which are incorporated herein, Plaintiff further 

objects that this Interrogatory seeks information that exceeds the scope of jurisdictional discovery 

as defined by Defendants, see ECF No. 116 at 4, and as ordered by the Court. 

On the basis of these General and Specific Objections, Plaintiff will not provide a response 

to this Interrogatory. 

INTERROGATORY NO. 14: 

Please state which of the categories of Wikimedia international, text-based, Internet 

communications identified in response to NSA Interrogatory No. 3 that Plaintiff contends is 

intercepted, copied, and reviewed by the NSA in the course of Upstream surveillance, involves 

communications in which Wikimedia, rather than the other parties to the communications, selects 

the information sent to them. 

RESPONSE TO INTERROGATORY No. 14: 

In addition to the General Objections above which are incorporated herein, Plaintiff further 
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objects that this Interrogatory seeks information that exceeds the scope of jurisdictional discovery 

as defined by Defendants, see ECF No. 116 at 4, and as ordered by the Court. Plaintiff additionally 

objects that this Interrogatory seeks information that is not reasonably calculated to lead to the 

discovery of admissible evidence. Plaintiff further objects that this Interrogatory is vague, 

ambiguous and unintelligible as to its use of the terms "selects" and "them." 

On the basis of these General and Specific Objections, Plaintiff will not provide a response 

to this Interrogatory. 

INTERROGATORY NO. 15: 

For each category of Wikimedia international, text-based, Internet communications 

identified in response to NSA Interrogatory No. 3 that Plaintiff contends is intercepted, copied, 

and reviewed by the NSA in the course of Upstream surveillance, please state the basis of 

Plaintiffs allegations, in paragraphs 75 and 109 of the Amended Complaint, that "in part'' as a 

result of Upstream surveillance Wikimedia has undertaken "burdensome" and "costly measures" 

and "diverted time and monetary resources ... from other important organizational work" in order 

to protect the confidentiality of communications in that category. 

RESPONSE TO INTERROGATORY No. 15: 

In addition to the General Objections above which are incorporated herein, Plaintiff 

additionally objects that this Interrogatory is improperly compound in that it contains multiple 

subparts. 

Subject to and without waiving any of these General or Specific Objections, Plaintiff 

responds as follows. 

(1) Technical measures. 

Due in part to Upstream surveillance, Wikimedia transitioned from HTTP to HTTPS as the 
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default protocol for all Wildmedia project webpages. In order to effectively execute its transition 

to HTTPS-by-default for all Project pages, Wikimedia has devoted four years of full-time 

employee work allocated across different members of Wikimedia's staff. This transition to 

HTTPS-by-default has also created additional burdens on specific Wikimedia projects or 

initiatives. For example, the HTTPS transition necessitated approximately six months of full-time 

employee work to: (1) coordinate with Wikimedia's partners regarding the manner in which the 

transition would affect the "Wikipedia Zero" project; and (2) provide related technical support. 

Due in part to Upstream surveillance, Wikimedia implemented Internet Protocol Security 

("IPsec"). In order to effectively execute IPsec implementation and maintenance, Wikimedia 

allocated approximately six months of full-time employee work. 

The transition to HTTPS-by-default and IPsec implementation required a capital 

expenditure on technical infrastructure: 

(i) Wikimedia spent approximately €241, 148.46 on Cache/TLS-termination servers located 

in Amsterdam, Netherlands. 

(ii) Wikimedia spent approximately $40,384.56 on Cache/TLS-termination servers located 

in Virginia, U.S.A. 

Documentation of the aforementioned expenditures will be produced to Defendants. 

Finally, Wikimedia has also hired a full-time Traffic Security Engineer who will be 

responsible for implementing and maintaining technical efforts to protect its users' reading and 

editing habits from mass surveillance-including, specifically, from the NSA's Upstream 

surveillance. 

(2) Policy measures. 

Wikimedia held internal discussions and community consultations specifically related to 
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NSA surveillance. Due in part to Upstream surveillance, Wikimedia expedited the negotiation, 

drafting, and approval of a new Privacy Policy, which included a new Access to Nonpublic 

Information Policy. Wikimedia staff responded to community concerns over surveillance-

including concerns about the NSA's Upstream surveillance-when drafting these policy changes. 

As part of these efforts, Wikimedia's legal team conducted extensive negotiations with other 

departments within Wikimedia and consulted with outside counsel. 

Due in part to Upstream surveillance, Wikimedia created new Data Retention Guidelines 

and a new Request for User Information Procedure and Guidelines. Specifically, in drafting each 

of these guidelines, Wikimedia staff was acting on concerns over NSA surveillance. 

These collective processes to overhaul Wikimedia's privacy policies and create related 

procedures and guidelines required approximately (and at least) 14 months of one full-time 

employee's work. 

(3) Staff practices. 

Due in part to Upstream surveillance, Wikimedia staff increasingly relied on telephone 

communications and encrypted messaging systems, including when interacting with community 

members who have expressed concerns over privacy/confidentiality issues, including NSA 

surveillance. 

Wikimedia is a non-profit organization with limited staff and financial resources. The 

aforementioned resources that Wikimedia devoted to protect the confidentiality of its 

communications were made at the expense of other organization initiatives and activities that 

Wikimedia could have undertaken to further advance its mission. 

INTERROGATORY No. 16: 

For each of the "burdensome" and "costly measures" and "diver[sions] of time and 
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monetary resources" identified in response to Interrogatory No. 15, above, please identify and 

describe with particularity every factor other than Upstream surveillance to which that measure or 

diversion of time and resources is attributable, including but not limited to any other NSA 

surveillance, any other U.S. government surveillance, any foreign government surveillance, any 

surveillance by non-government entities, and protection against computer viruses or other 

computer-crime activities. 

RESPONSE TO INTERROGATORY NO. 16: 

In addition to the General Objections above which are incorporated herein, Plaintiff 

additionally objects that this Interrogatory is improperly compound in that it contains multiple 

subparts. Plaintiff additionally objects that this Interrogatory is overbroad and unduly burdensome 

to the extent that it requests that Plaintiff identify "with particularity every factor other than 

Upstream surveillance" that has attributed to Wikimedia's measures to protect the confidentiality 

of its communications. 

(1) Technical measures. 

Wikimedia transitioned to HTTPS-by-default primarily due to concerns over Upstream 

surveillance. Other factors that influenced Wikimedia's transition to HTTPS included 

Wikimedia' s desire to protect against: (i) surveillance practices of foreign state actors; (ii) practices 

of commercial actors; and (iii) individual computer hackers. A significant majority of 

Wikimedia's ongoing work to maintain HTTPS standards and practices is due solely to the threat 

of NSA surveillance. 

Wikimedia implemented IPsec primarily due to concerns over Upstream surveillance. 

Other factors that influenced Wikimedia's decision to implement IPsec included Wikimedia' s 

desire to protect against: (i) other NSA surveillance practices; (ii) other U.S. government 
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surveillance practices; and (iii) surveillance practices of foreign state actors. 

Wikimedia hired a Traffic Security Engineer partially due to concerns over Upstream 

surveillance. Other factors that influenced this staffing decision included Wikimedia's desire to 

protect against: (i) other NSA surveillance practices; (ii) other U.S. government surveillance 

practices; (iii) surveillance practices of foreign state actors; (iv) practices of commercial actors; 

and (v) individual computer hackers. 

(2) Policy Measures. 

Wikimedia enacted a new Privacy Policy partially due to concerns over Upstream 

surveillance. Other factors that influenced Wikimedia's policy update included Wikimedia's 

concerns regarding: (i) other NSA surveillance practices; (ii) other U.S. government surveillance 

practices; (iii) surveillance practices of foreign state actors; (iv) responding to civil subpoenas; (v) 

responding to government subpoenas; (vi) practices of commercial actors; (vii) protecting against 

individual computer hackers; and (viii) keeping policies up-to-date and transparent. 

Wikimedia created new Data Retention Guidelines partially due to concerns over Upstream 

surveillance. Other factors that influenced Wikimedia's creation of these guidelines included 

Wikimedia's concerns regarding: (i) other NSA surveillance practices; (ii) other U.S. government 

surveillance practices; (iii) surveillance practices of foreign state actors; (iv) responding to civil 

subpoenas; (v) responding to government subpoenas; (vi) practices of commercial actors; (vii) 

protecting against individual computer hackers; and (viii) keeping policies up-to-date and 

transparent. 

Wikimedia created new Request for User Information Procedure and Guidelines partially 

due to concerns over Upstream surveillance. Other factors that influenced Wikimedia's creation 

of the guidelines included Wikimedia's concerns regarding: (i) other NSA surveillance practices; 
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(ii) other U.S. government surveillance practices; (iii) surveillance practices of foreign state actors; 

(iv) responding to civil subpoenas; (v) responding to government subpoenas; (vi) practices of 

commercial actors; and (vii) protecting against individual computer hackers; and (viii) keeping 

policies up-to-date and transparent. 

(3) Staff practices. 

Due in part to Upstream surveillance, Wikimedia staff increasingly relied on telephone 

communications and encrypted messaging systems, including when interacting with community 

members. Other factors that influenced these practices included: (i) other NSA surveillance 

practices; (ii) other U.S. government surveillance practices; and (iii) surveillance practices of 

foreign state actors. 

INTERROGATORY No.17: 

For each of the "burdensome" and "costly measures" and "diver[sions] of time and 

monetary resources" identified in response to Interrogatory No. 15, above, please state the basis 

of Plaintiff's contention that the measure or diversion is attributable to Upstream surveillance 

rather than factors identified in Plaintiff's response to Interrogatory No. 16, above. 

RESPONSE TO INTERROGATORY No. 17: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is overbroad, unduly burdensome, and a contention Interrogatory that is 

premature at this stage in the litigation. Plaintiff therefore specifically reserves the right to 

supplement and amend its response based on further investigation and discovery. 

(l) Wikimedia's transition to HTTPS-by-default. Revelations about Upstream 

surveillance in summer 2013 were a substantial factor in Wikimedia's decision to transition to 

HTTPS-by-default. Wikimedia initially had significant reservations regarding how the transition 
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would affe·ct users in large restricted corporate networks or users in countries such as China and 

Iran, for whom Wikimedia project webpages may or would become inaccessible if they were 

transitioned to HTTPS. Had it not been for revelations about the NSA's Upstream surveillance, it 

is likely that Wikimedia would not have transitioned all of its Project webpages to HTTPS-by

default, and instead would have relied on a less burdensome approach through which users could 

"opt-in" to using HTTPS. Revelations related to Upstream surveillance also contributed to 

Wikimedia's execution of the transition process on an accelerated basis. 

(2) Wikimedia's IPsec implementation. Revelations about Upstream surveillance in 

summer 2013 also prompted and was the decisive factor in Wikimedia's decision to implement 

IPsec. Wikimedia had considered implementing IPsec before the revelations, but only acted once 

it learned the extent of the NSA's surveillance practices as disclosed in June 2013. Knowledge 

that the NSA's Upstream surveillance involved tapping the Internet backbone made IPsec 

implementation necessary to protect the confidentiality and security of Wikimedia's 

communications. Revelations related to Upstream surveillance also contributed to Wikimedia's 

execution of the transition process on an expedited basis. 

(3) Wikimedia's hiring of a Traffic Security Engineer. Wikimedia' s primary motivation 

in hiring a Traffic Security engineer is to maintain ongoing efforts to protect the confidentiality 

and security of its Internet communications in response to NSA surveillance practices, including 

the Upstream surveillance. If it were not for Wikimedia's extensive ongoing efforts to combat the 

threat ofNSA surveillance, Wikimedia would not have expended the additional resources to hire 

a new employee for this position. 

(4) Policy Measures. Major substantive work on Wikimedia's Privacy Policy, Data 

Retention Guidelines, and Request for User Information Procedure and Guidelines occurred 
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subsequent to revelations about Upstream surveillance in summer 2013. Wikimedia held 

community consultations related to NSA surveillance in connection with drafting the new policies 

and guidelines, and community member concerns about surveillance-including specifically the 

Upstream surveillance-were taken into account by Wikimedia staff members when crafting the 

policies. With NSA surveillance concerns in mind, Wikimedia's new Privacy Policy was 

expressly designed to minimize the collection and retention of user information. 

(5) Wikimedia's increased reliance on telephone communications and encrypted 

messaging systems when interacting with community members. Revelations about Upstream 

surveillance in summer 2013 led to a reluctance on the part of international community members 

to interact with U.S.-based Wikimedia staff. Fears over NSA surveillance of international text• 

based Internet communications meant that Wikimedia was required to increasingly rely on 

telephone and in person communications and encrypted messaging systems when interacting with 

community members. 

Wikimedia had been aware of surveillance threats from other state actors, but the 

sophistication and extent of NSA practices created a heightened emphasis on communications 

security. Because of Wikimedia' s international scope, Upstream surveillance presented the most 

direct threat to the confidentiality and security of its communications, both with members of the 

community and within the organization internally. 

INTERROGATORY No. 18: 

Please state the basis of Plaintiff's allegations, in paragraphs 76 and 110 of the Amended 

Complaint, that "Upstream surveillance has resulted and will result in some foreign readers, 

editors, contributors, and volunteers being less willing to read, contribute to, or otherwise engage 

with Wiki Projects," including but not limited to the allegations that "Wikimedia users have 
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expressed reluctance to continue participating in the Wikimedia movement because of' Upstream 

surveillance, and that Upstream surveillance reduces the likelihood that individuals will share 

information or communicate with Wikimedia's staff, or otherwise contribute to or read its Projects. 

RESPONSE TO INTERROGATORY No. 18: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is improperly compound in that it contains multiple subparts. 

Numerous Wikimedia users around the world have expressed their reluctance and concern 

with respect to participating in the Wikimedia movement and to sharing information or 

communicating with Wikimedia's staff because of NSA surveillance, including Upstream 

surveillance, in a variety of ways and settings, including but not limited to, Wikimedia community 

forums and discussion groups, communications with Wikimedia employees, and responses to peer

reviewed academic studies. 

Wikimedia hosts a number of community forums and other similar web pages in which 

Wikimedia users can and do converse on a range of topics, including their use of, and participation 

in, Wikimedia projects. Users in these conversations have discussed U.S. government surveillance 

and how that surveillance deters users from participating in Wikimedia projects. Indeed, because 

of this surveillance, many Wikimedia users feared not only participating in Wikimedia projects as 

contributors or editors but also even reading or visiting Wikimedia pages; this collected 

information could be used by the U.S. government to reveal users' identities, to identify their 

political or social activism, or to detect anti-American bias. Users were concerned that they could 

suffer adverse consequences as a result of this government surveillance. 

Additionally, Wikimedia staff have had numerous conversations with Wikimedia users 

outside of the United States who have voiced substantial concerns with NSA surveillance 
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activities, including Upstream. Many of these people are involved in political or social activism 

and live or work in geopolitical areas that are a special focus of the U.S. government's 

counterterrorism or diplomatic efforts, such as Iran, Russia, Egypt, Ukraine, India, and China. And 

these individuals have engaged in repeated acts of self-censorship vis-a-vis Wikimedia because of 

NSA surveillance: some refuse to discuss sensitive political topics on which they once spoke 

candidly; some will now only speak in person rather than over email or other communication 

channels they used to use; and some will only speak through intermediaries. These individuals 

have censored their speech in part or altogether because they fear that the U.S. surveillance could, 

among other things, serve to identify them, jeopardize or undermine the political or social 

movements they work in, or otherwise harm themselves or their families. Many of them were 

especially concerned because of the NSA slides showing that the NSA has expressed interest in 

surveilling Wikimedia's communications. 

As one specific example, due in part to concerns about U.S. government surveillance, 

including Upstream surveillance, some of Wikimedia staffs international contacts have refused to 

communicate certain information to Wikimedia over the Internet. These refusals directly affect 

Wikimedia's ability to carry out its work. For example, Wikimedia historically required 

individuals seeking particular administrative privileges to provide Wikimedia staff with photo 

identification. However, several European users declined to transmit photo identification to 

Wikimedia via the Internet because of concerns about U.S. government surveillance. 

Moreover, academic studies have explored in quantitative and qualitative fashion the 

negative effects of NSA surveillance on Wikimedia users' participation in, and interaction with, 

Wikimedia projects. See J. W. Penney, Chilling Effects: Online Surveillance and Wikipedia Use, 

31 Berkeley Tech. L.J. 117 (2016); A. Forte, N. Andalibi, R. Greenstadt,Privacy, Anonymity, and 

154624101 
27. 

JA3755

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 361 of 484Total Pages:(3827 of 4208)



Case 1:15-cv-00662-TSE   Document 178-5   Filed 02/15/19   Page 29 of 33

Perceived Risk in Open Collaboration: A Study of Tor Users and Wikipedians, Proceedings of 

Computer-Supported Cooperative Work and Social Computing (2017). 

INTERROGATORY No.19: 

Please state or, if necessary, estimate the decline in readership of Wikimedia's Projects (in 

terms of lost page views), in contributions to Wikimedia's Projects or related websites and pages 

(in terms of lost one-way messages from contributors or editors), and in other communications 

from outside individuals to Wikimedia's staff (in terms of one-way messages) that Plaintiff 

contends has occurred because of Upstream surveillance, as described in paragraph 110 of the 

Amended Complaint, stating the basis of that contention. 

RESPONSE TO INTERROGATORY No.19: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that this Interrogatory is a contention Interrogatory that is premature at this stage in the litigation. 

Plaintiff additionally objects that this Interrogatory requests information that may the subject of 

expert discovery. Plaintiff therefore specifically reserves the right to supplement and amend its 

response based on further investigation and discovery. Plaintiff further objects that this 

Interrogatory is improperly compound in that it contains multiple subparts. 

Wikimedia staff have had numerous conversations with Wikimedia users outside of the 

United States, including those residing or working in geopolitical areas that are a special focus of 

the U.S. government's counterterrorism or diplomatic efforts, such as Iran, Russia, Egypt, Ukraine, 

India, and China. These individuals have engaged in repeated acts of self-censorship vis-a-vis 

Wikimedia because of NSA surveillance, including Upstream - among other things, they have 

refused to communicate with Wikimedia staff over email and they have curtailed or abstained from 

working on Wikimedia projects. 
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As one specific example, due in part to concerns about U.S. government surveillance, 

including Upstream surveillance, some of Wikimedia staff's international contacts have refused to 

communicate certain information to Wikimedia over the Internet. For instance, Wikimedia 

historically required individuals seeking particular administrative privileges to provide Wikimedia 

staff with photo identification. However, several European users declined to transmit photo 

identification to Wikimedia via the Internet because of concerns about U.S. government 

surveillance. 

Moreover, academic studies have explored in quantitative and qualitative fashion the 

negative effects of NSA surveillance on Wikimedia users' participation in, and interaction with, 

Wikimedia projects. See, e.g., J. W. Penney, Chilling Effects: Online Surveillance and Wikipedia 

Use, 31 Berkeley Tech. L.J. 117 (2016); A. Forte, N. Andalibi, R. Greenstadt, Privacy, Anonymity, 

and Perceived Risk in Open Collaboration: A Study of Tor Users and Wikipedians, Proceedings 

of Computer-Supported Cooperative Work and Social Computing (2017). 

Finally, Wikimedia staff have censored their electronic communications with users and 

avoided communicating with users regarding certain sensitive topics because of concerns about 

U.S. government surveillance, including Upstream surveillance. 

INTERROGATORY No. 20: 

For each reduction in readership of, contributions to, or other engagement with Wikimedia 

Projects (or related websites and pages), and reduction in communications or information shared 

with Wikimedia's staff, identified in Plaintiff's response to Interrogatory No. 19, above, please 

state the basis of Plaintiffs contention that the reduction is attributable to Upstream surveillance 

rather than any other NSA surveillance activity, any other U.S. government surveillance, any 

foreign government surveillance, any surveillance by non-government entities, protection against 
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computer viruses or other computer-crime activities, or other factors. 

RESPONSE TO INTERROGATORY No. 20: 

In addition to the General Objections above which are incorporated herein, Plaintiff objects 

that thls Interrogatory is a contention Interrogatory that is premature at this stage in the litigation. 

Plaintiff therefore specifically reserves the right to supplement and amend its response based on 

further investigation and discovery. Plaintiff further objects that this Interrogatory is overbroad, 

unduly burdensome and improperly compound in that it contains multiple subparts. 

Wikimedia bases its contention that the reduction in readership of, contributions to, or other 

engagements with Wikimedia Projects (or related websites and pages), and reduction in 

communications or information shared with Wikimedia's staff, identified in Wikimedia's response 

to Interrogatory No. 19, is attributable to Upstream surveillance on a variety of sources, including 

but not limited to, as discussed in detail in response to Interrogatory No. 19, conversations and 

communications with Wikimedia users outside of the United States, such users' behavior and 

conduct, scholarly articles such as Jonathon Penney's Chilling Effects, and the NSA slide showing 

that the NSA has expressed interest in surveilling Wikimedia's communications. 
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Dated: January 11, 2018 

ls/Ashley Gorski. 
Ashley Gorski 
AMERICAN CIVIL LIBERTIES UNION 
FOUNDATION 
125 Broad Street, 18th Floor 
New York, NY 10004 
Phone: (212) 549-2500 
Fax: (212) 549-2654 
agorski@aclu.org 

Counsel for Plaintiff Wikimedia Foundation, Inc. 
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1          IN THE UNITED STATES DISTRICT COURT

2              FOR THE DISTRICT OF MARYLAND

3

4 WIKIMEDIA FOUNDATION,         ) No. 1:15-CV-00662-TSE

5           Plaintiff,          )

6      v.                       )

7 NATIONAL SECURITY AGENCY,     )

8 et al.,                       )

9           Defendants.         )

10 ------------------------------)

11                         - - -

12                  THURSDAY, APRIL 12, 2018

13                         - - -

14

15      30(b)(6), Topic 4, Deposition of WIKIMEDIA

16 FOUNDATION, by and through its designee,

17 JAMES ALEXANDER, taken at the offices of Cooley LLP,

18 1299 Pennsylvania Avenue, NW, Ste 700, Washington,

19 D.C., beginning at 10:00 a.m., before Nancy J. Martin,

20 a Registered Merit Reporter, Certified Shorthand

21 Reporter.

22

23

24

25

Page 1

www.CapitalReportingCompany.com
202-857-3376
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1 WASHINGTON, D.C., THURSDAY, APRIL 12, 2018; 10:00 A.M.

2                        -  -  -

3                    JAMES ALEXANDER,

4         having been first duly sworn/affirmed,

5         was examined and testified as follows:

6

7                      EXAMINATION

8 BY MR. JOHNSON:

9      Q.   Okay.  Well, welcome.  I'm Tim Johnson,

10 representing the government defendants in this matter.

11 With me are my colleagues, Jim Gilligan and Olivia

12 Hussey-Scott.  I'll probably be doing most of the

13 talking on our side, but they may occasionally jump in

14 with questions.

15      A.  Okay.

16      Q.  Would you please state your full name for the

17 record.

18      A.  James Alexander.

19      Q.  And have you ever been deposed before?

20      A.  I have not.

21      Q.  Okay.  So fun times for all.  I'll give you a

22 few basic guidelines, but if you have any questions

23 about procedure, obviously you can ask counsel or just

24 feel free to stop me and ask me to clarify.  Glad to.

25          So please keep your answers verbal.  No nods
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1 or "uh-huh" just so the court reporter can get every

2 answer down.  And please, for the same reason, try to

3 speak slow and clearly.  I'll try my best to do the

4 same.

5          On that note, if you don't hear me or don't

6 understand my question, please let me know.  I'll be

7 happy to rephrase or ask it again.

8          If you answer a question, I'll assume that

9 you've heard the question and understood it.  So,

10 again, any confusion just let me know.

11          Along those lines, I know that these

12 questions might raise some technical issues.  If a

13 technical answer is you believe the most accurate and

14 correct way to answer the question, feel free to give

15 it, though I will very likely follow up with some

16 clarifying questions, trying to put it in layman's

17 terms both for us and for anyone who might be reading

18 the transcript.

19      A.  Okay.

20      Q.  If you realize you've made a mistake,

21 forgotten something, want to return to any question,

22 feel free to just let me know and do so.

23          If you'd like a break at any point, that's

24 fine.  Just let me know.  I would ask you to finish

25 answering whatever question has been asked before we

Page 7

1 take a break.

2      A.  Uh-huh.

3      Q.  Do you have any concerns about what I've just

4 said, any questions?

5      A.  No, that seems to make sense.

6      Q.  Great.  So are there any physical or mental

7 conditions, any drugs or alcohol you've consumed

8 recently or anything else that might affect your

9 ability to testify truthfully today?

10      A.  No, there are not.

11      Q.  So to the best of your knowledge, you're able

12 to testify truthfully and accurately today?

13      A.  Correct.

14          MR. JOHNSON:  Now I'd like to add one exhibit

15 just pro forma.

16          Could you mark this as Government Exhibit

17 No. 1, please.

18          (Deposition Exhibit 1 was marked for

19          identification.)

20 BY MR. JOHNSON:

21      Q.  Have you seen this document before?

22      A.  I have seen the document.

23      Q.  And what is the document?

24      A.  The document is the "NOTICE OF DEPOSITION"

25 and the topics that would be discussed.

Page 8

1      Q.  Thank you.  And could, for the record, you

2 read the topic listed as No. 4.

3      A.  Sure.  It reads, "Plaintiff's assertion 'that

4 Upstream surveillance has resulted and will result in

5 some foreign readers, editors, contributors, and

6 volunteers,' among others, 'being less willing to

7 read, contribute to, or otherwise engage with

8 Wikimedia's Projects' or to 'share information or

9 communicate with Wikimedia staff,' as alleged in the

10 1st Amended Complaint 76, 110, as set forth in

11 response to DOJ's Interrogatory Nos. 18-20, and as

12 argued in support of Plaintiffs' standing in"

13 Plaintiff's Motion of Opposition at 41.

14      Q.  Thank you.  I just want to confirm, are you

15 appearing as plaintiff, Wikimedia Foundation's,

16 designated witness on this topic?

17      A.  I am.

18      Q.  And are you prepared to testify regarding

19 this topic today?

20      A.  I am.

21      Q.  Thank you.  I'd just like to start off with

22 some general background.  Who is your current

23 employer?

24      A.  My current employer is the Wikimedia

25 Foundation.

Page 9

1      Q.  What's your position with the Wikimedia

2 Foundation?

3      A.  I'm the manager for trust and safety.

4      Q.  How long have you been the manager for trust

5 and safety, roughly?

6      A.  In this specific role, about three to four

7 years.

8      Q.  And what were you doing before you took this

9 position?

10      A.  I had some lower-level positions working on

11 similar topics, as well as working on the fundraising

12 team.

13      Q.  How long altogether have you been with the

14 Wikimedia Foundation?

15      A.  It will be eight years as of August.

16      Q.  And could you just briefly describe your

17 general duties at present.

18      A.  Currently I supervise a team of three people

19 directly and am part of a team of eight now.  My main

20 focuses are liaising and working with community

21 members with especially trusted responsibilities.

22 Especially users who have access to private

23 information or private data.  I've been elected into

24 those positions by the community, as well as liaising

25 with law enforcement and working on threats of harm,
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1          They also had -- we've also had conversations

2 or that they have discussed their concerns about

3 getting specialized access, especially if that

4 specialized access would require sending private

5 information or private concerns to us, especially

6 through electronic means.

7          So as an example, they are the identification

8 concern that we had earlier.  There were quite a few

9 who were very concerned about sending them -- sending

10 us their identification unless we completely changed

11 our policy to not require that, and that they would

12 either -- that they would either refrain from putting

13 themselves up for election or resign their position if

14 we did not change our policies to not require them to

15 send in that private information.

16          That's all I can think of off the top of my

17 head right now, but I think that others, in some of

18 what we've written, include a little more.

19      Q.  Thank you.  How many individuals does the

20 Wikimedia Foundation know to a certainty refrain from

21 using Wikimedia projects based on their concerns about

22 NSA surveillance?

23      A.  When you say, "refrain," do you mean refrain

24 completely, refrain partially?

25      Q.  Well, let's start with refrain completely.

Page 43

1      A.  I think knowing for certainty, as you

2 phrased, is difficult.  I don't -- it is difficult to

3 100 percent say that somebody left because of this.

4 There were some users who mentioned that they might or

5 they would, especially as we were discussing what we

6 could or would change to make them more comfortable,

7 and then did, in fact, leave.  However, they didn't

8 send us a letter that explained exactly why they were

9 leaving.  People do leave for different reasons.

10          And so being able to point to that and know

11 for certain that they left, indeed, because of the

12 concerns that they had given us earlier is difficult.

13 It is also difficult to say for certain that they did

14 not come back in a means that we are unable to tell.

15 But we certainly have had people who have stated that

16 and then, in fact, did not come back.

17      Q.  Do you have any -- excuse me.

18          Does Wikimedia Foundation have any estimate

19 or ballpark of about the number of individuals it

20 specifically expressed concerns about NSA surveillance

21 which you understood to include upstream and then

22 left?

23      A.  For individuals who explicitly presented it

24 to somebody within the Wikimedia Foundation and then

25 left, I would say four to six.  However, given the

Page 44

1 context and concerns in general, I think that they, on

2 a personal basis and from talking to others within the

3 Wikimedia Foundation more broadly, it is also likely

4 that many of them were not willing to discuss that

5 with us because they would have had to -- would have

6 had to say it in such a way that itself could have

7 been seen.

8          And so there is a good chance that a portion

9 of those people who left around that time, or since

10 then, have done it because of surveillance in general,

11 NSA surveillance, specifically.

12          MS. HANLEY COOK:  Tim, we've been going about

13 an hour and I could use a break.  So whenever you're

14 at a good place.

15          MR. JOHNSON:  This is a perfectly good

16 stopping point.

17          MS. HANLEY COOK:  Okay.  I didn't mean to --

18          MR. JOHNSON:  That's fine.

19          (A recess was taken from 11:02 a.m.

20          to 11:18 a m.)

21 BY MR. JOHNSON:

22      Q.  So we were discussing the interactions

23 between Wikimedia Foundation personnel and users who

24 were concerned about upstream and related NSA

25 surveillance.

Page 45

1      A.  Correct.

2      Q.  So in those conversations, interactions, did

3 the users explain specifically why NSA surveillance

4 was of concern to them?

5      A.  Specifically, during the interactions when

6 they were talking?

7      Q.  Yes.

8      A.  Yes.  So, in general, they would explain that

9 they were concerned both on that -- sorry.  Just to

10 clarify, do you mean the sort of -- either why they

11 believe they would be targeted, why they think it --

12 like how it would affect them?

13      Q.  Mine was just a general question that

14 subsumed, basically, all of those.  So feel free to

15 start wherever you feel most appropriate.

16      A.  So, in general, many of them believed that

17 there was a concern that everything that they had,

18 that they were doing could be seen, could possibly be

19 saved.  And so could be of concern if -- either now or

20 later.  So there were worries that they sort of could

21 come back to haunt them or could be taken out of

22 context.

23          So, for example, fears of what it would look

24 like if you just took a small slice of the articles

25 that they were viewing or reading or editing,
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1 especially in the editing context because they might

2 be administering or adjusting articles that are not

3 necessarily actually about their personal belief.  So

4 their personal topics.  They will try to keep an

5 article neutral even though it's about somebody they

6 are very not neutral about or a topic they are not

7 very neutral about.

8          So it could even include, for example, just

9 as an imaginary example, taking an article about a

10 former Nazi or a current Nazi but a dead Nazi, and

11 taking out quotes or long pieces that made them look

12 bad because it was taking up huge amounts of the space

13 and was making the article slanted more than it should

14 be, given the context.  If something like that was

15 taken out of context, it could make them look like

16 they were more favorable to the individual when they

17 were not.  Or when in their country, being favorable

18 towards that person could even be illegal.

19          The same thing could happen on the LGBT

20 topics, on local current politics topics talking about

21 the history of their government or their country or

22 about somebody else.  And so there are worries about

23 present day concerns or something that they did now

24 that can then be taken out of context years down the

25 road if that information was stored for one reason or

Page 47

1 another.

2          They -- many of the individuals are -- at

3 least the ones who spoke to me and who spoke to some

4 of the other staff members and Foundation staff who I

5 spoke to, staffing contractors who they are involved

6 in activities locally that may be of concern both to

7 either to the United States, to their local government

8 or both.

9          For example, they were involved in

10 revolutionary activities, in human rights activism or

11 activism in general.  For many of them in their

12 country just operating on Wikipedia or the Wikimedia

13 projects in general could be considered activism or

14 can be considered problematic.  The right to free

15 knowledge that is very important to the Wikimedia

16 Foundation and frequently very important to sort of

17 the United States or to western citizens is not always

18 seen the same in other countries, and even specific

19 topics can be of -- can be of concern or can be seen

20 as a concern for citizens of those countries.

21          So Europeans, for example, have very -- many

22 of the European countries have very specific laws

23 about speaking about Nazism or about Fascism or hate

24 crimes that are very different to the United States or

25 vice versa.  Different topics that would be sensitive.

Page 48

1 And they had concern that the information that they,

2 the NSA, either in upstream or in other surveillance

3 programs, could take can then be shared -- could

4 either be used by the United States, either now or in

5 the future, or it could be shared with their own

6 government and then be used against them by their own

7 government.

8          Again, just giving the breadth of this, there

9 are many other examples there that I may not be

10 thinking about.

11      Q.  I'm not trying to put words in your mouth.

12 So correct me to the degree I'm misstating anything.

13 But there is a concern that NSA would collect their

14 information, pass it on to foreign governments, and

15 that would lead to prosecution or other adverse action

16 by the foreign government in the country that the

17 individuals lived in.  That's one concern?

18          MS. HANLEY COOK:  Objection.  Misstates prior

19 testimony.

20 BY MR. JOHNSON:

21      Q.  To the degree it misstates your prior

22 testimony, please correct my characterization.

23      A.  That is certainly one concern of, I think,

24 many.  So it would also include the NSA or the U.S.

25 government using surveillance that they collected in

Page 49

1 upstream ourselves or as the United States, either,

2 for example, when they were coming to the

3 United States, either as a visitor, either within --

4 as a "Wikimedian" -- so for conferences or meetings

5 that we would have here, for Visa applications for the

6 same or as a tourist or in their day-to-day work,

7 since most of these people -- most of these

8 individuals have day jobs that may require travel here

9 or elsewhere, or that it could be used against them by

10 the United States in a foreign country, as well as, I

11 imagine, other concerns on their part.

12      Q.  Did these concerns evolve over time or have

13 they been relatively consistent?

14      A.  I think it depends on the individuals as well

15 as the individuals' context.  They certainly evolved

16 early on.  There is -- there was very little

17 conversation, as I said earlier, about U.S.

18 surveillance until sort of June 2013 when awareness

19 became one vault.  There were small blips, but in

20 general, what was discussed before that was considered

21 to not be significantly affecting the Wikimedia

22 Foundation and its projects specifically, while some

23 of the things that came out, especially upstream, were

24 seen as something much more directly affecting our

25 projects.
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1 numberswise, it would require additional research.  I

2 know that there was some that have been done by

3 researchers who have more knowledge than I have.

4      Q.  Just so I'm clear, I want to close the loop,

5 make sure I don't misunderstand you.  Putting aside

6 academic studies, statistical breakdown, is there any

7 other evidence that you're speaking of a

8 representative from Wikimedia Foundation is aware of

9 that would demonstrate that participation in the

10 Wikimedia projects have decreased based on upstream

11 surveillance?

12      A.  So I can give specific examples, if

13 necessary, of conversations.  Most of them -- most of

14 what I know is conversations both documented and

15 undocumented that they have given us or that they've

16 had with us, and there may be others that I don't know

17 or other examples that I'm not thinking of.

18      Q.  I'm sorry.  Just to be clear, the "they" in

19 response --

20      A.  The users -- the users have communicated with

21 us.

22      Q.  You mentioned "examples."  Are there any

23 examples beyond the examples we've already discussed

24 today?

25      A.  Sure.  I can give you a couple if you'd like.

Page 75

1      Q.  Yes.  That would be very helpful.  Thank you.

2      A.  So I'm just trying to think of not the entire

3 breadth of every example I've heard but some

4 representative options.  For example, we had a user

5 who was very concerned that they, as a U.S. citizen

6 who lived abroad, would be a representative target and

7 be much more interested -- interesting to U.S.

8 surveillance.

9          They specifically sent us a message that --

10 they actually sent it directly to the stewards, to our

11 trusted community members who were elected to do this,

12 amongst other things, asking for permission to be able

13 to use Tor or virtual private networks.  Not other.

14 They're sort of separate technologies, but in order to

15 hide their true location and their true IP address

16 when editing and when viewing the projects.

17          When viewing is -- generally, you would still

18 be able to view, but you would not be able to edit

19 from any of those projects through Tor or through any

20 open or closed proxy.  They asked for that permission

21 explicitly stating that they were doing so because

22 they felt at higher risk as a U.S. person outside of

23 the United States because of NSA surveillance and

24 because of -- how they described it, I believe

25 off-stream surveillance because they were specifically

Page 76

1 asking right around the consultations around upstream

2 surveillance and because they talked about sort of in

3 the background conversation.

4          They were granted that permission, but that

5 is a cumbersome process that would require action on

6 their part.  So that every time they want to edit,

7 it's not the normal way to view pages or to work with

8 our sites.  And even though they do have permission to

9 do that, it requires them to take special action in

10 order to continue editing on our sites.

11          We also had a number of users.  We've already

12 talked about some of the users with the identification

13 policy and concern about sending identification.  We

14 have had conversations about whether or not we would

15 be willing to allow people to hide their IP address by

16 default, something that we were not completely willing

17 to do, which I imagine could very well cause some of

18 them to back off without telling us exactly why.

19          We had a user more recently, I think 2017,

20 similar to the last person I talked to from 2013, who

21 is a non-U.S. person, but this person was arrested

22 into the Philippines, specifically asking permission

23 to use virtual private networks or other proxies in

24 order to be able to edit and hide his IP address

25 because they were afraid that the NSA would surveil

Page 77

1 their information and turn it over to those

2 Philippine -- the Filipino government, who they felt

3 we were closely tied with and were willing to share

4 information with.  So, again, we're asking for the

5 specific knowledge of that.

6          I've been told stories of Chinese users

7 who -- especially Chinese users who were more western

8 focused and had come to the United States for

9 education, to attend school and then went to -- went

10 back to China and are now on mainland China, who

11 believe they may be especially focused on -- a special

12 focused on NSA surveillance because they sort of came

13 onto their screen while they were sort of in the

14 United States but now that they've moved back, and

15 because of that have been wary of communicating with

16 us about grants.

17          They got grants from us when they were in the

18 United States.  Or communicating with us -- with our

19 servers and reading or editing topics that may be of

20 interest to the United States and to their activities

21 on mainland or adjacent to Hong Kong or Macau.  So

22 Chinese controlled areas where many of them are

23 engaged in prodemocracy or antigovernment behavior.

24 And so they felt that might be of interest to U.S.

25 surveillance in addition to probably understandably
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1 concerns about foreign surveillance.  But they did

2 have specific concerns.

3          There have been similar concerns that have

4 been relayed to me through other stuff from other

5 Asian users.  For example, we had a contractor and a

6 long-term editor from Vietnam who expressed a strong

7 desire to avoid specific pages, and while he was

8 helping us with translation and communication in

9 Vietnamese, to refrain from contacting certain people

10 because of their connection with antigovernment

11 groups.  They're a more publicly known connection, and

12 a perceived -- or at least perceived understanding

13 that their government, who they had big concerns with,

14 was getting closer to the United States and would be,

15 perhaps, more likely to receive information.

16          As part of that, they also asked my

17 permission to hide their name and to normally -- while

18 we don't require regular users to provide their real

19 name, if they want to be a contractor, if they want to

20 work for us, they have to use their public name, their

21 real name on their work accounts or anything public

22 facing.  They did not want to do that because they

23 were afraid of that, especially to communicate through

24 electronic communication.

25          Many users in Asia specifically go through

Page 79

1 intermediaries.  And so I will either find out through

2 another community member, if they want to contact me,

3 or how other behaviors that have happened, they'll

4 usually go through somebody perhaps in Taiwan or

5 somebody in a position that they feel like will be a

6 little bit easier to get ahold of us.  Or they go

7 through staff members that they know are not in the

8 United States.

9      Q.  Okay.

10      A.  The -- let's see.  Other general -- so

11 specifically I'm thinking about editing withdrawal on

12 this?

13      Q.  At this point I was interested in anything at

14 all that we hadn't discussed that would shed light or

15 provide a basis for why Wikimedia Foundation has

16 concluded that there's been a decrease in engagement,

17 be that with editors, users, or anyone else that

18 participates in the Wikimedia project.

19          MS. HANLEY COOK:  Objection.  Vague and

20 ambiguous.

21 BY MR. JOHNSON:

22      Q.  To the degree you don't understand my

23 question, I can clarify, please.  Let me know how I

24 can clarify.

25      A.  So, again, as we talked earlier, putting

Page 80

1 aside the possibility of academic research, we also

2 have had some specific -- multiple specific sort of

3 sensitive incidents and issues.  So my work, for

4 example, on investigations of sensitive topics, we had

5 where we've had to do a lot of work to try to make

6 people feel comfortable and make ourselves feel

7 comfortable, and we were talking to them about

8 government surveillance or about government actions in

9 their local government and their concern that the

10 United States would be listening in on that.  That

11 would include --

12      Q.  I'm sorry.  So these are foreign

13 individuals --

14      A.  Yes.

15      Q.  -- concerned about foreign government

16 actions?

17      A.  Yes.

18          MS. HANLEY COOK:  Objection.  Misstates the

19 prior testimony.

20          THE WITNESS:  So, yes.  For those

21 individuals, these are foreign individuals but

22 interacting with Wikimedia Foundation staff --

23 BY MR. JOHNSON:

24      Q.  Okay.

25      A.  -- or us attempting -- the Wikimedia

Page 81

1 Foundation trying to reach out to foreign individuals

2 to ask them questions or ask their evidence in

3 incidents that have happened in multiple -- in both

4 the United States and internationally.  And in many of

5 those cases they have expressed concern communicating

6 with us, interacting with us.

7          I already spoke about some of the privacy

8 policy conversations and identification there, and

9 conversations with users who stated that they may --

10 that they wanted to reduce their interaction.  At the

11 moment, that's the big sort of topic, sort of general

12 areas.  There are multiple examples in most of those

13 areas that we could go in, but that covers most that I

14 can think of for right now.

15      Q.  Obviously, if you think of something else

16 that's relevant, we appreciate you letting us know

17 later during this discussion.

18          Sort of along those same lines, we've been

19 focusing on users.  Is it Wikimedia Foundation's

20 position that upstream surveillance has similarly

21 caused Wikimedia staff and contractors to decrease

22 their participation, engagement in Wikimedia projects?

23          MS. HANLEY COOK:  Objection.  Outside the

24 scope of the topic for which this witness is

25 designated, but I'll let him answer in his personal
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1 capacity.

2          MR. JOHNSON:  This topic I will just briefly

3 state, this was covered in Wikimedia's response to,

4 it's --

5          MR. GILLIGAN:  Interrogatory 19.

6          MR. JOHNSON:  Which was part of Topic 4.

7      Q.  But proceed.

8      A.  I think it's definitely true that Wikimedia

9 Foundation staff and contractors have had to reduce or

10 change our interactions or communication with

11 community members, and at times with the general

12 public because of concerns with this.

13      Q.  Have -- would that include any

14 self-censorship communications that you would have

15 sent but didn't send because of upstream surveillance?

16      A.  Yes, there have definitely been times where

17 both I personally and other members of the Wikipedia

18 Foundation staff have decided to either change what

19 they were sending or not send something because of

20 concerns about surveillance.

21      Q.  Can you provide some examples?

22      A.  Sure.  So one specific example, which

23 actually led to some ongoing concerns, was a case we

24 had involving a torture in Azerbaijan.

25          This was originally a complaint that came to

Page 83

1 us from multiple community members in an Azerbaijani

2 language project, that they had -- they had an

3 individual who was -- who had been tortured -- or was

4 being tortured by local government, as well as under

5 the -- what they believe was the direction of a local

6 government official who was an elected administrator

7 on the project.  That was obviously of great concern

8 to us, and so we wanted to investigate that.  We did

9 not completely understand the topic.  We were speaking

10 through language difficulties.

11          They -- both themselves and staff, we were

12 concerned about communicating about the topic directly

13 in the open.  Some of that was concern for local

14 government surveillance, but especially on our part

15 there was also concern about U.S. surveillance because

16 we were talking about a sort of sensitive area of the

17 world.  We knew that there was lots of interest both

18 in the U.S. government and from other governments in

19 that region and that we were talking about specific

20 actions that were being done by the local government,

21 sort of in retaliation and against us and the press in

22 general.

23          So because of that, we had to proceed quite

24 slowly and carefully, and doing this investigation

25 despite knowledge that some of this behavior may have
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1 been ongoing and highly problematic for users.  That

2 involved quite a few conversations early and ongoing

3 with human rights organizations and other groups that

4 had more knowledge and understanding in how to do

5 these types of investigations and the behavior of both

6 the United States and other countries.

7          It involved having to work through

8 intermediaries, community members that we knew were

9 either able to speak the language orally and so could

10 contact individuals behind the scenes and have

11 discussions and then communicate with us orally as

12 well through either encrypted voice chat or through

13 encrypted written conversations with a preference

14 towards encrypted voice chat and other nondocumented

15 methods.

16          It also involved multiple staff members

17 outside the United States having interviews with the

18 individuals who had reached out to us to try to more

19 fully understand the -- exactly what was happening.

20 So, for example, at the very beginning we had a

21 general belief that their word "tortured" actually

22 meant much more of a theoretical sense, that somebody

23 was being stressed because of interactions.  It took

24 us a while to realize they meant physical torture.

25          We were eventually able to take some action,
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1 including banning and removing the administrator

2 involved, but it took us almost a month of attempting

3 to sort of methodically go through this while

4 communicating as little as we could with individuals

5 outside, and for what communication we had to do,

6 taking some burdens, some steps to try to keep that as

7 private as possible for their safety.

8          And in the end, we couldn't do everything.

9 We sort of had to do the most we could.  That included

10 what became an ongoing sort of monthly -- before that

11 it had been sort of ad hoc -- oral and encrypted,

12 where possible, meetings with our larger steward

13 group, with our elected global users from around the

14 world, to be able to brief them on what was happening,

15 why, and to what we were doing in our direction.

16          Those were conversations that we did not want

17 to be overheard by anybody, both U.S. and overseas

18 because that group includes a large amount of people

19 who are involved in -- who are involved in behavior

20 that we felt could be interesting both to their local

21 government and to the United States.  30 to 35 people,

22 for example, who are in 25 different countries sort of

23 spread out.

24          And we, in past before that we had had -- we

25 had sort of avoided -- we'd either had written
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1 documented meetings, especially prior to 2013, sort of

2 ad hoc, occasional meetings that we would have in

3 documented IRC channels or conversations that we just

4 happened to have in open E-mail.

5          We then moved to trying to just avoid

6 sensitive topics with them and talk about topics that

7 we were fine with being viewed.  Because of the great

8 usefulness that they presented to us in that

9 investigation, they -- we wanted to be able to

10 continue to talk to them about sensitive topics, and

11 so had to start setting up regular meetings using

12 encrypted forms of communication to be able to

13 continue to have that, but then also to keep focusing

14 those sensitive topics to very specific times when we

15 were able to do so securely.  We also had a couple

16 in-person meetings, not on that topic but with that

17 group because of that.

18          There have been a number of times, both

19 personally and as the -- within the Foundation, that

20 we have refrained from sending notices or warnings to

21 people that we knew were in sensitive locations.  For

22 example, in China, specifically where we knew that

23 there were individuals that had been surveilled that

24 they had been presented evidence that there was

25 surveillance.  We felt that there was a good chance
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1 that they were targets of U.S. and foreign

2 surveillance.  So they would be of interest.

3          We -- again, there are many examples, but

4 another specific example would be we had some Iranian

5 users who we work very closely with, one of which ran

6 into problems in Iran where they had been picked up

7 multiple times, had threats made to them by the local

8 government, and because of that they wanted to leave

9 Iran, and we were going to help them, along with our

10 affiliates in Germany.

11          And they were very concerned and we were

12 concerned about surveillance from both the U.S. and

13 internal, domestic surveillance in Iran.  So they sent

14 us -- they were willing to send certain documentation,

15 especially after the fact or when it was in the open,

16 but during the actual sort of most sensitive periods

17 of that movement they wanted to talk to somebody

18 private and outside the United States.

19          So I had one of my staff members who lives in

20 Greece talk to them, and then the communication with

21 Germany -- with our German affiliate happened through

22 encrypted E-mail between myself and the liaison there,

23 specifically to keep that restricted.

24      Q.  Thank you.  Is it possible to estimate how

25 many times Wikimedia Foundation staff have had to
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1 completely forgo communications based on concern of

2 upstream surveillance?

3      A.  I think it would be impossible to estimate a

4 full number.  There have certainly been dozens of

5 times that I know of, but given that there are many

6 times that people sort of decide to do it differently

7 or to not do it at all, it never gets to a point where

8 somebody I've talked to or myself would know about it.

9 Knowing for certain all of those occasions would not

10 be possible.  And there are certainly other examples

11 that I may be unaware of that may have already been

12 things that we've turned over or maybe something that

13 no one has yet told me about, somebody I've talked to.

14      Q.  Thank you.  When Wikimedia staff engaged in

15 such censorship, what did they fear would happen if

16 the NSA intercepted their communications?

17      A.  So I can't speak for everybody.  For those

18 I've talked to myself, I think the biggest concern was

19 for the individuals we were communicating with, and

20 that that information could be used to -- either

21 directly by the United States now or in the future if

22 it was seen to be of interest.  Many of these

23 individuals were either to our knowledge or could be

24 where they were involved in activities that would be

25 of interest in the United States and to allied
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1 countries.

2          And there was concern that their

3 identification and information about what they --

4 about their actions and travel and communication would

5 put them at risk, would allow them -- would make them

6 be more easier to pick up, to be talked to easier, to

7 blackmail or to be asked to do certain other

8 activities or would -- well, could be used against

9 them in general while asking them to do certain

10 activities I think was the biggest one.

11          And, again, as I talked about some of the

12 community concerns earlier, there was concern about

13 this sort of out-of-context questions about it, either

14 purposefully or not, that if you only see a slice of

15 activity, it can be very -- it can look very

16 differently than it is intended to.  I think I am

17 unaware of -- yeah.  I'm unaware of any specific

18 incident where we thought the United States would or

19 should be worried about an individual we were talking

20 to, but that given the wide variety of things they

21 were doing, any small snippet could make it appear to

22 be of concern.  And so that was a worry that that

23 would then be seen as a problem -- as a person who is

24 a problematic individual or -- and a need of action to

25 be taken because of that.
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1      Q.  Obviously, I don't want to mischaracterize

2 what you're saying, but am I understanding you

3 correctly -- and correct me to the degree I'm wrong --

4 the concern was that the U.S. government or foreign

5 governments might take action against your users as

6 opposed to Wikimedia staff themselves?

7          MS. HANLEY COOK:  Objection.  Misstates prior

8 testimony.

9 BY MR. JOHNSON:

10      Q.  To the degree I did, please correct me.

11      A.  I think that is one concern is that that

12 communication could then be used against the users.  I

13 believe there would be -- both the witness tomorrow

14 and some of our others, there's also concern of staff

15 that it could be used against them.  Many of our staff

16 are international citizens or international residents.

17          From a completely personal capacity, I know

18 that there are multiple Visa holders that have been

19 worried about communication that could then be used

20 against them as citizens who are residing in the

21 United States, sort of on approval from the

22 United States, that could be used against them in

23 order to remove them or to cause them to do something

24 in order to stay.

25          We also have many staff members and
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1 contractors -- or actually, all contractors, but sort

2 of related individuals who are outside the

3 United States and work with us who are also -- who are

4 then worried that they would be targets communicating

5 back and forth.

6      Q.  Thank you.

7      A.  I should clarify there may be other examples

8 that I'm not thinking about right now.

9      Q.  Of course.  Thank you.

10          You had mentioned that -- and again, please

11 correct me to the degree you disagree with any of this

12 characterization -- that one basis for Wikimedia

13 Foundation's conclusion that upstream surveillance was

14 decreasing -- or had played a role in decreasing

15 engagement was academic studies.

16          In the discovery responses two particular

17 studies I mentioned are entitled "Showing Effects,

18 On-line Surveillance on Wikipedia Use," and Privacy,

19 Anonymity, and Perceived Risk in Open Collaboration, A

20 Study of Tor Users and Wikipedians."

21          I can provide additional information of those

22 articles to the degree that's unclear, but to the

23 degree you understand the articles I'm referring to,

24 are those the articles that you've mentioned as one

25 basis.
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1          MS. HANLEY COOK:  Objection.  Misstates prior

2 testimony in the beginning of that long question.

3          Go ahead.

4          THE WITNESS:  I do not know, just as not

5 writing it, how much these were relied upon in the

6 original filings for future, just that I believe that

7 academic studies are going to be much better at giving

8 specific stats or specific facts about changes related

9 to some upstream surveillance and other surveillance

10 in, especially, readership and editing at large

11 because there are so many different things that need

12 to be controlled for that requires specialized

13 knowledge and specialized research.

14          I am aware of those two -- of the two studies

15 that you mentioned, or at least believe I am from how

16 you described them.  I have not read every word of

17 both of those studies but had perused them in

18 preparation for this deposition.

19 BY MR. JOHNSON:

20      Q.  Thank you.  Are you aware of any other

21 academic studies, excluding any expert testimony that

22 the Wikimedia Foundation might offer in this case, on

23 which the Wikimedia Foundation is relying to

24 demonstrate a decrease in engagement?

25          MS. HANLEY COOK:  Objection.  Outside the
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1 scope of the topic noticed.  He'll answer in his

2 personal capacity.  It might also call for expert

3 testimony.

4          MR. JOHNSON:  I obviously disagree.

5      Q.  Please answer.

6      A.  I am not aware of any specific studies that

7 have been done other than that.  I imagine that if we

8 are aware, we would give them to you or they would be

9 made aware otherwise.  It would surprise me if there

10 were more, but I do not know any off the top of my

11 head.

12      Q.  Of the two studies aforementioned, did the

13 Wikimedia Foundation support or facilitate these

14 studies in any way?

15          MS. HANLEY COOK:  Objection.  Outside the

16 scope of the topic noticed.  He'll answer in his

17 individual capacity.

18          MR. GILLIGAN:  We disagree.

19          MR. JOHNSON:  We disagree.

20          MS. HANLEY COOK:  If you want to save time,

21 we can stipulate that you always disagree with me when

22 I make those objections.

23          MR. JOHNSON:  Sure.  Fine.  Thank you.

24          THE WITNESS:  I'm not aware of any specific

25 support which gave for either of those.  I am aware
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1 a total.

2 BY MR. JOHNSON:

3      Q.  Have Wikimedia readers or editors complained

4 about the article quality on Wikimedia sites?

5          MS. HANLEY COOK:  Objection.  Same objection.

6          THE WITNESS:  Again, that is a topic that has

7 come up sort of off and on for a while.  I think in my

8 personal experience and knowledge from others, that is

9 a complaint that has become less and less prevalent.

10 It used to be a very frequent question or concern

11 either from editors or from readers or from the mass

12 media and from others outside of the movement.  That

13 has become a significantly less concern to the point

14 that, in general, most comments that we hear now are

15 the opposite.

16          And so, for example, lots of large companies

17 using our content either directly -- so, for example,

18 Facebook shows -- if you go to a page about a company

19 that has not created a page on its own, it will

20 attempt to show you the Wikipedia articles that you

21 can still see information about that individual or --

22 that individual or that company.  There is much

23 more -- in the more recent news there is use of

24 articles on news companies on Facebook recently to try

25 to look at the idea of fake or incorrect news.
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1          YouTube is using it to try to present people

2 with information and knowledge around different means

3 or different topics that may be confusing to people.

4 That has become an increasing -- an ever increasing

5 thing that I think is a sign that people are trusting

6 our content.  A lot of different search engines, for

7 example, also use our content, both Wikipedia content

8 as well as content coming from Wikipedia Commons, a

9 repository with data -- our repository to present that

10 data, for example, in the little info box on the side

11 of Google or Bing.  I know uses it in some of their

12 presentations.  That is an ever increasing thing,

13 which I think sort of goes against the older concerns

14 about quality.

15 BY MR. JOHNSON:

16      Q.  Are there any particular changes that

17 Wikimedia Foundation has made that have increased

18 quality?

19          MS. HANLEY COOK:  Objection.  Vague and

20 ambiguous.  Overbroad.  Beyond the scope of the topic

21 noticed.

22          He can answer in his individual capacity if

23 he knows.

24          THE WITNESS:  So the Wikimedia Foundation

25 itself, just to be clear, does not control content.
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1 That is much more in the realm of the editors, except

2 for extreme situations where there is a legal reason

3 or a safety reason or something of that level that we

4 have to come in on.  So the editors create content

5 policies.  They help to manage the content.  They have

6 done so and have obviously been perfecting and

7 adjusting those policies throughout the time.

8          We have also -- the Wikimedia Foundation has

9 certainly either assisted or run programs to try to

10 push for better content.  So part of the gender

11 diversity push, which focuses on -- for example, there

12 were pushes mostly led by the community but with

13 support from the Wikimedia Foundation on articles

14 about female scientists, or similar, to try to push

15 for better representation there.

16          We have also tried to support the development

17 of the new project Wikidata, which is used by a lot --

18 as sort of a data repository, and it's freely

19 available for anybody, both commercially and

20 noncommercially to use.  That is a relatively recent

21 project that we have put a lot of time and effort and

22 money into developing, as well as trying to ensure

23 that the view, both through APIs for third parties and

24 through our websites, is easier for that content.

25 BY MR. JOHNSON:
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1      Q.  Do Wikimedia sites experience any seasonal

2 variations in their traffic?

3          MS. HANLEY COOK:  Objection.  Beyond the

4 scope of the topic noticed.

5          He can answer in his individual capacity to

6 the extent he knows.

7          THE WITNESS:  In general, I think there is

8 some seasonal variation.  The -- exactly what seasonal

9 variation can adjust depending on the projects --

10 which project we're talking about or areas of the

11 projects that individual articles may or may not have

12 seasonal variation depend on the subject involved.

13 Different languages may have a difference based on the

14 population that is using them.

15          One example is that our global user base,

16 especially in English Wikipedia, tends to have a bit

17 of a dip during the summer, just because there are

18 people out of school, and a lot of people use it in

19 school or when they are studying.  And then that will

20 come back up.  So that, obviously, needs to be taken

21 into account.

22 BY MR. JOHNSON:

23      Q.  Have Wiki users or editors complained about

24 foreign government censorship of Wikimedia projects?

25          MS. HANLEY COOK:  Objection.  Beyond the
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1 excuse us, I know it's easier for us to step out

2 briefly.  We just want to discuss and make sure that

3 we haven't neglected any important areas of inquiry,

4 but otherwise, we're just about done.

5          MS. HANLEY COOK:  I'm going to run to the

6 bathroom.

7          MS. HUSSEY SCOTT:  Let's go off the record.

8          (A recess was taken from 4:55 p m.

9          to 5:01 p m.)

10 BY MR. JOHNSON:

11      Q.  Okay.  Really, just to wrap things up, are

12 there any answers to my questions you've given today

13 that you'd like to change before I stop asking

14 questions?

15      A.  Not that I can think of specifically other

16 than to just clarify our methods of communication.  I

17 know a lot of the time we were talking about

18 communication I focused on, sort of person-to-person

19 written communication, E-mails and chat programs, and

20 that includes VPN or like private chat channels, apps

21 that may be encrypted, allow voice chat, allow text

22 chat, E-mail, encrypted E-mail, phone conversation,

23 and the like.

24          But it also includes with the Wikipedia

25 Foundation as a whole, a lot of server traffic that

Page 187

1 can -- that is also a significant amount of the

2 communication, obviously, between users especially,

3 our readers, and editors whenever they're interacting

4 with our website.

5      Q.  Any information responsive to any of my

6 previous questions that you didn't remember when I

7 asked you but that you've since recalled?

8      A.  Not that I can think of, but it's certainly

9 possible.  But, yeah, nothing that I can think of at

10 the moment.

11      Q.  Anything else you'd like to add to what

12 you've told us today so that we can better understand

13 Wikimedia Foundation's perspective on this issue?

14          MS. HANLEY COOK:  Objection.  Vague and

15 ambiguous.

16 BY MR. JOHNSON:

17      Q.  The topic is the topic notice of the

18 deposition.

19      A.  Only to point out sort of the breadth of the

20 fears that people can have.  And so there are very

21 explicit and specific fears that information collected

22 by the NSA will be used against them now and in the

23 future, and that it will be used as sort of a chip

24 against them or that it could be -- that it could be

25 harmful to them in the future.  However, there's also

Page 188

1 the sort of underlying and ongoing concern of the

2 violation of privacy in general, sort of the looking

3 over your shoulder fears.  The harm that comes from

4 feeling that you're always watched.

5          That has been an ongoing conversation, an

6 ongoing concern that has gone on in individual

7 one-on-one, person-to-person conversations, especially

8 at Wikimedia events.  I even talked to one staff

9 member who got stopped at one point on the street by a

10 reader who was concerned and asking questions about

11 who could view the information that they were sending,

12 like what articles they were reading and similar.

13          Editors certainly have a lot of that concern.

14 Some of the communication we've gotten from readers is

15 like the fear that just sort of everything that

16 they're doing is being watched.  I think that was a

17 strong underlying fear and harm from everything as

18 they were going on, especially after more and more of

19 the revelations happened.

20          The original awareness was -- awareness

21 increased originally around more electronic sharing

22 between like coming from a service provider on a

23 specific requests to the government, to the U.S.

24 government.  That was always seen as a lower level

25 concern because it sort of meant that there was --
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1 they were being targeted.  And so any individual who

2 did not feel they had a reason to be targeted did not

3 feel they had a reason to be afraid.

4          The upstream surveillance changed that fear

5 very significantly because suddenly, they're worried

6 about the mass collection or the mass viewing of their

7 data about sort of somebody always looking.  And so

8 always having to be careful that what you're doing

9 could be taken out of context or could be seen

10 differently, or one mistake could suddenly come back

11 to haunt you later on when they may not have even

12 realized it was a mistake.

13          I think that has been another ongoing one

14 even if at times we focused on a specific incident or

15 a specific fear at one individual point in time.  I

16 don't think that always gets to that broader

17 underlying concern.

18      Q.  So am I understanding you to be saying that

19 the Wikimedia users complained -- who expressed

20 concerns about upstream surveillance understood it to

21 be a mass surveillance program?

22          MS. HANLEY COOK:  Go ahead.

23          THE WITNESS:  It is my understanding from a

24 lot of the communication that I've received from

25 editors, I viewed from editors and the communication
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1 I've received from other staff, that most of the

2 people they discussed NSA surveillance with, upstream

3 surveillance with, they saw it as a mass collection

4 program that was not -- that could be targeted but was

5 not always targeted.

6          And so they were unsure of how much that

7 would be filtered and how much was going to be viewed

8 and for how long.

9 BY MR. JOHNSON:

10      Q.  Just to clarify, you mentioned a fear that

11 the United States would use users' data as a chit

12 against them, I believe was the phrase.  Could you

13 elaborate on what you mean by that?

14      A.  To clarify the term "chit," that was

15 definitely my own wordage.

16      Q.  Of course not a technical term, but what you

17 meant in context.

18      A.  That it could be used as either blackmail or

19 as leverage against them, that if they made -- if they

20 were viewing, say, articles of political significance

21 or of concern, that that could be shown to them.  It

22 could be threatened to be given to others, that

23 articles that they were writing or editing that they

24 felt were private, for example, something that really

25 revealed that they may have been gay or transgender or
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1 a lesbian or something that revealed that they may

2 hold political views that are unacceptable or

3 problematic in their region.

4          Whether that's a region in the United States

5 or a region in the world, that that could be used as a

6 negative in their favor or against them.

7          MR. JOHNSON:  Okay.  As a technical

8 housekeeping matter, we would like to hold this

9 deposition open for now simply because --

10          MS. HANLEY COOK:  Have you said you have no

11 further questions?

12          MR. JOHNSON:  I have no further questions at

13 this time.

14          MS. HANLEY COOK:  So I'm going to step

15 outside and figure out if I have any redirect to clean

16 up the record at all, but go ahead.

17          MR. JOHNSON:  I just want to make sure that I

18 note for the record that we're holding it open simply

19 because we need to review the additional documents

20 that were produced last night.  If those don't bring

21 any further questions, then we'll be happy to

22 officially close the deposition.

23          MS. HANLEY COOK:  Okay.  Let's go off the

24 record.  I'll try and keep it quick.  Let's just

25 circle out for one second.  Let me figure out if
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1 there's anything I need to clean up.

2          (A recess was taken from 5:10 p m.

3          to 5:13 p m.)

4

5                      EXAMINATION

6 BY MS. HANLEY COOK:

7      Q.  So, James, earlier today you were asked what

8 types of private information users expressed fear

9 about sending to Wikimedia Foundation due to upstream

10 surveillance.  I believe you said IP address, sending

11 pictures of their photo or government ID, personal

12 information related to attendance at events, and I

13 think you just mentioned web requests.  Were there any

14 other kinds of private information users expressed a

15 fear of sending to the Wikimedia Foundation due to

16 upstream surveillance?

17      A.  So web requests were like HTP requests

18 specifically, contain a bunch of information

19 themselves that they would possibly be adding, much of

20 which would be considered private information.  It

21 would include the actual pages that who they are

22 viewing and who they are, their IP address, what pages

23 they're requesting specifically.  And it would also

24 include information about their computer.  What we

25 would call a "user agent," but also things like the
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1 size of their monitor and what browser they're using,

2 what OS information that can be used to identify --

3 that could be used to identify them compared to, say,

4 other people who were at the IP address, and they

5 could appoint specific laptop or desktop phones that

6 they were on.

7          It could -- it also could include other

8 information that could be used to identify them.  For

9 example, information from our cookies that could help

10 somebody to connect to the user who was actually

11 viewing those pages, or the person that is viewing

12 those pages, potentially information from other

13 cookies or other sites that would be over the same, as

14 well as the site that they were coming from, which

15 would reveal something about them.

16          For the web address, I think that's the

17 majority.  There also may be pieces of it that I may

18 not be thinking about.  In addition, the

19 identification or identifying information sent to us

20 is not just for events.  It could also include

21 identifying information because they want to join one

22 of our programs.  It could be information that they

23 are required to present in order to be on a committee,

24 to be on -- to ask us for assistance, or they also

25 have to frequently send information to identify
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I themselves or to reidentify themselves to the 

2 community but to our servers for the ticketing system 

3 that I was suggesting to release -- if they want to 

4 release copyright images or if they want to confom 

5 copyright text that they ah-eady hold and they're 

6 hying to donate, or if they want to verify who they 

7 are, that they own an account. 

8 For example, if they are a notable 

9 individual, they have to -- who says that they are a 

IO noted individual, they will have to send us 

11 identifying information to compare and connect their 

12 account to theit· individual, and while we keep it 

13 private, it still comes through om· serves and would 

14 still be readable and accessible. There may be others 

15 that I'm not thinking about. 

16 They also, of course, not infrequently, will 

17 tell us what some of their fears are, which can then 

18 reveal information about them, specifically what could 

I 9 be used to target them. 

20 MS. HANLEY COOK: Great. I have no fiuther 

21 questions. 

22 MR. JOHNSON: Okay. No fiuiher questions 

23 from us either. 

24 MS. HANLEY COOK: Okay . Great. 

25 Thanks, Nancy. I will figtu·e out who can 

Page 195 

1 scan this. 
2 (Witness excused.) 
3 (Deposition concluded at 5: 17 p.m.) 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 

1 

2 

CERTIFI C ATE 

I do hereby ce,tify that the aforesaid testimony 

Page 196 

3 was taken before me, pursuant to notice, at the time 

4 and place indicated; that said deponent was by me duly 

5 swom to tell the u·uth, the whole u·uth, and nothing 

6 but the u·uth; that the testimony of said deponent was 

7 con-ectly recorded in machine sho,thand by me and 

8 thereafter transcribed tmder my supervision with 

9 computer-aided transcription; that the deposition is a 

10 tI't1e and con-e.ct record of the testimony given by the 

11 wimess; and that I am neither of cotmsel nor kin to 

12 any party in said action, nor interested in the 

13 outcome thereof. 

14 

15 

Nancy J. Ma,tin, RMR, CSR 

16 

17 Dated: April 16, 2018 

18 

19 

20 

21 (The foregoing ce,tification of this transcript does 

22 not apply to any reproduction of the same by any 

23 means, tmless tmder the direct control and/or 

24 supervision of the certifying sho,thand reporter.) 

25 

I 

2 

3 

INSTRUCTIONS TO WITNESS 

Please read yotu· deposition over carefolly 

Page 197 

4 and make any necessa,y con-ections. You should state 

5 the reason in the appropriate space on the en-ata 

6 sheet for any con-ections that are made. 

7 After doing so, please sign the errata sheet 

8 and date it. You are signing same subject to the 

9 changes you have noted on the errata sheet, which will 

IO be attached to yotu· deposition. It is imperative that 

11 you rettun the original errata sheet to the deposing 

12 attomey within thirty (30) days of receipt of the 

13 deposition u·anscript by you. If you fail to do so, 

14 the deposition transcript may be deemed to be accurate 

15 and may be used in cotut. 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 
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1     IN THE UNITED STATES DISTRICT COURT FOR THE

2                 DISTRICT OF MARYLAND

3 ----------------------------------------------------

4 WIKIMEDIA FOUNDATION, INC.,

5                      Plaintiff,

6 v.               Civil Action No.:  1:15-cv-00662-TSE

7 NATIONAL SECURITY AGENCY, et al.,

8                      Defendants

9 ----------------------------------------------------

10          DEPOSITION OF MICHELLE S. PAULSON

11    (Corporate Designee for Wikimedia Foundation)

12                   Washington, D.C.

13                Friday, April 13, 2018

14                      9:53 a.m.

15

16

17

18

19

20

21

22 Reported by:  Sheri D. Hayhurst-Smith, RPR
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1

2    DEPOSITION OF MICHELLE S. PAULSON, held at the

3 Offices of:

4

5      COOLEY, LLP

6      1299 Pennsylvania Avenue, NW

7      Suite 700

8      Washington, DC  20004

9

10

11

12

13      Pursuant to Notice, before Sheri D.

14 Hayhurst-Smith, Registered Professional Reporter and

15 Notary Public in and for the State of Maryland.

16

17

18

19

20

21

22

Page 3

1                A P P E A R A N C E S

2

3 ON BEHALF OF THE PLAINTIFF:

4      DEVON HANLEY COOK, ESQUIRE

5      COOLEY, LLP

6      101 California Street

7      5th Floor

8      San Francisco, California  94111-5800

9      (415) 693-2116

10

11      ASHLEY GORSKI, ESQUIRE

12      ASMA PERACHA, ESQUIRE

13      AMERICAN CIVIL LIBERTIES UNION FOUNDATION

14      125 Broad Street

15      18th Floor

16      New York, New York, 10004

17      (212) 549-2500

18

19

20

21

22
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1                A P P E A R A N C E S
2                 (C o n t i n u e d)
3
4 ON BEHALF OF DEFENDANTS:
5      JAMES J. GILLIGAN, ESQUIRE
6      TIMOTHY JOHNSON, ESQUIRE
7      U.S. DEPARTMENT OF JUSTICE
8      Civil Division
9      20 Massachusetts Avenue, N.W.

10      Room 6102
11      Washington DC  20001
12      (202) 514-3358
13
14
15
16
17
18
19
20
21
22
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Page 7

1   MICHELLE S. PAULSON, having been sworn,

2 testified as follows:

3                     EXAMINATION

4 BY MR. GILLIGAN:

5      Q    Good morning.  Could you please state your

6 name for the record.

7      A    Michelle Sarah Paulson.

8      Q    Sarah Paulson?

9      A    Paulson, P-A-U-L-S-O-N.

10      Q    S-A-R-A?

11      A    H.

12      Q    Oh, that's your middle name?

13      A    Yes.

14      Q    So, Ms. Paulson then, for the record?

15      A    Yes.

16      Q    Okay.  Very good.  Ms. Paulson, my name is

17 Jim Gilligan.  I'm an attorney with the Department

18 of Justice, representing the defendants in this

19 case, including the National Security Agency and

20 others.

21      We're here to take your testimony in a lawsuit

22 in which the Wikimedia Foundation asserts that a

Page 8

1 form of NSA surveillance, known as Upstream,

2 violates Wikimedia's rights under the law.

3      I'm going to be asking you questions regarding

4 certain allegations that Wikimedia has made in the

5 case, and your answers will be given under oath.

6 And they will be transcribed by the court reporter

7 here, and then it will then become part of the

8 record in the case.

9      Throughout the deposition, I'll try to make my

10 questions clear to you, but if you don't understand

11 any question I've asked, please feel free to ask me

12 to clarify it, and I will attempt to do so.

13      Let me start off with a question, actually,

14 that I never enjoy asking.

15      Are you suffering today from any physical or

16 mental impairment that would prevent you from

17 testifying truthfully and accurately?

18      A    No.

19      Q    Could you then, please, state for me your

20 current employment.

21      A    I am a contractor with the Wikimedia

22 Foundation.

Page 9

1      Q    And what are your duties and

2 responsibilities as a contractor for Wikimedia?

3      A    To assist with the NSA case, this case.

4      Q    What sort of assistance are you providing

5 in connection with the case?

6      A    Appearing here today, amongst other

7 things.

8      Q    That is your sole responsibility with

9 respect -- I'm sorry.  Did you say there are other?

10      A    In relation to this case.

11      Q    In relation to this case?

12      A    (The witness nods head up and down).

13      Q    I'm sorry.  I apologize.  I lost the

14 thread there.

15      You said that your duties as a contractor with

16 the Wikimedia Foundation are to assist with this

17 case?

18      A    Yes.

19      Q    And that they include appearing here

20 today?

21      A    Yes.

22      Q    Are there any other duties and

3 (Pages 6 - 9)
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1 responsibilities that you have with respect to this

2 case?

3      A    I started in my contract capacity in

4 December of last year and have just helped on an

5 as-needed basis, because during my long-term

6 employment with the Foundation that ended in May of

7 2017, I had done a substantial amount of work on

8 this case.  I was leading the case in-house for

9 Wikimedia.

10      And, therefore, they thought I would be best

11 suited to continue at this next stage of the case.

12      Q    So, until May of 2017, you were employed

13 by the Wikimedia Foundation?

14      A    Yes.

15      Q    And by whom have you been employed since

16 May, 2017?

17      A    I decided to take time off for a year, and

18 I've been traveling.

19      Q    Okay.  Excellent.  What were your duties

20 and responsibilities -- well, what was your -- let

21 me start here.

22      What was your position at the Wikimedia

Page 11

1 Foundation that you last held before leaving in May

2 of 2017?

3      A    I was legal director and interim general

4 counsel.

5      Q    And how long did you hold that position?

6      A    As far as I can remember, the interim

7 general counsel was approximately nine months, and

8 legal director was probably approximately two years.

9      But I need to go and double check dates to be

10 exact.

11      Q    It's close enough.  And how long were you

12 employed by the Wikimedia Foundation all together?

13      A    Since 2009.

14      Q    And were you employed during that entire

15 time in a capacity as an attorney?

16      A    In a variety of states.  I started as a

17 legal intern and worked my way up.

18      Q    Did you have any full-time employment

19 prior to joining the Wikimedia Foundation in 2009?

20      A    No.  I was just finishing school.

21      Q    And speaking of which, can you please

22 state your educational background briefly.

Page 12

1      A    Yes.  I have a JD from University of

2 California, Hastings College of the Law, and a

3 Bachelor's degree from University of California

4 Berkeley.

5           MR. GILLIGAN:  I'd like to mark this as

6      what -- as I recall -- or as I'm told, I should

7      say, since I wasn't here, we ended at

8      Government's Exhibit 10 yesterday?

9           MS. HANLEY COOK:  That's correct.

10           MR. GILLIGAN:  So, we'll start with 11.

11           MS. HANLEY COOK:  Is that the notice?

12           MR. GILLIGAN:  Yeah.

13           MS. HANLEY COOK:  I think we marked it

14      yesterday.  If you have it, we can use it

15      again.  But I'm happy to mark it again as well.

16           MR. GILLIGAN:  Let's mark it again, yes.

17      Many more trees will be felled in this case

18      than over this little notice.

19      (Government's Exhibit No. 11 was subsequently

20 marked for identification and attached hereto).

21           MR. GILLIGAN:  Here are several copies for

22      you folks.  You can give that to the witness.

Page 13

1 BY MR. GILLIGAN:

2      Q    Ms. Paulson, we've just marked as

3 Government's Exhibit 11, the Government's notice of

4 deposition pursuant to Federal Rule of Civil

5 Procedure 30(b)(6).

6      Are you familiar with this document?

7      A    Yes.

8      Q    Did you review it in preparation for this

9 deposition today?

10      A    Yes.

11      Q    I direct your attention to the third topic

12 of deposition listed on Page 2.

13      A    Yes.

14      Q    You're familiar with that?

15      A    Yes.

16      Q    Are you the person that the Wikimedia

17 Foundation has designated to testify on the matters

18 described in Topic 3?

19      A    Yes.

20      Q    And do you understand that in so far as my

21 questions today concern this third topic, the

22 answers you give will be on behalf of Wikimedia and

4 (Pages 10 - 13)
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Page 14

1 not yourself personally?

2      A    Yes.

3      Q    And do you understand that as far as my

4 question is concerned, Topic 3, the answers you give

5 are not to be limited by the extent of your own

6 personal knowledge, but are to include all

7 information known or reasonably available to

8 Wikimedia Foundation?

9      A    Yes.

10      Q    Can you please tell me what you did in

11 order to prepare for the deposition today?

12      A    Sure.  I met with members of Cooley who

13 are present here --

14      Q    Uh-huh.

15      A    -- as well as a couple of other members

16 who are not, for a prep meeting on Monday that

17 lasted, I think, seven to eight hours maybe, and

18 then met again on Tuesday briefly.

19      Q    When you say "briefly," does that mean an

20 hour?  Two hours?

21      A    I would guess two hours, but I would need

22 to look at my records.

Page 15

1      Q    That's all right.  And did you review any

2 documents in preparation for the deposition today?

3      A    I did.

4      Q    Could you give me an estimate of how many

5 documents you reviewed?

6      A    It's not an exact number, but probably,

7 roughly, 60 or so, a variety of documents.

8      Q    Do you know whether these are documents

9 that were produced to the defendants in this

10 litigation?

11      A    Yes.

12      Q    All of them?

13      A    Yes.  As far as I know.

14           MR. GILLIGAN:  May I ask you, Devon, if

15      that's accurate or not?

16           MS. HANLEY COOK:  Yeah.

17           MR. GILLIGAN:  Okay.  Thank you.

18           MS. HANLEY COOK:  With the exception of

19      filings in this case, which are not produced.

20           MR. GILLIGAN:  Filings, we'll give you a

21      break on.

22           MS. HANLEY COOK:  Thanks, Jim.

Page 16

1           THE WITNESS:  I should also say that I

2      reviewed the documents on my own without Cooley

3      as well in preparation.

4 BY MR. GILLIGAN:

5      Q    In addition to the Monday and Tuesday

6 sessions?

7      A    Yes.

8      Q    How much time do you think you've spent

9 reviewing the documents on your own?

10      A    Again, I would need to check my records,

11 but maybe ten.

12      Q    Ten hours or so?

13      A    (The witness nods head up and down).

14           MS. HANLEY COOK:  Can we go off the record

15      for one second?

16      (A discussion was held off the record).

17           MR. GILLIGAN:  Okay.  I'd like to mark

18      this document as Government's Exhibit 12.

19      (Government's Exhibit No. 12 was subsequently

20 marked for identification and attached hereto).

21 BY MR. GILLIGAN:

22      Q    Ms. Paulson, we've marked as Government's

Page 17

1 Exhibit 12, Wikimedia Foundation, Inc.'s responses

2 and objections to United States Department of

3 Justice's first set of interrogatories.

4      Are you familiar with this document?

5      A    Yes.

6      Q    Did you review this document in

7 preparation for the deposition today?

8      A    Yes.

9           MR. GILLIGAN:  Okay.  Then I would like to

10      mark, next, Tim, it's going to be -- it should

11      be Number 7.  Mark that as Government's Exhibit

12      13, I believe.

13      (Government's Exhibit No. 13 was subsequently

14 marked for identification and attached hereto).

15           MR. GILLIGAN:  We've just marked,

16      Ms. Paulson, as Government's Exhibit 13, a

17      document produced to the Government in the

18      case, bearing on the front page, Bates Stamp

19      Number Wiki -- that's W-I-K-I -- 0006674.  And

20      that goes through Bates Number Wiki0006696.

21           MS. HANLEY COOK:  Well --

22           MR. GILLIGAN:  I'm sorry -- 6697.  Thank

5 (Pages 14 - 17)
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Page 34

1 Internet backbone and scooping up all communications

2 that way without Wikimedia's knowledge.  They were

3 wondering what kind of impact it would have to

4 readers and editors and whether there would be a

5 chilling effect on use of the projects.  They were

6 wondering -- they were generally not very

7 comfortable with the idea that the government would

8 be watching what they're reading or editing.  They

9 were wondering what we could do to safeguard

10 communications of the Foundation and the community

11 and whether our present security measures were

12 enough and what could be done to better safeguard

13 those communications.

14      But, again, I would need to review it to make a

15 more exhaustive list.

16      Q    So, among the concerns, they expressed a

17 concern that the U.S. Government, through the NSA,

18 was, as you put it, reading their communications

19 with the Wikimedia Foundation?

20           MS. HANLEY COOK:  Objection.  Misstates

21      the prior testimony.

22      Q    You may answer.

Page 35

1      A    Sorry.  Could you repeat your question?

2      Q    Having listened to your answer there, I

3 understood you to say -- but please correct me if

4 it's wrong -- that "readers expressed concern that

5 the U.S. Government was," as you put it, "watching

6 what they were reading?"

7           MS. HANLEY COOK:  Same objection.

8      Q    You may answer.

9      A    I believe they were concerned about the

10 general tapping of the Internet backbone and being

11 able to scoop up communications that would include

12 communications with Wikimedia, that may include

13 reader information.

14      Q    But communications of theirs?

15      A    I'm sorry?

16      Q    The members of the community were

17 concerned that the NSA was intercepting

18 communications of theirs?

19      A    As well as Wikimedia's.

20      Q    As well as Wikimedia's.  And what sort of

21 information were they concerned that the NSA was

22 acquiring of theirs?

Page 36

1      A    This isn't an exhaustive list, and there

2 may be people at the Foundation that have additional

3 examples.

4      From what I can recall, there were some

5 concerns expressed about sharing forms of

6 identification that some select community members

7 were previously required to send us from the

8 previous version of the access to nonpublic

9 information policy.  At that time, it was called

10 access to nonpublic data policy.

11      There were also concerns about communicating

12 sensitive information over e-mail or other

13 electronic forms.  There was some concern about

14 getting access to otherwise nonpublic information,

15 such as IP addresses that we consider to be private

16 and identifying information, which, in turn, could

17 indicate reading habits of users.

18      Q    In addition to readers, did individuals

19 who contribute to or edit project websites express

20 concerns of this nature?

21      A    Yes.  As far as I can tell you, again, if

22 you can look at the documents that I referenced

Page 37

1 earlier of the discussion pages for the two

2 consultations regarding surveillance and the privacy

3 policy, you might be able to find particular

4 examples.

5      Q    And if the NSA obtained this information,

6 what were they concerned would happen?

7      I'm trying to figure out if I'm speaking in a

8 grammatically correct fashion.

9      If the NSA obtained this information, what is

10 it they were concerned would happen?

11      A    I certainly can't speak to what every

12 community member or staff member feared would

13 happen.

14      Q    Right.

15      A    That would be a great deal of speculation

16 on my part.

17      But from, personally, in my conversations with

18 users and what I saw on mailing lists and in the

19 discussion pages --

20      Q    Uh-huh.

21      A    -- they were concerned that there could be

22 a chilling impact.  They were concerned that the

10 (Pages 34 - 37)
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1 government would have that kind of information on

2 them.  There aren't that many people out there in

3 the world that are thrilled for anybody to know what

4 sites that they visit and what their browsing habits

5 are.  They have no idea what the NSA does with this

6 information and who it's shared with.  We don't know

7 that.

8      And not knowing how your information is used

9 and information about how you live your life can be

10 scary to some people.  And they don't know what kind

11 of consequences could happen as a result of those

12 practices.

13      Q    Did some users, at least, express a

14 concern that the information you were describing, if

15 acquired by the NSA, would somehow be used against

16 them by the U.S. Government?

17      A    I don't recall.  But other people at

18 Wikimedia might have specific examples, and there

19 may be instances of that in the discussion pages or

20 mailing lists that we turned over.

21      Q    Did some users express concern that the

22 information you were describing, if acquired by the

Page 39

1 NSA, would be shared with their own governments?

2      A    There were a couple of instances that I

3 was personally aware of, where there was concerns

4 about information that couldn't be possibly

5 intercepted being shared.  However, there may be

6 more instances that other people in the Foundation

7 would be aware of that I was not consulted on.

8      Q    And did these users express concern that

9 if this information was shared with their

10 government, they would suffer adverse consequences

11 of some kind as a result?

12      A    Yes.

13      Q    What kind of adverse consequences?

14           MS. HANLEY COOK:  Objection.  Beyond the

15      scope of the topic as noticed.  The witness

16      will answer in her personal capacity.

17           MR. GILLIGAN:  The reasons that should

18      become clear soon.  We disagree.  And we'll

19      take that as a standing objection to save time

20      -- or a standing response to your objection, I

21      should say --

22           MS. HANLEY COOK:  Great.

Page 40

1           MR. GILLIGAN:  -- that we disagree.

2           MS. HANLEY COOK:  If you would like to

3      save time, I can also say "beyond the scope of

4      the topic" to shorten my objection, if we can

5      stipulate that that means that the witness is

6      answering in her individual capacity.

7           MR. GILLIGAN:  And two people suffering

8      with allergies agree to speak less.

9           MS. HANLEY COOK:  Also, there's a question

10      pending, but I do have a logistical matter we

11      should stop for one second and discuss at some

12      point.

13 BY MR. GILLIGAN:

14      Q    Well, are you prepared to answer?

15      A    Sorry.  Could you repeat the question for

16 us?

17           MR. GILLIGAN:  Madam Court Reporter, could

18      you please repeat the question for us?

19      (Question read back).

20 BY MR. GILLIGAN:

21      Q    That is to say, what kind of adverse

22 consequences did community members state they feared

Page 41

1 they would suffer if the information that you were

2 describing was intercepted by the NSA and shared

3 with their home governments?

4      A    This is not a definitive list, but it's

5 what I can remember off of the top of my head.

6 Again, if you speak with other Wikimedia employees

7 who might have more.

8      There were some concerns about being

9 investigated or harassed by local authorities,

10 detained, having an adverse impact on their job or

11 family, prevented from leaving the country, and in

12 one case, potentially tortured.

13           MS. HANLEY COOK:  Can we go off the record

14      for one second?

15           MR. GILLIGAN:  Oh, yes.  I'm sorry.  Yes.

16      You had a logistical issue.

17      (A discussion was held off the record).

18           MR. GILLIGAN:  Back on the record.

19 BY MR. GILLIGAN:

20      Q    Okay.  Ms. Paulson, can I direct your

21 attention, please, to Exhibit 12, Wikimedia's

22 responses to the DOJ interrogatories.  And could I

11 (Pages 38 - 41)
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1 practices, and it contributed to them being

2 reluctant to talk to us over certain mediums.

3      Q    And that's the full extent of your

4 recollection of what they said?

5      A    That is what I recall now.  I might recall

6 something later in the deposition.

7      Q    Did they express any concern about

8 sensitive information being transmitted by

9 electronic means somehow being used against them?

10           MS. HANLEY COOK:  Objection.  Asked and

11      answered.

12      A    I do not recall whether or not they

13 specified that.  However, I believe that they -- I

14 don't know whether they -- I can't remember whether

15 or not they specified by the U.S. Government, but I

16 do recall there being concerns about surveillance

17 being potentially leading to negative consequences

18 for them.

19      And as we discussed earlier, there were the

20 potential ways that they could be retaliated

21 against, including being investigated, harassed,

22 detained, tortured, adverse impact on the job, and

Page 75

1 prevented from leaving the country.

2      Q    And these were consequences, as I recall

3 us discussing, that would have flowed from the

4 sharing of their sensitive information with their

5 home governments?

6           MS. HANLEY COOK:  Objection.  Misstates

7      the testimony.

8      A    From what I recall we discussed earlier,

9 these were potential consequences that certain

10 individuals feared would happen by their own

11 government, because they don't know what NSA

12 practices are in regards to sharing of information

13 or using such information.

14      Q    So, returning to the interrogatory

15 response, the second sentence, as I read before,

16 states, "Fears over NSA surveillance of

17 international text-based Internet communications

18 meant that Wikimedia was required to increasingly

19 rely on telephone and in-person communications and

20 encrypted messaging systems."

21      Why was Wikimedia required to increasingly rely

22 on these systems?  To make it easy, is it because

Page 76

1 the users were reluctant or unwilling to use other

2 forms of communication?

3      A    The Wikimedia Foundation works hand in

4 hand with its community.  It's what makes us a

5 successful organization and have successful

6 projects.

7      So, maintaining open lines of communication

8 with our community is vital to our existence and the

9 way we function.  And if there were community

10 members that were not comfortable communicating in

11 one way, we preferred not to forego the

12 communication all together.  So, we would try to

13 find other methods of communication that they were

14 more comfortable with that may not have been as

15 insecure as an encrypted e-mail.

16      And as I stated before, a few examples of these

17 messaging systems that we used --

18      Q    Could you do this slowly this time?

19      A    Yes.  Of course.  Signal, one that I

20 personally recommend and love, telephone, in-person

21 meetings, telegram, iMessage, IRC, Messenger.

22      Q    Is that it?

Page 77

1      A    I believe that's all I said before.

2 Again, this isn't a completely exhaustive list.

3      Q    Okay.  If you will indulge my ignorance,

4 can you tell me what kind of messaging system Signal

5 is?

6      A    It's an SMS messaging system.

7      Q    Texting?

8      A    Yes.  An encrypted texting.

9      Q    And when you said "telephone," were you

10 referring to just picking up the phone and dialing

11 and calling somebody, or were you referring to

12 something else?

13      A    It can -- when I said "telephone," it can

14 mean a traditional telephone.  It can mean a cell

15 phone.  It could also mean voiceover IP methods of

16 communication.  Would you like examples of those?

17      Q    No.  Thank you.  That far into the

18 20th century -- 21st Century -- excuse me.  I made

19 it.  I almost just proved my own point there.

20      Telegram, is that a reference to traditional

21 Telegram communications, or is that something

22 different?  Now, we're back in the 19th Century.

20 (Pages 74 - 77)
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1      A    To the best of my recollection, there may

2 be more information in the discovery documents that

3 we provided or through the personal knowledge of

4 other employees of the Wikimedia Foundation.

5      However, it's my recollection that they spoke

6 about NSA Upstream surveillance intercepting our --

7 sorry, not intercepting -- but the surveillance

8 impacting Wikimedia communications in between users

9 and the Wikimedia Foundation.  And by the people who

10 tend to come to Wikimedia or talk about these issues

11 in person or participate in mailing lists are some

12 of the most active members of Wikipedia on the other

13 projects, meaning that they are contributors to it.

14      So, when they do talk about something affecting

15 the projects and communications, they're frequently

16 talking about their own as well as the work of

17 others.

18      Q    And in what way did they state that NSA

19 surveillance might impact Wikimedia communications?

20      A    Some community members -- and there may be

21 other examples of this that other Wikimedia staff

22 know or appear in the discovery documents or that I

Page 111

1 might recall later.

2      But some of them, based on their learning from

3 credible news sources, that the NSA's dragnet

4 surveillance program is where we're sweeping up

5 their nonpublic communications with Wikimedia, which

6 could include information that they deemed to be

7 personal and nonpublic, such as IP addresses or

8 reading habits.

9      Q    And in addition to that, was there some

10 concern that --

11      A    There was also mention of potential

12 chilling effects on participation of both reading

13 and contributing to Wikimedia projects.

14      Q    If the NAS intercepted their

15 communications?

16           MS. HANLEY COOK:  Objection.  Vague and

17      ambiguous.

18      A    That there would be chilling effects as

19 the result of this new knowledge of the extent and

20 sophistication of the NSA's dragnet surveillance, in

21 which it was tapping into the backbone of the

22 Internet and through practices that were not

Page 112

1 previously known by the Foundation itself and not by

2 the users until the media attention.

3      Q    Did they explain how or state how they

4 believe that knowledge or that belief would lead to

5 a chilling effect on Wikimedia communications?

6      A    From my recollection, there were instances

7 in which people talked about a possible chilling

8 effect as a result of NSA surveillance.  There may

9 be other examples that foundation staff or the

10 discovery documents provide.  But I remember there

11 being a conversation about people tending to

12 self-censor when they believe their actions are

13 being monitored, especially when it's nonconsensual

14 and by a large and powerful entity that is

15 governmental in nature, such as the NSA.

16      There were also reasonable concerns around what

17 the NSA's practices are and who they shared that

18 information with, which could again contribute to a

19 chilling effect.

20      Q    Because of a fear of adverse consequences

21 as a result of who the NSA might share the

22 information with, correct?

Page 113

1      A    I would say it was a reasonable concern

2 for those users, as I'm sure you're aware of the

3 U.S. is not a country in isolation, and it has

4 partnerships with countries around the world, and

5 intelligence sharing is part of those practices.

6      While it is not common knowledge exactly the

7 nature and extent and methodology of the sharing, I

8 think it's a perfectly reasonable suspicion that

9 some information gets shared with other

10 organizations.  And without knowing what that is,

11 they want to be able to protect the nature of those

12 communications.

13      Q    Okay.  Moving further down then in Exhibit

14 20 to the second paragraph, it states, "Our current

15 architecture cannot handle HTTPS by default, but

16 we've been incrementally making changes to make it

17 possible.  Since we appear to be specifically

18 targeted by XKeyscore, we'll be speeding up these

19 efforts."

20      Do I understand correctly the reference to, in

21 the second paragraph, XKeyscore to be referenced to

22 the so called NSA XKeyscore program alluded to in

29 (Pages 110 - 113)
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1 sites with HTTPS", okay, the document is dated --

2 the announcement, I should say, is dated June 12th,

3 2015.

4      And at the very end, before you get to the

5 comments section on page WIKI0007109, it says,

6 "Today, we are happy to start the final steps of

7 this transition, and we expect completion within a

8 couple of weeks."

9      Did Wikimedia achieve that objective?  In other

10 words, did they complete the final steps of the

11 transition, at least as that term is used in this

12 document, within a few weeks of June 12th, 2015?

13      A    I believe the authors of this blog post

14 were referring to this step in this particular part

15 of the transition, in that HTTPS by default

16 implementation would occur within the next couple of

17 weeks.

18      However, as we discussed earlier, this is an

19 ongoing process.  We still have those two ways where

20 HTTP traffic could still occur, one of which is in

21 our control, and the other is not.  As I mentioned

22 before, the browsers, the old browsers, we don't

Page 123

1 have control over, but over time, those browsers

2 would be presumably updated or fallen out of use,

3 for the most part.

4      The part that we do have active work on is

5 making the noncanonical sites secure, and that is an

6 ongoing process.

7      So, to say that the transition is totally

8 complete would be inaccurate at any point, and

9 especially when you also consider that security

10 standards change, and upgrades will have to continue

11 to be made in order to maintain industry standards

12 around our TLS termination servers will need to be

13 updated.

14      So, this is an ongoing process and one that

15 we're committed to in order to continue to protect

16 against NSA surveillance, particularly upstream.

17      Q    Thank you.  But I'm not sure, in your

18 response there, that it necessarily got to my

19 question.

20      Insofar as this document -- let me try it this

21 way:  The document in the last sentence there before

22 the comments section talks about a transition.

Page 124

1      And I'm understanding the qualifications, the

2 qualifiers in the answer you just gave, it says that

3 "we expect completion", at least with the transition

4 that this announcement is talking about, "within a

5 couple of weeks."

6      And, so, all I'm asking is is whether the

7 transition that this document is talking about was,

8 in fact, completed within a couple of weeks of

9 June 12th, 2015?

10      A    I would need to check other documents or

11 talk to someone at Wikimedia to ensure it.  But as

12 far as I know, it did complete within the couple of

13 weeks stated.

14      But, again, this is only for this particular

15 step of the transition.

16           MR. GILLIGAN:  Very good.  Okay.  Let's

17      take a break.  Off the record, please.

18      (A brief recess was taken).

19           MR. GILLIGAN:  All right.  I would ask the

20      court reporter to mark this as Government

21      Exhibit 22.

22      (Government Exhibit No. 22 was subsequently

Page 125

1 marked for identification and attached hereto).

2 BY MR. GILLIGAN:

3      Q    Ms. Paulson, we have just marked as

4 Government Exhibit 22 a document produced by

5 Wikimedia to the defendants in the litigation,

6 bearing Bates Stamp Numbers WIKI0006872 through --

7 can you tell me the last one or show me -- 6938.

8      Ms. Paulson, if you know, can you tell us what

9 a Wikipedia village pump is?

10      A    A village pump is a certain area of

11 Wikipedia that is frequently used for discussions

12 amongst community members and sometimes with

13 interactions with staff, usually relating to topics

14 on Wikipedia as opposed to other Wikimedia projects.

15      Q    And are you familiar with the document

16 titled "Wikimedia Village Pump (technical)/Archive

17 138?"

18      A    Yes.

19      Q    Did you review this in preparation for the

20 deposition?

21      A    I did.

22      Q    Is it, in fact, what it purports to be,
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1 Wikimedia Village Pump (technical)/Archive 138?

2      A    I haven't read all 138 pages, but it

3 appears to be that on first glance.

4      Q    There's a table of contents on the first

5 page.  Do you see where I'm referring to?

6      A    I do.

7      Q    Listing various, I guess, discussion

8 topics in the pump, for lack of a better term.  One

9 of which is HTTPS by default; do you see that, about

10 a third of the way down the list?

11      A    Yes.

12      Q    If you would turn to Page 7 of the

13 document, bearing bates stamp Number WIKI0006878,

14 there is a heading "HTTPS by default," as indicated

15 in the table of contents.  And there's a -- tell me

16 if this is not the proper terminology -- but a

17 message that begins, "Hi everyone, over the last few

18 years, the Wikimedia Foundation has been working

19 towards enabling HTTPS by default for all users,

20 including the anonymous ones, for better privacy and

21 security for both readers and editors."

22      And then it goes on after several sentences to

Page 127

1 say, "This has finally been implemented on English

2 Wikipedia, and you can read more about it here," and

3 it gives a link to a website.

4      It then continues "Most of you shouldn't be

5 affected at all.  If you edit as a registered user,

6 you have already had to log in through HTTPS.  We'll

7 keep an eye on this to make sure everything is

8 working as it should.  Do get this touch with us if

9 you have any problems logging in or editing

10 Wikipedia after this change, or contact me if you

11 have any other questions."

12      And following the end of the message there, it

13 appears the name -- I don't know how you say it --

14 Johan or Johan -- I'm not sure which -- followed by

15 the initials, WMF, in parenthesis, the word, "talk",

16 and then a time and date stamp of 12:43 on

17 June 12th, 2015.

18      Are you familiar with a Wikimedia staff person

19 named Johan?

20      A    I am.

21      Q    Would that Johan, as in Johnson?

22      A    Yes.

Page 128

1      Q    J-O-N-S-S-O-N?

2      A    I believe so.

3      Q    So, does the appearance of his name here

4 at the end of this message indicate that he is the

5 person who wrote that message?

6      A    It is an indication that he is the one

7 that posted that message.  I can't say whether or

8 not he is the one that was the original drafter.

9      Q    But he posted it?

10      A    Yes.

11      Q    And, so, then a couple lines down, there

12 is another message.  It says, "To Johan," followed

13 by the initials, WMF, "you have to know what a real

14 drag this is."

15      And the individual goes on to say, after

16 several sentences, "I want to be able to choose

17 whether or not I'm on the HTTP server or the HTTPS

18 server."

19      And whether or not that's the person's real

20 name, it's signed Paine, P-A-I-N-E, with a date

21 stamp of June 12th, at 1421 hours.

22      What then follows under that, is a message that

Page 129

1 again, ends with the name, Johan, followed by the

2 initials, WMF.

3      Is that an indication then that the message

4 underneath Paine's message was posted by Johan from

5 the Wikimedia staff?

6      A    Yes.  Well, it is possible that it was not

7 posted by him, because sometimes things go out of

8 alignment if you don't format it properly.  This

9 indicates that it was an insert by Johan.

10      Q    Thank you.  And it states there, does it

11 not, "The answer I was given when I was asked about

12 this is that any form of opt-out would also leave

13 potential security risks in our implementation,

14 which would make it difficult to safeguard those who

15 do not opt out."

16      Do you have any understanding of what the

17 security risks are there that are being referred to?

18      A    As I stated, I'm not a technical expert,

19 and I am not here to answer questions in that

20 capacity.

21      Unfortunately, I do not recall the particular

22 security risks that Johan is referring to, but there
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1 might be others in Wikimedia Foundation that would

2 know which he's referring to, as he does seem to

3 have asked someone in particular for this

4 information.  It may also appear in other parts of

5 discovery documents.  I might recall later.

6           MR. GILLIGAN:  All right.  Let's go to the

7      next one, Tim.

8      Let's mark this as Number 23.

9      (Government Exhibit No. 23 was subsequently

10 marked for identification and attached hereto).

11 BY MR. GILLIGAN:

12      Q    Ms. Paulson, we are marking as Government

13 Exhibit 23, a document produced to us in the

14 litigation by Wikimedia, bearing the Bates Stamp

15 Numbers WIKI0006536 through 6540.

16      Is this a document you are familiar with?

17      A    Yes.

18      Q    Is this a document you reviewed in the

19 course of your preparation for the deposition?

20      A    Yes.

21      Q    All right.  It says at the very top of the

22 page, "HTTPS Meta."
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1      Does that indicate it was posted on the site,

2 meta.Wikimedia.org?

3      A    Yes.  As indicated at the bottom of the

4 page.

5      Q    Indeed.  And is this then a post of some

6 kind on that website by Wikimedia on this topic as

7 HTTPS?

8      A    The author, unless I'm missing it

9 somewhere, is not indicated, and I would need to

10 look at the revision history of the document in

11 order to see whether it was a Wikimedia employee, a

12 series of Wikimedia employees or a combination of

13 Wikimedia employees and community members, because

14 Meta is open to editing by the community as well as

15 the foundation.

16      Q    Well, it says at the --

17      A    If you would like to direct me to it.

18      Q    Yes.  I indeed would.  It says at the

19 bottom of Page 3, with Bates Stamp Number 6538,

20 under the heading "Effect on Unregistered

21 Contributors," "Once HTTPS is switched fully on,

22 there will be no option to disable, and all users
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1 have will have to use it.

2      And then it says in parenthesis, "This is

3 necessary to prevent the SSL-stripping attack."

4      A    Okay.

5      Q    Okay.  But you say you can't tell, on the

6 base of this document, whether that particular

7 statement was made by Wikimedia or by third party

8 user?

9      A    Based on the document that appears before

10 me, without an editing history or a signature, I

11 cannot confirm with certainty that it was written by

12 a Wikimedia Foundation employee.

13      Q    Where would I be able to find the editing

14 history of the document?

15      A    If you go to the address at the bottom of

16 the page that we referred to earlier,

17 HTTPS:/media -- sorry --

18 meta.wikimedia.org/Wiki/HTTPS, there will be a tab

19 that you can click on the top of the page that says,

20 "History," and that will provide you with dates and

21 identify who, either by IP or user name, made edits

22 and what it is that they made.
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1      Q    When edits are made by Wikimedia

2 personnel, is there any distinctive format to be

3 made?

4      A    Sometimes.  Not always.  And in earlier

5 years, it was not as uniform as it is now.  So,

6 there may still be employees that don't have the

7 parenthesis, WMF, that you saw in the previous

8 exhibits that we went through.

9      Now, most of them have it, but not all of them.

10      Q    But if that was used, that would be

11 indicative --

12      A    Yes.

13      Q    -- that the edit was done by Wikimedia

14 personnel?

15      A    Yes.

16           MR. GILLIGAN:  I want to redirect your

17      attention to the interrogatory responses,

18      but -- and you can certainly do that on your

19      own.  I, at the moment, however, cannot find my

20      own copy of the interrogatory responses.

21      And, you know what, if you'll indulge me, can

22 we just go off the record for a second.  I'm going
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1 names. Q Okay. That's fine. And you put your 

Page 180 

2 You didn't say that those were the only two 2 finger on just what I want to make sure is clear, at 

3 ways that HTTP traffic could occur, did you? 

4 MR. GILLIGAN: Before the witness answers, 

5 I would just like object that that misstates 

6 the prior testimony. 

7 MS. HANLEY COOK: I wasn't sure. 

8 THE WITNESS: I don't know exactly what I 

said previously, but for clarification, these 

are two of the ways. There could be others, 

but those were the two that I recalled at this 

time. 

3 least in my mind, that although you say there may be 

4 others, you don't know what they are, at least as 

5 you sit here now? 

6 A I do not recall anything else. 

7 MR. GILLIGAN: All right. That's all, 

8 subject to our position about holding the 

9 

10 

11 

12 

deposition open, as we discussed before. 

MS. HANLEY COOK: Right. And mine as 

well. 

MR. GILLIGAN: Yes. 

9 

10 

11 

12 

13 Other people at the foundation might know other 13 (Signature having not been discussed, the 

14 ways or other instances or examples, and there might 14 deposition of Michelle S. Paulson was concluded at 

15 be more infonnation in the documents. As you state.c 15 5:33 p.m.) 

16 earlier, there's quite a lot of them. 16 

17 MS. HANLEY COOK: And then we can go o fl 7 

18 

19 

20 

21 

22 

the record. I had need to take a quick break, 18 

holding this open five minutes to check 19 

1 

2 

3 

4 

5 

6 

7 

something. And then I'll come back on the 

record, if that's okay? 

MR. GILLIGAN: Okay. 

Page 179 

(A brief recess was taken). 

MS. HANLEY COOK: I have no fmiher 

questions. 

MR. GILLIGAN: Just one question on 

redirect. And you may have already said this, 

but I don't recall. And, so, I just want to be 

sure. 

20 

21 

22 

Page 181 

I CERTIFICATE OF SHORTHAND REPORTER- NOTARY PUBLIC 

2 I, Sheri D Smith, Registered Professional 

3 Reporter, the officer before whom the foregoing 

4 deposition was taken, do hereby certify that the 

S foregoing transcript is a true and correct record 

6 the testimony given; that said testimony was taken 

7 by me stenographically and thereafter reduced to 

8 EXAMINATION 8 typewriting under my direction and that I am neither 

9 BY MR. GILLIGAN: 9 counselfor, relatedto,noremployedbyanyof the 

10 Q So, Ms. Paulson, you were asked on 10 parties to this case and have no interest, financial 

11 redirect by Wikimedia's counsel, whether there were 11 or otherwise, in its outcome 

12 perhaps other ways that the two of you had testified 12 rn WITNESS WHEREOF, I have hereunto set my 

13 to that Wikimedia might still have some HTTP 13 handandaffixedmynotarial seal this 19th day of 

14 traffic, not withstanding it having transitioned to 14 April, 2018 

15 HTTPS by default. IS MycommissionexpiresNovember4,2020 

16 And as I recall, you said it's possible there 16 

17 are other ways that might happen, other than the two 1; 

18 you testified to; is that coITect? 

19 A As far as I can recall, I thought that I 

20 said that these were two that I remember. There 

21 could be others. It might have been worded 

22 differently. But, yeah, I think that's it. 

18 REGISTERED PROFESSIONAL REPORTER 

19 NOTARY PUBLIC FOR THE STATE OF MARYLAND 

20 

2 1 

22 
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GOVERNMENT 

EXHl~-P' 
9- 13 -1 

COMMUN I TY WIKIPEOIA 

SHARE 

FOUHOATION, LEGAL, PLATFORM iNGINEERINO, t£CHNOLOQY . WIKIPEDIA 

Securing access to Wikimedia sites with HITPS 
Ry Yan• Wdinclfl• 

Vicloria Ral-a11t"bl-)·, Wikimedia Foundalion 

Br◄m<lon Blu<'k, Wi.ldmec:lia Found.ttioo 

.h1ne 12lh. 2015 

The Wikimedia Foundation is happy to announce that we are implementing HTTPS to 
encrypt all traffic on Wikimedia sites. With this change, nearly half a billion monthly 
visitors on Wikipedia and its sister projects will be able to share in the world's 
knowledge more securely. 

T o be lruly free. access lo knCMlfedge must be secure and uncensored Al the Wikimedia Foundalion, we 

believe that you should be able to use Wikipedla and the Wikimedia stes without sacrifici ng privacy°' 

safety 

Today, we're happy to announce that we are in the process of implementing HTTP$ to encrypt allWikimedia 

traffic We will also use HTTP Strict Transpcrt Security (1-1-STS) to protect against efforts to 'break' HTTPS and 

intercept traffic With this change, the nearly haW a billion people who rely on Wikipedia and its sister projects 

every month wil be able to share in the world's knowledge more securely 

The HTTP$ protocol creates on encrypted connection between your computer and Wikimedia slt8$ to ensure the 

security andinlegrity of data you transmit Encryption makes it more difficult for governments and other lhird 

parties lo monilor your traffic It also makes it harder fO( l nlernet Service Providers (ISPs) to censor access lo 

specific Wlklpedla articles and other Information 

HTTPS is not new to Wikimedia sites Since 2011, we have been working on establishing lhe infrastructure and 

technical requirements. and understanding the policy and community implications of HTTPS for all Wlklmedla 

traffic, with the uftimate goal o f making ii available to•• users In fact, for the past four years, Wikimedia users 

could access our sites with HTTPS manually, through HTTPS Everywhere. and when d irected to oursltes from 

major search engines. Additionally, au logged in users have been accessing via HTTPS since 2013 

https://blog.wikimedia.org/2015/06/12/securing-wikimedia-sites-with-https/ 

TECHNOLOGY 

OET CONNECTED (i) {ff3 ' ~ ) (~ 

GET OUR EMAIL UPDATES 

I Your email address 

Subscribe 

MEET OUR COMMUNITY .. 
~ 
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:,1!0=1Be l1istory and lleritagc 
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cngcli /1(llcn devam cdiyor 

Vil<ipedi'nrn !Om dil sOrOmleri, Nisan ayinr 

New mot1lhly du.ta.set shou,s w 
pooplefall into Wikipedia rabl 
/1olcs 
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ARCHIVES 

FEBRUARY 2018 

JANUARY 2018 
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OVGr the last few years, lncreaSlng concerns about go-;emmenl surveillance prompted members of the 

Wikimedia comrronlty to push for more b<oad protection through HTTP$ "'fe ag'8ed, and made lhis transition a 

prio<ity for our policy and •ngin..,ring t8"ms 

We believe encry'ptJon makos the web strt>ngec for everyon• In a wor1d whero mass surveillance has become a 
serious thceat lo ,nt&llectual lreedom, secure connections are essential for prolecling users around the world 

Without enctypbon, governments can more easily surveil senSitNe Inrorma11on, creating a chilling elfect, and 

detelTing pacticipatlon, or in extreme cases they can Isolate or discipline citizens, Accounts may al$o be hr,acked, 

pages may be censored. other security flaws couki expose sensitive user rnforrnaUon and commun1Cations 

~cause of these c,rcumstances, we believe that the ~me for HTTPS for all Wikimedia tra1fic is n<M We 

ericourage others to join us as we move forward wittl this commiImen1 

Th• tochnlcal challenges of migrating to HTTPS 

HTTPS migrabo<l for one of the wortcf's most popular websites can be complicat•d For us, this process began 

years ago and involved teams from across the Wiklmecfla Foundation. Our engineering team has been driving 

this IJ'anSltlon. won<ing hard to Improve our srtes' HTTPS performance, prepare our Infrastructure to handle the 

transition, and ultimately manage the implemeotatlon 

Our li'st stePS involved impro111ng our infrastructure and code base so we could suppon HTTPS We also 

s,gnlficantty expanded and updated our server hardware Since we don't employ third party content dellvory 

systems, we had 10 manage this proce&S for our entire infrastructure stack in-house 

HTTP$ may also have performance lmpllcalions for users. particularly our many users occesslng Wikimedia 

sites from countries or networks with poor tecllnical infrastructure We've been carefully calibrating our HTTPS 

conligul3tion to minimize negative impacts celaled to latency, page load times. and user e,cperience l his was an 

teretlve process thal relied on indUstry standards, a large amount of testing, and our own experience running tho 

Wlkimedia sites 

Throughout this process, we have careru11y considered how HTTPS affects all or our uS81S People around the 

world accoss V\11kimedia sites from a diversrty of devicos, with varying levels of conneotivity and freedom of 

r,formation Although we have optimized the expenence as much as possible with this challenge in mind. this 

change could affect access for some Wikimedia traffic in certain parts of the world 

In the last year leading up to this roll,ou~ we'-;e ramped up our testing and optimization efforts to make sure our 

srtes and infrastructure can support this migration Our focus is now on completing the implementation of HTTPS 

and HSTS for all Wlkimedia sctes We look fo<Ward to sharing a more detailed account of this unique engineering 

ac:complishmenl once w.i're through lhe ful transition 

Today, we are happy to &art the final steps of this tr• n&ltlon. and we expect complaUon within a couple of weeks. 

Ya11a Wellnder, Senior Legal Coun~( Wikimedia Foundaf/on 

Victoria Baranelsky, Legal Counsel, Wil<imec/18 Foun<1af/on 

Brandon Black, Operations EJ1Qin-. Wikimedla Foundafion 

40 Comments on Securing access to Wikimedia sites with 
HTTPS 

Ultyyy 7 montlls 

How do I manually force unenccypted access on an old mobile browser that does not support HTTPS? 

I have not> that 's failing to access en m wlkipedi& org, apparently because of this, and I see no solution 

hece 

Any magic "en insecure wiklpecb org"? 

https:/ lb I og. wi ki media.org/201 5/06/12/ securi ng-wi ki medi a-sites-wi th-https/ 

Page 2 of7 

DECEMBER 2017 

NOVEMBER 2017 

OCTOBER 2017 

OLDER POSTS 1Jl 

WORK AT WIK tMl!OIA 

work with the foundation that supports W 

and cts sister pro)cels around the world P 

and join us 

2/14/2018 
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Frushi 8 months 

HTTPS is a 'must have· in present Internet When Googe said it'• gonna take a closer look for a mbsite 

that donl use SSL ij become clear that even websites which don't need them (beeause they don't have 

any secure infomation) wlM have to go to HTTPS from old http. 

Tom 1 year 

Following the huge fail of the french ISP Orange redirecting wikipedia fr an<! others, why wikiped1a rr is not 

protect with hltpslHSTS ? 

http.,/Www theregister co uk/2016/10/18/orange_ blows_ up_french_gov _ webs le/ 

ban 

Google usually has an alternate (cacho) for oach wiki link. 

I just use these cache pages_ 

Share 

Rodion 

1 year 

2 years 

I also want there is a way to use wikipeoia with plain HTTP if neces5"ry. Currentiy there is a stupid debate 

between our government •nd local wiki representatives (I could not decide which of them ,s more stupid, 

I'm sorry) about restricting access to certain pages (about drugs) Providers can do this for single page if It 

is accesse<! with HTTP, but they need to deny access to Whole website ii It is accessedVTa HTTPS 

So It would be good ifwe have some fallback, pelhaps with banner explaining "all horrible consequences" 

of reading wiki In plain HTTP In my personal opinion being super-obsessed with security measures may 

sometimes create unwanted problems to other people·( 

Creg 

Flo saJd 

3 years 

"Concerning p,t,.,acy: When you browse Wikfpedia the URL& contain the topic you are reading thus any 

sniffer can track what you are currenly reading Only the •contents• is encrypted. but the contents is 

visible by anybody anyway (in contras! to the content of my bank accounti • 

False The root domain (wiklpedla org) can be Inferred from the IP address of the server dlJMng the 

TCP/IP request but the complete URL and exact page you're reading cannot 

Read the article on https. 

Shatt 

Flo 

Is there •any• way to use Wikipedia "without" https? 

3 years 

I have an old device ...,t,ich Is not capable of using https. And please don't tell me to buy new hardware or 

software. 

So please offer a possiblity to read Vl/ikipecia -Without· forced hllpslll! 

BTW: I cannot follow the reasons to •enforce" https: 

Conc<>rning privacy: IAAlen you browse Wikipecia lh<> URLs contain th& topic you are reading (e.g: 

https://bl og.wikimedia.org/2015/06/12/securing-wiki media-sites-with-https/ 

Page 3 of7 
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https://en.wikipedia.0<g/1Niki/CMAC) thus any sniffer can track what you are currenly read ng Only the 

•contents• Is encrypte<I, but the contents is visible 1)11 anybody anyway (on comrest to the content or my 

bank account) 

Conceining "integrity of data•: nobody will guarantee that the content of Wikipedia is accurate because 

everybody can contnbute to it Thus I do no! "fully• rely to anylhilg I read in Wlklpedia 

-· 
omllm 3 years 

Great step for sure, actually, in digital world https Is more imperatiV8 

GarySmAh 3 years 

All the points are explained very clearly, Great source of inroonation Thanks for en-lighting us with your 

knov.ledge, ~ is helpful ror many or u• 

Sports Fan Slan 3years 

All well and good to force everyone 10 use https Would tt be too much to a&I< 10 employ a real SSL 

certifteate that doesn't rely on a wldcard At presenl we can't even use Wiklpedia anymo,e because we 
can't trust !he website Uggghhh •. 

astrodevamm 3 years 

Very good step indeed, n fact. In cyber wMd https is more important because of security issues Know a 

days usors check website also !hey check that mbsile https not If !hey found https is not they ci,ok on cut 

button and skip rrom website ... 

P\Jshpendnl Pal 3 years 

Great move team. Web Is becoming a tool for govemments end enforcement agencies to survelUance on 

citizens SSL llelps website vis~ors to send and receive encrypted data. 

I also want to move my website htlP:J/careerveflclor com from HTTP to HTTPS I am fearing about loosing 

traffic, backlink and ranking Can anyone pease suggest a way tor proper migration 

astrodevamm 3years 

Very good step indeed, in ract, in cyber world http,; s more important because of security issues Know a 

days users check website also they check that website https not II they round https is not they ci ck on cut 

button and skip trom website . 

.. .,. 
Ron 3 years 

> There are lwo reasons someone might ask for any form of downgrade or opt-out 10 be permitted: 

https:/ /blog. wi kimedi a.org/2015/06/12/securing-wikimedia-sites-with-https/ 
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Make thal lhrae reasons. 

I run in 00S. and I like to keep the functionality of Arachne, 

Yes, I also run Links, ElinkS and Lynx In DOS, bot Arachne Is more versaUle than al or 1nem - except tor 
a lack of SSL 

uo98 3 years 

I 'rea11y· want the ability to connect wltllout HTTPS I want to avoid lhO overhead required by HTTPS 

please. 

Mat2 3 years 

"Because then a man in the middle can replace anyone's user agent details with another user agent. and 

bingo, nobody any tonger has any encryption at all tnvisltly and undetectably " 

Such an attack Is already possible with tools such as sslstrlp Therefore user-agent sniffing doesn't 

decr&ase sacunty for other users out there: It will make Ure easier neither for criminals nor for companies 

that want to monttor traffic 

Wlklpedla IS going 10 use HSTS and add itseW to HSTS pretoad lists in brcwsers: 11181 will block 

downgrade to HTTP for new brow.sers 

·upgrading from IE6 lo a secure browser is entirely posslble for every single user on the planet. There is 

no sane reason for anyone. any'Mlere, to use an Insecure browser • 

Not every computer user can do this, unfortunately 

Google make$ sure that IE6 st.i works: 

hllps:/lwww ssnabs.com/sshsVanalyz& html?d=google com&s=74 125 239 968.hldeR&Sults=on 

Wiklpedla Is such an important site on the Internet 

dewlmorgan 3 years 

"Wouldn't ii be possible to add some user-agent snllling" NOi No It would not Because tllen a man In the 

middle oan replace anyone's user agent details with another user agent and bingo, nobody any longer 

has any encryption at all. Invisibly and undetootably. Why would Wikimedia hand attackers such a gift on a 

plate? 

Upgrading from IE6 to a secure browser is entirely possible for every single user on the plaoet There IS 

no sane reason for anyone. anywhere, to use an insecure browser The very '-NOrst smartphone and 

smartwatch in the world can browse securely Even Lynx can h811dle secure browsing, and that's been 

ported to just about everything 

There are two reasons someone might ask for any fonm of downgrede « opt-out to be pennitled: 1) they 

are grievously uninfonned: o, 2) they are maliciously requesting the downgrade on behatt of some 

organization which wants a MltM attack to work. 

one wonders now many of each group Is commenung here 

Mat2 

Now al IES users will be cut off rrom using Wikipedia: 

httpsJ/www ssllabs.com/ss1test/analy2e html?d=en.wiklpedia org 

Wouldn't It be possible to add some user-agent sniffing so that these browsers coutd S1lll access 

WlkiPGdia? They are usual y us&d by poorer peopl&. 

3 years 

https:/ /bl og.wikimedia.org/2015/06/12/securing-wikimedia-sites-with-https/ 
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Ron Clance lyears 

> 'Mly now adding a SSL/TLS suppon to that browser Instead, Is tnis realy something very hard to do, or 

;ust not a priority? 

Adding SSL to Arachno would bo wondorl\Ji, ond we wlSh we could. But , we have a lack of suitably 

skilled coders IMtn an interest In 00S browsers, and Arachne in particular. 

Any volunteers ? 

Sh•• 

dewimorgan 

@Glenn MoCor1<1e and Ron Clarke: 

"Ron & I are active developers of DOS Arachne• 

This ship has sailed 

Every single gov domain wil b8 HTTPS-only by next year. Many already are 

3 years 

For acti>,e developers of web browsers which donl suppon HTTPS, imp!omonting it should have been tho 

number one priority for the last tow years, because other browsers - even olher command-line brw,sers 

that can run on legacy hara.ware - suppon it just fine Like an FTP program v.ilhout FTPS or SFTP, or an 

ema,1 program WitllOut STARTTLS, youl lose market share and relevanoe 

Oh, and 1Pv6 URLs are a thing now, too 

MORE CO~EJITS 

Comments are closed. 

\I.JIKIMBD(A f'IQ UUOATt OH 

Page 6 of7 

lhe Wldmedla Founc:tatlcn. inc is a ncnprofit Charitable Of1lanctellan deocated to er,CXUllQin9 the """111, developmenl and dlsmbulion or rree, 
n"<Jlblinguel C011tent and to provicling the lull oontent d 11\-wi<i-based prqects to the publ<: rroe or chafllO Gol lr1VOIV£!1 I ~!l9..l! 

Wll(IM!OIA PROJecn 

Tr.e Wklme<la Found8110l operates some of '1e lergffl <OI etJoralvely edllOO relorenoe 

p~sinllewcrld 

WIKIOATA WIKINiW"t 

wuuveftSl'fl' 

MIOlAWU<I 

WIKIQUOTlii 

WIKIVOY.l'Oi 

~lt(lft00K8 

Wlt(l90UltCE 

WU(lt.t.«OIA MOVeMe'Nt .. ,,1L.1A Tl!& 

The Wldmedia prqects have an inl«netk:nel scope, and tie Wk)medla movemffl he 

already made• significant impact 11\~i Ille ,;orld To coolinue this success an a 
or90,.,.5ona! level, lflll<lmed,e IS Dlli"ng an lotemoOonol n...,.or1< of assoclatoel 

organizations. 

V.i>:I Mt!CII. CttAPr!tRS THEMATIC OA.GANllA110N-S wuo .. eo1A useft CfltOUl"S 

This wort< is I"""'"" under • Owinve Commcns Affiibutoo 3 0 U'lported Noense Some me gos under a) 8Y-5A 
Reed our Terms ol Use 111d Prtvocy policy I Powered byW><dPn,ss can VIP 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

                                     
      ) 
WIKIMEDIA FOUNDATION,  ) 
      ) 
  Plaintiff,   )   
      ) Civil Action No. 1:15-cv-00662-TSE 
 v.      ) 
           )  
NATIONAL SECURITY AGENCY, et al., ) 
      ) 
  Defendants.   ) 
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Wikipedia:Village pump (technical)/Archive 138 - Wikipedia 

WIKIPEDIA 

Wildpedia: Village pump (technical)/ Archive 138 
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GOVERNMENT 
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'1 - /.3 IY 

This page contains discussions that havo boon archived from Villoge pump l}echnlcal) . Please do not edit 1he CQn!ents of this page. If you wish to revive 
any of these discussions. erther start (htt.ps://en.wikipedia .. org/w/index.php?tille=Wlkipedia;Vlllage__p_µmp (technical)&;iction"edil&sectlon=new) a new 
thread or use the talk page associated with that topic. 
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Artlcle creation Improvements by WMF 

Tablt formatting ~IS1_of_mayora_of_Bromen 

Navboxes In mobile 
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Uoago 
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Move shown twice 
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Wiklpedla File Upload Wizard (Fair use flies) 

Search page meddllng 
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edit count language 
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Default edit summary 
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ettedol templates 

Reading Non-acsll characttra via mwcllent 

Sorting search results 

English Wlklpe<lla IS extromoly Slow 

Filo upload problem 

Cttatlon now spam 

What Just happened to the watchllst? 
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Main page on mobile 

AnnotaUon1 In &mall Imagos 
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What does a Heatthy Community look like to you? 
Wt,y get involved? 

More information 

Moaule:Cltatlon/CS1 incorrectly adding pages using edition•n,vlsed 10 tracking .,.,,egory 

Citations aro mlrd 

st81s.grok.se broken yet again? 
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No Firefox favicon for section redirect 
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J soe no )l(I_ favicon in Firefox 39 o tabs for redirects to section», for exam pk> ~ and others tested in 9)!!'.ll.'!.'lcR,,dl,·!!£~rlio~ and tho five other la~ U.ted the"' I • .., 
the favioon in~i.!e!!I! In IE, Chrome, Saferi and Opera. In Firefox I sec the favloon forSpm1Ulo."1 J>g (direot Unk to the page) orul ~ (redlrect to the page but D<lt to ueclion). Do 

others he.vo the Firofox 1 .. ue? P.£!_1pcl-lu111Jt1· (talk) 0<>:26,3July 2015 (UrC) 
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I coutlnit see It for the Wjkl seam page in 38.0.5. But then when I went to verify the version number, the browser auto-updated to 39.0 and now that 
pagedoos show a favleon. Regards, ORANGE SUEOl:SOFA ~ 02:45, 3 July2015 (UTC) 

Are you still on the page saying "(Redirected from Wikl spam)" when you see the favicon in 39.0? We use url redirection now so If the page is 
reloaded thon you get the 10direct targetseamdel<lng#Wlkl s,eam where I do see the favicon and no "Redirected from•. PrlmeHunter ~ 
02:51. 3 July 2015 (UTC) 

Y ""'• I soothe favlcon on tho "Rodiroated from .. ." page. When l reload ·the page, Iha "Redirected from ... " dlsaf>pears as expected and the 
favicon remains. 0RN1GE SUEOE SOFA (!!!!9 03:04, 3 July 2015 (UTC) 

Thanks. lf others arenl missing the lavtcon then I'm not filing it in Phabricator. ~.!!': (.~} 09:55, 3 July 2015 (UTC} 

AutoEd 
Requesting Volunteers to corTett my AuotoEd p,ge 

~n wikiriod in t•ro/wJklll t,vr:Sibtec &l11lurai!f-9;lllJUf'ult 

According to thiJJ imtruction 

JJ.tjps;//en .. )!!J!!L1cdln.urp}wik1/Wik11>¢in·A11rot(l,,tnstaji,boo Jlm1o 

@Silver Samurai: What you've dona looks fine to me. Are you not seeing the ·auto ed" item In the 'More" dropdown menu? - Mr. Stradivarius !l!!!I.! 
06:17, 3 July 2015 (UTC} 

User:Mr. Stredlveriusl am eeeing ifnowo-~ ~06:41, 3 July 2015 (UTC) 

Help with css 
So todey I flnolly etartnd~ I've never done that b•Fon, beoouoe I fo.nd '"' very confusing 

Here's what I'm trying to do: hide certain template~ I ~ some c... from Tcmplntoc Hun101'1doo, though I don't want to hide tho .. templot.,.s In puticuw I !!!li!a one I did w81lt to 

hide, whfoh didn't work, and upon lookmg at the template codes I further edited it to !!:!!!, It still didn't work,"° I removed all code (because it might compromise my ac<ount, boogo· 

booga ) So, 6'\)'0ne know why this is happening? b nmJ.'.l~mll 13'43, 3July2015 (lTfC) 

~rnan235: I think your problem is that you need a comma after all but the last class selector <:(ooJre missing one after .Otnbox- hwnorantipolicy). 
That CSS code Is essenUally looking for a not- a-forum box lrJSlde a hurnorontipolicy box, which won't exist Adding the missing comma should so11/e 
your problem. i--j:,.!!J!~ 14:27, 3 July 2015 (UTC) 

Hahal Br!Uiant. I missed the comma. It works now. Eman235/ t•lk 15:09, 3 July 2015 (UTC} 

Watchlist announcements leaving a gap 
Sin"' 8 few hourt ago, there'• 8 signltor.ant vertic8l g,p left b,tw,.an tho lino oontolnlng ' 'Clear the wotehlist" and lhe "You 1-• n ""3"" on yo,., wNchlist " line NI that with dismluod 

announoomcntB and "Mor~ all pogea.., visited' button hidden with aom• custom JavaScript /\J1y clu88? It u>od to be all neat and tidy - l&!.l.m.l!l <mill I tru:l!J.!lw 04:54, 2 July2015 (trrC) 

Fixed, toore were a couple of wal<:hlfol notices that had expired today. Sam Walton ~ 14:08, 2 July 2015 (UTC} 

Watchlist legend 

• 'Mlile we're on tho subject, could oomeono update tho walc:hlist Le(IMd so we mortals will knOYol what the circles and arrOYol and bullets and eolors mean? And BlW, I've bNn 
mcW\lng to ask for Somo time (though I hav,'"'l seen lhls in a wt!ek or two): ch•nged-slnce-rny-lasl,vlal artl<res usually show up In a deep bold bluo. but scmeooes one or lwo up 
thorn a re in a sortofgruylsh blue. Anyone wont to explain (or, again, up<jate tile 1098fld)? e!;/2S (!!!!914:18, 2 July 2015 (UTC) 
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@Samwalton9: Thank you! - Oslmlc ~I contribs) 20:30, 2 July 2015 (UTC) 
@EEn9: .Am, I'm a bit confuseifa:lrioe no Suohllwgs (circlos, orrows and difforent shades of blue) on my watchllst. Out of curiosity, which 
watohlist-related options are enabled In ,your preferences? Oh, and I have some custom CSS forcing bold page names for modWied watchlist 
entrias. - Dsimic ~ I~) 20:35, 2 July 2015 (UTC) 

At Preferences > Gadgets I've got these two checl(ed: 

• 01$play gr eon cola pal bl& arrows and green bullets for changed pag,e,r. in yciur Watch list. History and Recent changH 
• Display page• on yo..- watc~Hst that have ~ anged snce your last ml in bOld 

Sometimes they're green and sometimes they're blue, and now there are tittle green bullets sometimes. It's aO very entertaining. EE!!.ll 
(!!!!!9 21 :11, 2 July 2015 (UTC) 

Whafs evan more confusing, I also have those two options checked, and really haven't seen any fancy watct,tst l~conslst&ncy•. 
Which slltn d:> you use'? I'm using the default Vector skin, while viewing everything in Firefox.-~-~ I contribn) 21:20, 2 July 
2015 (UTC) 

Vector, Chrome Oust checked in IE 11 and ifs the same). EEng (talk) 21 :35, 2 July 2015 (UTC) 

Thanks. Hopefully others will use all this as debugging information. - Dsimic (!!!£ I contribs) 03:15, 3 July 2015 (UTC) 

You'U see collapsible Items (the arrows) when you have the ertlanced watchlist enabled. -- I !User: &dokterl I t 1ta1>:11 
20:41. 3 July2015 (UTC) -

Green indicates pages you haven't visited yet sinco they were updated (which is also explained at the top of your watchlist). An 
arrow lndlcates a collapsed Item, which you can expand. -- r 1usor:BdokterJ J I tlllll l 20:41 , 3 July 2015 (UTC) 

Llst of contributors 
I reoert:ly mad• a)lOJltto Im ho!p wk asking "is thcreoneaoy Wll// to get. lJotof alltheuoen (and ]Po) that have contributed to article X, e.nd maybe even llrtthem in order of number of 

edits to the pagor and I woe din,cted here. I thinl< there', an xTools p<ige (fa) (hllpo: (/luolLwmJlnb!tol:g/xloob-arti,1luinro/ualws,pbp?8d,mg-on."<w,kl~wiklpodj•ll that's ouppoted to 

oooompU.h this but it doesn't work for me. I need the tM fairly soon becawo the page (!,)I Cl\ ..,-Je,)) Is up for deletion and the page hlstory II o bit long to !IP through marm.Uy. 

- Uilorv, .. ~ 22:011 3 July 2015 (UTC) 

You could use the APl's proe5ontrlbUtors. AnomieX 23:24, 3 July 2015 (UTC) 

Thank you very much. - Bllorv1111jc)!.Wl 07:48, 4 July 2015 (VTC) 

Problem on WP:AFD 
Th• pege ID!.ill:\lclc• [l!f 5!elot~!!, w been vandalised ,oemehow, 1'h< problem is in mmplat,o I {Pyk{lon debotes}), but I hav«>'t b .. n abtt to pin it down any l\1rthar, ~ ~ 14: 19, 

4 July 2015 (UTC) 

Investigating. Jo-Jo Eumer1:1~ (!!!!) 14:22, 4 July 2015 (UTC) 
If you were soelng a lor.90 red screen with the text "nice meme• , that was added by j20.50.54.81 f!l!!IS • f2!!1rlbs • WHOIS 
~;/ tools.wmflabs.or mslgatewarnfll.ookup=true&Jp=12Q,?().54.81)) to ~ule:Q~!!!illl- The module was subsequentty added to a number of 
templates by Keastes ~ • coritrlbs). Everything has now been reverted •. ~!cl. (~} 14;23, 4 July 2015 (UTC) 

Looks Ike Keastes Is back In control of their aGco dia:A.dministrators% 
27 notlceboard/lnci · 

revision history statistics .. link" 
this has been down for• ~OJ')' long lime,(ita importaut for articlu like Oy,kocia, Ebola/w08tAfrica.. ) ill there any idea when it will be worhng? thank you-.0..1iut™'18Jt.(.!!!!0 22: 12, 4 July 

2015(lITC) 

The wholo xtools suite appears to be in a state of flux. The basic problem is that tho people who made it are no longer active. Per the recent watchDst 
notice, some are trying to assemble a new team to rewrite it from scratch. But it is not clear whether they will suce<ied or how long that would take. 
Out of curiosity, what statistics specffically are you looking for7-Andors Foder ~ 05:16, 5 July 2015 (UTC) 

dyslexia article ... 1 edtts per user ... 2. bytes added per user...Oz:zie10aaaa (!!!!!,) 11 :56, 5 July 2015 (UTC) 

There's an alternate tool available hero (http://vs.aka-onllne.do/cg~bilWlpPa9ehiststat.pl}. -- Diannaa (!!!.!!9 15:40, 5 July 2015 (UTC) 

Should I raise a bug for this error? 
ciutabu.se error 
Prom Wikipedia, the free encyelcpedla 
• JavNeript-enhanc.ed eontr1buliona lookup 0.2 en,,bled You mAy •nlllr a CIOR range or OllP•nd an asboritk todo • p,,,fix search. 

A dotob- query error ha., occurred Thi$ mey Indicate o bug in the software 

Funetlon: lndoxPaaedi,,JldQu,uylnfo (eont:rtbutloos PIii• frl:er6d for nameopaee or RevlalonOoteted edits) 

Error: 2013 Loal OOfUXlctlon lo lllySQL >erver dwing quecy (10 6432-25) 

All the bat: !Ji!!bfE.c,J.ibroogii, 19:.7, 28Jw, .. 015 (UTC} 
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First or all. steps to reproduoe would be welcome so someone else could try to seo that error too. :) --AKlappor {WMF) <!!!!!) 08:51, 29 June 2015 
(UTC) 

Search my contrlbs with namaspace 'Module• or "Medlawll<i" if this fails to provoke an error (due to caching) try another rarely (or never?) edited 
namespooe, or an.other user with many edits such as UsenKoavf. 
All the best: Rich Farmbrough_, 15:54, 29 Jun» 2015 (UTC) 

It's slow, but work& for m_o, for o,am~me.diexLwhich gave 'No challg8S-1'1er.e-fou11d-111atclli11Q-tbese-clitefla.:.-On.a-cor:r.ectn¥---------
looking page without error messages. PrlmeHunter (!!!!!!) 16:06, 29 June 2015 (UTC) 

I'm not surprised, tho second time I did it with •Module" it worked, though whether this is a result of smart caching or variance in 
database load I caMOt tell. Nonetheless I would think that the software could deal with these queries, e~her by chunking or 
increasing the timeout. All the best: Rich Farmb1V1Jgh, 22:42, 29 .June 2015 (UTq 

Here's another one: 

• tiltp&cl/oo,wikipedla.~rnM/ind(!J(.php?tlll":'§poolaJ%3A\!','lialllnlc5H1Yo&llmita:5000&largot:Terrip!ale%3ACOIUL&nanpsl"'cc=~S.llW8r\=1 

All the best: Rich Fsrmbrough, 20:21, 5 July 2015 (UTC). 

IR parameter for magic words 
{(PAGESJNCA:l'EGORYll'eatured erticl .. lR)} should Iii"" the number without commas. Slr•ng•b, 11,Ja Is not working• 5209 As,yone know why? All the best: Rich l'a,ml..,,•q/1 , ,s,5,. 29 

Jun• aOl.$ (VTC) 

Yoursynta)( calls Templata:PAGESINCATEGORY which hasn't implemented R. The magic word is 11 PAG~SINCA'rllCORv : r<>atured art.ic1 .. 1 Rl I 
whlchglv.es 5209. Prin,aHun1er @!19 15:55, 29 June 2015 (UTC) 

Thanks, template fixed. All the best: Rief? Fsrmb1t1ugh, 22:39. 29 June 2015 (UTC} 

mw:Help:Maglc W,rds#Statlstle_ shows sevoral possible values of a second parameter, and if o.thers than Rare used then R can be a 
tlilid parameter.Tyou wanHlia template to be ,imilar to the magic word then you could just pas1> everything on with 111 r211 1111 t 13 11 J 1. 
It appears the magic word just ignores the extra parameters if they are empty. f.11meHunter ~ 23:09, 29 June 2015 (UTC) 

Thanks, good idea, done (and In other languages). All the best: Rich FBrmbroug/1, 20:21. 5 July 2015 (LITC) 

Percent encoding 
r noticed 10me strang,e percent encoding, e,-ery time an IP made a mobile edit, ref naines were galtlng another layer of9' enccding ~ r~J {hl!Mi/lon .. wllclpadiJ:Lotg/w/•ndox..pl1p? 
tit lc=Mnrlon~aC,OlUoSd;)-p,• nwWoo&d1Jl'~61i@to,,z~&oldld::!J§sr,o,;o!!/ll ls this a known bug. or a one off glitch we can ignore? All the best: [1ic1, Fonnbro!!al!, ,&.5,. 5July 2015 (UTC) 

Most of those user's edits are not tagged mobile. And the one that is, doesn1 show this probklm. I'm guessing that the user's browser has an 
extension that Is buggered up by installed extensions or something. - ::!!!!Q:! ~ • contrlbs) 19:58. 5 July 2015 (UTC) 

Looks more like vandalism to me. The IP labelled that edit as "fixed the page•. The IP has been blocked by the way. Tvx1 20:08, 5 July 2015 
(UTC) -

The substantive edits seem ok. The IP was blocked as an open proxy, thanks for pointing the block out All the best: Rich Farmbrour/1, 
20:17, 5 July 2015 (UTC) 

I auumed they had overridden the tag • I gu~ that canl be done? Perhaps they were tlylng not to make that problem. Anyway its something 
to watch out for. All the best: Rich Fo.rmbro'f'ih, 20:17. 5 July 2016 (UTC) 

Conversion to PDF 
A rood or roportod problem• converting two article• to PDF. I Just tried each of them and can oonfbm the 8'l)Qo problem. In eoch oosc I received the following cnor. 

Status, Bundling procel8 died with non"'° code: t 

Tho ftrtlcleo, 

• Jacobean era 
• ,&1imiim 

•• § f'l-llYIBlxl< ([A\,ll! tS:43, 3 July 2015 (UTC) 

This is filed as T104706 (https:l/phabrlcator,Wikimedia.org[f104708). HTH, ·•Elltre (WMF} (~ 16:03, 3 July 2015 (UTC) 
WMF ops found the cause of the problem, I've deployed the ftx and it ail seoms better now. -~ ~-,....,i,,117:18. 3 July 2015 (UTC) 

Another email wee sent to OTRS roportina problemt with PDF re.ndorinp. The two erti.de1 mentioned wore: 

• ~ • Status: Rendering process <!ied v.!th non zero codo: 1 
• Twelle Olyrnp1am, -Status: I LaTeX Eno,: Something's wrong..perhaps a missing \item 

I Md hoped to ,._.pond that the problem ho, been resolved but I tried both oflhe .. and both railed I ploced the error mess•ge 811.er the ftrllcl• namo -- 5 P HILilRIOK ITAi.JO 14:23, 4 July 
20,s(l!fC) 

@Sphilbrlck: Those articles seem to have different orror messages? "Poseidon• says •Rendering process died w~h non zero code: 1• which is 
p/lab:T9~08. ' Twelve Olympians• says •status: I LaTeX Error: Something's wrong--perhaps a missing \item.• which welcomes a bug repo{t. 
- (',JS!eeper {V\IMF) (!!!!!) 08:26, 6 July 2015 (UTC) 

Good catch, I glossed over the single word difference in tho error message. This means that the prior problem, which is reported solved, is 
solved and this is a different issue. You identifiod tho bug report for the first error. Tho second ono does generate a different error. II has already 
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r8i!d been reported as 18e890 ~htwr/fphabricator.wlkimedi?.Or /T88690 . 1hat report talks about a problem working wltn ooUections. I added 
ttilsspecific instence to show that l canbo gon~ra e w as no o artlc e,-· s PHtL!lR1c1< !TAU<) 13:27, 6 July 2015 (UTC) 

Tech News: 2015-28 
i...te,t~ from tho Wikunedia technical oommuruty. Ple4se teU other wero about th..., change• Not all chongoo wUl affect you 'froruilAUo,,. are available. 

Recent changes 

• On the mobile sil&, you now see more informalion vA>on you search for• page. tt naw shaNs the description from Yl.lkidm L:il (httpa:llphabrleator.wlkimodla.0<(l'T9A7131 

Problem• 

• The oode of long pages Is not ool«ed any more Yoo moy se<> thia problem on ttio pages of long gadgots Ml (hltps11phabr"':!110f•wlkimedla.orplT104"109) 

Changea thla week 

• The newvelSlo....n or Me<laWlki,.;11 be on test wlkis and MediaWikLorg from July 7 It v.;1 be on non-\Mkipedia ,.;kis from July 8, ltwUI be on all \Mkipediaofrom July g (calendar), 
, Th~ ••p~ge mtormalion" tool ahow,, how "'""Y ....,,swatoh tt,c.page Yoo ean nowse<t how many are actwe, .~J!it1p!;:llllsts,wlkimo<fi,o.0!91plpenml½,,,ldlech-ambaS&adas/,!015-

July!Q01 205,hlm9 (6] (https1/phw@atll!,'l)!!!!!n•~la.o,pff515Q8) 
• You can now translate article• int,:, English with the newtransletial tool 0.l!l!!P.S:llphabrlcator.v,;kimodi•.org(f94123) 

Meetlnp 

, YoucenJoln tho nl!let meellng v.iih tho Editill9 ieam, O,,rlng tho millltin.Q, you can toll devoloperswhlch bogs l!ro _tllO most important Tho meotingwiD be on Jul( 7at 19:00 (lJTC) 
(bttpJ/w;-re.Umoo.11dd•to.co1f'iwaldcloclc/fi<odlma html?hour:19&mlf\:O0&se<=08,d•y=Q7&month=07&Ylle::.1Q.1~l See l!~\9.l2ln, 

'l'e,I• ,mu~ fJN'POred by tech a01b,madors and p,sted bv 221. • ~ • 1'nm•lar~ • G<t hdp • Cive/fflib.tck •Subser'iba orun,ub<cribe. 

15' 13, 6July ,015(1JTC) 

HTTPS by default 
HJ everyone. 

0.,er tho laat few years) the Wikimedia Foundation ha., l.KroJI working (http:/Jblog....,'iku:n~i.o.orsJ20:1i}/08)9J/futUN1-bttm-wautl00.1n~prajoubD to-wards enabling .!:::fII.f§ by default for 
all users, including anonymous ooes, for better privo:y and security for both readers And editors. This MS taken o Jong time, a, there have been dtft'e.rent aa-pe,ct:a to take into account. Our 

.. ""'"' haven't been ready to handle it The Wikimedia Pou..i.tion has hod to balance sometimes conflicting goal,, having to both give ecoe .. ID as many 83 posaible whlle cuing for the 

security of everyone who read, Wiltipcdla This hM rwally been implemented on English Wiltil)<)dia, and you can read more about it tlillll"' ~log J JO¥ h••ei Jl!!! 
(hllp&:/(bWgwlkimodi.tt.ony'.2015/06/.i:2}J1C1:udJ1g-w-ikhn~<li&~:i.itee-wilh~litiruiQ., 

Moot of you eboukln't be4lfec1J>d at all If you edit as rogi,t,)red usor, you'vo alrea<\Y bad to log in through HTI'Ps. We'll k""P an eye on this to make sure eve,yth.ing le working .. it should, 
Do &et in touch with!!! if you have any probloms logging in or editing Wikipedia after this change or contact !!J2 if you have any other queotiol18 /Johan (WMP) (talk) 1~:43, 12Jwie 201$ 

(UTC) 

Thoro's a blof: post (htt· s://blo .wlklmedia.or 2015/06/12/securb, -wlklmedla-sites-with-htt 
~'913:09, 2 Juno 20 5 (UTC) 

at the Wtkimedia Foundation blog now. /Johan (WMF) 

To Johan (WMF_),: - You have to know what a real drag lhls Is. Not only do I WD11I a CHOICE in the metier, and would continue to choose HTTP 
as lorigaslf,eedlt summa IY field's autofil function does not work whon I'm on the HTTPS server, you should also consider what Rettose64-said 
above, thPI some users are unable to use HTTPS connections, Tho part In tho blog post :ibout •3U loggod In users have l>c,en accessing v,a 
HTTPS by default slnco 2013' is just not true, elthor. We'Ve been given a choice up unUI now, and I for ono do not want to give that up. I want to 
be able to CHOOSE whether or not I'm on the HTTPs81Verortho HTTPS server. -~ 14:21, 12 June 2015 (UTC) 

Yes, we do know. The answer I was given when I asked about this is that any form of opt-0u1 would also leave potential security risks in 
our impl_ernentation which ma~e ii dffflcult to safeguard those who dO not opt-out. Because of this, we'Va made Implementation decisions 
that p,ocludo a(ly optlon to disable H1TPS. whether loggod In or not. This renders the current opt-out option ineffective, and tho option wlU 
be removed at a later date after we've completed lhe transit.Ion process. /Johan (Wfy'IF} (ll!!'9 14:27, 12 June 2015 (UTC) 

You have had to use HTTPS to access the s~e when logging in as it's been used for the login process. though. /Johan CWMFl (!~) 
14:30, 12 June 2015 (UTC) 

It's evidently a weighty issue. And I do realize that I don't edit WP in a vacuum. that I must eventually accept this situation for 
the good of an. And franKly, I don't have a problem with having to stay on HTTPS as pertains to tho "big picture". My problem is 
very baslc and concerns the fact that I no longer have a drop-down isl from which to pick my ed~ summaries, because that 
function is thwarted by my IE-10 when I am on any HTTPS server. If that little quirk could be fixed, I'd be a happy camper 
whether I'm on a secure server or nol - PAi..w 15:47, 12 June 2015 (UTC) 

I'm not very familiar with IE myseff, but I'll ask a1ound and see if anyone knows e simple fix. /Johan .(WMF) (!!!!9 16:12, 
12 June 2015 (UTC) 

@Johan CWMF)t IE10 won, enable autocomplete on HTTPS pages when the "Cache-Control: no-cache" HTTP 
hoador Is sot (which Wklpedla does). Changing It from ·no-cache" to "must-revalidate, Pl'ivale" would allow 
autocomplele, but may have other unintended consequences. --Ahecht ~ 16:34, 12 June 2015 (UTC) 

~alne Ellsworth: It seems like IE 11 does not have this problem, and al users would eventually be required 
to update lo it by lhe end of the year (by Microsoft). Did you try IE 11? Tony Tan· talk 02:09, 14 June 2015 
(UTC) -

Yes, Tony Tan, I upgraded to Win8.1 and IE-11 yesterday and was pleased to pass It on ttiat it has 
given me back what I had lost with the older browser and Windows software. Thank you very mucn tor 
your kind thoughts and Best of Everytting lo You and YOU/SI - PAU<b 02:26, 14 June 2015 (UTC) 
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I also see I am struck with using HTTPS, which i$ nuisance and a bother as I longer have a drop-down list from which to pick my edrt summaries. How 
can a drop-down list be re-implemented? It was the only degree of automated help we had in what is otherwise an unfriendly article editing 
environment.~(!:!!!!) 17:44, 12 June 2015 (UTC) 

So how do I use the website in http then? I do not want extra security to J)l'Otect me. I don't need J)l'Otectlng. This Is a nonsonse. Why am I being 
forced to use https even thollQh I don't want to use ft? There was an opt out. The opt out has been removed despite the fact that those using the 
opt out very clearty want to opt out. - Preceding unsjined comment added by 68.18.92.129 (!!!!!!) 19:48, 12 June 2015 (UTC) 

HI, the reason explanation I've been given is that any form of opt-out would also leave potential security risks in our implemenlatlon which 
make ii difficult to safeguard those who do not opt-out. /Johan '(WMF) (!!!!!9 19:53, 12 June 2015 (UTC) 

I'll try to figure out if there is a solution to that. Hmains. /Johan (WMF) (!!119 19:53. 12 June 2015 (UTC) 

Johan (WMF). Re: "the reason explanation I've been given Is that any form of opt-out v,ou/d also leave potential security mks in our 
imp/emenlallon which make It d/fflcu/t lo $11feguard those who do not opt-<Jut", would you be so kind as tc ask for a one-paragraph 
explanation as to why they believe this to be true and post it here? Not a dumbed-down or simplified explanation. but a brief. fully 
technical explanation for ti.lose of us who are engineers? Thanks! -QwJ.'.\.!~!W (.~ 20:49, 12 Juno 2015 (UTC) 

Sure. Just so you know, they're getting a lot of questions at the moment, as well as handllng the switch for the hundreds of 
Wikim&dia wlkls that aren't on HTTPS yet, but I'm passing on all questions I get that I can't answer myself. /Johan (WMF) ~ 
21 :18, 12 June 2015 (UTC) 

The engineering-level explanation is that in order to help J)l'event protocol downgrade attacks, in addition to the basic 
HTTPS redirect, wo·re also turning on HSTS headers (gradually). The tradeofffor HSTS's increased protections is that 
there's no good way to only partially-enforce it for a glvon domainname. Any browser that has ever seen it from us would 
enforce a for the covered domains regardless of anonymous. logged-in, logged-out, which user, etc. Once you'Ve gone 
HSTS, opt-out just isn't a viable option. /BBlack {WMF) ~ 21 :56, 12 June 2015 (UTC) 

@-!eson Quinn: see the answer above. /Johan ()NMF} (!!!!:9 22:12, 12 June 2015 (UTC) 

To Johan (\/\IMF): I don't see what the problem is: create a cookie named something like IAcknowledgeThatHttpls lnoec ure which can be 
set from a dedicated page: if this cookio is set, do not send the strict- Tranoport - Security (HSTS) header and do not force redirect to 
HTTPS. Yes, people who have received the Strict- Transport- security header will get a browser error. but I assume all browsers that 
Implement HSTS allow some way for the usor to manual y override or ignore It (something like 'I know what I'm doing' , then set a security 
exception): and the users can be warned in advance on the dedicated page that sets the cookie. If you're afraid an attacker wlO set the 
cookie on an unsuspec1ing user (through a fake Wikipedia page) and thus bypass HSTS. please note that (1) this attack always exists 
anyway, because an attacker who can do this can setup a fake HTTP wiHpedio.org proxy domain anyway (in both casos, it will Impact 
those users who did not receive the HSTS header), and (2) you can mitigate Iha attack by le«lng the cookie's content contain a MAC of 
the ctien't's IP address (or some othor Identification string), with a MAC key that Wikimedia keeps (and the cookie Is hoi,orod onF;li'ihe 
MAC matches). You might also display a warning in the HTML content if the cookie is set. reminding of its existence and Impact, and 
giving a link to remove it should the user change their mind. The performance cost of all of what I just descfib<ld should be completely 
negligible in comparison with the performance cost of doing HTTPS in the first place. And this should all be very simple to implement. On 
a personal note: I promise to donate 150E to the Wikimadla foundation (adding to the 100€ I donata about once a year) if and when a 
way to access it through HTTP using tho !Qrmer URLs ls brought back: conversely. 1J11til lhis happens, I will be too busy to consider how I 
can work around this inconvenionco to conltibule efther financially or by odtting articles. ~ could also go on to omphasize tiow, as a 
cryptogmphor. I thlnl< the idea of forcing usors to go through ..rTTPS to read publicly accos;;iblG ~nd publicly a~lll blo informalion fs 
absolute idiocy, but the cryptophDe zealots have made up their mind already.) -Gro-Tsen ~ 19:43. 13 June 2015 (UTC) 

Keyed MAC of client IP address is not going to work due to dynamic IPs that change (And I'm not sure that there exists any other 
unique identifior that would bo appropriate. Keep in mind, for your scheme to work, the browser cannot receive an HSTS header 
even once). Note that deleting an HSTS setting from your browser is actually much more hidden then you'd normally think. and are 
generally not meant to be user overridable. While you'ro cOfrect that HSTS cannot prevent a malicious proxy if the user has never 
visted wikipedia before (unless we do HSTS preloadlng, which we do not yet), your scheme weakens the protection of HSTS, since a 
malicious proxy only has to set a cookie for wlklpedla, not necessarily catch the user at the first visit. Furthermore, in order for the 
redirect not to take place. the cookie must be non-secure. Hence the malicious J)l'oxy might as well just pretend to be some fake 
subdomoln, e.g. h1tp:I/Take.wlklp8dla.orq (Which Since its fake, does not have HSTS, unl8$S we set the includeSubOomelns fleg for 
HSTS, which we don~ currently, and would prevont us lrom ever hosting a non-secure service on any subdomaln), use some 
method to load traflkl from that address (easy), and then set your 1Acknow/9dge ThslHltp/$/nsecure cookie with the domain field set 
to .wlklpedla.org. Last of all, your scheme is also incompatible with HST-S preloadlng, which presumably the WMF Is eventua lly going 
to pursue. Bawolff (!!!19 00:53, 14 June 2015 (UTC) 

OK, I'll give up on trying to solve other people's problems with HTTPS and focus on mine: to this effect, do you (or anyone else) 
knows if there at least exist some reliable transparent Wikipedia mirror on HTTP (perhaps something like ''wikipedia
insecure.org'? that allows both reading and editing and that I could use {t¥j spoofing my DNS to point there) without the trouble 
of setting up my own? (I hope we can agree that a mirror served under a different domain cannot weaken security since 
anyone can set up such a thing.) 111 find a way to disable HSTS on my browser somehow. --Gro-Tsen ~) 23:02. 14 June 
2015(UTC) ---

It's worth giving some background here to understand the need for security. One of last yoar's revelations was that Wikipedia editors wem being 
targeted by the NSA. So if you weren1 ~sing HTTPS (and probably even If you were), yo.u were liiwly helping to build a database profile on yPur 
reading habits. But worse. your a-mall and otharoommunlcatlons were probably also targatod fQr foDow-up slmpl,y beoause you odlt Wiklpodla. What 
difference does It make? Nobody In the general public knowsl. Tho collected Information Is used In sec.rel fashion In secret ways by undisclosed 
people. But there are real dangers to you. Supposedly, the Information is being used only for national security related to terrorism. Thar& not true, 
however. bec;a1.1se it is known from the same leaks that It is being used for more than that, for Instance, In the war on drugs. And, it is also known that 
collected Information issometines abused by those who have accoss to it for personal reasons. The use could also include (and probably is) helping 
to decide whether you get security clearance for future dream job. ~ could potentially even be used to sabotage a hopofuls political career or In 
general help silence pooplo with oppositional points of view. In other words, this information has the potential to be used by people now or in the 
future to negatively affect your life and destiny wtthout you even knowing. The WMF has decided (and rlghtfUlly so) that there's a need to protect 
users from dangers that they might not even be aware of. When it comes to this, many people say things like "I'm not doing anything wrong" or "l'Ve 
got not~lng to hide' but tho problem Is th:.il you can~ say you're doing nothing wrong because It's third parties who dotormine that, not you. And you 
do have stuff to hide even If you are completoly a l,iw-abiding cttizen. This issUe that offects you.even H you think it doesn1. People are talking above 
about certain countries that do not allow HTTPS and how IP users there should be not be forced to use HTTPS because Wlkipedia would be blocked 

https ://en. wiki pedia. org/wiki/W iki pedi a: Village _pump_ (technical)/ Archive_ 13 8 2/14/2018 
W1Kl0006879 JA3808

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 414 of 484Total Pages:(3880 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 10 of 69
Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page9 of67 

for them. Woll, those are great examples where governments being able to see what you are reading could get you arrested, imprisoned, or worse. 
The use of HTTPS is only a minor step in combating the abuse of goverr,nent-level surveillance but it's a step in the right direction. @Johan ~F), 
It'd be lntefestlng to know why tho implemoritadon cannot safely handle an opt-out because nalvoly I don1 see why the one should affect the otir. 
Maybe this exposes a fl11w In the implementation. Je1son Quinn ~) 21 :17, 12 June 2015 (UTC) 

Hi ~~!?..'l.9.~lnn, thanks. I'm passing on the question to someone better suited to answer It than I am. /Johan (WMF) (!!)!9 21 :20, 12 June 2015 
(UTC) 
On Januaiy 12, 2016, Windows 7 users will be required to lnslall lnlomet Explorer 11 and Windows 8 users will be requirod to update to 
Windows 8.1 anyway, so you don't need to worry about the autocomplete problem in IE10. Thal prob~m doesn't occur in IE11. GeoffreyT2000 
~ 21 :26, 12 June 2015 (UTC) 

Wlkipedians were NEVER targeted by U1e NSA, why would they be7 I don·t Know where you people are getting your Information from <1nd 
if somo wikip<>dien came along and said that s/ho was being targeted. thens/ho was oilher being paranoid (like 90% of amcricans) ors/he 
is doin!:j soemthing "illiegal" so jts·the best interest of wikipedia to report that person to NSA, not ENFORCE this s~ld ldea .•.• Agein 
Wlkipedla Is an INTERNATIONAL website, Its NOT orjy for AMERICA... .. why should t"8 rest of th<! w9t1d have to pay for the feo~ of o few 
paranoid psychopaths that are better off in Jail .. oh and BTW, HTTPS hos.and will NEVER~ seoure, the "s' In https never stood for 
secure ... @Jlinbo Wales:, Why would you allow thls?--su-21:43, 12 June 2015 (UTC) 

At the right is the me In slide itsef so you and othors can decide for themselves what It m8llns. 
The slide explicitly uses Wikipedla as an example of the websites that they are "Interested In" 
and eon/i.rm• that thoy are interested in "typlClll usetS" of such w~bslt<>s. Given tho coritext of the 
sUde (eJCploitlng HTTP for data coll.ection), It is unre.asonable lo assume readers and editors were. 
not being targeted. WJ3 all were targeted and all our traffic to and from )/Vrldpeclla would have 
boen caugh1 up in tho namod NSA collection programs. tt would be naivE! lo think otherwise. Ir 
there is ona thing that's boen learned in the last year, it's that "if it can be dona, it Is" klnd of 
·summarizes what's beon going on and "mitigated" d<les not described their collection 
techniques. As for other countries being denied access by the global removal of HTTP support. 
that is a point that should be debated. But I already mentioned that there aro countries yiero the 
use of HTTP might llterally allow Wikipedla read ors to be exeouted for reodlng,o tho "wror,g• stuff, 
The meaning of a "free" encyclopedia would havo to be discussed and tho dangers of accass In 
these countries woiJd have to be considered and weighed in such a .debate, And, regardless of how you pwcoive the US, it's 
possible the US could become as bad. Jason Quinn <!!!)9 22:30, 12 June 2015 (UTC) 

It is certainly a bit of a backtrack by @Jimbo Wales :.Bletherlng Scot 22:43, 12 June 2015 (UTC) 

The real win hero ~mo) is making Flras~ style attac~s totally Impossible and thwarlf1Q non-state sponsored, and lower budget slate 
spor,sored advel'SOries. One ~ssumes tfiiifthe NSA w111 probably Just slurp up tho unencrypted lntor-doln contor links (For those of you no! 
close enough to use eqiad directly. Imagine a world where tho sum or human knowledge fully deployed IPSec). Given the funding level of 
U,e NSA, I expect that they probably have traffic an_!ll~tis capabilities to be able to tell who Is Visiting a page of interest (especially for a site 
lfke wlkij:>edia, which Imo seems llko tho porfect targ<1t or a traffic analysis type of attack against a TLS saeured connodion). However 
https does make it much harder to simply collect it all. and any measure that Increases the cost of ubiquitous surveillance should be 
applauded.~~) 22:50. 12 June 2015 (UTC) 

All I see Jason is a bunch of American websites ... .. Mate, if NSA want to spy on you, ii WILL SPY on you, you don't have 
to eff up wiklpedia for them to stop and baslcaUy, by forcinghttps onto the wikipedla . would you not think that It will make 
NSA more interasted? because onty a person with something to hide would do this .. So Jimmy loses his battle with NSA 
In terms of NSA and this is what he comes up wah? moving to http$ which honestly is Just as secure as http •• Mer this 
was defeated last year. i honestly felt tike we lived in a democracy where the voice of the people was heard and 
adhered .... .... bad< lo communistwlklpedla we go .. yeah Jason, executed for reading the wrong stuff on wlkipedia like How 
to build a Bomb or Hoi2toliln ISIS ...... oh right, wo don't have those pages cause wlf<lpedltl is NOT a terrorist --
organ"'at,on ... --~ : ~ ne 2015 (UTC} 

(a) Non-Americans arguably have got more lo fear from NSA surveillance; the legal framework allows for tho 
collection of great swathes of foreign data. (b) The decision was made by Wlkimedia, which is in no way a 
democracy. (c) Do actually read up on the issues yolire arguing. Ala~I <J!!!g 23:29, 12 June 2015 (UTC) 
Yeah, you really shouldn't let your anger and/or frustration allow such bullshit from your fingers and keyboard. 
s,,-. "Communist Wlklpedia"? no more than an airline practices communism when thoy chock for bombs and 
weapons as we board - no more than when we have to pass through a building security point that helps to protect 
us while we're on the premises - is tt communism to own a .357 and be ready to shoot a criminal who tries to stoal 
from you? or to hurt your loved ones? Privacy, security, if you don't try to work with structures that protect them, 
then yolire no better than the criminal, terrorist or agency that tries to circumvent them. Be~t of Evetythlng to You 
and Yours!- p~ 00:03. 13 June 2015 (UTC) 

Calm down lady, this is Just an Encyclopedia, not your ebay, paypal, bank account or your social networking 
s~es where privacy Is a MUST NEED for safety reasons .. the MAIN reason this site was created was lo allow 
users to browse and edit anonymously so no one really knows your true identity or location, if you are using 
your real name and stuff, I'd advice you to Invoke tha 'Vanish' policy and start anew °' get your account 
renamed, I think people keep forgetting that this is NOT like eveiy other site they vlstt. infact wildpedla is 
based on fac1s and if you are scared to write down fact on articles because you fear the NSA then i really 
really pity you ... only crooks fear the government....let that be known ... and p.s. I'm brown and I don't give a 
shit about the NSA ... as U$Ual, the wiki revolves around America .•. palhelic.--~ 02:47, 13 June 2015 (UTC) 

@Stomoc: OLA of curiosity, what do you think about the following hypothetical situation: Someone 
(Lets say Allee) thinks she might have <insert weird disease here>. ArJCe wants to look II up on 
Wildpedia. but is worried that her ISP is tracking which websilas she visits. and will sell the 
information to her Insurance company (or whomever efse Is the highest bidder), who In turn will 
Jack up the price of her insurance beyond what she can affOfd, on mere suspicion of having the 
disease, even l she doesn't have that. Is that a legttimate reason to want/need privacy when 
browsing Wikipedia? You may trust the government (For some reason). but do you really trust your 
ISP? What about the guy sitting across the room at the starbucks on the same wlfi network? 
~ (!!!.!9 06: 12. 13 June 2015 (UTC) 
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Bawotff, again, another •a~rican' prob!em ... .l have an IDEA, why not make a us 
version for https?, brilliant now, e.g. anyone that wan~ to be logged in on httP5, log in 
at httl,n:1/u:,.on.wlkffcii;r"'·org and everyone else at 1M old link at httrc~/on.wl~odlo.org, 
this w solve Ifie pl !em once and for all, why 'foroe" evoryone on o https, s Ifie 
same as pushing everyone over the cliff and telling them to swim instead of builcling a 
bridge to get across, those who can't swim or having health (ISP) problem Will surely 
drown . .l fought this the last time It happened and I will fight ii yet agaln .. --$tnooc 11 :43. 
13 June 2015 (UTC) --
+1 . Live in a country with universal health care ... Or has privacy laws .. .l am an IT 
professional with a Computer Science Degree and 30+ years of experience. I know the 
impDcations of not using HTTPS, an I also know the NSA can bypass that easi y if they 
care fo. This (not allowing an opt-out) Is total garbage and a false sense of securlty ... JJ!. 
tf HO I W (.t!!!5) 11 :56, 13 June 2015 (UTC) 

Now cut that out. buddy, or I'll htt you with my pursol Hey. waltasec - how did you know I'm a "lady''? 
You been hacl<in' Into my HTTP???~-~ 12:46, 13 June 2015 (UTC) 

Little old me? hacking? NEVAHl .... fS; .-~ 17:01 , 13 June 2015 (UTC) 

@Bawom: We're not done with all of our plans for securing traffic and user privacy. This will be covered in deeper detail In a future, 
engineering-focused blog post after the initial transition is complete. But just to hit some highlights in your post: we do have an active 
ipsoc (hllp:>:llphabrl·calor.wikinedla.orgff81543) projoct, which is currently tesflng on a ft;1ctlon of live inter-DC traffic. We're also 
looking Into what we can do for some forms of traffic analysis, e.g. mlllgatlna response le!lll.!h 
(h)tps;//phabrlcator.wlklmedla.org'T922-!?82 Issues. We plan to move forward as soon as posstblo on heavier HTTPS protection 
mechanisms Ilka HSTS Preloading. HPKP. etc as well. We're committed to doing this right. we're just not done implementing It all 
yet:)·· BBlack (WMF) (!!!!9 01:53, 13June 2015 (UTC) 

@BBlack (WM&r I appreciate lhere'g mor& to come, and rm happy to se& that its (finally) happenlng Ho,vovor I think Its 
important to g our users the lu.ll picture, the good, and the bad. HTTPS is great for cohfldentiailfy arid Integrity. Its somewhat 
ok for providing privacy. particularly against a weak adversary, and it makes bulk matching of packets against f0<ed strings in 
the body of the request impossible ('Nhich is quite Important given the selective censorship threat wikipedia faces). But Its 
questionable how well it would hold up against a powerful nation state actor trying to simply de-anonoymize you. It certainly 
wouldn't hold up against a targeted attack. and Its questionable if it would prevent a more broad attack (albeit It would certainly 
make a broad attack quite a bit more expensive to pull off). I'm also quite doubtful you can really foil traffic analysis with 
padding TLS sessions. unless you use extreme amounts of padding, far past what is acceptable performance wise. p.s. The 
lpsec project link Is limlted to those In the WMF-NDA group, so I can't see it (I'm in the security nda group only). However I can 
certainly see In puppet that IPSec is enabled on a small number of servers, and I noticed It was mentioned when I was reading 
the 'MI.F quarterly report Bawolff (t!!!!!) 03:03, 13 June 2015 (UTC) 
@BBlaek <WM9: It is great to see that Iha WMF is flnal!y switching to HTTPS by default. 11001< forward to seeing Wiklpedia 
send HSTS (includeSubDomains, long max-age, preload) and HPl<P headers! However. phab:T81543 seems to have 
restricted access. Thanks, Tony Tan• talk 02:39, 14 Juno 2015 (UTC) 

One mthenlce things I Just notiC(!d that Is really nice Is that ru.wikipedla.org has an A+ on the SSL labs test@ 
://www,..,llabs.com/esltost/anal o.html?d• ru.wlki dla.or &.latest . Here's to looking forward to that for all 

kimedla domalos. or,ce STS ts turned up :D Bawollf (!fill!) 05:20, 14 Juno 2015 (UTC) 

Not such a difficult fix 

Just wont to make sure thot everyone catcheo what contn'buton TTO (at~) and C(,Q(fte1'1':,ooo (above) have been kind enough to shar,, with us Several of the ab<,ve wers mey 

be Nippy to heu that I can e<>nf.rm what TTO and Qeoffreyl'2000 &8Y obout WinB. 1 Md IE· 11. l ju.st upgroded, and the new aoftwere thus r.r seems m work a lot better w,der HTTPS then 

my old Wln8 o •nd l&-10 did Form• do inde,.d 01110m, which me81\S IMI: my old drop-down box"" with my odit•11Jmma,y choices do ohow up •J!llin I still sympethiU! with all the u..,r., 
above who (sel they'v• loat somethJng with thil change, however, like I Mid, wo don't edit in a vacuum any rnore than we become p"""3eng,ers on eirereft all by oureelves, Al> an analogy, 

otrportsecurity can be a real luiotl• end• aerlous time cruncher on oceuron, b11t compare thet to wh&t has happened, and stlll oould happen, and there •hould be noneofuo who would not 

want that oecuri\y to keep our f\ying 11m .. aafo Seme (o, the conversion to HTIPS - it is qulto the houlo for eome, but tho very real need to protect our privacy and >CCUrit)' L, an 
overwhelmingprtonty, In my humble opinion So, /,Johlln(WMfl),you don't""'" to find en IE foe for me, and I gmatly oppreolate the fB<t th&t you Mid you would! I also deeply th&nk the 

rest of)'OU foryourenUghtenlng ,...po,.... here. 8ett qf Eve,vthing to You and Your,/ - ~23::;.z, 12 Juno 201.5 (UTC) 

Thank you. I'll stlll at least ask around 10 see if there's anything I can do. We want editing Wiklpedia to be as simple as possible, no matter which 
browser people use. If one is OK wtth upgrading to IE 11, that's probably the best soludon, though. /Johan {WMF} (!!!!I) 01 :25. 13 June 2015 (UTC) 

So, hero's what I got on this Issue so far. Yes, there appears to have been an open Phabrk:ator ticket since 2013 reporting this issue, and no, 
given the number of tickets, the team that dealt with the transltion wasn't aware of It. We'd obviously have preferred to be. Sorry, and I really 
mean It. Causing trouble for people who edit Wiklpedia is the opposite of what we want to achieve. We're still in the process of transitioning 
(EngUsh Wikipcdia was ono of the first to switch over, and there are more than 800 Wikimedia wlkls) and I haven't found an easy fix so far 
(oxcept for upgrading to Internet Explorer 11), as this Isn't so much a bug as how Internet Explorer 10 Intentionally behaves. The team wlQ be 
ablo to focus more on this as soon as the HTTPS transition Is complete. We're not ignoring the issue. /Johan (WMF) (t@ 12:10. 16 June 2015 
(UTC) 

1'hl8 brok• my bot:( I'm uaing J1ani<;Hcn\ 0Jl:tp< ll11U11rh,oom/rfl§i'vl i•nl ro,t-ullont} library to make Afl requcel>, and it epparenUy is unable to verify the cortifteel:e Getting the om>r 
SSL_connect re turned•l &rrno=O s t at&=SSLv3 cead s~rver certlflc&t e 9: c e r t i ficate verif y fail ed (RestCUent: : SSLCert.i f i cate NotVori!iod) 

Surely tlwl:'s an issue on rny erd? I can force it to not verify the certificate but then what'• tho point of using HTIPS?- MIJG.iMnimat !!!!:. 18:32, 13 Juno 2015(UTC) 

I took a quick look, and it s&oms that this library has a way to pass to the SSL library tho CA cortlicates to be used for verification. It probably Just 
doesn't have a default set or CA certificates. The solution would bo to give it a copy of the correct root certificates to use.~ (l!!!.19 21 :26, 13 
June 2015 (UTC) 

Who loses 
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@Johan (Wll!F): Hi, while you are !.,re J would Hh to have somethingsp«iflc elarilied As always with these sorts of major changes, most people win end some people 10&0 I peM!Onal am 
iffy about the distribution of relativ• ideological and technical inte,...! and need for !hi., particular project, but I accept that that merely puts me In tho middlo oftbe Wiklpodianspoetruru, 

b®V..,n people like'~ who wants nothing todo with tl>lACW and people like,ln,,,., l)nlon who thinks it keeps us from beingroastodon an open flame 

HOW$\ter in tliese sorta of chauge:s 1 care le,e about who win.,, bccauae t.Mt.'& obvioue, I can Ned the spom-tlh bJogpoitto find that out. I am more lntoHrted in th• quertion: who lo8"? 

Wbo does t-rl'TPS bult? C..., we come to 8J1 under.it:anding of this? Surely ~•ry chana•, no matter the size, bW'bl some stal<eholders ~ 03:58, 13 June 20,5 (IJfC) 

1. Can someone clarify what is going on with lhe IE 10 issUM? Was the WMF aware of lhls problem? Is it realy lhat significant? 
2. Can someone otarify what the effect w,11 be In mainland China? Can you quantify the impact lhere? 

Thanl< you. 8!!!M!!:04:oo, 13June :w15 (UTC) 

HI, good question that deserves a 900.d answer, not Just whal I can come up with on the top of my head. l'I ask around about a few things to make 
sure I (or maybe someone olse, l'I spend much of this weekend travelling) can reply properly. IJobon (WMF} <!!lli) 04:19, 13 Juno 2016 (UTC) 

Great! Thank you. I think this discussion so far has been high on posturing, low on content (speaking about the community response here), and 
I'd love lo see a frank cost-benefit analysis from the WMF on this matter, and an associated community crlllque. After all, this is the 
communication that the voluntoers so crave. llbt, frankly, blog announcemenls. ResMar 04:44, 13 June 2015 (UTC} 

I'd also like to see my transparency on WMF's the analysis. Everything seems to be shrouded In unnecessary secrecy. On the subject of 
China. I'm not thatfamlllar with the situation, but according to https://en.greattlre.org(search/wlklpedla-pages · Wn:12S Ii GUFFeAI~• Ml 
~ There seems to be conflicting info on W HTTPS Is blocked, The greatflre website saye1 https is not blocked, but thoro actual to!lt 
data seems to suggest that both normal http and https on zh is blocked starting may 19 (9) (hllj!§,://en.greatfire.org/https/zh.wlkipcdia.org) 
(The sw~chover for zh to https happened on June 9, so change in blocking status seems unrelated) but en is fine (both https and non
https). There are about 324 pages that are censored on the HTTP version, mostly on zh, however on en we had Studl3nts for a Froo Tibot, 
Tiananmen Papers, nananmen s uare massacre. 11betan lnde/;indence movement blocked. Switching to HTTPS forces china to 
decfile either to 61:icl< elf of wOOped a or nono o ,v1i<lpedla (Poss lb lfiey ca /idlsflngulsh between languages and block say an zh, but not 
en. I'm not that familar with SNI, but my Impression Is the domain is sent in the clear). FIMW. greelflre strongly advocates switching to 
t,ttps on zh wikipedla [1 OJ (https://en .grea1flre.or~2013aun/Wlklmedla-foundation-says-lt-doesnt,tiold-chlnese-readers-any-~osffi 
[egard-we-dlsa~ree), alff\'ouglitlioy arc obviously a speclal nterest group tha.1 '6elleves Cn11ese censoral,lp needs 10 6o fought oo and 
nall. I irriaglne e sitµation Is slmR3r for Russia. vklich rumor had (Although 1'-ve not seen drect sourc:es for this) was trying to censor 
pages related t.o Ukraine on ru, but can't anymore due to https. The other impact, is that It makes harder (but cortalnly not impossible 
depending on their traffic analysis c:apabllitles) for China to generate lists of people who try to ,<islt certain FOIIUeally sensitive topic's (I ls 
unclear if they actually do that. I haven't heard of any evidence that \hey do, but it wouldn't surprise mo). Other potential things to keep In 
mind, in the past China has 000S'd websites (GltHub) that host materlal China finds objectionable, but cannot be censored selectively 
due to HTTPS and are too popular to block outright (However, I consider It very unlikely they would do something like that lo Wlklpedle. 
Wiklpedia has o low enough popularity In China, that they would probably just block it totally if thay decided to do something about 
Wiklpedla). ~olff <!!!ls) 05:18, 13 June 2015 (UTC) 

Regarding secrecy, or at least part of it: yeah, we didn't really enjoy springing this on the community, though the WMF has publicly 
been talklng about the Intent to switch to HTTPS for the past years. The reason we didn't say anything about the specfflc deadlines 
or make public the transition until it was in progress was bec&U$8 public Slatemonts opened us to possibility of man-in-the-middle 
attacks. Letting everyone know meant letting bad actors, so to speak, know our p4ans and t!mellne. We couldn1 have this debate in 
public without temng the world what we intended to do. which could have compromised the security and privacy of readers and 
edltOI'$ in certain areas. We'd have preferred not having to worry about that, obviously. /Johan (WMF) (!!!15) 19:33, 16 Juno 2015 
(UTC} 

@Johan (WMF): But this discussion and these elans (https://phabrlcator.wlkirJ,edla.or~g/https-by-defaultl} were open and 
public;, where any "bad ae10rs• could surely have roll owed 1hem. Surely that workboar was missing an Item rotating to fllCing 
boll. that dldn1 operate on wmflabs.org. I can only do so much to stay tuned to such lhi1195, and a proactive heads up, perhaps 
by email, would have been appreciated. I asked about this last December on tt,e Villagtfi~1c;:"d never 901 a response .. How 
am I supposed to know about 110nu0s such as rn;HTTfS, where I might have gotten fie as cember7 ~ <!!!!.!i) 
16:50, 20 June 2015 (UTC) 

An example I've been gven is that not knowing our time plan made It much more dlfficuttto e.g. hack ONS and trafllc at a 
border, proxy traffic as HTTPS back to us but make It seem to everyone they're connected to us, as HSTS support in 
modern browsers will prevent the downgrade and warn about ii. I'd have loved to be able to give everyone this would 
cause trouble for a heads up, and we do understand rt has caused more work for peop4e we don't wish lo causo any 
unnecessary work for. We'd definitely have prefeTTed to not found ourselves having to choose between either, as we saw 
it, putting user security In certain areas at risk or not having proper, open communication. 
Are you still having the problems you had last December? /,lg)Jru)_!lM,1EJ, <!!lli) 13:37, 22 Juno 2015 (UTC} 

@Resident Mono: Other people that HTTPS coo Id potentially hurt which,...., know about (Per.ional)y I think t:hL< iB an acceptable burt): People who u.,e JE6 on windows XP will not be able 
IX> view any page on wikiped.ia ([E6 on XJ' I• incompetJble with modem be•t pracUce• for Hl'TPS) Peopl, ,., • .,, old ore , ...,. 1..i, ,lo, •~ ,,,,,,,.,llllA; (o,!t- wl, e!!l ,.,:,.,, ll! 8 ,' )ll'. 
Jn,4 G~ r~. , lU tt,,l o ,ettl~...u ,,..,. lufl i•i!H«ul.W p'").,t EBet IWpea,o • ill t.o lift•l-llaw•lll'~ 20:<Xi, 13 June 2015 (IJl'C) 

@~~: Sounds reasonable. ~ 20:21, 13 Juno 2015 (UTC) 
@§~: The Wildmedla certificate uses ~ec:tAIIName, noJ Soiver Name lridloatlon. SAN is supported by IE6. LFaraone 05:27, 14 June 2015 
(UTC) 

@LFaraone: IE6 doesnit v,ork because It only supports SSLv3, and we require at least TLS1 .0 (To prevent downgrade attac,ks/POODLE). Wit 
usolxiilis'iihJect att n.ame, and SN! and wildcard certs. If RO S~I i• «1RI yow got a coitlfloa.to for 'wildpocla •~9 .. ,~t:, aR a~ Ramo of iulkipo4la org 
Wl:»cl:l-ls-gmat-lf.yeu!r~&iR!J-Wikipedla-. Not se gmat if your lilrowsiRfl-wiklioAaJY,Of9" Bawolff ~ 05:45. 14 June 2015 (UTC) 

@§awolff: Browsing wlktionary.org works fine even if the browser doesn~ send SNI. II tho SNI is absent, the server sends a dlffenert 
certificate whose subject alternatiVe names inclUde domain names of all sister projects. 191.237.1.8 (!!!!!) 06:42, 14 June 2015 (UTC) 

Oh, you're absolutely right, users get a uni cert when they don't have SNI. I saw the SNI behaviour of switching certificales and just 
assumed it would be broken without SNI. My bad.~ (!!!!ls) 11 :09, 14 June 2015 (UTC) 

@Bavtolff: I Just checked my IES, It has TLS 1.0 
-'fefjiardec ~ 20:57, 16 June 2015 (UTC) 
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Yes, but its disabled by default The type of people who use internet explorer are probably not messing with the TLS 
$8tlings. When I was running IE6 under wine, enabling TLS1.0 didn't seem to help any1hlng, but that was probably Just 
wine not working great. ~ (!!!!.!9 04: 19, 17 June 2015 (UTC) 

To ~ Tho switch to HTTPS will badly hurt those w M cho•• to ehang• their browoer'• default li:,t of e<rti/ieetlon authorltiet a"'1 who, specifieally, do not trll8t ClobalSign (the 

root authority from which Wikipedies reJtifi<.6te emAMte,), At the very le8't,they will be forced to odd security exception, for all Wiklpedla domains, end quite possibly will be locked out 

of Wikipcdio. 4.ltogothcr bocouoo br0"1'&Crs do not olw~s allow .security exocptjons on HSTS &itQ8. In effect, the &witch means thM usoTS ore foroed to either nu.st everytliing that 
Glt>ho/Sign signs if they wish to use WiklpediA, wheMaS ,o long .. HTIP tnlnsJ)Ort was permitted, one could At toast read W,klpedie on HTTP If one does not cere about the sooority of 

pubhe wormetion on Wiltipedia but doesn't wont to trust ClobaJSig;n (I can\ •"Plain ihe problem w,th GlobolSig,, 1,ec.., .. 1 don't want to risk boing ,ue<I for Ubel, but let'• aay thot one 

m,ght not necessardy wish to bust all, or any, cerdficate authoritres.) So the irony is that this change, which is suppooed to protect the ",ecurlty• of user,, actually fo,..,.,. seeurity-.:orwciou.. 

UIOr& to downgrade thein, in effeot • Trojan hor .. kind of attack (In all loimoss, Web browsers a"'1 HrrPS in gonoral should bo blamed for ruiving an obourdly rigid appro1>eh to security: 

one can't restnct a certlfl<'.ate authonly to certain domaiJ11, or thlna,, like the~ so I cen't 88)1 "l trusl GlobalSign only for signing certificalll6 in tho wikipedia/wikimadia/wiktionary/etc org 
domains") ··IJJ'O;l'""n (~ 2u5, •3 June 20,s(IJl'C) 

For real? Arr-t person who intentionally messes with their root ~rtificate store, should be technically competent enough to make their own trust 
decisions of Wikimedia cens. by say verifying them In some other way. If you're not, you have no businoss removing CAs from your trust store. 
Bawolff (talk) 21 ;45, 13 June 2015 (UTC) 
AliouilOTof HTTPS websites use GlobolSi n hit ://w3techs.com/technolo ies/details/so, lobalsi n/alllall , so~ is not a Wiklpedia-specific issue. 

cou say o same for any ol or l t o may 0 1 o use. oroovor, · mo es a great point that someone technically 
competent enough to m8SS with trusted roots would be able to work around this as welr:--i'iiey must know how to do so already, since there are 
numerous other sites using GlobalSignl If someone really lost faith In the CA system, they should try using eo1ver8~mce, ~actives 
hit ://addons.mozllla.o .en,US/firefoxJaddon/ ecliv.e , or Certificate Poirot (https://addons.moz"la.org ""· · S71frofoxloci'iioriicortl6e<>b,-patrol/). 

l0,1!'i l ilf1. · la : , 14 une201, ( ) 
~t Marlo: To answer your second question, a.ccordi11g to zh:Torpplate:Wlki-acoessibililY•CHN, zh.wikipodla.org Is currantty completely 
blooked in China using DNS poisoning. 1-!TTPS versions or all other Wik,medla projects aro not blookod. @Gro-Tson: If you manually remow 
GlobalSign root certificates from your browsers' trust stores, you Clln manually odd Wiklpedla's leaf certificale to the trust store so that your access to 
https:/len.wil\lpedia.orgl is not blocked by your browsers, 191 .237.1.6 (!!.!!!,) 05:09, 14 June 2015 cure) 

t o l.!!!lrlnnt Mnrig: In short HTTPS evel'J'Whe ... hurts everyone HTTP wes built with network pro>y and caching ..,rv,.rs to ciecnlll08 (lllge to.d time• Time ere intenned,ete servera 

run by your ISP to reduce backbone dota roqu<sts. Auttrallans will betno,. affected since 67 m• owcy rro111 gur Vlr/i!nl• dllln t1!11tcr, (hUl7•i{f1,ww1wolfr•mal[lhftwrn/lnE<•lC 
).=Ylr,ll!!l),('·•to•·P•!!!!)l,so they'll lulvaa 200 m• ping. Due the design of HTMi.., the,e requests can .tack meaning that 200m, could bloat to 2 seconds Now ooo m• is con.,idered ideal,, 
set u.,ers beoome ftmtrated., and At to ,eoond~ they11 look for somethingelte, (Proponenh wiU we&MI around this by Beyingyourbrow,eTc.aehes content, which helps if you don't bftek to 

the Google search results) 

Additionally, anyone who say thii,'ll •lop tlMI $53 billion• Yeet NSA is delusional. Methods for the NSA lo gsl Llie WMF privale key,: Court ordor(ala Lava Soll: who •••.Jldown over th.is), 
im.,reepling and b11C~dooring hardwore (Clsco ,oub>n., Hard driv0$), to reeruiting/brlbel)' of employees- Thia basically leave• ISi' spying on users (Verizon Wirele"' odds • advertiiing 

t:recklnglD toaU HTTP reQU8&U),buteonsidering how willing WMFls to to<0oside net ,,..,trality ., - IlifUill!ll!!I!' 15:08, 17June2015(tn'C) 

On that first part: well yes end no. Most browsers now support SPDY and/or HTT?2/0, for which https is a requirement and which will give you a 20-
700% speod boost. Especially this last part is probably going to significantly Increase the speed for the majority of the users In those areas. Second, 
that area is served from the San Francisco caching center, so ~•s slightly closer then Virginia at least, though still so far away, that there is a good 
point. I do know that WMF is watching the perlormance impact of this change around the world, and I think they were already considering adding 
another caching center for Asia/Oceania regardless, so if It really does drop measurably, then that consideration might get higher priority. -TheOJ 
(!!!!! • contrlbs) 01 :09, 18 June 2015 (UTC) 

We sand anti-caching headers (Because people edit and then thinQ$ become outdated). ISP level caching servers that conform to the http spoc 
should not be caching wikipedia pages whatsoever. So HTTPS won't really affect caching efficiency. Well lots of people go on and on about 
NSA, t really think the threat that this move is more designed to address is someone like China or Russia, altering peges in a Mitm fashion to 
make articles less NPOV. ~ (!2!!!) 02:23, 18 June 2015 (IJTC) 

This isn't an anti-NSA measure, it's due to security and privacy concerns on a number of different levels, not all of them related to 
govemmen!s, /Jotian (WMF) (ta~) 13:37, 22 June 2015 (UTC) 

And another problem: No browser history! 

@Johe.n (WMP'): - In addition to IMlng tho drop-down edil .summorie3 (as mentioned above). I've abo Iott the browser history for all newly-,visited Wl.k.fpedja pages Why the exclamation 
point?? Because thla is ab<olutely crucial·· in f•ct, int"!lral •· lo my ability to work on Wilcipedia. 1 totalty depend on having those page links, which give me QUick & easy acoos.s to all 
re<ent.ly-visited pages. 

Johan,you said above, 'We went editingWikipedia to be ,..,,mple ee po"8ible, no mettor whichbro.,.er people use." (I •m 11,lng IE 8 ) Pte .. etell me there is going to he• technical fix for 

thls problem ASJ>J>, Beeawe if there isn't, tnoro ;,, • l""'!I roe/ po..,tbaftv that I w,1/ /wve to giuc up editing, I am a long-ttmo (slnce 2006), very con,ciantious editor, with nearly 6o,ooo 

edit& So I tru.111 hope tho.t does not become necessruy. ~ (.taJll) 09: 11, 13 Juno 2015 (lTl'C) 

P.S. - I raised the very same issues a couple of years ago during the last discussion on this subject, which was resolved to my satisfaction when I 
learned that It was possible to opt out. So thls is really a sore point for me. It sure would have been nice if you guys at least had the consideration to 
placo" banr1er at the top of an pagos for a wook or two giving aa of us a heads up about the Impending chango. Mott,ir of fact, 1 believe I made the 
same point 18$1 time!:-(~(!!® 09:20, 13 June 2015 (IJTC) 

Best advice I can give is to use IE11 or another non broken browser. -I!!2.Qd ~ • conlrlbs) 10:19, 13 June 2015 (UTC) 

Yup, this is a problem for me too that Is admittedly a considerable annoyance. I always opted out previously for this reason. 92.,nnormolJ 
<!!!19 11 :21, 13 Juno 2015 (UTC) 

@C~: If you mean that you lost your browser history for all of the http domains, I would say: deal with tt yourself. It's a petty 
Issue. You will regenorate the URLs soon enough as you visit the new pagos again; It's no different than if you were to clear your 
browser history. If you have lost the ab/Illy lo generate new URLs in your URL history, than that is a problem. I hope It can be fixed, 
but if it cannot .. wouldn't it be easier for you to move up to an Internet browser that's less than six years old?~ 13:48, 13 June 
2015 (IJTC) 
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Even If it •has "merely" the !oss of older browser history that I was referring to - whieh It wasn't - that would hardly be 
"petty". my friend. You might want to check your attitude at the. door before you trivialize anott:,er edito~s problem. But of 
comse, I was talking about the fact that my browser no longer generates new URL links In lhe browser history, And it Is 
indeed a vary serious problem.~~ 21:29, 13June 2015 (UTC) 

Petty? The switch to HTTPS is petty, It Is stark raving ~d to switch to httpsto avoid NSA swveillance. I cannot believe Iha 
reasoning !here, some people need to take their tin foll hats off. I bet if anyone were to read this at tho NSA than would have a 
right good laugh at us all. Even if they ware inclin11d to mine data off this site then the switch to httpswould be of little 
impediment to a body of that resources. Why do we not only operate on tor and demand VPN usage if we are trying lo protect 
the hypothotlcal drug smugglers, money launderers and terrorists thlt appa.rently have abandoned the onion sites In favour of 
WP talk pages? There is no benefit for this change in poUcy and the reasoning behind is derangecl.--EchetusXe 17:46, 13 Juoo 
2015 (UTC) 

I am not here to hear your opinion, I am here to assess the damage. ~ 19:39, 13 June 2015 (UTC) 

@Connormoh: As a sysop, you should probobly use HTTP$. Otherwise, your account is at ris k of being hijacked in a Flreshhp-style 
attack, espec1iilly when you use a public network A sysop account would be really useful for someone Intending harm. :( If t ere are 
big issues, upgrading your browser to a newer ve,slon of IE, Chrome, Firefox, etc. should help. Tony Tan· ~ 03:15, 14 Juno 2015 
(UTC) 

~• I Just wanted to soy that, yes. we really do ca re about your problems. we appreciote all the work you're doing, and I wul ping you personally 
as soon as I have good answer or solution. /Johan (YVMF) (~ 12:15, 16 June 2015 (UTC) 

For referonce, IE < t1 rep-nbl about 5 s% of our tmfflc l!.!.IJln.lt~"'-wlk,modi• ol'Jl/wik,m..tl•{•!J1~tl•/~111dl~,•i:t~!m]1 llnll'<lliT(~!() 18:54, 13June •ois (IJl'C) 

How about a 1n the clear' sub-wiki? 
Like 111.1)>://l<c.on wiklpodlA.or3 whichjU8t refiecbl tho normal wlki. Theo .ti uoers of'normal' wiklpedia get 1-ITTPS, but JX!Oplc who wont/ncod 1-ITTP have to ap«iflC411,y ru,k for it !.!.!LJ:! 
:l!,.!!!(~09:38, 13JuM 0015(I.J'l'C) 

It would more likely be !:!!!1:!.;//en.lnsecurevlfklpedla.org. but I don't lhink there would be many fans. to maintain such a systom •. We will havo to see 
about what kind ci case can be made for Iha~ but I think it is unlikely that It wil happen.-~~• contribs) 10:25, 13June 2015 (UTC) 

Anyone could setup a proxy to do this (e.g. http://crossorigin,melhttpsJ/en.wlkipodla.org [maybe that's ;l bad a){llmple. as it doesn't flX tile links]. 
Anyways, point is that it is trivial to set up an independent proxy to an HTTPS site. Allowing• edits might be trickier, but not impossible),~ 
c.!!!ili) 16:28, 13 June 2015 (UTC) 

We have had a discussion 

Just a note lhal: we have h"d a dlscu .. ion al ti., village pwup about thio earllor this yeer(WP:Vl'IUfilTPll.). The di11Cos•io11 was clo..d .. ~~.!l,'illtl).1, due to the ruahJy technical 

nature of the ls~e. 

From my pointoCview, tlli.t move to H'l'Tl'S-by-default ill the eorrcd: ona M<>•ill•01t!J!¥llblog.111o~Ulg.o!]I/J!!!.\lJ.ll')'~:l.91.d.~:r»O:l\OO!'C£:h\tJ?/l (Firefox),~ 

~';"Ww,llluom,um,orstt lo1n.e/cbromlo11n•f«11rjty/mlliking-hll;p;"'!•no1y..,..,,.l (Chrome), the 11~11' fbltp,: //dotalmolwr.,otCorg/doc/rfc7.,,;{l/l. and W3f TAG 

{l,l_tp:{11Vww,w3,org/:,qo1/!nWjo~\)~~.!!1W oro ell behind moving weboiteo on the Internet In gonerel to H1TPS ond deprecating insecure HTTP 

1-ITTPS gll818Rtees the authenticity of oontent sent from W1kipedia servers as it lJ'nvols through the Internet, prevents tompering (whother it is ..,.,,,.,,.hip iJI anollm country or your 

interoot terviet, provider i!lf8<:1 U1g Atls.(hltp;/f(tfl'l«ih1liw,OU(n/ tooh-polio,Y{¥0 W!l!.i/.:~J,y•cou:wmi;ls-JbYHiiv.rliA-11,.H1tlw,itHt::i·UuWWU·t1~uunty-111i:l-11Ct1LroJJ!-l.a or eddl11g l1l \ 'ttah•• crocking 

.Q\"AQnrp (b\m!//ww,,yforbt:•-.~Ju/JilM/kaebmirblllf-'•p11J/J9/28/1lnd .. wn .. wbodwr:f:bi11-nm•agy~klllma•J1Unoc:00o.kitt:J:r.sw:~), and eurbs mass aurvoillanoo (by a gov't or an 
internet provid"r) by mal<lng it JHTiouJt and o,cpeosive to monitor artie:IM being ff.lad or written by individuals. 

Regarding the potenbal negative effects of switching to if!TPS for older c1Jents/bro1<-.e<>, wo should be able to find a worhbl• llOlubon for them Coirly quiclcly. A lot of tho issues 

mentioned an, 101\wate bogs diet can be fixed without jp>lng back to HITP. Gooi!le uoe, HTIPS by default. and there does not 8eeJll to be an issue with anyone llling Google. 

1 'om·Tun • ~ 20:43, l,')Juno 2015 (UTC) 

Thank you so much, Tof1Y,, for pointing out that Google doesn't cause these kinds of problems! Somehow. I hadn1 even noticed thQt -- 1 guess 
precisely becauso It doesnl cause any p.oblerns ... SHEESH!I 1r these Issues are, in fact, entirely unnecessary, then WHY WERE. THEY IGNORED by 
WMF's toch people v,hen they had been explicitly pointed out on lhls very page a couple of years agon? Inexcusable. I om sitting here literally 
shaking my head lh dlsbelief ... ~ (!!!.!!) 21 :48, 13 June 2015 (UTC) 

Well, google (the search engine anyways, not counting other sites google runs) does tts own auto-complete w~h javascript based on what It 
thinks you want to search for. It does not use the built in remember what I typed previously browser feature.~ tM weJd "i&BY88" ifl ~8 
plwial •, 1,ar a1 I'm readlAg, tM ~ra«>R of Iii dll:<lbloo auto-<>0>¥1plolo ar1 WTTP$ ic lho orily octml loco lo ropcutod IA U.i11 thro:ad Ill~ 
pocalbly AQI affe;I !.ooglo (Or for i~al mailer, I; a roali0Aabl11 Gomplalrit Imo), 4 m I mic~keA~ Edit: I guess you're also complaining about 
browser history, so that makes 2 Issues. All things considered, both are essentially minor Inconveniences, both are e~rienced only by a 
relatively small numbor of usors, and the autocomplllte one has an easy way of mitigating (update your browser). Not exactly what I'd call the 
end of the world . ~~f@!l:I) 04:45, 14 June 2015 (UTC) 

Please enable HTTP mode 
Hi. rm from Iran Alter WP enabled httpsas default(and noaocessto http), we haveelotofprobtom t.o 11COOU WP due to lnto,not ccn5"rshlp. l)ecou,.. Jrau.laugovernment ab"""" hltps 

proto.ol It'• very olow and pag .. do not load properly. Tlme,,out error happens freque"tly &liijng 1, not ... Y anymore. Please enable H'n•r option for restrichld countries again. 

Wlkipedia ill a great contribution to humaoicy. T!wlks. -o88.1s8.1gz,24 ~ 10:41, 14 June 2015 (UTC) 

AU people everywhe<e possess the inalienable right to have acc°"s to fnformqtlon of any and evory kind. And thoy should be abJe to oxpress thot right 
without lnteivention by any company, orgru,izatlon or government, to lnolude suppression, cen~orshlp and secret monitoring, The sole exception 
wou.ld be Information that is kept seCRlt for reasons of hatlonal security. What I don't und~rstand Is ~hy any government would suppress and censor 
this right by committing abuse of HTTPS and not also commit abuse of HTTP? Is HTTP roally that much h:irdor to abuse? \o suppress and lo censor? 
Since many or the problems that have erupted since Wli\ipedia converted to HTTPS-only are shown to be due to users using older versions of 
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software, and perhaps older hardware as wott, maybe W you upgraded to recent versions you would find that rather than governments being the 
problem, usage of non-recent versions of hardware and software is the problem? - P~ 16:06, 14 June 2015 (UTC) 

They try to block HTTPS end other encrypted traffic beceuse they can't see what you're doing. Cleartext traffic like HTTP can be examined. 
They want to give people some acceS$ to the Internet. bec;ause they know It's generally a lost cause to try to block Internet access completely, 
and trying to do so might spark a revolt, but they want to retain the ability to bloc;k some content. and keep tabs on what you're doing. For 
instance, China's "Gresl Firewall" sefecrtivafy blocks access to information on things like the Tienanmen massacre through multiple techniqtles, 
lncludlng a ~of·certaln sues, and tratnc analysts. --108.38.204.15 !!!!,!!9 22:33. 14 Juno 2015 (UTC) 

@Legoktm: you might know who to pass this cont41rn onto. ~agog the Oare (! • ~) 22:35, 14 June 2015 (UTC) 

I think I understand what~ fools like to be faced with lnternot censorship; I spend half my time in Chine, where the Great FirewaU 
disrupts access to websites that are commonly used in countries like the U.S. It Is very, very frustrating. What I do want to point out, 
however, is that by enabUng forced HTTPS encryption, governments like that of Iran will be forced to make the decision to either 
block all of Wikipedla or none of It, Instead of being able to selectively filter by the topic of Individual artlcies. While In the short 
term users may find ac;cess to be ullSUlble or even Impossible, the government may eventually bo forced to stop interfering wMh 
Wikipodia traffic if It decides that access to the •good" information Is more important than filtering the "bad• information. So in the 
long run, it may be better to keep Wlkipedla HTTPS only if users eventually end up having access to all of Wikipedla, without 
censorhip. There Is no guarantee, but I think we should at least watt and see. Tony Tan • talk 01 :50, 15 June 2015 (UTC) 

@108.38.204.15: Oot of curiostty, do you have a sollCe for infonnat.ion about the great firewall using traffic analysis? Most of 
tho thinss I r<aad soem to suggest ll10y-mostly use deop pa_cket inspe¢tion end DNS poslonlng, And I'd be really Interested in 
reading any pubttcly available info aboul how their system works. Bawolfl (!!tJ!!) 02:10, 15 Juno 2015 (UTC) 

I'm suspicious Iha\ HTTP$ will do nothing to stop spying by the NSA or GCHQ, but has been Introduced to make it much 
harder forwhlstleblowers to sit In the middle and see who they are spying on. It seems we're stuck with it though. and if 
you're using ancient browsers Stich as IE8, you'll just have to upgrade. Akld guy<!!!!!) 06:24, 15 June 2015 (UTC) 

That doesn't really make sense to me. What realistic opportunities would a wtlistleblower ever have to be in the 
middle of an NSNGCHQ communication? And even tt they were in such a position, the transport security of 
Wiklmedla would be rather irrelevant. To the best of my knowledge, no whistlebfower has ever intercepted 
communi011tions in transit over the internet in order to release for the public Interest. Whislleblowers are usually in a 
trusted position, and legitimately have access to the data which they decide to dillutge. 8Dwollf <!!!]9 07:47, 15 June 
2015(UTC) 

I want to clarify one thing that's turned up a couple of times in the general discussion (and I'm not replying to 
any speclflc user here). There have been a number of comments regarding the NSA. We know that the NSA 
has targeted Wiklpedia traffic. and the Wikimedia Foundation doesn't believe Wiklpedla readers and editors 
ought to be targeted, but while this may have been tangentially rotated to concerns over the NSA, it wasn't the 
driving force. There are other governments and private actors to take into account, and, for example, the 
~ style attacks that~ has mentioned. Rather, tt was driven by con<:em for the priVacy and 
se<:urity of editors and readers all over the world, which means there are many different problems to 
consider. /Johan (\/I/MF) (!!!!!9 08:00, 15June 2015 (UTC) 

I am with Tony Tan on this one. Our concern is not the NSA or GCHQ spying on users (that can be done even inspile of 
HTTPS), but its governments like Iran, China. and others that (with HTTP) could filter out certain content from Wikipe<fia 
without the majority of people noticing. HTTPS forcos thom to either block •.wikipedia.org entirely, or Just let go. They will 
probab chose the latter si the forme wi n r m r wa to what Russia has boon 
dol • 

omaih. 
Of . 
h nee topics etc. but It is a goocl1Fi'"'1ngc::;;th;:-a:,.:.y;.:;ca"""n-"no'°il"". A":n::.:d;;:.thF.is:,;is= wc;,:hy=w""o-i'h""a"'ve;:;:.;:.to;:.m::.:a:;k;;;o'-'Hi';TTP"""=cs~th=-o.:.o::::,n/y optton. 

CS:38, 2 July 2015 (UTC) 

• Jus1 lo 0dct my5c, I do reme1t1be, u111n9 a unlver\i(IY lntemot network a ytar ago thnloompleloly b3Med ftTTPS{$O I <OOld = IMkipi,dia only In HTTP). I don'ot know tho ong1n of 
lhlS block (lhio ojlcold bo dellnilely 8 selling by unlve,,slly netY,Ork adminjiirator), and I do nol kf>ow 1f that blocK i• &t~I th8ft O haven't Uf;jld It o!Me then), but I would like to inforrn that 
•uohnelWQrk&do e~l~t. and I donl.lhink.ttwo lsa way to tmtkthem - NlckK (l!!Jl9 09:16, 15 June 2tll6 (UTC.) 

Sueh ne\works proboblyexist, but I think it would be up to the netwol1c adminislmtors to whitelist Wikipedla's servers f they belleve access to 
Wlkipedla Is Important. They would probably do it after rea lizing that ~ Is no longer possible to access Wiklpedla on plain HTTP. !.£ID( Tan • talk 
05:26, 16 June 2015 (UTC) ~ 

If Iran blocks HTTPS. there's no way Wlklpedla/WMF wm be changing their minds by blocking access to Wikipedia for Iranians through HTTP, 
whii:h is probably a desirable outcome for the regime anyways, WMF should sot up addlUonal HTTP servers for static access to Wlkipcdla (no
adll accoss) then with a dlsclalmor slating that the content may bo modified by1hlrd parl,y man-In-tho-middle vandalism in big bennar slatements 
at the top ahd bottom of evoiy page. •· 70.51 .203.69 <!!!lli.) 04:44, 17 June 2016 (UTC) 

It would be trivial for the men-in-the-middle to remove the di1;claimers. _(!aJ.k to) I!l~herGaelanCs contrfbytlons) 06:16, 17 June 2015 
(UTC) 

Yes, It would, however, It would f8f1nable access to populslions who are completely blocked form using HTTPS. ff the governments 
In question actively block HTTPS. then we are just faUlng into their hands by removing access to Wiklpedia from their pol)\llations, to 
limit their populations access to information by voluntarily falling into the schem<ls of their governments to t41nsor the internet by 
removing access to Wikipedia completely, as they filter out HTTPS. •· 70.51 .203.69 (!!!!!) 11 :31 , 18 June 2015 (UTC) 

Never really saw the logic behind moving to https ... so it ellher stops the governments from snooping the accounts of say 
10,000 wiklpedians (people who browse and randomly edit the wik~ or by moving to https, it bloc~ 1.2bn-2bn users from 
COMPLETELY accessing the we~e .. lf i was the guy incharge of making the decision, ru choose the latter. I'd rather have a 
billion users being able to access this sito than help 10,000 users from "hiding" behind closed doors and randomly attacking 
their government and rnaklrll} this site look bad ... .sadly, I don't work for the site and I sympathize with those that can no lon;er 
access the site .. l WMF had actually done their research before doing this, they would realise it was those users who 
contributed a lot to the webciite than those 10,000 who use the site for their own personal agendas. .. alas ... the weak shall inherit 
the wiki..and for the 1000th time. enwikipedians demands supersedes the demands of other language wikls- si-« 11:53, 18 
June 2015 (UTC) --

https:/ /en. wikipedia.org/wiki/Wikipedia:Village _pump _(technical)/ Archive_ 138 2/14/2018 
WIK10006885 

JA3814

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 420 of 484Total Pages:(3886 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 16 of 69
Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page 15 of 67 

Note 

Billon? 06 you have a citation for Iha!? Before anyone says China, China is not currently treating https access to 
Wikipedla any dlfferenUy tnen http access. I'm keenly interested In who tills actually blocks, so if anyone has actual 
information about people who are blocked ... please say so. ~ (,!!!!!!) 2,1 :39, 18 June 2015 (UTC) 

If the governments that currently blocl< HTTPS real,ly Intended to completely remove their citizens' access to all of Wiklpedla, 
they would have already done so over HTTP. Precisely because they still see value In some ol Wlkipedia's content, they chose 
to filter instead or bioel(, HTTPS removes the fitter option, so they wiU have to etther allow or block all traffic to Wikipodia. When 
they made tho ilec,sion, Wlkfpedia was still avaiiable over HTTP, so they chosa to block HTTPS and filter HTTP, achieving 
their purpose of allowlng aci;ess to some information whie blocking others. 
Now that Wiklpedia can only be accessed on HTTPS, thty are lo reed to re-evaluate their de,;lslon. They are now forced to 
deeido between blocking all of Wikipedia , or allowing all of it. While all of Wlkipedla Is blocked ~s of now (duo to their earlier 
decision based on a sttvation that has since changed), they may eventually be forced to allow It if they think public access to 
certain resources is Important. This was tho case for GttHub. When GltHub switched to HTTPS-only, China ovontuolly doc:idod 
to allow all GitHub !raffle b<lcause of its importance to software development, even though thero wore other information on 
111ere that the gov't wanted to censor. It may be a while before HTTPS becomes unblocked; perhaps the governments are 
wa~ing for Wikipedia ,to enable HTTP access agoin, which would make H unnecessary for them to allow HTTPS and give up 
filtering. Tony Tan· tal< 07:34, 21 June 2015 (UTC) 

Or thGy could toll people lo use Baidu Balke, or similar local service.•· 70.51,203,69 ~ 12:33, 23 June 2015 (UTC) 
On that note, does that mean that Wfkipeda has a TOR address? {Does Iran successlulfy block TOR?) •· 70.51.203.69 
~.!!9 12:36, 23 June 2015 (UTC) 

You do not need a website to have a "TOR address" to use Tor to access the website. You can use Tor to access 
any web~lte thot does not block Tor exit node IPI.. ~ adciresses are used for concealing the location of the web 
server. Tony Tan • talk 20:43, 23 June 2015 (UTC) 

Google ha.& been mentioned. Whlle Google defaults to http• it can be ( ea,ily) pem,aded to we http. All th& best Bi£ll Farmbn>ugh, ,6:54. 1 July 2015 (\ITC) 

Link to talk page in Mobile Wikipedia 
The talk page link in the mobile version of Wiktpedl• should be shown for non-logged In users8S well C',ooffreyr;,ooo ~ 030:)6, 3July 2015 (ITTC) 

@GeoffreyT2000: Thanks for the feedbaek. I'd suggest sending to the mobile malUng 11st. moblle-l@llsts.wlkimedia.org. to keep discussion centralised 
and give everyone a chance to participate-. Thanks again! -Dan Garry, Wlt<lmedla Foundation (!!!!.!9 20:09, 7 July 2015 (UTC) 

Page ID 
So ... I have ~e JD ( i lllDlJ)ly have it) Ia there somesimplo way to find ou~ to which page this ID belonga? Not u:sir,a API QU"Y, SQL quany . .. Cant I go l)o ...,.hand do oome 8<lUOh like 

·'td:XXXXX", ormeybeWA peoplecando.001e work? A> l underat,,nd, Moduie:l'oge con't do that. ··l••d&rt!''i~.!!21 (ll]l/.!!IWJO.!t') •~40,3July2015 (lJfC) 

My user page has page ID 26096242; this URL //en. wikipedio .ocg/w/index.l)hp?curld=26096212 is anotl1erwayto IOad ft, - John ofRoadlng ~ 
13:55, 3 July 2015 (UTC) 

OK, but what about not touching URL. The perfect solution would be t toair• t~•pl.Ate 1260962421 l. which would give User:John of Reading, 
-Edgars2007 <W!/OOnlnlls) 14:1 3, 3 July 2015 (UTC) 

I don't know know a way to display the pago name. hltps:///en.wlkipedia,o~~{?curid"'26096242 is a shorter url. It can be used in 
{~.!Ll'.!!9} where I lqu<tty Unk I I qr,; uri<l~t609624 2 run;m.,..,, po9e 11 pr u.ces Uiknown pege (llttps1/en,wikipecli'a.org? 
curld"'2G096242). PrimcHunter ~) 15:13, 3 July 2015 (UTC) 

This is easy from Lua: mw. t i tle.new\~'-v%?.4.?) . prefixedTe x t . It would be easy to set up a module to do this if necessary. 
Jackmcbarn (!!!!9 15:21 , 3 July 2015 (UTC) 

Fwiw ... there's already a Special: page search utility that can take a PAGID and giVe you the associated pa1ie (albott a btt clunky as wall 
a1; poorly bbelled) - just go to the Redirecting S£!!cilll Pages sectJon and select RfKiirecl by file, user, pege or rev/si<m ID. Don't forget to 
switch the input selector menu value from User /Oto Pege tb before you send your request. 
You can aloo buid a template based on that speci..r page's syntax and the previous id given above li<e. Speolaf:Redire0Vpa<1e12!l096242. 

Un!onunately, as It stands today, the outpUt Is not lis!ed as .,, optional v,;kilink lo< you i> follow l need be lxlt automatleally takes you to Ille target allicle, re<ioion or 

user in quoslion nsleAd, I'm sure amending the app to display the target as a olicl<able ,..,;1ci1ink rather than IWtomatlcal y opening the target page is the better solution 

hero Maybe providing a che<:kbox Indicating not to take you to the target a• an alternative maybe?•· G00<go Orv..,u Ill (!!!!!,) 00:15, 4 July 2015 (UTC) 

Thanks, guys-Edgars2007 (!!llilCOOU'lbs) 09:54, 7 July 2015 (UTC)I 

Force desktop version? 
I read Wlkip«lia on an iP&d, and the ,.,reen is large er>0uUih that don't need the awful mobile ,erslon, Yet I c,in\ stop my Chrome browoer from oon,t>ioUyoervlngup tho mobile venoion, 

comtantly forcing me to tap tho "R,que,t deskl)op veroion" button. It thor• awfl)' to force Wildpedia to give mo the desktop-.ion by defot~t? •• ('.,,!ton IM 21:21, 5July 2015(1Jl'C) 

Bookmarking "on.wlklpedla.org" (without tho .n, ,) and always starting from there serves as a workround, $ince onca you've requested desktop site 
once tt :should remember It as long as you don't rjve It the chance to go to the ml)bile site. I completely agree about the shltllnoss of the mobile site, 
and whoever thought it should be dofautt should be summarily fir~ven on phones, let alone tablets, It's far less friendly than the desktop 
site. - iridescent 21:29, 5 July 2015 (UTC) 

@Jric;lescjn\: If you l)ovo ,iomo con$~uctivo feedback on what you donl like about tho mobile \l[ew ror reading, !hen 1he Roa ding Department 
would we come tt. Yo~ can give that feedback on the mobile mailing list, moblle-l@llsts.wlklmedla.org. That said, I would note that if you phrase 
your feedpack to the list in tho extreme~ combative manner that you did here, people wi! likely avoid engaging I'/ilh you. Please keep things as 
constructlvo aJ possible, bolh Of'- and off-wlki.--Dan G~rry. Wlklmeaia l'oundatlon ~ 20:07. 7 July 2015 (UTC) 
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I've found that bookmarking "en.wikipedia.org" is not sufficient (on Android Chrome) u the server wiU detect your platform and redired to 
the mobile site anyway. However, once the mobile page loads, if you $Croll to the bottom and click the "Desktop" link, then the server 
remembers your choice. I'm not sure Wit only lasts until you close the tab or if it lasts as long as your login session. but It expires 
eventually. Also, there is no equivalent way to swllch back to mobile, you have to add the •.m• into the URL to get back. 
lvanvector ♦ (I!!~) 20:12, 7 July 2015 (UTC) 

There is a fink to the mobile version on the bottom of every desktop page. -- 1 (Uffoi : Edoklct 11 1 f 1.,ill;l 1 21 :13, 7 July 2015 (UTC) 

Arunanshu abrol thanking DumbBOT 
NormaUy, bo~unnot bo thanked WII)' did.J\rutymllh,1 nbrol thonk~~Qcolfmyf3092 (W!.)oco,, 6 July 2015 (l.Tl'C) 

@GeoffreyT2000: Well, nobody knows except Arunanshu abrol (talk · contrlbs) themselves Have you asked them why? 
But i/you mean "how•, it's very OtilSY, All you f'!Eled is the revision W:ror example, the last edft made by Ouml>BOT ~ • oontrlbS) is 
Speclal:Dlff/670158689 so try visiting Speclal:Tnanks/670158689. -Redroso84 ~ 07:44, 6 July 2015([1'i'C'j 

I get "Thank action failed. Please try again." YMMV. All the best: Rich Farmbrr,ugh, 17:02. 7 July 2015 (UTC) 

OK. .. I just thought to look for the thanks In question. There's only one logged (https:/len.1•1I1tipedla,orEIC!'![lndex.php7tl~e=Sp!£lal% 
~_\ype=thanks&pagecUser:DumbBOJl as sanl to DumbBOT. and ifs timed at 07:48. 29 October 2013 (at first, I had assumed I1-)at 
-tho Incident was recent). Might It be that it was possible to thank bots at the time, but the software has ~inco been amended?--Re~rose64 
Qa!.!!!) 17:48. 7 July 2015 (UTC) 

API calls just starting throwing SSL/HTI'PS (?) errors 
For context, I run~ which •cores every en.wp edit in near l'fllll•time. In the la,t couple of hour,, thi, pro""'9 his hit the fan In the last sevel'Al day., I have implemented changes to 

handle the HTIPS swltcoover and I.he new oontinuation proeedure for queries retumi"l! long result .. ti,, As of -15 houn> ago, everything w05 running perl'ectly smoothly Now my (Jave) 
API code;,, lhrowing em,,. lilt• u,;. •l<rmy APlcall (but does succeed In browser). 

~;::;~::,.tP ~ttor il'L UJllt..1 http~t//111,vJk:1.p.t.!li.i,0(9/v/a,,t.i-hpi . -'--• .. •• 
1iOUtu,••t]lllll l,ylpr9f-UVL•J.UUIU'll•)!!•fi.lOJOOll-flrvt.cill•O~lUlllut.k.lhl11rc,~.J.1:I\Js:e•~,1 11H1 I J..vm1t .. ll\.lt-11g t.twttM~"M.11 
l liVi1',t1•t-.n.1,::;:aZ'lll:c:-,a~t-lnr,; 1•·1a, Lln1, 1\11flt.llh:!.ti111;~~• tm1 Could ,iQt: ,.u~n.t.e llfi \!j,'fllllC 

•t.. a-11i,. -r-l1tet.011:1 •r .. uitcon•L•uct:0-,11 .. -.:•••oi:tti. ,1-1r1.-c.ui-,;• !tlo~n,.i,m :S-A1H.•i 
a l u n. u t.titct, D1hq,W.nqt;:0n.ouuototM-een~rll!fJl •111\fl t,Ot111\ot'• l 12tltto1t1t1;-=011tuut1tct:.k::uJn1 hrp J , Jilv.11.CS} 
•t u·n, IAl\!1, 1e.Utet.('(in11t.ruc-t.ar-. nt"VJnora-n'1'tt (Con11t.,ueto(',)wa 1 u.1, 
a t- '"' ''" · m1t .wv.r,rnt:.-.ml. hup, lft1";p!l!U(",1r.n,.-i1, t .cr'156,nn, ftltt.;1,u•1r.aia•.11f!t i,.,O,jFnt: I •511 1 
Qt. J41'0-Slllt.1UrJ.t-y,r£:ccoKoMt-ol l 1r. dt1tli:l v ! tuilX1Ufbt1V6 !t.eLNMll 
"' ' " "n, 11t!l .v ....... , Pfffl:r.Ql:l), tit•r, Krtpl,IR1.Ctlnhttdt.t M♦ qnf,C.hA1n •cl&il<t"l) l \ ,, n i,t1 1:itJ1LCo11n,U'lh Oil• J,WAl l ( ',ill 
WL a au, n.i towvv, p r.,tooul , http. Htt11UP..It:OrrftWLl1.11\,~"il tipU\."SlrUJ11(1ltl:f'll/ltJ:i:.uln•cUou."jlfnt l l QG) 
or. • un. l"!flt..-. Pr-~t'000-1-, ht't~,H~t.p•UkU:0111uu'ILior,1 -.,1.,.t1 ,,..u"5t ro_..wmus--'tlOlU.Con1teoLlc,11?,.,.i, 1 .. ,.,ui • ~• 
l !lfllp tlOJIJt Hr.i::i l 

).AUUd ty1 1•v-•.n•t.ul,$llE'¥.!'lfpt 1<Jn1 111va,!Qr,Q ,Jl,:JntLm~Lion1 CGU)d not ""flar-At.t OH l(ayl,)JU 
i.l o-un, .:iaou nt•1oird.A.l!t-U,,ge.1;s11,.Bc.pU.ii.n IAJ.tu, ;1,avi11-.0t1 
,a,t ~un. !lflQOrit y. 11!! l. 551,5()('-lrfltlll'pl. fah l (SSf.S<)<'lt•tt"f)l-J.JY,ll 1'6-9)) 
at ,uti. U011tlty. u l. Sst.Soclretl«.pl. fatal (SSl.Socbt.Jnipl . )iV,i': 1660} 
at ,un. HCUci ty. 33 l . SSL!locket 1 _,.,1. htmdl.-exc• ption{SSl.Socbtl ,rpl . j•v•: lei if') 
at ,un. ,.C'Udty. •1!11. SSLSock•tl.r.pl. ,urtlbnd•hake (SSLSocketlnpl. ) av,1: 1224) 
at aun.Ho1nlty. u 1.ssw:ocotet1&4):, 11 U rlH•rid,halce (SSI..Socitetl"Pl. jav.a : 1201) 
.aot , un. l'let.vvw .pro1toco1.http:1 ,llttp1Cl1•nt, art.r~onne¢t (Http:Clhht, j •VAI 440) 
{81111'18Me IIIOU) 

--------·------------------------·-----·--
Clearly somethioi is going on at tho SSL handshake belween my .. rvor and the WMF one Givan nty thinie won, workina on J1lJI end and I have not Int=·•-'• thi• heavily augg...,. 

aomething we> changed on the WMF •ide. Any pointers? I'll llO(l) tllOt CBNG al,o went down parallel to my 8"rvlce, I beUeve. Thanl<.s, )Ywt 0,/Qj'OW.Q ( llllls) 03:57, 7 July 2015 (t.ITC) 

CBNG isn't feeding on IRC enher. ~ ccncm••~I /Q 06:26, 7 July 2015 (UTC) 

This is probably related to phab:T104281. You probably need to update your Java version. - :!fil!QJ ~~ • c~.!2!) 11:34, 7 July 2015 (UTC) 

moving to Java 7 or higher will solve your Issue. Matilnyo (talk) 11 :47, 7 July 2015 (UTC) 

Most frequently used words with 6 or more characters on the English Wikipedia 
How can I flnd30meone who knows how to doa &tatlsijcal analyoill on a Wik!pedia dump? I would lll<e to have a list of the most froquently used words on Wlkipodla that conwn 6or more 
chuocter.,, For more Info about wll)' I wantSU<b a listpleaoo~ . ThBJ1b! I~lil..Es!!lu...!! (!I&) 11:55, 7 ,July 2015 (t.ITC) 

I have dono a bigram analysis before, let me dig though my archive. All the best: Rich Farmt/rour,h, 14:53, 7 July 2015 (UTC) 
Oh ... and the reason lhis is lheorelicalty not a sufficient tool for working on 1Ypos, Tslfiat the slal!stlcal riature of oach dump is post-correction for 
certain lypos, For example I fixed ail (5 or 8) occurrences of "chfuchea" a few days ago. A current dump would indicate that this is never miss polled 
Ill.IS. All the bost Rich Farmb~i' 14:57, 7 Ju~ ,!015 (UTC) 
Hare (https://metawlklmedla,oii0'Ikl/User:Rlch Farrpb(0!19h/emwp:worgs-10k) is some data from 2010. It mighl be a good test set. All the best 
Rich Fsrmbroug!z, 15::111, 7 July 2015 (tJTCJ 

I have coded this up, latest dump is 6) downloading ... Moving eonvo to Usor:The Quixotic Potato's talk page. All the best: Rich Farmbrough, 
16:58, 7 July 2015 (UTq 

Content Translation, the new article creation tool is now available as a beta-feature 
Hello, 9!11tent Traiulobon ha• now been enabled .. an opt.in beta ftaturo on tht English W1hped1e forlogaed·in users. To ,wt 1,...,1.obng 
pl..,. enable the Bota featu~ In )'<>UT preforeocea V1Sit Sp..,lol:ConlE)l;'.rrnn1lntlon or go to yow contrlbut,ons page to open the tool You 
con follow the instructions in the~ on how to get 81.arooil. You can also Rod more informotioo ln our earlier announc.ment in!h!. "'la 

~J.&DP.l!!l~ 

SillC4 this la tbs lirst ijrne wo have installed lhe tool on this wiki tl1e1~ ... c].,,..., LI"' 11.,,. ,nay be •ome probmms or 80rvico disruptiona 
which wo are not yot awB.N> of. We will be monitDring tha U3'1C8 lo ehook for 8J1)' failures or ll!l!ues, but pt.- do lot u• know on the~ 
Trrullilnllou tnlk P"&'! or through~ if you spot &Ill' problem'& Thank you. On beholf of tho Wikimedia Po"""8tio1o'• J..ango, ge 
&wr.oerlogTeam:••lulnn SheU.JlOharje<, (WMF)(talk) 17:o6, 7Ju\y 2015(UTC) 
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@Run ab WMF: Why do we naed this? This is the E ngGsh Wikipedla; pages are written in English. If we want to 
translaiei"page to, say, German, we edit the German Wlklpedla. - Redrose64 ~ 17:36, 7 July 2015 (UTC) 

@!3edrose64: This Isn't my initiative, but you don't seem to understand what Content Translation does. Can 
you read the Slgnpo.sl artiole J!.nked abovo? Best, llithari (WMF} <!!!I!) 17:39, 7 July 2015 (UTC) 
@fl~dros664: Research (htt~ erlhecht.com/pa~rsibhecht chi2010 lo~olbabel:P.!!~. shows that even 
between ig Wikipedias such as ~nglish and German the overlap Is about 51 %. Thal means that half of the 
German Wil<lpodla could be translated Into English. That does not mean that alt those articles are relevant 

!:~~rrJ:,~ 
~ - :--

~-
to English Wiklpedia, but there are some valid opportun~ies for translation into English. In tl)ls Ucket 
htt :// habricator.wlkimadia,or 1'94123 we collected the roquesls from the community to onable the tool 

How to u&e Content T ranslotion . a 
short video) 

:..ii::==:.. ~ :20, 7 July 2015 (UTC) 

Images not showing up 
If you add an ilMge 17> a pas-> and then upload the unai•, the pag• will fail to cllspll!JI the imaa,, (and put the pago Into Cr~'<lgon,;Arjj<J,,; wah missing jll"!) until the job queue catches up, 

or until you edit the pj>ge. In the last 24 hows, I've bad a variant of Ibis problem I odded en imoge lo~•. Ohio before it had finismd uploading to Commofl8, oo I mod• am.ill •<!IJ, 
be08ute that n.xsa ordinary purging problems.. The N:9ult? No chengo I h.ad tu make {hU-ptt,{/on.wikipodut.o.qrfw'/mdcxphp"i\Ufr:-Gz93G2.,.J:V a dummy edit (while using the wrong 
termmology) to get thing,, to work, and thenself·revert. Meanwhile, I'd added en imagato .Q!f!.l:!>.!!.BJdge, O~ (not hitting s,,,,. until the image,,. .. visible on Coanuons), and the "4111< 

thiog oC"-lrred: it looked llke • nooeJd.,,.,nt image, d .. ptre a null edit, until fd mode• dummy edit Dittu at C..... 'rownship1 Hn=cl< Cqqilly, Olil~ Letely I've nollced that articles 
occ83ionally don't display cha.ng .. efter en edit (e.g I'll add a paragraph, save, •n<l the paragraph'• not there), but th!! problem b normally resolved Ii, refr .. hiog and always by• null edi~ 
and enywey t.hi• P"'bl•m ,how, no chang .. whAr.-rer, not all-chenge,-excopt•image Omonyone e,cpl,rin what's going on, why I hove to edit a page twice to get the imogeto oppear? I've 

been edding photos to other a1ticleo M .... u, and none of the other., hed problem•,even though with most imoges (e g the one etf.g~~~~m\!, Ohio) I .. ved tho edit 

as 900n .. the photo w .. done uplOAding. !:!.!:!!~ <.m!!!) 17·59, 7July 2015 (lJrC) 

Did you !>Y'Jti;•ygur own browser cache after the null edit? A month ago that was often necessary after edits as discussed at Wiklpedia:ViDage pump 
Qechnfcal}l re 1ve 137#Post not showing up immediately, It hasn't happened to me lately but I donl know whether ii makes a difference that it Is null 
edits. PrlmeHunter <!!!!!9 20:13, 7 July 2015 (UTC) 

This is different from ''Post not showing up immediately". It goes from showing nothing in the lnfobox image space to showing a nonexistent 
image, and after the first edit to each page, all of them v1ore in Category:Artieles Tcilh missing filj - besides the category appearing at the 
bottom of the page, the article names appeare,j when I "'!enlto lhe category and ookedthrough Is contents.~ <!!!I!!) 21:15, 7 July 2015 
(UTC) 

file_get contents on wmflabs? 
HI, t,ying to n,trieve this page froD> lobs returns false: 

·-----···------------, 
ur 1 •''http!/ /toola. 1o111f lab9. org/ catec.ar.l/cau111;•n2. pl\p? h~uage-<!ei c~t•,or ue•5eat♦()C,0010ASoth•t... cat_•n<:id01 t• t• Coc111a L•1.·ov..,$all_Moep.1cu•d~p\.h•l !i", 

~C!tv_H.31L .. fih,.9•t_C011t~nte($uru, '-----------------------
Any clue, why thls hoppens? Worb weU on FF with this url (hl\J!!!LL.looL).wmfJab, ,org/ .. l:o<i~.pbJ?.'llruyrunge•de&CAb>jtor1.,.~PhY51J\'6oD\'iioi\&dclt~1&:rortllJlr-acsv&rufJo 

5ln":io ~ 1&i1s'.?V,i.l3o?C::fD=.i.&llll~QU:2,6§0• L&nalJ11..'jB,1"Af>=1{kna"o66~ .. p - ifu!!lffiB82!A1~1~58109'@~t~~.af.!J2"n,D=1&11M~58 1:1" 5D=t.Rnu~GB1~pD-=t&1.-,~@..afili 
liR=2.~Ji~'osP1'-sD=•.&1J~%jil}39,,0=i&ial'i:5B/\'Jj\50~1&ns'1'sJJ,:S.SD• 1&nt.li!jBgl<i5D-1&os"6ll11%50~ll13,.5D 1&ns'l65ll15!1:5D~18aJ!!SllfOl'11>6D; 1&ns% 

r,~'®;J.);11'dqpth~,5). Thanks, ~..!!?! (tllk) 19:32, 7July 2015 (LITC) 

Wei the url has variable names still in it .. that would be ono reason :)-TheOJ ~ • conlrlbs) 20:58, 7 July 2015 (UTC) 

Also doesn't work with http:t/tools.wmfla.bs.org/catscan2/catscan2.php ;) -Flomlnator ~ 06:52, 8 July 2015 (UTC) 

Need some testers 
Plee,e""" Ux1c I1owclrong/11<,rulbox and ~ wchong/oandhg.s;;: We are tiying to add C8j>tions to the mein paae Images to .olve the longstanding complaint of when the unaa .. don~ 

go with tho top lt•m in ITN end OTO. l'veeh,cked this in Vector and Monobookskinson Win 7and 8 with l&roslv<1rslonsofChrome, Firefox,and fE I need oome pooplo to verify It using 
o Moc, U>ing !Pbd (not worried about iPhono/iPod .. ,maller re90lutloll9 will got tho mobile ver.ilon, which dooo not include ITN and OTO), and from Android tableb with stock browser 

and Chrome- Additlonelly, if a11)1one i.., suggestions for other im,ige l)>J>es to test with, feel free 10 ocht .. neooed Thonks! -howcheng {W!!) 20:20. 7 July 2015 (UTC) 

Works just fine on Safari for Mac, and on !Pads a~ !Phones (wOOt ,iew responsive design mode of Safari 9 for testing exactly this 0- Android will be a 
lot more work to test. There's a lot of rendering dlferences between all the minor versions of Android. Android 4.4 - chrome 30.0.0, that I know. 
-TheDJ (talk • conlribs) 20:57. 7 July 2015 (UTC) 
That's a wiiole tot o nosling divs with contradietory classes (floatrlght vs. floatnone for exemple) which basically do nothing. There is a lot of fat to 
trim. But I like the basic approach, though I would liko to advocate using a separate class for main pago images Instead of using the lnline-stylod 
thumb classes (Which look weird with the 'new image thumb' gadget enabled). - 1 (Uocr:F.dokt<>r 11 r r ta ll: II 21:27, 7 July 2015 (UTC) 
I can second what TheDJ has written. Tvx1 21:43, 7 July 2015 (UTC) --

@~~: I started from {{plain Image with caption}}. I'm unfortunately not that familiar with the classes In Wlkimodia's CSS files. 
howcheng {!ml} 03:03, 8 July 2015 (UTC) 

rn do a little claanup later. -- I (U.et:..:!O~LO< ) 1 1 ( ,tilll I 05:50, 8 July 2015 (UTC) 

Changing wiki strings 
Is it possible to cb8Jlge the strinp of 0$r'l'ain thing, on Uta wiki? Like, if I wanted to chan~it, (or example, the text of 'Talk" to say "Discussion" for me, ror some red:orL I ra&J eou1~wlt~n, 

you could chongo it viatro skin """somehow, but I don't l<now ifthet'• powbl• or bow you'd do it. If it is, how do I find tho, like,strlng id of• thing I wanna ch.ange?Thenks. -- Srdan 1'i' 
09:38,8July2015(lTl'C) ---

@Srdjan m: You can only change toxt values In CSS J)y using ugly hacks 111<9 those (http:lfstackoverflow.comlguostlons/7896402/how.can-1-roplace
text-through~ . Hqwever, It's quite e11sy to change text values with JayaScript. Just add the coda ~I ._..~d-tal.!: • · 1. uxt 1 •r,1>c•1u i ,n • 1: to 
yourcommon,jc Ego. Tho ~a-talk a• part•~ tho CSS selaclor for the "Talk" llnkat tho top of every pago. The drawback ol using JavaScilpt for lhls 
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is that 11 doesn't loa.d straight away, so there \\ill be a splft-second when you load the page when it still says "Talk" instead of "Discussion•. -
Mr. Srrnd/varius !.!!!!.:'. 10:12, 8 July 2015 (UTC) 

Thanks. Btw, would using that hack on css (even though I really didn't get what to do on that page though) actually get rid of the split second 
delay or would lt stUI be a thing? It's not a huge deal, bul !rs Just a minor drawback that I wama see if I can eliminate. :P •• Srdan '!!_ 10:26, 8 
July 2015 (UTC) 

Revision scoring IBG goes for a second round 
Hey folks, 

About 6 months a~. we poall>d ho~ lo notify you of an lfiG•funded project we've been working on: Rnvuion sconngAauor,k<,, TO<ley, I'm po•ting lo a,k for your feedbscl< on our plan 
fot a w.nOO rou1ld of lEG fumUng. Ju the r,rst 6 month, of our project. we've met our go.els We stood up a production level service for retrieving revbion soorea (Te.,t it out righ.t now at 

thls link: .~~9Ill/~k1/?,nod,is=mc1t«ll wp1QS.Wid;,c;;)(l30:;6811l6 1zu5,11ol We have 5 l"'lA'•W• nmning (llnglish, f'rencb. Portugu.,e, Turli sh and 
Pertian) and two lllOdeJ. ('reverted' n probabtlit¥ !hat the edit will noed to be reverted & 'wpw' •• WP LO 1\rn,S!UllmS) W•'ve bad a .. to( tool, and bot, pick up tho service. See 

SMrMRev,111lo1t•(htt1'd /lpJtl1l!ht(ITI\/bo,'13r/mw~Bi'dsnt•~(od~)T!s>rnl) e.nd Rnportahot ,, 

In the next 6 month& we plan to do some more in:eresting ,ruff. 

1. Add on e;Jlt ~ olasstljor 

2. Expand language support to ntYW languag05 like Spanish and German and projects like 'Ml<ida.la 
3. Extend our~ ••rviee to allow odlors ,.;it, aulooonfirmed accounts to crealo thoir .....,, labeling campaigns. 

Ir you havea moment. we'd appreciote your feedbaclc or endorsement on ourproif<'t re11own! p1A11. Tllanks. • ~ <!!J! • conu-lb•l 1~:38, 4 July 2015 (trrc) 

I've been using the 1.0 assessment model for WikiProject Medicine. and I'm prGtty setisfl8d. ln particular, it's nice to have something make a list of 
thin~s tagged as stubs that probably aren, (and vice versa) . IM1atamldoln9. (!!!19 16:04, 8 July 2015 (UTC) 

Moving article - history lossed 

I had moved page GOlnarto GUlnar (province) 
lhon I made {@~rrom ~ 
~ moved pago Golnar (province) to G0lnar 
when I wanted to see the editing history of GU!nar - I found that the history has lost! 

which is oomplot• ly WRONG! and ,hould not be Mppcood! u If aom•ono m«I• a full ertlcle ''blah-blAll', and 80rueono olao mode a srub "blah_.blah", and th•n I( somebody rename 
''blalt..blah" to "blah-blab'' an history of.blah-blah" will be lost! ((do[(~) 1535,? J uly 2015 (UTC)) 

When you reverted Bkonrad's move tM hlstOfY was moved back to the "(province)" page - with Bkonrad's move revert. Jo.Jo Eumerus (!!lli, 
c:ontributlons) 15:57, 7 July 2015 (UTC) 

now I have moved page ~ to !:!9.l!!~E.{district).. and there is no previous history ofGUlnar ~ (!!!!!) 15:59, 7 J~ y 2015 (UTC)) 

There are three deletod edits at GOlnar. Only one soems relevant, and that's lhe one where you added addltional links to the page. Is lhat 
the history you are looking for? I've dropped the text of thal page onto your talk page. There Is no other history that I can find, but these 
deleted ed~s seem consistent with the moves that show up In the history. UllraExactZZ ~ ~ ~ 16:21 , 7 July 2015 (UTC) 

I've asked for th• district's pege to be moved back to OO!nar, 80 it io rhe WI' . VWMAR\' topic for GWnar, and there is no noed for• disambiguation psg• per WP:TWODABS. A batnote for 
G,~1w,Tfuyll\inm111w, \)e pl,,ced at tho lopo(the dl8lriot'• pae,,.-1~"•"""-' 16:24, 7July 2015(lJl'C) 

answered Talk:GUlnar (dlstriot)~!!.!!'.~ Cl.92.! Q.a.!..~) 16:41 , 7 July 2015 (UTCl) 

anyway how abo<it teehnlesl "'' """? <.Jllslt(~ 16.41, 7 July 2015 (UTC)) 

The top of page histories has a Unk saying "View logs for this page•. The link for GUlnar Is ™ s://on.wikip<>dla.or~/~~ 
title=Special:Log&~pe=G%C3%6Cnar) which includes: "23:30. 8 July 2015 Bkon~~ (talk I contrbs) deleted page <301nar (G6: Deleted to 
mJ.e way for move . Deletions can only be made by administrators like Bkonrad.When a pago has boon doletod, ffie page lilstory Is only 
visible to administrators. The software did as requested so lhere is no technical issue. It's common to delete a page wilh no necessary content 
to make way for a move. Bkonrad made a Judgment call that the conlent in the page history was not necessary. It's possible but tricky to keep 
the old content somewhere when a page is moved to an already used name. As mentioned above, Uttraexactzz has copied the deleted content 
to your talk page. PrimeHunter C!!!.!9 16:54, 7 July 2015 (UTC) 

if the history had nol been deleted by an administrator, would it be been visible? ~ (ta~) 18:58, 7 July 2015 (UTC)) 

Yes, but an admlnlslrator has lo Jump through some hoops to avoid deleting the pago history when a new page is moved to a used 
tilte without the old page being moved el&eWhore. And if the wo page histories are merged into a single page history then the result 
can be quite oonfusing W?:HISTMERGE may give an idea of lhe complications involved in history merging. We usually try to avoid 
it. Primol-tuntor ~ 17:30, 7 July 2015 (UTC) 

OKI Thanks for the answers!~~ 15:49, 8 July 2015 (UTC)) 

Nesting foobtotes 
Within the put four weeks, there appeart to have been a software change that ha, ,oh'Od many of the probltms with nested footnotes• you can now have the main note and subno1:e in the 
samt' list Howtvtr,a now problem hee app,ear&d io thataubnotee usin1 ( f~I) and ( (ofnl ) now fail within an outer note thatuaes <ref></ref> taga. To aee example,, pleaae k>ok at 

\:VP;Ne&Uag foot!}ClCS#\%1.11 doep nol "yrl; cases 2 and 3 displayed correctly a montJi ago. Can anyone ill\lOOtig,to and report., noceuari/; Nu1-.1cr il!!J!1 tl):S3. 8 July 2015 (l1l'C) 
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As far as I remember. cases 2 & 3 never worked• the outer <re f> . • . <I ref> always btocked expansion of cenain construc;ts inside, which Included 
1 IHeg: re f I •. . 11 which Is what is inside 11~1 J. -Redrose64 (!!!!!9 20:21, 8 July 2015 (UTC) 

I lack tho energy to add this to the WP:, but (r} works very nlcely Inside {efn}. EEng (1!!!!9 00:37, 9 July 2015 (UTC) 

How could a 2015 news article be cited in a 2013 version of Wikipedia article? 
'J'hh hru mo PUBM<I (lµ.tpt/Jr1t;\'ik10,:JW=tif'l4/\Y/1ndffitPhP%t:i1W-::i l'O!m1b tlotiltim e\ Guu.ntnuruuo J¾\'&oJdjUi:fid(,;md99) How could "June 2015" be dbeuseed in 2013'? See 
footnote 2 at the UnlcAnytMop.yo,,w•nt <!!!!) oo: 17, 9 July 2015 (UTC) 

Looks like a simple typo. As the note on the footnote says. the date is in the URL. and tho dato was 2005. not 2015. I suspoct tho data In ptoso Is also 
a typo, they probably meant 2012 instead of 2015, but that is also an easy error to make since 5Is above 2 on a numeric keypad. Resolute 00:21. 9 
July 2015 (UTC) 

The article has a template. 1IRomnl.iu1ALG111,u1Lana"'"i 1. that has a 2015 c~ation. Old copies of articles use current versions of templates that they 
transclude. 

- T,/llppbt the monk<!!!) 00:24, 9 July 2015 (UTC) 

Old you click abovo where it says "This has me puzzled" and look at footnote 27 The article in footnote 2 is this one 
(http://www.bloomberg.com/nows/articles/20 ovt-r1ansfers-6 ch is clearly from 
201's,nglif'>Anythlng)"?uWant (@!ii 00:31 :S ) 
Oh. I see. the template did n, thanks.Anythingyouwant (!!!ID 00:32, 9 July 2015 (UTC) 

AfDissue? 
Reeently, I've noticed I.hat when someone (mys,lfinck1ded, otherwise I mey not have ,.,tit,d this) oominau• a page Ix> Altll!lcs for Dcletioo, the qbm somotlmco deeld"" tho result of the 
diocuotion is keop when elmer Twinkle or Pege cu ration puts the relevent code on the page, nullifying the link to the dis<Us,ion (the dlscussion ia still there, It's Just not being linked t» 

properly) on the template and th,, ""'' warning I keep having to remove the l~ult=keep to get the link• worklos Hel'& 011.tp,://on w1k1(!(ldiaorg/~L!E!l.E.,~&.Jm1 
fil!!.=.Y.!!!l regulreme ols for .'lomnll ~ilir_.n~"4W"1'0•isiory&dH(- 6,!l4112!/57.\,ildld=~:ID9.;J!ll is an example (note that I didn't nomind:e this p&J!O, "° it's not my computer) Have 
those article• been nomin•ted before? (If •o, then the nominatloru, mm\ being handled properly) Has any<>.., else encountered this?:l\dJUD!JOO'J (!!!!!I) 00:50, 9July 2015(1Jl'C) 

It doosn't"deoide" keep .and l ~esn't "nullify' any link. The code Is In comments <' - .. • --> so It has no effect while it's there. If the decision turns 
out to b1) deleto then the lalkpage is also deleted so thel'll will be no deleto decision to recorathe,e . The code is.only needed for non-<letetions ond 
koep Is the rnostcommon result In those cases. In some cases It should be manually changed to something else like "No ·consensus" when It's copied 
to the talk page. The link to the AID page ls sometlmes red lnttlally Whon to olS are used for the nomination. This is because the toots can edit so 
quickly that when the norninetion template Is plllc:ed on the llrtlcte, tho ModiaWlkt software haon't yet ra9istored th•I tho AID J)llgo has boen created. 
This Is fixed by~ the article. or makingany1,1dlt like you did but that ls not necessary. PfimeHunter ~k) 01 :33, 9 July2015 (UTC) 

in th•I I aomotimos hav• to mel<o en oclit. lfa aliU onnoy tt,ough, ~ (~ 
ust pul tile Jll>Suft: f<eep In aga.n and l had no effect. it seems yoo're 1ight 
(UTC) 

No edit is required. You only have to purge it. See Wikipedia:Purge. PrlmeHunter ~) 03:09, 9 July 2015 (UTC) 

User Contribution Search 
When you .., • ..,h with u .. , Coclributkm §cl!1'111 (lillp'-/f\uubi-wm&l .... or1Jl.WC11¥""1"1!f.l11£il1"-hlaj•). lhe URUI eay "~ '. Jnetead, they •hould 
Sa// "https:/ /". (lMffn,11'099!> (~ 04:40, 9 July 2015 (\JfC) 

They seem fine to me. I notice that after running a query, l says "Bugs, suggestions. quesUons? Contact ttte author at 
User talk:Scottywong" at the bottom. -Redrose64 <!!!!!) 10:56, 9 July 2015 (UTC) 

See phab:T104812. --AKlapper (WMF) (!3,...!.ls) 11:21, 9 July 2015 (UTC) 

'l'rllelc•d in Phabrlc.ttor 
Tru.k.'1'104~ 

I have also posted to User t,;,Jk:VArchlve/2015/Augu:;t#U:;etsearch bugs .. PrimoHuntor (!!.!!9 11 :49, 9 July 2015 (UTC) 

Thanks given and received 
19 there anywhere one can go to ... the thlmb one hftS given end roeoived on Wiktpedia? ~ (!!l1) 13'22, 9 July 2015 (UTC) 

@DuncanHII: You're looking for Special:Log/thanks. illr. s1,11l!varms !l!!!1l 13:23, 9 July 2015 (UTC) 

Thank you. As a corollary• t one clicks ",Jve thanks for this edit", then cllcks •no• when It asks to give public thanks, does it give private thanks? 
OuncanHill (!!!19 13:27. 9 July 2015 (UTC) 

And another. Special:SpeclalPages doesn~ list Speclal:Log/thankS • should it, and if so, how do we get ii to? OuncanHill (~ 13:29, 9 July 
2015 (UTC) 

You cannot give "private" thanks. "no" cancels the thanks and leaves no trace anywhere. Specia l:Log/lhanf«I is part of Spec:lal:Log which 
is linked on "Logs" at~~jal:SpeciaU:$!~flRecentchanges and logs. There shouldn~ be a direct link. PrimoHu/rter ~ 13:44, 9 July 
2015 (UTC) 

(cd~ ~ ) As to your first question, no, it doesn't thank the user at all. And as to your second, you can get there through the "All pubUc 
togs• dropdown menu at Speclal:Log (it's labelled as "Thanks log"). -Mr. Str6tl/.,,ariu,,·aJJU 13;46, 9 J"y 2015 (UTC) 

Thanks all. DuncanHIII (!!!!!!) 13:51. 9 July 2015 (UTC) 

Cannot link to other Wilds 
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I wrote on article Charlotte Dubn,uil ,md""' Ufl8ble to link lrto the French counte,pan: When I click on the edd link button, It just MY• '"enot'? SusunW (mlk) 17-34, 9July 2015 (UTC) 

Problem seems to be resolved. Thanks!~~~ 17:42, 9 July 2015 (UTC) 

You resolved tt correctly. --~ ~) 17:51, 9 July 2015 (llTC) 

''Baclcto.top~ink/button 
I noticed this W88 proposed a while hook, but I think Wikipedie would gr8"lly benef.t from o ba<k to top button This button could be a round one which could be •iluat•d beyon<l the 

morgin of the text, or if that can't be avoided, within the text if if con fede slightly so lrult th<> underlying text IS shown I find this very /rustrnting when I'm sorcllmg down long artiel88 and 

that I hevo to manually scroll oU tho woy beck up to the top if I went to go th<,rc. I """on Apple M8<hook •nd an iPhonc 5 ond this would greatly bencllt Wll<Jpodio ~ (~ 16:31, 9 
July 2015 (UTC) 

Especially on mobile devices, I'm guessing?~/~ 16:53, 9 July 2015 (UTC) 

Yes, especially on mobile devices; they're generally smaller.~~ (!!'J.19 16:57, 9 July 2015 (UTC) 

Small tip in that case. On IOS, you can always double tap the statusbar, to bring you to the top (in any iOS app) ~ ~ • C9nltibs) 
18:03, 9 July 2015 (UTC) 

Thanks, jusJ now remembered that. Thanks for the reminder. Sam.gov ~ 20:33, 9 July 2015 (UTC) 

• Please. no RfCs at VPT This is a~ matter -~ ~ 18:40, Q July 2015 (UTC) 

Ok, Thanks for teUl'ng mo know. I'll bring an RIC to WP:VPB next tirne.~(!!!!l) 20:33, 9July 2015(UTC) 
I just now romovod the RIC template. Sam.aov (!2lli) 20:38, 9 July 2015 (UTC) 

~ Thank you .,Rodrose64 (!t!!!9 21:52, 9 July 2015 (UTC) 

User:Numbermanlac/go To Top 
http://codopen.lolrdallalre/pen/apol(K • NQ. i_tajl9 18:48, 9 July 2015 (IJTC) 

I'll try this script. Sam.gov <1!!!s) 20:33, 9 July 2015 (UTC) 

Pending changes ~ bad link in dialog screen 
[f you have an article on your watchlist which is under p,end,og changes, say M11ltthl You.&Lf~. And you coNJider tllAt ,. J),8rbcular series of MVitiom (for example 1;_1:,.~&! 

,(!,.l!Jll"...Jl.cn_ wl!.,!!'!!!~.L!lli!.!",POO?l'.lt\e0 Mnlaln, Yousaful&ru;tto1" h\$tory&,,«.ct" 20150Z929/Joooo&lun1tc!l)) are not """8ptable, Md decide to ,evert the whole group of eight by 
using the! Unll<Xl<!pt, rt>vlsloo I feature, somethmg rather odd happene. 

You get a &eroen which liatB the eight reviis.Jon.,, in reverse ehronologiceJ order with detes and times, which i:. OK. the list ia preceded by a note that we,~ 

~ as a framework. This Media Wike message is constructod such that $2 lssupposcd to be for the name ofth•l>tlxe. What lseotually fed in through $2 is the revision ID of the ,econd edit 

in the group being reverted, 'butw)tbcommas to separate the number into groups of three digits So in the above example, theNOOnd-,dit is tl1tttofo5:5S.9,luly!.!(;1 15> wh.o¥e revision JD is 

670635145, GJld so it shows".,.. frorn the following revision., 0(670,6351t45'." when it should be showing" .. from the foUowingrevision:1 o(f\1lilnl11you■nftnl'' 

How eon I find out what other values Of<) fed into Mt>:ltoWlkl:Rpvrpylow;rol99Ho~t·lili1.,, thot I con fax that $2 to somctllioget .. ? -·~ ~ 08:33, 9 July 201~ (l,7C) 

I saw that myself a while ago and made ~!1.P-s:/lgerrlt.l'Akimedia.orglr/ ll/c/222211 ! . Aaron Schulz 16:45, 10 July 2015 (UTC) 

Apparently it's In mw:M1aWikJ 1,.26/yimf13 which went live here on 9 July 2015. Presumably~ was after my post above. -Reclrose64 ~ 
17:59, 10 July2015(l)T 

Error 503 Service Unavailable 
I was getting• 503 error when browsing Wlkipedio for• m.inub> Whet happened? C:pn,Yllltl (!!!!!!) 17 31, 9 July 201.5 (UTC) 

Also, when I try to view older notifications at Speciat:Notifications by clicking "More• , I get "An error occurred while fetching resuns•, ~ <l!!!!!) 
17:35, 9 July 2015 (UTC) 

Hmm, I cannot reproduce that p<oblem. If you get an explic~ error mossago, ifs welcome (though please remove any personal Information such 
as your IP address). •-AKlapper (WMFl <!!B5) 09:48, 10 July 2015 (UTC) 

@AKl~ppor ()NMF): That problem was just gone after I posted that message, The 503 errors were occurring for a minute, then as soon as 
they stopped, I posted il You don't have any logs? Gparyani (!!!ls) 18:14, 10 July 2015 (UTC) 

Tables 
Hello everyone! For this year, tlto W!klProJooL rormuln Onu has iotroduc.d new tsbles for Its race ~rts. Seo:iOl2 Broilllm1 Grnrul Prix a11d::io15 llrill!_~, 

.ili.!n!!I'rix for the differ•nc• The now format &eema to make problomt1 on Fi.Nlfox. Nycu can seo on my teroonshot.. tho bordoro ofter don't appear, which 

mek., the mbl88 hard to read Any idea why thtitluippens>~Cl!!!!0 •4:0?, 7July2015(trrC) 

They use the obsolete "border" attribute, which is no longer supported by modern browsers. Use CSS. -TheDJ 
('!,~ • \:9.n!fJ\W 14:47, 7 July 2015 (UTC) - -

Ifs weird though, there already Is a CSS tailback defined, and that should take precedence I think, Might be 
a FF bug, -TheD:!_ (talk • contrlbs} 14:51 , 7 July 2015 (UTC) 

Borders on the table eJemant do not cascade to the cells and never have with intine CSS. --lzno ~.!!9 
14:56, 7 July 2015 (UTC) 
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Rlgth, whore bllrder attr\butas do, bocause the a.ttribute also. affects the value of the I\JleS iittrlbute, which dOes p,ovide borders between the 
cells. As In HTML4 tables s ec htl :J/www.w3.or /TR/hlml401/~tru<;11tablos.htrr:,111-h•11.3, • But inlino CSS doesn't·, so you should Just uso 
wlkitable. -1...!lQ:! (!J!!!! • contr bs 15:17, 7 Ju y 015 (UTC) 

Frankly, please stop using custom CSS for the tables. I see no reason not to use the wikitaole cian. ••lzno <!!lli) 14:56, 7 July 2015 (UTC) 

--- . --·-Si....--.!..-i - . -

{ E~ 

I think it has to do wih thom wantint to waste less horizontal whitespace, then wildtable allows them. But yes, as proven right here. such an 
approach is not maintainable .. -~~· conlribs) 15:17, 7 July 2015 (UTC) 

@Zwerg Nase: l can;t fihd anytQblo which resembles your screenshot in either2012 Brazilian Grar\d Prix or 2015 British Grand Prix• 
which sed1ons are !hoy In? --Redrose64 ~ 15:24, 7 July 2015 (UTC) 

@Bedrose64: Sorry, the screenshot Is from 2015 Fo,mula One ~M9Jl. but its tho same sort of table withlhe same problem. 
Anyway, thank you for clearing that up, t wil propose to the Projeot to go back to the wlkitapl~. ?.\1'!!11 Naso (!!!!9 15:40, 7 July 2015 
(UTC) 

They were coded that way because !ables that use the "wll<itable" class have barely visible ouUinos on tho mobile stto. Like In this 
example: 

--

-, • ..,,._ ... ...,...,_, , r:,,.... ..... ...,... ... ~~ . ,._.... • ----:•,,-.-~ ....,.. ... 
. . ..... - . .... - _ .. _.,._,... M,1 ...... .-r .... ~ -.-- ~---- ----" 
I c--- 1:-- "' ...... -- -"~ r -. ~ :¥'K,('-4 ·a k,1- IU•• ......... "1,_ ~llllM.. 

lil J.. -...:.•·· - ~ . ...... ~i---....... ""' · =--.... ......, :e..--=,..._ ...... _ .. 
-~ ~-- = ~ 

-- ~.t , .. . ___ ... , -
....,_,:i _ w . ............. 
9S _, .._...,.., II ,_. m;&o n~t 
c:n ,, ... , 'WIN" . 
c:s,· .... ,..,. 

!· : ~~-~== -~== ... '- ;::::-c - :: ~ 
'II' \ .,...,_...,.. u - - - -- __,....,......_ .. -... -u ...... --,,, .. . - .... - -- --·- . -.""""_...,_..,... _ _,.. ci:as.•~ ... .. 
... .. c::--..__. .t::_...,_1l/S,...,_.;+. •..oi•-~ ca,,:._. ,,_, ... 
lf"-lli - ..J--. .,.,.__ . __,___ ~ f- W. r:lr...;.,. _, ... 
•-• J!lt- - • ---•- 9,-- ,.__ c:Jlt • ... ~ ..... , 'I' 

!!: : ~ -:__ ;=:-::;:_::~~- .::--....:. .... :;::;;: ::: ~ 
, ..... , ,_.___ ......... , ...,___ '-'--"" a:a-.-._ .... l t _ .., . 

-.. u.:=-· ;-- ". . .....,.._.,,~~•- - - -
!:~1; -.... 
, It·----. 

A -a group of wikb.bhn ,n a rally arhcle on the desktop sae ,,,_ -
I ••. _..___._ w 

__ ..__ -
' fl W•-'-- • I--~ • -·~--- .... .,~..._ ...... 

........ ., 
' •-------·· ... ,,.._ .. 
' ---- ., 

-.. .. ,,. ........... . . ......... _,,, 

4 ·-----"" 

. _....., .. ..,... . - .._,,_- -
-- - -- -: n=~-: :~ : 
, lfll--... ···■ tr._,.._ "' 
.t ·111-- • ' ,,._..,__.. • 
l .,.._,,..,....; 't ~ ........ _ 

-------
The same tables oo the mob!e site 

@Z)'!Otg ~fo,o: con you pleooe tell me the •-t v.roion of PF and operating syst•m that you are using pleaa,c? I'd like to keep an eye on this but i've not yet found a version of FF for my 

Moc with tht. 9"mc problem. -TooDI (!!I! • 22.,~ 15:54, 7 ,July 2015 (UTC) 

@~: FF 38.0.5 on Win 7 SP1 . Zwerg Nase <!!!J9 16:00, 7 July 2015 (UTC) 

"barely visible ouUlnes on the mobile site" -> Then you need to submit a ticket to get the mobile site f1Xed, not introduce arbitrary styling. Fix the 
r.oot cause, notthe symptom. -~~ 16:31, 7 July 2015 (UTC) 

I did already launch a proposal to fix this, but It falled to get the problem understood. Tvx1 16:40, 7 July 2015 (UTC) 
J!!!!!., 1 could really use some advice here. I Dlready attempted to have this root cause fixed butwa• met wlltt fiorco oppos~lon. I agree 
wholeheartedly with your advice to fix the root cause, not the symptoms. However when I tried to I got the-exact opposle advice_, namely 
to fix the symptom, not the root cause. Two of the users who replied to my proposal back then have replied to this section as well 
(Rodrosc64 and TheDJ) . If want to go through this hassl<> again I want to make sure that I mal\8 the extant of th11 problem clear. As TheDJ 
mows, I'm on Phabric·ator as well so would be t,repared to go there If that's the basl approach. Tvx1 15:24, 9 July 2015 (UTC) 

The table at 2015 British Grand Prix#Quallf}'.lng uses attributes border="2" cellv•d<Jing-"2" cell•paci ng="O" all of which are 
obsolete. The borde~ attribute is retained In HlML.5, bUl;onlywlth th~ificAal1¥1 
bordor•" I " {ht1ps://www.w3.org/TR/hlm15lt8bulor•dot~.t,\mlllottr•table:bo,Jor). • for 2012 Formula Ono sooson#Drlvors' standings 
and ~15 Formula One seasontWortd Drivers' Cham lonshi i.tandlngs, lheso bqth use pbsolete attribu1os • but different ones. The 
2012 table uses o v41J.gn• an el.Lgn= al!Ji ules, ~th ,1re obsolete iriliTML5; lh!! 2015 table uses izucd9.~" 2" c oll.pa~ding•"2" 
c0ll•p•cing•"O" with the same issues as noted earlier. -Redroso64 ~ 16:02, 9 July 2015 (UTC) 

And what are the HTMLS replacements for these obsolete parameters? I know olign• should be replaced by • t yl•=" text
clign: " (and I have replaced quite a few of them, although it's an unmanageable task to replace them across the whole 
'pedia), but I don't know the others. Tvx1 16:13, 9 July 2015 (UTC) 

Ther<> aren1 any, not fn HTMLS, anyway. Like most other attribites (and elements) that are concerned purely with visual 
appearance without any semantic meaning, they're no longer part of HTML, sineo in virtually all eases CSS can do the 
same thing, in a uniform way (see!hlG doc (~:J/Www.w3.Qrg/JR/html51obsolot1>,html#non-conforming_.featur.!!!!)., where it 
lists cellp•ddi ng and cellapac iog with a wTioie bunch of others, al the bottom of which It says "Use CSS instead.'). You 
can put CSS inside a HTML •tyle=" • •• " attribute, but that's tedious, error-prone and bloaty. Far better to do a through a 
class, with the styUng set up somewhere like MediaWlkl:Common.oss. So, what is basically wrong with the existing 
w, ki tabl e class? --Redrose64 <!!!.!S) 16:55. 9 July 2015 (UTC) 
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lrs specttically the mobile wikitable class. The table outlines described in that are barely visible, as you can see In 
the picture above (specif1eaOy the one on the right). And for instance if you just compare tables at about just about 
@nya rlicle using them. Like for lnsrance lhis des~o~verslon and Its Mobile 
(ht!J?;//en.m.wikipedia.org/wiki/2010 British Gran rlx) equivalent. ~~ i 7:50, 9 July 2015 (UTC) 

The opposition you met was with the specific solution you proposed, which was to make the tables render precisely the same. There 
are some problems you noted as what I would personally evaluate as accessibiity-related and so should be changed (borders at 
ivlm, po1emiB1lymiigro,:iffiij. iviy aovice ls ihus ihai you submii a pha"D iickofiorwhat miljhTbe considered reai probiems wflll the 
mobile skin. -lzno ~ 16:59, 9 July 2015 (UTC) 

In that case I was misunderstood. My mein con~rn was and still is the readability issues of the mobile "wiki1ables". I Just used 
at the desktop table as the norm because tt thought It was preferable to llmtt the ditferences between skins, without them being 
prec-lselythe same. Tvx1 18:12, 9 July 2015 (UTC) 
(odil: c,mfflcl) lzn, whichWay do you think the accessibility problem works? The dark lines on desktop make it hard for some 
people (e.g., with dyslexia) to separate letters from borders {and therefore to read the contents), or the faint lines on mobile 
make It difficult for some other people to keep track of which line they're reading across a wide page? {Maybe we should go 
back lo groon bor sl)(lo.) \JY.!l!!lamldoing ~ 18:17, 9 July 2015 (UTC) 

I know this question is not direct at me, but the observations I have seen whUe working in my area of edijlng au point at 
the second problem. I don't think Iha lines on desktop are dark enough to cause problems. They are clearly tighter than 
the text. Tvx1 19:02, 9 July 2015 (UTC) 
@WhotamTaoi11g: •g• I'm simply pointing out that there's probably a legitimate concern about acoessibility of table borders 
hiding somewhere in there. My inclnallon as a normal-sighted user (never mind the probably larger audience of visually 
disabled [not dyslexic) and normal-sighted people), I would expect the larger problem to be faint lines, not dark lines 
simply by number of people. (To: Wald (WMF):) Has anyone done an analysis on the usabiltty team of either the mobile 
or desktop viewing, specifically regarding tables? -!!!12 ~ 19:16, 9 July 2015 (UTC) 

They've done usability testing In general; I don't know if they've specifically done testing regarding tables. I'll ask the 
Design Research team, and let you know ff I find out anything Interesting. While we're on the subject, you should all 
ccnslder signing up for mw:Wikimedia Reseai,:;h/Doslgn Reseys~•s studies. Problems ident~ied In their research 
are sy~tematically reported to tho team responsible for the problem. Whatamldoing (YVMEl ~ 20:28, 9 July 2015 
(UTC) 

Ok. I went on and flied a ticket for this problem. l~.1 14:47, 11 July 2015 (UTC) 

Can't edit Wikipedia mobile 
I om 1111ing Cluomo 43.0. 2357.61 with !OS 8.3 When I try to edit a page in mobile mode, the "Save" button disappear, aftBr I make my edit Help!!! Grover cloveland ~ o6:56, u July 
2015(U1'C) 

WGT Baseball:MLB deleted 
HI' I notice<) thtit tlie ertlcle I onginated, wc·r 0,,.,.1.,.lHtL.B was deleted without a, fer e, J koow, even• VPD or Speedy ~lotion tag I saw on the deleted link It WM taken off by a bot I 

was wondenng wh•t happened and maybe ,omeono can ,._post lt? I mean ifth;,, i• a case of Jutta boc: 18Ddomly deleting en art:lc:le then that could be • problem In the future for other 
article& ...Jlnrum'o Wand or W/111 Mnrtv, (dlmo noa) 04:09, July 10, 2015 (UTC) 

~ntoni9Martln: What happened was this: 

1 ~ May 2015; \IVGT S.sebaff.MLB WII& moved lo a new ti1le. WGT Basebal. MLB, by Usor.t\naichyte, v.ith the edl summary "Spooo afto, oolon". This let a 1oo'lmct page at 
'WOT Basebah:MU3" polnung"' 1"1M;r·ease1>alt MLB". 

2 5 June 2015: Anarchyto nominated 'WOT Baseball: MLB" for deletion vi• ~QQ. v.itll Ille reason 'The only rele1ences that aren'I prtmary are press releases May not be 
notab!e". 

3 ~ 2015: U...,:C<td UK deleted 'WGT Baseball: MLB". repeating Ana,ehyte's PROO raticnale This bro~ lho redirect at "\/\GT Basebal :MLB", as it was then pointing to a 
ron-exislent pogo 

4. 13 June 2015: ~omleBOT Ill automatioally doleted the broken rodrect 

The bot Is functioning as it Is supposed to: It looks like you are Just being confus&d by the page move. If you would like the page restored or moved to 
your userspace, the best thing to do is ask~ for acMce, as they ~lated the article. Best- Mr. Stra1/l,11rlJI.!· l!!!!l 05:28, 10 July 2015 (UTC) 

@AntonioMartln: As the article WGT Basoball: MLB Illas deleted as an oxplrod WP:PROD, you can J.lS8 INP'.REFUND to got that undo18ted, but 
It's hot likely thal the bot-deleted redrect WGT Baseball:MLB (for which WP:CSOIGll applild) will also be undeleted. - Redrot;e64 (!!® 11:54, 
10 July 2015 (UTC) 

Loss of session data 
When replylng 1'> people on talk pages (which CM! sometlm .. bike more thanjullt a couple of minutes), I'm iocreasingly often getting an apology for not proce"'lng my sove because of a 
'loss o(smsiond,tft' Ttying to save &g&in(with my editde.a,ly there in the edit window)doe!l no good I Mve to oopy m.yedit, ~ bftck to thcpNMousYf!r9ionl open up and pa11te This isn't 

due to anyone el.,e edltlng tho page 81\d causing a oonlllet It'• atartJng to set irrit&ing Is something going on ( or gomg wrong)? r~ridon (~ 20:25, 11 July 2015 (IJl'C) 

How long does it take for you to type out your posls? VI/hen I do spend some tiroo collecting sources and text before saving, tt doos make that same 
error for me. Jo.Jo Eumer11s ~. contributions} 20:32, 11 July 2015 {UTC) 

I tend to make fairly detailed posts, but I atways have. l'Ve even left the edit window open while I've dealt with phone cals and so on before. 
Now, It's coming up every day, or so It seems. Before. once a year or so. Pefil!o..n (talk) 20:42, 11 July 2015 (UTC) 

• It's been going on for a pood moolh. See lli!JU'JibdE!!J9.r U.~ot (hltp£//ehab11caloi .flikirycdia,O!a!l.~· Length ol llme to complete the odil has not been reli,vant in my 
expcf1Mce. Rlsl<erlll!!!!) 21 :21, 11 July 2015 (UTCJ 

This is Wlklf'!'dla~4111 ll!lchnlc" /Archiva 137/;"Loss or liesslon data• error on Save e and Wlki:Jidla:Vlllafj! pump 
~echn\cal)/Arcnive 137#$osslon dl!.\1l_Loss messagj' ll appens on about 5-10% of my edis, is not restricte to discuss Jon pages but can 
appen In any 11amaspace, andaltfiougfi'ifls more ikelyfor those where I've had the editing Window open for some time, ii has happened when 

no more than ten seconds have elapsed between "edir and ' save page". --Redrose6◄ (!!l!!) 21 :33. 11 July 2015 (UTC) 
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Happened to me yesterday, once. Edtt time <20 mins, Win 7, IE11. I simply resubmitted by clicking •save page" again and was successful. 
~JM'.(~ 05:22, 12July2015(UTC) 

I'm on XP Pro, FF20 and Monobook. That doesn't work for me - I've tried Save six times or more on one edtt. ~ (!!!!911 :40, 12 
July 2015 (UTC) 

File upload problems 

The following discussion Is cbsed. Please do not modify It Subsequent comments fflOUld be 
made on the appropriate discussion page. No further 8dits shoUk:I be made to this clscussion. 

Problem solved. (UW1•1dmiu cl,,.,i;,J Erpe,~ l!>!l.lli,. 

11,o.06:o8, 12 July 2015 (UTCJ 

I have tried to upload an album cover twloo, and both tim .. I n,coived an error statilli "u,oo/id token•-Aeyono know what that means? llr1>ert - o:r.51, 12 July 2015 (UTC) 

It must have been some sort of glitch, but everything is flne now. Erpert IUlU!i&M.-06:08, 12 Jul)I 2015 (UTC) 

The discussion above Is c/os9d. Please do not modify It Subsequent comments should be made on the approp'fate discussion paQB. No further 
edits snould be made 10 this dixussion. 

New contribution? 
I notic<,d a set of new buttons juat appearing et tho top o( my contributiom page. WBB this juo: added?~ (tAlk) o6:36, 12 July 201.S 

(IJl'C) 

•- u•----_,_,.._.,....,_ .. 
.. ...... l,Jl.oa. 

~ .,.--- -a 

I don't see anything different. Local toolbar maybe? - 1 (Uaor: BoalW,rJ J I t coHl I 10:00, 12 Jul)I 2015 (UTC) 

That s1>unds lik• tho Content Translation beta feature. Ifs attha top of rey contributions page as well, 
becausa I have ticked the cheokbox In my beta featurea preferences that says "Automatically enable all new 
beta features". - Mr. Srradlvaril1si..J!!l.l. 14:01, 12 July 2015 (UTC) 

~ ·-•!'I - ."""' 

Conte.ntTranslation popout menu, 
Thi$ appear$ when you hover over 
the "Contributions" link in the top 
nght 

I've added a coupla of screonsh,:>ts so people can more easily undGrstand what Gparyanl and I are ta lking 
about. -Mr. SrrudMiriJls l!!.!!..l 14:15, 12 July 2015 (UTC) 

Number of page watchers 
Per I.he aMOW1ceme11tybov4, eppooding ?action•info to the URUor thlll P"i• now inoludeo the .. cond lu,o: 

• Nurri,er of pege watchers 2,837 

• Number of page watchers visiting recent edits 647 

ContentTranslation •·new 
contribution" menu This appears at 
th& top of Special:Con~itotlons. 

Wh& does the second line me,u1? Why not "llCJII recent edit>'?The ~!£/'l...l)t!On (h1,1po: //go1·~~wlkimedlo.ors/r/•/0{193t138/l b gen•rel 

and r m wonderrng what values apply here. The d°""ripbon mentions a right to view the info, but whoo I tried &om an IP (oot Jo~ in), the 

"1UDO Info was dL.,played-doe, eve,yoM have the right? Johnuruq ~ 02:32, 10 July ~015 (UTC) 

The code (https://gerrit. wlkfmedia.orll(r/#/c/193838/15/lncludeslactions/tnfoAcHon.phl?.l Is a bit more specific: If I've read It correctly, It refers to the 
number of watchers that visited the page since aboLit..26 wooks before the latest ed.lt. - M,. ,\~tMiw,1111,r ~ 02;48, 10 July 2015 (UTC) 

Yes, tranai,ttowlkl:MediaWild:Pa einfo-vlsltln .watchers/ says: "the number counts how many users have last vislt&d the page 28 weeks or 
less (by defaLIIQ before the ates{ edit to tho page; in ot r words, watching users who may see a Mure edtt within about 6 months". 
PrimeHunter ~ 02:58, 10 Juty 2015 (UTC) 

Thanks al~ but does that mean there ·ls-a table showing who visited a page (in the last 26 weeks)? How else could It countthe number of 
unique edftor• who view• page? The last proposal I recall to monitor which page~ an editor visits was rejected on the basis of privacy 
concerns. Johnunig (~ 05:02, 10 July 2015 (UTC) 

Well, it's not just "visited" a page, it's (a) has tt on their watchlist ANO (b) visited the page. I'm finding this uncomfortable • if for no 
other reason than that I thought this level of user-specific information was not kept In the database for longer than 3 months. ~ 
<!!!!!) 05:34, 10 July 2015 (UTC) 

To be exac:t, it Is (a) has it on thair walchlist, (b) visttod the pege and (c) the page has not changed since then. \Nhat can be 
derived, then, ls whether or not the latest revision has been visited by the user. That Is not to say It does not have privacy 
impHcations.--Anders Feder <!!!!!) 08: 14, 10 July 2015 (UTC) 

I'm not sure about (c), or the number of active users would bounce around wildly after every odlt to a page, from 0 
immediately afterward to (potentially) hundreds or thousands of watchers who look at the page before it gets changed 
ag11ln. On articles that are (a) heavily watched and (b) being edited at a high rate ot multiple edits per hour, the effect 
would be to keep resetting the active user number to O every limo someone edited. whether or not there are dozens of 
edttors who have the article on their watchlist and are viewing the page at that precise moment. Jlmbo's talk page, the 
ANI and AN nollceb<>ards, currant events like election days, World Cup, major tragodlGS .... would all have low "aotive 
watchers• because they're constantly edited. Meanwhile, it seems the data retention guidelines specifically mentions 
mtentlon of page-browsing data, and says it would be a maximum of 90 days. This is where the disconnect Is. Risker 
(!!!J9 16:09, 10 July 2015 (UTC) -

Righ~ now Paga Information (htlps://en.wlkipedl~,Off//W/lnde~hl.,..Wlklpedjo :Vlilage e~echnlcal} 
&acl1orr-ll1[Ql says "Number of page• watchers visiting recent ec:Jts 644". Let's see what· tt changes to after I save 
lhls. - Redrose8<1, (!!!!916:31, 10 July 2015 (UTC) 
"Number of pege \Nalchere viuffing recent edits 644". So a page edit doesn't reset It. Rodroso84 <!!!!916:34, 10 
July 2015 (UTCJ 
Yeah, tt Isn't too straightforward, but see m1v:Manua1:watch.!Ji!t tabJe#v/.L!).Qiltlcationtlmestamp. Unless I read It 
incorrectly, It tracks the tlmestamp of the latest revision l he user has not yet visitod.- Anders Feder ~) 18:27, 1 O 
July 2015 (UTC) 

https://en.wikipedia.org/wiki/Wikipedia:Village_pump_(technical)/Archive_l38 2/14/2018 
WIKI0006894 

JA3823

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 429 of 484Total Pages:(3895 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 25 of 69Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page24 of67 

just ono small comment/correction: the "26 weeks" referred above is actually a conllQuraUon settings (I.e., a 
value in LocalSottlngs.php). so it might be 26 vveeks. or it might be something else for oaoh Individual wlki. the 
way i understand it, II means •any watcher who visited tho page since last page edit, or no more than X tiTio 
ago" (for active pages, only !he 2nd part is meaningful. for stalo ones, tho 1st part may trump it). es lo the 
"pnvacy" concoms: this is the same datum that allows the system to track YAlothor you read a watched page 
since ls last cdlt. I do not think the "pri,acy" I:, a legitimate concern: after al\ the list of page you are watching 
is much more revealing than the timestamp of the last time you visited any specific one of them, so by 
-=agre,11ng" to maintain a watchlist, you praclicaiiy glve up this piece of privacy. 
I do not know it lor a foct, but ifs my understanding that those parts ol tho.data-baso (watchlisls otc.) are 
censored out or tho publicly accessible copies. peace - I/JmTl!l'/1 (aka kle2!!) (~ 22:07, 10 July 2015 (UTC) 

I think pert\al)$ you've missed my point. When the data retention guidel nes say that this Information 
would be kept tor no more than 90 days, one would expect It was kept no more than 90 days. 1rs quite 
possible that the right hand didnl recognize that the left hand had written this rule, although that 
guideHna was created with the active participation of WMF developers who ought to know what is and is 
not available. Risker (!!!!5) 22:29, 10July 2015 (UTC) 

i am not sure what "this information" you refer to is. my understanding Is that your watchllst falls 
into the 'Account settings" b=ket, so the retention rulo is "Until user deletes/changes the account 
setting." as rar as I know, your actual browsing history is not kept at all• here we are talking about 
yourwatchlist. the l'act1hat this 'watchllsr contalns a timestamp does not change that (as far as i 
understand, this Umestamp cloes not represent your last vistt to the page. it represent tho 
tlmeslamp of the oldest edit or tho page you _dld not_ read once you read tho page, tho timestamp 
disappears - itwiO be added again when someom edits lhe page, and will be cJeared when you'll 
read it again, and so on. i may bo wrong here). this may look like hair-spilling to some, but In my 
view it's simply a part of the watchllst, and nobody e~pects their watchllstto begin evaporating 
aftor 90 days. peace-.~nmo•p (aka klf?!>d)'~II) 23:06, 10 J.uly 2015 (UTC) 

After a qu,ek aeen of the code linked above and mw:!\<liultlll~W•tchllst lllbl•, I think the situation is e, kipod dt:,cribe;o- there is no privacy problem A fearure of watchists 1$ that a us,r 
preference allow, M emeil to be sent r.o the user If 8 pege on their wetehllN: t.henges. That is governed (epparently- J know VPJY littlP. Ml011t MediaWi'ki) by the wLnotiAcM'iont1mestAmp 
rteld in the watehlist tab!e. It an editor views a page on their watchli.Bt, that tJo,e,tamp is cleored [( ,omeore else changes the pqe lalert llto timeete.mp is set to the time/date of that edit. 
and oeltlng the timeotamp will al,o ,end a notift<Nion email 1r enabled in preferences The now ''Number of page watchers vitlting recent edits" i• CAleulAt•d hy counting the number of 

peoplo wlll>)hing that pogo with• tuneswnp for the J>t!8C less !hon 26 week• old, or with• cleared llmC3l81Dp That counts all people who watch dlc page ond who have viewed it either 
after the 1 .. 1 edit, or less than 26 wooks before the last edit The timestllmp retains • tiny pieeo of lnformetion about the editor, hut the detab°"" has to remomoor that the editor is 

watching tho page, and tho timeswnp providoo very little extra infonne"on ~ ~) 03042, 11 July 2015 (UTC) 

"26 WGeks" is more proclsoly 180 day,.. the default at mw:Manual:~Wotche,..MoxA,ao. Ifs not changed for any Wikimedia Wikis In 
htlps'l/noc.wikimedia.org/eonf/highllgtt.ph~?fila=ln~iallseSottlngs. or hHp$-llnoc,wlJi'!).£.dla.orglconf/hlghllghlphp?filc:CommonSottlngs,1>.l!P· 
PrtmoHunter ~ 11:27, 11 July 2015 (U C) 

This is a brand new parameter added spe<:ifically for !hi$ extension/function: given it's less than a month old. it's no surprise that it hasn't 
changed.~~ 21:25. 11 July2015 (UTC) 

As one of the people who has been requosUng something like this for a long time, I'm happy. If you want to know why this matters, then 
please take a look at !h!J.nacllve vs a9tive watchers on this vory old WikiProject (https://on.wlkl~.orglv1/lndox.phP7 
litle=Wikipedla:WiklProjeC!, Contanls&acllon-=lnro). It has almost two thousand watchers! But 99% of them haven't edited in a long time. 
and only eight (6) of ttiem have actually looked at the page during the last 180 days. 
Risker, there Is no universal BO.day timer. If there v.ere. then the watchlist lootura wouldn't work for any page that you haven't visited 
wllhln 90 days. On day 89, It would be saying that you hllven'l looked at Bo~ng since ii was last edited, and on day 91 , It would bo saying 
Uiat you had, just becquse ii was moro tban 90 days ago and ft ·rorgot·. W tamldoin9 (1!!!!!) 03:26, 13 July 2015 (UTC) 

Template failed to substitute on page creation 
!Just created 'tilklciodla:Artjcles for cloletJon/ScgIJ!'l •'lfuc and subs~tuted D~ into ,t, but the template w"" never substituted, nor ~ansclude<I (it was there as text only) After a 
null edit, tho problem seemed to have fixed llllelf,ond tho t•mplate8ub,tituted 1tM!lf eo~dy (Speoml:Diff/67Jo69450) ~ C!!!!l!) 06:01, 10 July 20is (UTC) 

You used code of form I I subst: afd2 I pg•PagsNu• I oat•category I text• r.by tll• page ebould b• delet.d) l -~~ With a second su~t in the 
ti><t parameter, but only the outer •ubst : oCd2 Is performed on the flrst save. Ifs a M complicated bd see J-lolp:Substitullon K you are curious. 
P1ime1;un(er ~ 11 :35, 12 July 2015 (UTC) 

@erimeHunter: I wasn'tawaro that I was subsrltutlng Into a11<1ther substitution, as I used Twinkle to create the page, 1 was expecting It to 
s~stltuto as I could only soo ono subst (Twinkle wn• hiding the outor one), Perhaps I con get Ihle "bug" f1Ked l,,y allklng the Ty,inkle developers 
to have the AfD module expand template substitutions beroracalllng the API to save the ediL ~ (l!!l9 16:45, 12July 2015 (UTC) 

Is there a way to "walk" categories in WP? 
Whllt rm talking about is !M1il:f'• Categ:,,y Walker, which actually does many things My favorite uoe, howevot, is intersecting eategori•• - for f!i®l]'J!\ (hltp;/lim•lli,gocl.hl~ 
Lil loc;p 1l11u61)'t§('9Nlz (ttullJrl nH: tlttt W;li\or&mtepoct=Folblotlfbl&l@l)!(lllltl!z'[(!Wphttt DLiOH'Ol I'd Ond this useful on Wikipedia, epeoifioally for flndin, pugea in Categol)':Exa.mple 

Topic that a.re aJ.o in C£!.!:t!.~"f?':Y:\\11kfpo<l ln 11rt:N!l~~Q(Jlng oopy ndtt 6(JJn Jnrn,,uy :?OU(, C,ntegol'y:W-1.Xjpod.lo nrt~la, ut)O(llnK OO"P)' ~ht from Vob t\LOl')' 2.cu4, and Cnb:.goi•y,\ vrkmodin 

Mild«• needil\S copy edit from Mltroh :;<0111 Any tools/gadplll that can do ,ruff like thu? ~~ 18:25, 12 July oois (UTC) 

You want something that can intersect but already have something to Intersect wtth? I'm confusod. I know that Wlldpol:lia:c.itscan does Intersection 
also. I think auto list (http:/Jtools, wmflabs.orQ111utollsl/lndex.php) can afso do it but I haven't played at all with it . .:iztio @.!]!) 19:53, 12 July 2015 (UTC) 

Sorry, what I meantwu I can intersect on IMSLP but not here. CatScanworilsgreat, thanks ,a, ~ra/k21:13, 12 July 2015 (UTC) 

Manage TemplateData 
Every time I open a template &dit p&ge, Orst the p&ge loodaarul then, after• •hort time delay, the following popa in et the top of th, page: 

https://en.wikipedia.org/wiki/Wikipedia:Village_pump_(technical)/Archive_ l38 2/14/2018 
WIKI0006895 

JA3824

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 430 of 484Total Pages:(3896 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 26 of 69
Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page25 of67 

t::~: Te111plateo.at.a 11\foraation about 'ftffl)l.ateOeito 

Both.,., links and when they pop in, they push tho reat o( the p,,ge down _,,ral lin,o_ I wonder if trus dr!Vfl anybody aloe nuts, b>o? Thet-e I am do.ng 
rod!N,cts In uort of"festedit mode", ond each time I load an edit page I mustoqjust JD)' "1'%dln .... sevorol lines downword. I wonder If there Is• bug in pheb that is oet to fix thl> and 
make the obove TomplnteDa\8 )lnb load the some time tho re•t of the page lo,,do? Why lo there• Um• delay? -~ 16:40, 12 July 2015 (UfC) 

PS I've looked in Pref, and there doesn't appear to be ony box to check or uncheck to monoge this, PS •ddtd by-~ 16:43, 12 July 2015 (lTfC) 

Thore's a delay because TemplateDala is JavaScript, basically. Thci quick and dirty fix would be to reserve some spaoo for TemplateData In your 
stylosheet, e.g. by adding a top margin to • ,,o,- od itnnti co-10 and r,osf ~i<'n : otnol ute to . td!J·•>"<ti tscreen- uutl n. Alakzl {!!1!1!) 16:48, 12 July 2015 
(UTC) 
Lines 11 to 19 In User:AlakzJ/common.css. Alakzl (!a...!!9 16:57. 12 July 2015 (UTC) 

Thank you so much for saving my sanity, Alakzi, and Best of Everything to You and Yours/- PMAe, 16:14, 12 July 2015 (IJTC) 

~ine Ellsworth: Atternatlvely, W you never add templatedata, you can hide it as I did here. --Redrose64 (!!l!9 07'27, 13 July 2015 (UTC) 

Yes, that works very well, too! Thank you very much, Redrose641 Joys! -~ 07:40, 13 July 2015 (UTC) 

lt'88nnoying indeed r ... opened a bug report on tht, lsous. - The OJ <ll!!1 • contrih•} u:35, <3July 2015 (UTC) 

Cached? 
I have• - eotup, IJ1er: He•idenl Mrofo/godllb,, whose oont.ent is taken in via a script The aubot8nce of the page is merely: 

BOF ll#timo:Y• m•dlSundoy - 14 doy•I I EOF 

I.,., retrievina thi• iruonnetion vi• p)Mikibot,butl get back• 21 June 20 l 5,even though the cummt orehive ison 28 June 201~ I think it's aeoohing i..uo: hard-purging th.epag• 

in my web browtercouse• it to now oocrectly giYe me the June 28 20 15 datc(specillcal\Y,201~- 06• 28i b there a quick workasound? ~esMar 19:17, 12July2015(lJl'C) 

You could purge the page with mw:Manual:Pywiklbot/touch.py. Alakzl ~ 19:24, 12 July2015 (IJTC) 

,~. Alakzi: What method can I call within a script to do so? Rt!sMar 19:43, 12 July 2015 {UTC) 

You could use os.syoto.,!"pyth-»1 to•.,c.h.py . .. "). Or you could rip the releva.nt bi1s of code.~ 0!!00 20:08, 12 July 2015 (UTC) 

I canl figure out what the relevant bit of code is at a glance, it's a bit buried in the class. ~ 20:36, 12 July 2015 (UTC) 

I've never u>ed pywilli>ot before, but it_,,,,. to be as simple es: 

~ ("CCIII. pyw0:1bot laport P.ag•. Sit• 

bod.al.• ,.. Pi19>! (S:i,to(".,•r", "·,., .i.k.i~'fll1 4·'}, '"1J-,~i:J-:,.,~i,t .. 11( '-',Hi')..'~1,xl~ ,(') 

f cdcte ,p1iut~ u 

You d<,nt noed to use pagegener•tor or 81\Y of the foctory classes oince we're only working with the one pege ~ (_~) 20:51, 12 July 2015 (UfC) 

That is correct. \/I/hen you have your page inslanco you can just caU purge(). No need lo call tne touch script Actually if you look in that script irn 
show you how~ purgos pages. -XZise ~ 21:15, 12 Ju1y2015 (UTC) 

Thank you, xZise. AJakzl <E!.!J9 22:16, 12 July 2015 (UTC) 

•:➔ ~. Alakzl: Thanks. I'm thinking 1,1 have to rewrite th8 method to use py\d.k.ll>ot requGst lnfra$tructure and implementing this lnstoad 
of using requests directly: see this bug {http:l/stackoverflow.com/guestions/31375022/purgipg.ti,e-cacm-of-the-rllguests-library-in-python? 
D~w!!rect:1#comment50729494 31375022) that! left on s1ackoverflow. Any idea what's going on there?~ 14:45, 13 July 2015 
(UTC) 

Not sure - probably something to do with how Varnish Is configured. You can retrieve the generated text with expand tGxt in 
pywikibot. Alakzl (~ 15:04, 13 July 2015 (UTC) -

Redirects and includeonly 
What happens if• template page containing an ww,oe of <iocludeooly>• REDIRECT [O'arget])</in<ludeonly, is tronacluded or oubslitu~?Geol'l'ryYl'2000 ~ 02: 19, 13 July 2015 

(UTC) 

@.~offroyT2·000: I'm not suro. but my guess Is lhat substitution would work and transclusion wouldn't. Why don't you givo ~ e try? You can use the 
tes1 Wikito avoid adding clutter mire If you want. -Mr. Straili11arlWJ~05;33, 13 July 2015 (UTC) -
Transcluslon Inserts the text "REDIRECT ([farget)]'', but only when the page is tendered. Substltutfon Inserts the text "IIREDtRECT [[Target))". which 
creates a redirect if It's thefifst thing In the article . .. Unready <!!!].!9 09:10, 13July 2015 (UTC) · 

Apparent glitch in mobile browser 
Whilo reoontly viewing the :iollj Fotmuln On• .. •••u srtiole, l noticed two u"" of the {{refnlg,:,up=N}) template. Th.is .. •m• to have caosed a glitch whero olickingon oru, of the footnotes 

doe,n't do anything It's a lot like having two subsection> with the 98Jlle name on one article. Tho problem doe,n't exist when using llJlY other fonnet. l'rillou•monk,rvs ~ ()9:25, 13 

July 2015 (UTC) 

I see only one rein there .. ? - IheDJ ~ • contrlbs) 11 :29, 13 July 2015 (UTC) 

That should be solved by using a different group name for each of the instances the ref templato is used. Tvx1 21:12, 13 July 2015 (UTC) 
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Tech News: 2015-29 
I..a.test ~ from the Wilcimedie techn.iea.l community. Please toll otheru.sort about these changes Not all changes will off'ect you Tranala.tlons $re o.vailabJe 

Recent <hang es 

• You can now see•~ v.ttt, errO<S in code colo<i~ ~habrocalor . .,.;'!J!l!!,@·"'9/f103556) 

Pl-oblemo 

• There wa, a problem with editing on Thur&day Some tools like bots and VisualEditor were broken on aD wil<is for 10 rrinutes lH.l 
{h!1PS:/1V,ikltecll,'Mkln,cd1a orgtM\VlncicfenJ,,,documentaUon/20160700.poo!arunte9 

• Tho,e wasa problem v.,th images on Thursday They we,e brol<an on all 'Mkls for 15 minutes (15] (htlpo:l/phab<leetor,wlk!roed'.,ot~fT105:lO•> 

Chongeo thl• wuk 

Page 26 of 67 

• The nowven,lor, of MediaWlkl v.lU be on test wilds and Media\11/i(i or9 from July 14 It wil be on non-Wlkipedlawikis from J uly 15 It ,,,;11 beon all \11/i(jpedlas from July 16 (calendar). 

Meetfng11 

• You ~• join a technical meeting at Wol<imania in Mexico City this week. [16j (https l/v-Al<lmanla20I5.wlkln11ldl•.ap!Wikll1-l.icl<aU,on) 

Tuc:h nHu• prepared by kd1 9m~1$$(Ulur•· and posted b11 bot.• C,,,1tr,'h11/lt • 'rnm.tla(tt • Gel help• GoJ'1 fi'£.c.1Uook •SuWorlbuor u1u•uUKU"'fbt. 

1o:06, 13 J uly 2015(UfC) 

Admin Edit Flag 
OK, so we½ had some discUMioru ebout Adm1niJJtrative Actions Thi9 comes up now and again, sometimes in the eonte.xt o( Arbit.rntion Enfott!1!01ant:, sometime$ m the context o( 

odministrator lnActiviLy (Oo e<lita count. or Ju!lf ft<'.tui'I, officlel &dministrfttor &ctlo~ like deleting pages or blor:king?). and other limes ,n the contelCt of closing <liscussjons and request.s 
(like decUningunblock !$Quests, for example). The trlok Is that the system, otp"'9ont, only logo edmlnistrator actions !hot roquiro tho tools• protecting and unprotectingl)6g"9, blocking 
or unblocking editon, deleting or 1mcleleting edit-. or pages, etc So. 90metlmes it L, oonfusing to tell whetlwtr M editor who h&s the Administrator tools l.!l A<'.tually Acting in their omotal 
c.apaeU.y 88 an ad.min, or jll8t chiming in as an ecHtor. Oiff,nent answer9 to that question oen cany different weight • taking an ad.min action dOielS not make an editor involved in tha 
dlaeusslon, but comruanti~ •• an editor n1ighl. And whethcrU., edJtor la Involved or not can be relevant, eopeclaUy In• hot d1spure, 

So I had an idea. We can ftagour edrtsos "minor" if we wish, &imply by ticking a box intlu, editdial03Ue Would it be possible to add a •imilar ftog for Adm1n,strative Actions? Obviouo)y. 
~ would need n1les to govern Its uso, jwt a, we have polieies in plaoe that require proper use of tho "nunor edit" neg (and can result in blow for repeated mi.-tll!e) But i( w:ed properly, 
an "Admin" flag might g,ve administrator& e woy to clanfy when they are •on duty" and ectmg in tlleir official capecity 

Two questions, then • 1) I• thi• a tcehnlc,illy workable idea? It would soom so, but I don~ know how slmplo lt W<>Uld be to implement 2) b this something the communl~ would havo on 
interest in, either a, a ahon-tenn ll'iat or a long-term e>q>erlment?Thoughts> UltraExaciZZ !ti.~ 13:35, 8July :w15 (lJ'l'C) 

My concern here is that t1dmlns are not moderators de Jure, merely de facto; nor do admins ha.w -editorial precedenoe over other users. Implying that 
edits can be "admln acUons" seems contradlciory to those principles. {{Nlhiltrosjtal!!led.!!2}} 16:24, 8 July 2015 (UTC) 
This sounds like a good Idea on papor, bul the thlni, fs that it'& not re1;1lly upto tho cholco of the admln to decide whether something is an "admln 
action" or not. Tf'\e vory nature of the edit Is what detennlnes that. So I can't really see that something like this would be worth It; if we take Ulo labol at 
face va lue, irs extre111<1ly prone lo abuse, and if we don't, then I donl really see It providing any real beneftt. Writ ~re It 16:38, 8 July 2015 
(UTC) -· --

Sure, I understand that, and I see how there could be value there; I ke I say, tt sounds good on paper. But I'm worried about the 
Implications. A hypothetical admin in an edlt war could label all their reversions as admin actions in an attempt to immunize themselves 
from 3RR, and even from INVOLVED when they finally block the other hypothetical participant--after all, they've only been involved with 
that user in an administrative capacity, Just look at those edits all labeled "admln"I Thafd be a misuse of the function. of courso, but t 
provides that much more "jus1fflcation" to abuse of admln tools, and ifd be indelible. As you polnt out, Rodrose, it's difficult to tall whether 
an edtt is an admin action or not without context, but that swings both ways; it also makes it hard to 'verify• an applied "admin action" 
label, and the consequences of an edit falsely labeled as an admin actlon are Ukely more severe than the consequences of an unlabeled 
admin action. I suppose my initial roply was a false dichotomy, but I still think that this would ultimately be more trouble than ifs worth. 
YMMV~~Jlil'.~ 17:19, 8July 2015 (UTC) 

Edl1 summari .. do rother nicely for tlll• oort of thing,~ 1:r.20, 8 July 2015 (UfC) 

True • and nothing whatsoever stops me from making an edit with the summary ·Minor edit . grammar and punctuation". The software just lets me 
identify ii as such with an additional piece of data attached to that edit. Tois would be similar. UllraExactzZ ~~Did 20:31, 8 July 2015 (UTC) 

Yes, it i, technically))0681ble. The lmpl•m•ntation woold end up looking something llk9 mw:E.,dnnsiortSraf!Edlll. ~ (!!!!) 02;40, L4 July 2015 (Ul'C) 

Interwiki transclusions 
/Ire iJlterwikr tr8Melusion'I po,,•lble? I appreeiate that they would be generally frowned upon, but hod the idea ol haV1ngthe same user page acroos my wikU11edia aec:ounlll with the syntax 
{ (w:U,er : Htt&/Us~ rSubPago J f ~2~361 11July2015(tJrC) 
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You can have a WLkfmedia.wide userpage with this but transcluding crosswlki I don't think Is possible (save for files on Commons). Jo-Jo Eumerus 
~. contributions) 22:41, 11 July 2015 (UTC) -

There are three more that work: your userpage, globalJs. and global.css pages at Meta. If you want the same userpage across 1,:1/iklmedJa 
accounts, then create that page at m:U:ser:U+003F, and it will hoppen automagically. Wharomldoln9 {WMF) (t.!!.15)•03:32, 13 July 2015 (UTC) 

No, lnterwikl transclusions are not possible. The 3 examples above (global.oss, global.is and Files from Commons) aren't even transcluslon :p 
•demonl""'0""I 01:,s. , • .,.,,,.,./UTCI 

Nm in Keegan's contributions 
The minor edit checkbox ha! been di,.bJod on ere&ions of new J'<IS'>', Since when did tha boppen? However, ~ hu oom• edit> with edit ,umma,y 

{{eheclmemlock}} th,,t &NI marked as both ereatlons and minor. Ceoffmy'l'2cx1g (tn!l!) 02:49, 13July 2016 (UTC) 

I have no idea. The CheckUser block form does not offer Ute selection of marking an e<l~ as minor or not. Keega11 (!!!!!9 
04:50, 13 July 2015 (UTC) 

Tracked in Pbabricator 
I!!J!.k 'l 'io5']63 

I've just triod to uso the API to rorce a couple of page creations to be marked as minor ed~s. but they woren't mar1ced as minor In either case. So 
thal rules out I.he hypothesis ttiat all page eroati,>ns from API calls using •ct i on- edit and .,inor• result in the edit being marked as minor. 
@Qeoflre:tT20OO: It would help W we could see tho actual edits in question • could you link to them? - Mr. Scru,Pvt1rlus ~ 05:29, 13 July 2015 
(UTC) 

@Mr. Stradivarius: this post reminded me to follow up on the {{!;heck.H,~~.£!!.l} that likely inspired this, and the same result occurred 
(https://en,wiklpedla.org/w/index.phP?litle=Usor:Make up your tlmo&actlon=historyl , Keegan (!!!!s) 05:36, 13 July 2015 (UTC) 

So it's In how the CheckUser form processes the option to mark user/usertalk pages. Extension:CheckUser likely needs to be 
updated. Keeg!!!) (!!!<) 05:37, 13 July 2015 (UTC) 

Ifs some years since "This is a minor edir' checkbox was removed from page creations. --Re.drose64 (l!!!9 16:32, 13 July 2015 
(UTC) 

Now tracked as ehab:T1O57G3. -Mr. Strarll.v1tri.1,s l.!l!!.l 01:48, 14 July 2015 (UTC) 

Meta-tags 
Hi th<,,.. I oddud !!!!! talkpege common! to the Chevrolet Suburban artlole My 0011,rnent w!U lnvitt editors to !hi! dralt articlt. Myconcom is th,t the draft article ia almost idsotleel to the 

real artlclo, and I'm afraid some .. oreh •Oiine msy mistakenly pick UJ> the draft aJtlele. !don't want someone to Google "Chevro!etSubwi>an" ond end up at the draft article. lo then, .om• 

m•ta•tag th8tcoutd be added to tho draft a,tiele to preYOnt this from happening? 1'banbl Mognolla617 (aj!v u:oo, 14 Ju).v 2015 (UTC) 

Greetings. You want {{Us.erspeco d~) tor this job. Jo-Jo Eumerus ~. contributions) 11 :09, 14 July 2015 (UTC) 

Thanks! Magnolla677 (!!!!!) 12:08, 14 July 2015 (UTC) 

Page curation 
When you m.lnlmlie the page curation toolbar, the word ''Curation" oppe4111 upside down Goolirm!fanoo ~ 02:48, 12 July 2015 (UTC) 

To me In Firefox tt appears top-oown, rotated 90 degrees clockwise from normal left-to-right wrmng. This is intentional Do 
you mean n rotates 180 degress for you? In which browser? PrimeHunter (!!!19 02:56, 12 July 2015 (UTC) 

Tht(ked in~ 
1'ask 1'105846 

I can reproduce the Issue in Internet Explorer 11 (fjlo:Pngo curollon upside down.PNG). @GooffreyT2O0O: Are you using IE11? ~ (talk) 
06:26, 12 July 2015 (UTC) 

Verified -same flipping of the text when PC toolbar is minimized unde1 IE t 1. Navor mind using a paragraph tag <p> to hold the te~t 
curatJ ,, 0 Is a bad Idea to beg:n with since it has top & botlom margin leng!hs definail by default (which In essence become margin left & 
right when rotated btw), plt,uw•-pt·tooJ.l>Ar-v<>rt~cal haa • 1ra, - f t r "n,toc1tt sorting to rotate80 degrees (so+ 00 dogrGQs) In addltl<m to. an 
inllne style for wdtln~-,oode set. to tb-rl (+another 90 degrees= 180 degrees hence the complete. nip as in thascreenshot). Apparently, 
that add~ional inline setting was meant spec~lcally tor LE 8 and lower ttps://git.wikimedia.or9:'blob/mediawiki%2Fextenslons% 
~ PagoTrla e/HEAD/modules%2Fext. -a oTrin c.vlews.tool r%2Foxt. • oTrio o.toolbarViow.'s#U13. when det0clod but they're not 
using the corresponding ms-prefixed attrb u e for writin -mo ( ttps: /msdn.mlcrosofl.com/library/ms53 187(v=vs.85}.aspx) at the same 
time for IE8 (or IE9) so I don't know what Is going on there exactly. 
Aen;on~"'"" I'd Gtop "5ii~g U\ 8 iHl!AI f?/IIA9 GI tJ..ld.U j lf - Jt '411 ;Qi U1 rt lllieSiU:teJ; '"' l l"lti 1,r,tuli,el'!e f.RtlO ~8 ilM 1~1vvt; PIii it.a GO ...i-.,, .. u1'09 tlHd I i1e1, 

~~~toe> biock lfll •ol r:p::w or d;e inrteod lo"" A1pl!th thlr Of QQttFtit YIOQ>« Obviou&Jy, something laetOSSed "1th the IE version 

detection and/or the appropriate attributo to use in each instance . Qoo•e• 0•·""1111 (lalkl QQA8, 1:1 '•lv:i'11i IU+ei George Orwell Ill (!!1!9 14:16, 12 Juty 2015 

(UTC) 

@Qeorge Orwell 111: Can you file a Phabrlcator ticket, then? Gparyani (!!!19 17:09. 14 July 2015 (UTC) 

My search box is wider today 
Did the ...,.,I, box get widar IDday? I have the 'Widen w ..arch box in the Vector akin" cheokbox uoohecked in ~ d•~Pr,(ure.n<es, (On a aide note, within Sl'!'WPmfarenot!J i1B8IC, the 

aearch box lo the normal lencth )~ Ulllk) 17,05, 14 July 2015 (UfC) 

Yes, per discussion at Madiawiki talk;Vector.css#lmprove sizing for search field • •• lzno <!!!.!!s) 17:06, 14 July 2015 (UTC) 
As for your note, that is expected behavior. --~ .~ ) 17:12, 14 July 2015 (UTC) 

@lzno: Enabfog the preference does nothing on wide screons, but keeps the box wide on smaller screens Q.e. the size adJu$lmont doesn't kick 
In when the proforonce Is enabled), ~ (!!!19 17:19, ·14 July 2015 (UTC) 

So turn tho preference otf. :0 (I noted the presence of the preference al the MT:Vector.css.) --lzno (!!!!l9 17:28. 14 July 2015 (UTC) 
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•so turn the preference off" -what do you mean? For us, ~ was never activated (and still isn't). The gadget needs to be removed 
now that the box Is already bigger, and l would !Ike to know hOW to return it to its previous size. Jarod Preston <!!!!J9 18:11, 14 July 
2015 (UTC) 

Yes, I have suggested a change that by default gives more speco for tho $eerch field W you have a wide screen, and automatically takes up 
significantly l8$S width on very narrow screens. I think tt Is an Interesting experiment and I'm wondaring how peoplo wlll receive it. l suspect ii might 
make it easier to find the search for most anonym0\1$ users, and i know for sure that ~ will improve the experience for people w~h narrow scl'8ens. My 
,iuggestion it that we evaluate after·a monlh or so?-~~• contr:!!lJ!) 19:22, 14 July 2015 (UTC) 

@~: What will we do w~h the user preference, then? Gpar;;~Q!. ~) 19:57, 14 July 2015 (UTC) 

The gadget you mean? Let's see after the month. If you remove or disable gadgets, ifs really disruptive and it makes rolUng back difficult. 
- I!!.!.Q:! (~ • contrlbs) 20:01, 14 July 2015 (UTC) 

So wm yo1.1 or someone else gfva us a way of shonening the box in the meantime? It's way too large for my requirements. Jared 
,E~ (!!!!.15) 21 :18, 14 July 2015 (UTC) 

Your common.css allom you to override whatever you want to. 

-Th@ ~ • £~.!!1..l!W 22:02, 14 July 2015 (UTC) 

You shouldn't need the ! impo«ant because the selector has the same specific~ as the one used In this edit 
(htt:Tu://on,wlklpodlil.orglw/lndox .php ?titk>•ModioWikl:Vector.c~&dllf-prev&'oldld•671422869). -Rodroie64 ~ 22:59, 
14 Uly 2015 (UTC) 
I agroo that , important isn1 required. User css loads after globaVsite css, and last one to load wins. It woud be required 
to override inline HTML styles, which this isn't. FWIW, I think the old size was t 2.6em, bu1 thafs just a nit. --Unroady 
(!l!!!9 23:06, 14 July 2015 (UTC) 

How to properly hide/show rows in table for a template? 
f m CWTOntly e,....ting • templllle to rep!- tho results tables being used at e,porta competition pages such uEvolution Chmnplor~J)lp S<lrlos and~_(1oorna:11onl Rrlcs}. The intenl!on 

of the lllble ill that It can 9how enywhore from 4 to 16 rows of d•t•, but I can~ get it to show e11)'thingpftStthe flm rows, with ony data beyond thesth row being •hown&, n1w d,t .. bovo 
the intended t>blo. 

The tetnplato iB currently at l,1•..-;'N..,q.,...,-:/1111wllxe"<'.4'1~1>1,,.lhul~m11),M and I'm t .. ting It oo lJ>1Jr,N,111C\!ty:<XlfiU.J!lli.\!5, wh<,re I have 6 row, or data filled in rurrently. Wh.at am I 
doin3 wrona here that'• cau6tng this not I<> work? ~00Cboo.X.1M,~) 2'.2:14, 12 July ao15(llfC) 

AlakZI appears to have flJCed It by replacing {ID} with{(!}). e!jmet-lunter (!fills) 22:55, 12 July 2015 (UTC) 

Yeah, It's usuatty easier to dovolop templated tables with full HTML template markup, and then try to convert it to wikicode, in a sandbox, step
by-step (or not bother with the oonvllf'slon). Wikicodo's operator-ove~oadlng of the •r character, its only•p:u:ti:>l lnsonsittv~y to whitospaco, and 
Its rilpicky requirements for certain things (including template coding bits like 1 +, ! • etc.) to be at the beginnings of lines. can make this a slow 
and frustrating process. - SMtCandltsh @ !! ! ;,.•~ • .,•~ 06:54, 15 July 2015 (UTC) 

Template rename server effect 
In order to ma~• o temp!ote name more concise and ooMistent with its sister template, //R(rpm dJoorlUO•}}, I have propooed that template {{R from tjtlo ••1tha1t dlllnrl"IJifll be ronemed 

to {<B.19 <linai\J..s,'!)} An edmini>b'ator, Dionnae, has reised rh• ., .... thnt tempi el• Rfrom tttle wfthout diacritics h;,. more than 388poo tren,eh1310n9 an<I !Mt such• page move might 

hal'O on adven;e effect on our 96Mr load. Diannaa ,uggested that I l'tl.ise this issue here to di!russ thi• and nr.i out more ebout the effectll on the .. rvero. So too q""9tion would be, will it 
be ob,y to mow lsmplote Rfrom till• without diacriic, to (pr~,ntly on• of il• aiim .. ) lomplats R lo diacritic,? -~ 22: 15, 12 July 2015 (UTC) 

II win not have an adverse effect. II might take a long time before all the uses are updated. Most important with such templates Is that you shouldn't 
edit them too often, because each tlmo you are dumping :Ja8000 articles Into a q1.1euo, which Isn't something to do wlUy nllly. But overall the redirect or 
the change shouldn't malt8rtoo much.-To~ ~ •contrlbs) 11:25, 13July 2015 (UTC) 

That's good, o"d ttiank you. TheOJ! The main page to be moved was last edited on 19 Juno, und the rodlroct, which has been tra.nscludcd only 
aboli 4.CO timos, was last ediieciabout 18.5 hours ago. Should we wait a bit longer? Please forgive my Ignorance of the timing range within 
which it Is best to wak. ls there a guide on MW somewhere? Seems something this Important should have a pollcy, don't you ltllnk?- p/4,Ab 
15:16, 13 July 2015 (UTC) 

@Paine Eflswonh:, that's just fine. Doing it 2 Umes "1 a single day would be suboptimal, doing ii 10 times in a week also not really helpful, 
and edit miring would be really bad, olher than that you are good. There Is not really a guide, but as soon as you pass like 100000 
transcluslons yo1.1 should simply prepare property and make sure that you get it right in one edit, if at all possible. Tho site won't explode if 
you ma1<e multiple edits, not even w~h a 1.2 mlDlon transclusions, but ft wlll lntroduco a large deloy for all the other background updates, 
which editors sometimes find annoying. -To,eOJ ~ • ~n,!_r~ 

Yes, thank you - I could find no policy nor guideline on MW except that they have two places in tho Terms that allude to not being 
disruplive toward tho seNers, but no details. Quite possibly they would rather not put bad ideas in people's minds, for while the vast 
majorfy wouldn't dream of being disruptive, MW does seem to have its fair share of disgruntled ex-editors from the past who would 
Just love to be able to edit a high-risk template or two. Anyway, thanks again and &st of Everything to You and Yours/ - PAi,u, 
15:49, 13 July 2015 (UTC) --

Th>nlui for mat explanation, Th<DJ I think Ulls •=ts for odd deloys Ive sometimes experienced, ,,;th changes not showing up until after wa,iting • while •nd doing a pw·ge. It happens 
much les• today th8n it did only a few yean ago, I oupposod due to • combination of .,.,.,plo being moro eareiiJI and (probably more ,o) a more robust bock-end, what with oil or WM rs 
funding, -Sf'cCandtlsh £ 118! ►'t.o'< o6:50,15July2015(UTC) 
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Phabricator bug: Regjstering a Phabricator account with an incorrect email address 
HI' 

If you have on oocount lh.t has never uoed the Phabrioetor, and you go to phabricator.wiltimedla.org, click the "Login or Regjoter MediaWil<i"-but:ton and 

WIG an incorrect email &ddro,s (I uoed idonothaveanemailadre,8@idonolhaveanem81ledresa""rrf) then you are: 

-unable to chonge yow effll.li1 eddre:&a to a con-ect email addtflt (you cannot accest theamllll Rettlnp (littp!i//etwbrica1or.wlklw.tidin..orJ,jal}ltll'lp/pni:"-'IJciun.t\')) 

-unable to login 

IknowthatthiO ie the wrongpleoe to N>portthioproblem, but I cannot 6lea bug<portont:he Phabricator .• :-D 

Can someone fix this bug and delet.e wy email addN>eo so that I can cro,e anothor one? 

Tho Qulxolio Pomto (!!!l!\) 18: 14, 8 July :wis (UTC) 

I don't really see a bug horo but I oan imagine thal it's surprising bot,avfor, lndood. Nol sure if any cl;,rification is needed in the Phabrlcator Holp? In 
gone/al, fool free to bring such topics and this specific case up on n1w:Talk::Phabficator/Help - for example, I have no idea yet about the Phabricator 
usernam& to reset. :) Thanks! --AKlappor(WMFJ (!!!!!911:29, 9 July 2015 (UTC) 

@AKlapeer (WME): II is my usarname: "The Quixotic Potato•. We do not need clarification in the Help, we need to change·the·acoun1 
reglstertng procedure so that you can change your email address if you've entered a wrong email address. Tho Quixotic Polllto ~ 11 :45, 9 
July 2015 (UTC) 

@The Quixotic Potato: Alright, I've filed phab:T105352. -~~ ~ 15:30, 9 July 2015 (UTC) 

@t,Klapper %,?fl: You must be aware that thal i:. not a ,iolution to this problem. Thoro are more than a hundro~ open bugs thoro , 
and some of he bugs that are open have been open for a very very long tlme (2014). You assigned the bug to no one, and you set 
·the priority to low. Running that command is not enough, the acount registering procedure should be changed so that you can 
change your email addr- if you've entorod a wrong email address. Ii, SCFC t.islng the email addr<>s• tim<at>ll1Y1-landschelctt.p<>7 
m,ruser:MMoclell WMF) says he uses mmodell<at>wikimodla.org. Are you going to e_mall t~em or shoud I do it? The Qui,xotic 
~ ts k : 9, f.4Juiy 2015 (UTC) 

Citation issues 

I know it's frustrating to not be able to login. FIiing the bug is only the first step In the process. The status is meant to Indicate 
actual reality: at the moment, there really Is nobody working on it (or about to 11tart working on It very $00n). Therefore, no one 
is 'assigned to" work on tt (right now), 1wen If th& team already knows who is me>st likely to fix th& bug In the end, That will 
chango when someone Is preparing to start wor1< on It. (They do this so that other volunteers will know that this one ISn't being 
actively worked on yet, .ind thet1herefore !hoy can jump In and do 1t thomGolvc~ wilhout foar of wasting their time.) 
The traditional priori~ labels are a blt mlsleadlng for some learns. For this team, 'high'', "medium•', and 'low' mean something 
closer to •current worl(, "r,ext up", and "later". 'Later"-couid be as soon as a couple of weeks from now. What thJs setting 
means is only a statement of reality: at the moment, and compared to the other probloms In the list. this Is - purely from a 
practical, realistic standpoint - probably not going to be one of the next bugs-to get fixed by the team (although anyone outside 
the team is welcome to do so at any time). Whatamldolng (YVMF) (~ 16:20, 14 July 2015 (UTC) 

Thank you, I have spent over 7 years of my ire working with various bug tracking systems (e,g. Trac) so I know how they 
wor~. which Is why I wrote what I wrote. If I didn't understand how bug tracking systems·work then I would probably bo 
happy wtth AKtappe(s reply. The Quixotic Potato~ 18:58, 14 July 2015 (UTC) p.s. r.ab:T105352 ls not something 
someone "outslcie the ream·• can work on, Its not even something that requires any wor • Someone needs to run a single 
command (phabrlcotor/ $ .!bin/remove destroy @Tho_Quixotic_Potato). Only a very small group of people have lhe 
abHity to run that comman<I. If AKlapper wouid'Ve wanted lo holp me he would've contacted one of them (o.g. via 
lalkpagelemail/lRC) Instead of creating pJ1ab:T105352. I am not tho only one with this problem, see phab:f99455. 

I'm sorry this takes longer. I personally cannot fix this because I donl have sufficient permissions, and as can be 
seen in Pl/ab:T~ Mukunda is subscribed to that task (and Is o_ ne person who could fix this). hence he received 
a notifica on. So I dki contact one of them. --AKlapper (WMF) (!!!19 19:55, 15 July 2015 (UTC) 

✓ Done Thanks. Tho Quixotic Potato~ 00:31 , 16 July 2015 (UTC) 

I am worltiogon an altiole and have encow,tered 2 citation bsuee The peg,, ia hon>: _User;SuounW / lnu,,_,/\mo.r.l9:!!/.] Comm!!!!Jon gflV'l!:111!11 

• On& ts.sue ls that ii Univonsity [our,iath,cih1d~ a reprint of u 1928 ~gozine a.rt!•, thllc I hove, o d totit>n wHbln• cltlltlon Q,w:t t cannOf liut.Jre-out how to make it v-.()rk.. T eehhlcally, I 
think the proper rendition s.~culd be ,omoOllng lrko Lee, Mwu "Tho lntor-Amencan Cornmisslon .of 'll~men••, Pan-Amer~t> Maga,:ioo (1929) c,,nt~ined In co~en, JO<\ll\han {eO). "'A 
Pan-Amorican Ufoc Selec:etf Poet,y and Prose of Muna Loo"' Mr.1d:!sor.1 Wi~aln, Univor;t;lly of W~nolu Preas(~) Can so(noono, tc,11 me how I.O put this PfOperly In the titation 
template? 

• 2nd i8'uo i• that lor anolller reference my POF Ille has a D ii il which Wiki is seeing •• oodo, rather U,an • • part of tho url. The PDF file name is h\1j)~MWW-""._°'g/on/Cl1Wdoclll'IA 
[EN).pdl which results in a "file not found" error W you attemp1 to aoce&& lhe link. My suggestions? 

Th.enb forth, help! ~ (!i!!ll\) 16:43, 13July 2015(UTC) 

The second issue can be solved by percent-oncoding the brackets as t 5B and t so: 

• [ht t p: //www.oa.s . org/ea/CIH/docs/PIAI BN ). pd( Non-escap,,d bracketsl - IEN (http:llwww.oas.<>'Jl'en/CfWdoc<1PIN.D<1INon•e&eaJ)ed brac1<81Sj 

• (http: //'""""'· °"' .org/~n/CJH/doco/PIA\ 5BBN150. p<if S.coped b rockot•J - Escaped b1a~ ttp:I/WMY.oas;orglen/C1Mldbcs/PIA')(,5B§!'lo/,5Q:e!!!J, 

fu!ki ~ 16:50, 13 July 2015 (UTC) 

Cool! I knew there had to be some way around the issue. Thankyoul~ <!!!J!!) 17:02, 13 July 2015 (UTC) 

The usual solution I see to the first problem Is just using two citations and manually connecting them, i.e. «eC> f fcit• magazine 1-11 tVorbJed in 

t tcite book 1 •. 1 !</ ref>. {{!::!l!li!!!'.!l!J!J!IBl~} 17:43, 13 Ju y 2015 (UTC) 
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@llilhlltres: Thanks. I am pretty •technically'' Illiterate. If I cite two sources as you Indicate In the text portion, why would not that be rendered as 
two separate citations in the ·refllnk" References section? I must lie missing something, but since there is not anything physically "in" the 
Rolorences section, there is no way to type <1nything there. l'U try it and see what happens, as I see that your <ref> beginning and ending 
brackets are around the whole . SusunVV ~ 17:55, 13 July 2015 (UTC) 

This would be only one entry In the references list but would render as "two citations•. See below for what is probably the better solution. 
--lzno <!el!s) 18:06. 13 July 2015 (UTC) 

That the article Is a reprint in the new journal ls more-or-less Irrelevant to the citatic>n since the only article that ycu looked at was in the context of the 
(moro•)recent journal. I would use {{cite journal}}: 

• {{Mo Journal tlasr-Let tnrsr-Muna forla-yoar-Reprllted rrom 102& jd<lic:2004 ltlle~The lrrtor-An]crlcan O>mml•sloo of \tio(nen ledltor-lasr-Q>hen fed~or-lirst=Jonethan 
Uoornal=A PAI\-AmQfban Lllo: Selectod Poouyand P"""' otMuru, ~ee fpobJl:,h<r-tJnive,sity of\Msoonoin Pres• li()l;fttlon=UMadlson, 'M!<oonoinJI)) 

• l ee. Muna (2004) [Reprinted from 19291 Cohen, Jonathan. od 'The lnler-AmBfican Commis<aon of Womon•. A Pen-Amerlcon Life: Selected Poetry and Pro,eof Mur>B L"" 
MadlOOfl, l/\ltSCOnSll'l: Univorsily ol Wrsoonsln PreSG-

-lzno (!!!!!) 18:02, 13 July 2015 (UTC) 

@lwo: Jt;s tho other way orwnd. The only part of the article I used was Muna Lee's 1929 text. I have no idea what else is in the 2004 volume 
;inffis lrrolevart to my artlclo.SusunW ~ 18: 10, 13 July 2015 (UTC) 

That doesn\ make sense. Are you suggesting you have the 1929 text or the 2004 text? Only cite whichever you have access to. -lzno 
(l!!.!hl 18:12, 13 July 2015 (UTC) 

@lzno: Actually it makes perfoct sense. Someone put only the section of Cohens' piece that contained the Muna Lee arlicle into a 
pdfi'ofmat. It Is quite clear that It was written In 1928 and published in 1929 from her description of events. However, since I do not 
hove access to tho actual Lee ertlele, and have no idea how I would obtain It, the proper citation is indeed to give Cohen credit for 
the pleco and a double citation is nocossary, because the pdf shows that it Is copyrighted In 2004 as part of Cohen's work. SusunW 
(!!!!!) 18:29, 13 July 2015 (UTC) 

If you have the book or magazine in your hand then that is what you should cite. If you are citing the pelf. then that is what you 
should cite. The pdf is clearly a transcription so It Is not the magazine article nor is it the book. WP:SAYWHEREYOUGOTIT. 
Use11~11 : 

l ( c.ite web I l49tl=Lee I firstl• Huna l t ith·-=-The Inter - American C<:>lrrni,:i:ion o f WOJften: A New Int er.national 
Ventu re I orl•ht tp:/ '""""'·uti.nc . :,unysb. edu/syrgo.cy/ I A.CW.pd£ fwebsiteaS tooeybrook School of Medici ne 
lacc;e:J:,date• l3 Jul y 20151 J 

~ Loa, Muna. "The Inter-American Commission of Women: A New International 
Venture" (http:llwww.uhmc.sunysb.edu/surgery/lACW.pdl} (PDF). Stoneybrook Schoel of Medicine. Retrieved 13 July 
2015. 

-Trappist tbe monk (!!!!918:41, 13July2015 (UTC) 

@Tra~ist tho monk: Thank you. Are you saying that if I am reading a book on-line I am to cite it as a web cllation and 
not a ok? That makes no sense to me, no place to put an ISBN code, etc. I can use that cite on on Lee piece, though if 
you access the document, it shows the doublo citation. SusunW (!!!!!) 19:00, 13 July 2015 (UTC) 

@Trappist tho monk and SusunW: This i• wily I recommendecl the mul11plo-cilaUon approach, The Ideal hore (and I 
bellevo WP:SAYVl/l:IEREYOUGOTITsupports me) is to cite the sourco read. and then Indicate the chain back to the 
original pu@iiiillon~lilealiy cite tho PDF (({crte·web}}), list the PDF as citing/quoting the book ({{£i!! 
bo~k)}), and 11st lhe book as citing/quoting 'lhe m098%lne article '({(cite me.so.zlneJ}). A little convoluted, to,be sure, 
6uill' l'Tlllkas the origin of the cited facts clear and gives leaders multiple optlons· for verWlcation. 
{~.!.!!!!!ltall!l!.9its}) 19:11, 13 July 2015 (UTC) 

@Nlhiltres: I concur. In your citation all parties are acknowledged for whatever copyrights exist. SusunW 
~-13July2015(UTC) --

If you are reading a book at Google books or Internet Archive, then ctte the book as a book when 
thOse images that you see on your screen are facsimiles (scans) of the hook. If you can read A 
Pan-American Ufa: Selected Poetry and Prose of Muns Lee online then you can cite that as a 
book. At Google books, the best we can get is ~~-I-view htt ,/lboQks. oo le.com/book~ 
ld=n 7xlAAAAMAAJ& focus .. searchwihlnvofumo&.q=Tlio+lnter-Amorlc8n+Comn,isslon+of+ omon) 
but that fs sufficlont to show that the pelf Is not a facsimile but rather a transcription. So, If you have 
access only to the pelf, thon that Is the thing that you should cite and as such cite it using f f ci ,. 

web 11. If au we have is the pelf, we do not know what ed!Ofial license was taken when the -
magazine article was made ready for publication in A Pan-American Life. 

The snippet-view problem Is only true of copyrighted works Google doesn't have 
license to distribute freely In full text; Google Books does in fact provide ful~text PDF 
facsimiles of a large number of public-domain books: I use It to get them 
frequenUy. - SMcCandllsh @ ~ 1. )t,'d>,<0',< 22:18, 15 July 2015 (UTC) 

It is not the functton of a citation to state the publlc11tion history of a work. When citing Dfckono' 
Oliver Twt.,/, for example, we cite the particular book by publle,idon d!lte; we don't l)ack1feck to the 
original Benfley~ Mtscel/Sny p4blication o11he serial parts. The purpose of a citation Is to Identify 
the sourc;o material that an editor ls using to support a particular claim in an article. 
WP;SAYWHEREYOUGOTTT does not require editors to provide publicalion histories in citations. 
-Trappist tho monk~ 19:58. 13 July 2015 (UTC) 

Also, the copyright status of the work you read has nothing to do with the information a 
bibliographic citation shOuld Include. Parties get acknowledged In a citation for their 
Intellectual contributions, not for their legal rights. Whatamldolng ~ 00:02, 14 July 2015 
(UTC) 
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@NihiltrGs: @Si8r4: Brilliant! It worked. Except that (verbjed renderedjqst like that showing the brackets, so I just t)'Ped contained in and it looks 
perrecr,'wo au!Fiors, two tltles, two elates! E>lilcUy what I needed. Thank you b.oth, you are amazing and a valuable astot to us mere mortals wl1hout 
technical skill~~ 18:10, 13July 2015 (UTC) 

@SusunW: Right. I just use>d "(VerbJad in" for th? OlCampte because the relatlonship could vary: "quoted in", •contained in", "cited In" et cetera. 
Anyway, glad to help. :) {{Nihiltre_!!l\alkledlts}J 19:03, 13 July 2015 (UTC) 

• Cot10u, ..-11, Nlhlltt.,... SAVIM~EREYOUGOTITw"nts you to o te the acbJal e<cetpl you found 11 In, which is a p\ll'lituJar w,rk. WP:RS. wants to know'lltly this is adually a re!,ablo 
sou,oo . .., yOJ need lo lndlcote·Uie "chDln" of' <>'talion bDck lo·lhe <Xiginol, without mlll!eadlng anyone into tlinl<ng you l11,1ve on-liiiiid e.llher the .original publicat~n o, the purnal lhot 
ropublichod k that loa.d evont11ally to lll" lhird.pa<ty uoorpt you have. This has n,Qlhlng to do w~h onlr1e vs. dead-trees oople. of t,ool<i; IL has todo wlh edltoriaf sourc:ea 'Somaorn 
edl\od out the e,rce1pt from-a joumal v.i,lch rel)llbllst,cd rhe!s a c~~ln of three, not two, ed,tonal p,roce5se0, Tho tast In toot chain could have introduood indopencfent erro,s, ·v.11i0h is 
why you hoVe to cito where you act unity got tho rna\etl_QI. Sy eontrru.f, lf my pub)iGher ui.od thA tmel TeX dtaft d my book to r:u()d1,1oe ~ paper copy and an e•bock for slmula~ous 
releaS~. as is Lyp!cal today, thtit.ls.a singloedhQtlal proce.,s, and you aan ~~ 11 ~~l l lo cite !ho on line C<>PY ol the book (othorv,,oo thm.tentplAte woold havo no I url~ 
Pflfill18ter, or c;ov,se), tr P rojecl Gut.e11ber9, GoogleOQOP1 or ~1wtivo..org provide a PDF c.or:tt af ~ book scanned from the h~rdooi,y fn A library, ynu ct1n cit@ it with l l citE, b:>ol: I ) • 

Joo; it's • phatog,aphlo racslrnile (e\len If It also includes ernbeddod OCR toxt lhal helpod you find it and whi<:11 make• it cootent-ooarchobie by the user, at l!>aot it it it was done righl); 
theURLs£iys wt1c,re yc,u g~ fl. SOm&woulCI argue tbot you ne.e<r to use lhe soannlng date·•• th• publlc'1llon date and use lorigy~•"- for the orlglnol book, and oomo rr/9h1 oven 
make. arguments ab0<1t what goes in Cho I puhll.Bl121:• ijekl, bUI I think thal's splltli"g h•1r• fo, no rea&OO. By Slark contrast, ii a toxt appro,lrnation ofine book in .1110bl 01 · epub torm, 
produced purely through OCR (v,nich Is also e<rr1mon at all tlvee of tlloso sl!es). lhl• Is • separate edlorlal prooess(ona mat rmroduces us\ll!J\y qullonum•rous enom), and you 
should clte l~=\flc•ltv as a PG/Aldllve.01g/GoogleBr»l<s e-booll edilion (including Goog!c Baol<s whon it p1ovldns ~ni>petvlewooly), wi1h l!S mod,rn toteas• date, and ondlcate lhe 
dot• of tho original only vAth I origyo>,=: you cannot clto it as th~ orilllnal publicatlo!l. That error ,a1o a le110 I• a very good ,eaoon to always pre!e< tbe PDF scan v,t,e" you 11avo a 
oh®Q, wt,ioh lo u•ually tho°""" leo<coPt for non-freo s tuff y0<1 qet snippet viewforJ An e-book lt'l(lual eppra.\(irnl,\ion ls etguebly 1101 roall\l e tenable sour~ duo to this problom.. At lhc 
vary tea"1, tlwo artitlo using-,;uch • source ...,uld be ol the mercy of the truSI level that GA/FA assessors have In the proofreading at PGIArohivo.org/Google Books, ond most or them 
surely kJ,ow that tho QA In thla-,ega,d Is vory low 'Whlltf& 1t even happo.ns: ~t $It Some ~ the 0CR'd o-books you C3fl dCM11load From 1hese pbces Ufff almost unreadable. I've k>tanY 
gl\/en upon lbem, andworkstllctly from ·POFs at the,,e e,les, -SMcC• ndll1h 9 llJ! !. >'<>,v',( 08:44, 15 July 2015 (UTC) 

My first mapping effort 
I would like to duplicate th• m~ found ~thttp:({www.nualenrabn13 lnfo/Hl1nntimLhtm I) In • rormat uoeful ror the Wik. I w88 wondering if any mop exper1ll might help mo, or point 

me to the rig),t atartingplaoe? Mru.uy Mnrtr»wli (!!!!} 12:03, 15 July 2015 (UfC) 

@Moury Malkowitz: Please.clarify: Aro you lqoklng for a ITISP expert to make the map, or a map expert to help you get started making your own 
maps? Both are probably available. -Mand111ssS 12:12. 15 July 2015 (UTC) 
@Maury Markowitz: Try Wikipedla;G111phlcs Labhvliip workshop. •-Redrose64 ~ 12:27, 15 July 2015 (UTC) 

Exactly wllal I was looking for RRI Maury M~rkowitz (!!!.!9 20:10, 15 July 2015 (UTC) 

Tfd2 and Tfin2 
Rooontly, ~ hao edit•d !l!!!,Plnt.-Tf<b and 'l'ru11p1Jllo:Tfoi2 so that they di.,play a bulleted list Howow,r, tho bullet is on a blonk line above the llnkl pr.offrs'.1'39JP (~ 22:24, 15 
July 2015 (UTC) 

Please name your browser and link to a section where you see the problem. PrlmeHunter (!!!!.!s) 22:51 , 15 July 2015 (UTC) 

I use lntemet Explorer 11 . The problem appears on the template pages themselves. GeolfreyT2000 <!!!J.!9 23:08, 15 July 2015 (UTC) 
@PrlmeHunter: Screenshot: Flle:Bullets on wrong llne.PNG ~ ~ 23:13, 15 July 2015 (UTC) 

Thanks. I don't have the problem in Firefox but see it in IE 9.0. 1rs the same for the section below, no problem In Firefox but misplaced 
bullets in IE 9.0. PrimoHunter ~ 23:20, 15 July 2015 (UTC) 

Alakzl has fiXed ij for me with 11.71 (l"itps1/en.wlkil?!)dla.org/wllndox.php?litle=Template:Tfd llnks&diff=prev&oldid=671626661). 
PrimeHuntcr (~ 23:27, 15 July 2015 (UTC) · · 

Green marker in watchlist for pages that have been changed 
Notaure if this is the place to make thiJ comment so feel free to move tluscommeotto a moreapproprtateplare ifnect'"8JY 

Tho use of a groen marker in the watchli9t Is e real aoncem for me and for tho signinoontpercentage of tho pol)lllel:ion with some form of colour vision deficiency 

Wlldpodln:MfuuJ.el of Style/Accotisihill!,YJ!Color ,.oommenw, thal colour alone should oot be used lo 11101k Important information This should equally apply to non-artiole PIil!"" .. well 

'l'he UM of a;reen in particu1er is e real accessfbilit)• no•no 

Con th• be .-.looked at, please? •• J\lfottinh.8!). (!!!!) 2,3:01, 12 July 201u (UTC) 

@tfittinbgrr In Preferences > Gadgets under the WatchUst heading there's a •olsplay pages on yo1S watchllst that have changed since your last visit 
in o d." opt on which should hOpefully help :) Sam Walton ~ 23:02, 12 July 2015 (UTC) 

That was quick, thanks!•· Mattinbgn ~ 23:09, 12 July 2015 (UTC) 

This should probably be made the default. I'm not colourbllnd, but I've got real trouble parsing the watchlist with Just the bullets. Alakzi 
(!!!!.!s) 23:13. 12 July 2015 (UTC) --

Silly me •- I thought it was tM default BTW once in a while I ,... a kind of grayi•h bold instead of the u•w,J d••P blue bold. l'vo never been able to 6gure out what that mcallS Anyone 
know? Also, can someone please update the collapsible •Legend" inside the 'Watchlistoptions• box, so it will Include all the new bells and whi>tleo and colors and ,tuff? fill!!&(!!!!) 23=47, 

uJu(y2015(l11'C) 

I'm not sure I've seen a gray bold, but I'd be happy to update the legend • what bells and whistles are you referring to? The green marker is a bit of 11 
long explanation so probably best left as a sentence above unless you can think of a succinct way to wrhe ~- SamWalton_{t.fil!!) 00:03, 13 July 2015 
(UTC) 

Not gray, but a kind of medium-light blue/grayish blue. It's only about once every few days. As to the bells and whistles, I guess didn't 
really see the bit about "with a green symbol", which I think is OGW (?). so I get it now. But why not put the four symbol.s - green bullet, 
green collapse arrow. blue bullet. blue collapse arrow - in the legend. along wl~ the explanalion of bold? When one sees a legend, one 
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naturally gravitates to ij, thinking it's the key to everything. I guess I Just assumed that W the legend didn't explain the greervblue tiling, 
nothing on the page did, and stopped looking around.~~ (!!!J!) 00:41 , 13 July 2015 (UTC) 

hit :/len.wl i edfa~ikl/S~ial:Watchllst?useiang--gqx shows tho legend l .. s not made in one plaee but Is port of tho software. 
e are on moant to edlt lhe ext of each existing entry. "(wlheader-showupdated)" hlgt,ru up refers to MediaWfkl :Wlheader

showupdato,!f. which is displayed above the "Mark all pages as visited" button on tho watehlist, There is logic in having those 
together. l suppose we could stuff a fine break and another legend description into MedlaWlkl:Recentchanges-legend-hea.dlng but I 
don't suworl messing with the interface In that way. We have already added a !:l!!.P link to a :section with more details. PnmoHunter 
<!rull) 01 :32, 13 .Ally 2015 (UTC) 
Thora is anolher Issue. The legend Is also displa'.Ylld at Speclal:RecentChanges which doesnt have markings of vlstted pages. I don't 
knovr whether MedlaWikl:Recentchangras-legend-lleadlng can use ( 1 Fl\ullllAM~f 1 to see It's used on a Watchllst and only display 
addi1ional content 'iliere.but ilils Is getting further Into messing with the Interface. PrimeHunler ~) 01:40, 13 July2015 (UTC) 

I leave this to your judgment, but thanks for the info. Listen, I have a question ... In an earlier thread I suggested 
adding to the popups menu a "Marie this page as visited" option. I was given a not-very-convincing reason that this 
wouldn't be possible except by silently fetching the article and throwing It away. I had completely forgotten about the 
"Mark all pages visited" button - given ~s existence, it seems It shouldn, be too hard to do that on a page-by-page 
basis. What think you?~(!_@ 15:33, 13 July 2015 (UTC) 

People like me fussed about 'bold' because we haled it...StnarkHea (!_@00:16, 13 July 2015 (UTC) 

How can you not like bold?We've even goto pollcy oncouroging it,~~ 00:43, 13July 2015 (UTC) 

A g,,norel comment • WilcipediA I> not partiou!arty ROOd with aoo,ffibihty for readers/editors with colour vlllon defioiency This is at leut pertly to do with lite volunteer nature of the 
project· it relies on editor,i t•klns Into =unt an"""' they an likely to be u n(amiUar with and thcro i9 no co•ordinatod editing approach to highlight J.uu .. where they arioe Nearly every 

chart/map that UlleS color to convey lnforttl61:ion orutes an i>sue for color vision defioient read,r, Some (most?) are just completely indecjpherable for me • end my defteiency is quite 
mnd Mep makers e,,p,ecf.elly love to u~e l'E!d end green t'O oon\ley "yM '' and ''no• - I just throw my hands up in the A.ir1 Not s 11N1 how t-M i:iisue can b4 ttddre.uf'.d but it is t1 real Wue -

Moltl11bgn (!cl!) oi:31l, 13July 2015( lITC) 

The default c;on,:,guration of MediaWlkl usos bold. BacK in tho day, it was turned off at en,wp (only) bec.iuse or server IOad p,-oblems. We had a widely 
publicized CENT-listed R.FC at the VIiiage Pump with unanimous support from dozens or editors to change it back to the dofautt ... and the day the 
dcvs did oxadly what the community asked for, solejy because we asked for It, there were dozehs of people snying trnit they hated l and starting 
another RFC to demand that the conflg change to be reversed immediately. The groon dot was conceived of as a way to provide that signal to more 
people, without having the bold that some people hate. 
Someone like UserEdokter will know tor sure, but I believe the gadget lo provide the default configureUcin Is turned on ror new accounts, but not for 
oxisting aceounm. So I( your account is more than about rove or six years old, then ii would be off by default. WJ1alamldolng ~ 03:42, 13 July 2015 
(UTC) 

Yes that seems like a fair representation of the status quo. I think everyone is ope to change this, we Just need good Ideas that wMI keep the 
watch Ust usable for everyone. P.S, Matltlbll!, if you ever need something addressed in accessibility of the website, am happy to assist you. I 
mado several changes to lmprow the overall acce ... lbility of the website over the years, I'm wiling to assist in further developments. But as you 
stated accurately, the problem is mostly that in order for the content to be fully accessible, we basical y need to turn every editor into an 
accessibilijy expert, which is unlikely to happen:) -TheOJ ~ • contrfbs) 11 :22, 13 July 2015 (UTC) 

The green arrows have alway~ been def;lult-on for everyone since Its conception (excoi:t for the enhanced watchlist). You'de have to turn 
off 1M gadget oxpllcltly to revert to tne software de~ult (bOld). However, it the dQfaU~ were to be turned off, Ulen only those who changed 
the setting would retain il The rest would follow the default setting of the gadget. •• f ru,..., 1>dr,► 1 er Jl 11 ~ J J 17:35, 13 July 2015 
(UTC) 

Grayish bold 

Right now Jutou llig<lfow i, showing up in my w•tchliot in this dlfToront color. Maybe if "you• (Lo anyone interested) add It to your watchlist right oow you·u ... it i»o. fill!!&(!!!!) 04:52, 
13 July 2015 (UfC) 

Side question 

Hoa anyone worked out a way to mal<e it easier to 8J)Ot single-oharacterch8J18fl? Sometimes oomeone only removes a epact, or ehango,, .. "," to a";", While nonoally no one oares, this can 

makea big difference in a pogo full ohourco code, and tracking downeuchchani;oo i• moddeningly tediouo. SMcCancjijsh :I! mt ►'<l,G'-. o6.46, 15 July 2015 (!ITC) 

wikEdDiff, available via the gadgets page In your preferences. Regards, O R/\NQtaSUEOE SoFA (!_@ 06:49, 15 July 2015 (UTC) 

@SMcCandlist,: you can try also one toot' from German coll~. It's quite cool, here Is a screenshoot 
!http:Jl'www:611otJes,lv/lmageslh5wg576tv.fwgugleipi\g)~gars2007 (ifil!lcontnhsfil:!m. 15 July 2015 (UTC) 

Thanks! Both of those would work. Kind of a power vs. loaming curve trade-off. - sMccandl!sh Co !! ! >•., • .,•-< 11:44, 16 July 2015 
(UTC) 

Replacing talk pages: Why not just adapt an exist webboard? 
The last few year, of discussion about and effom toward producing a repoomont for the talk page system ha, led it "' l!!lrJ.El2.\)'., which doesn't seom to have a lot o ( buy In, and 

rr1,.:1!.xtoru1lon·LlquldT~ which gal'nored oven le• Then,'s obo 1µw;l\xtorllllon-MedmWil i lluUuLill &atd, which I have not examined yet, and vanous other thing;, liated et 
mw-Cnt~gmv.l){M11tuuon lll\d fonnn e"'1'.nnt:iionli 

Wouldn't it make more oeno<> toju.,t uu OJN o( the exi.ting fNO,vare W•b dit<>.,,..lon boar<! (forum) peekag.., tbat moot of u.s oro airoady familior with? Thia would require doingooe o( th• 
(ollow:ir,s: 

1 Replacing its native ~bcode parser vJth calls to the wikioode perser 
2 Creattlg a plugin for it thet calls the 'Mkieodo parser 

With tl,o latter approach, we oould leave tho bbootle (e•turoo alooo(othor thandiaabUng th& r .. tuN to inline imog<JO from o(r.tte), endjuot odd to it• f wl ki I • • • f /wiki I footuro, with 
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onything inaido thatbeingp.,.ed os wlklcode 

Obviously this would toke a non-trivial amount of work, but from a how-to-approach-It sto.ndpolnt. it mal:eo mon, 1&nse to me than the current wbeel-Nllswention approach. I would 

almoot be surprised tf thi• haon't boan done aomewhere elready (probably without U,e wiklcoo• p&·•iug) at 110me other MedleWiki iJ:'"lltU.tiuu, u.h,~ epuche (or wbetever) URL rewriU~ 

to 1-edirect reque•b for talk peget to forum threads. Th.et pa,t of the process .eemtcomparatively trivial to impJemett. 

A variant o( this idea would be to havB a prefe~ setting for using wilt talk pagM or & ''traditional• Web forum interface, iO people con post oither way, and ecriptll would trM!Slatc 

between them on the fly during the,..., process. The principol problem with that would probol,ty be lhet wiki talk page editor, could s~II insert comments Into throad• arl:ii17arily, but 

webboard users would only be ab)t1 to append them a, new mcitnria1 (eit11ar new oopica, or new nipliee), All oomienienco comes at a oost., I i,,oUeae. Anothe.r bot ruiglv. oven be ablo to fix~ 

though, by examining indent levels, and "tramleting" interl)Olated talk page poslll into mes~ board replies at the right love! 

An)-way, justthoughtr dthrowthatoutthere. - SMtCindlish e !!_! ;,,"o,o'< oo:oo,15July2015(lJfC) 

A number of discussions on Wikipedia don't have exactly an one linear thread per forum format I also wonder about security (the website I work on, 
1V TrOP'l5) once had suoh a forum that turned out-to be too unsafe against hacking atte·mplS, thus we now use a homebrew code that is of similar 
appearance as F~w. That was years back, though) and integratlon wit11 MedlaWikl. Jo-Jo Eumerus (lalK, contri1>uuons 13:03, 15 July 2015 (UTC) 
Thoro Is no need\Q replace talkpages, and all allematilie• that have been proposed so rararelnrerloTThe uocol otatci"~) 18:11, 15 July 2015 
(UTC) 

Speaking from lhe technology side, I think you are underestimating lhe work required. I count: 

• Replacing the parser (HUGE) 
• Replacing the logn system 
• Replacing the account management 

Replacing the skin 
• Implement transclusions 

• Integrating a new notllcation system 
Deal with integrating beck and frontend caching between the MO syslems 

etc etc etc. 
You would have butchered up the original so much (and you would have to maintain that butchered variant and keep k in sync with the original) that 
there Is little difference between that and starting from scratch.-~~• contribs) 09:33, 16 July 2015 (UfC) 

A lot of the good web boards are published under licenses incompatible with MedlaWil<i's license, and lhe ones that are compatible with its license are 
not that great I agree with WMF's decision to implement a new discussion forum system, which looks very good at the moment yet is published under 
a compatible license. Gparyanl (!!!!!9 19:10, 16 July 2015 (UTC) 

Too much dependence on volunteers 
Sockpuppet 

The following discussion has been closed. Plasse do not modify It. 

Volunteers ll<e Cyberpower TParls Hedonil musio aninal nakon, xi and Olhers have a lie or their OW!L Everyday sorre tOOIS mallunction Can't tile w!klmedla empby adeast five 

people to mako th- tools ""'"' 24n I agroc Y.Ch Kudpung th3t these lrrc,ortant tools shouldn1 be malnb>lned by volunteers And f any Wlkimodia people reading this Just think 

about It Free encyclopedia should not become bugged encyctope<ia ..Captain povcrm,n (!!!J.ll) 05:30, 16 July 2015 (UTC) 

The last thing we need is fingerpointlng. I would like to thank them: XI, Hedonil, TParis, Cyberpower678. Musil<Animal. et. al., for building, 
maintaining, and for picking up lhe pieces. xTools is currently at lho mercy of its environment. Repeatability is an Issue. Right now, we noed a 
DevOps project to isolate the factors which are killing xTools. --Ancheta Wis ~ -1 conlribs) 06:09, 16 July 2015 (LfTC) 

Thankc for t'Mstilg my \NOf'ds. I lf\o."a& supporting them I understand their Pf'KSure I was accusing Wikimed!a for putting too m.Jch burden on them We don't know their real names 

and their picl!Jres Tecl1nical 13 is banned. They wll conu10u1e and retire. v.e v.ill know them wilh their usemame not the human behind that namo. Ye5 i was finger pointing agoinst 

\Mkimodia foundalioo So what?-•C8ewlp Daverm.l!!! (!!!.!9 07:02. 16 Jul), 2015 (UTC) 

By definition, bolng a volunteer Is volurtary. WMF Is not a nation state, and can not impose duties on volunteers they have not themselves taken 
upon the111. If you have concrete suggestions for how fo retain valued volunteers-, that is a dlllorent dlscussion.--Anclers Feder C!!!!!!) 07:47, 16 July 
201 5 (UTC) 

I think their argument was that many of the tools are so useful or imponant that the WMF should be providing some support towards their 
maintenance. Sam Welton (!!!!!9 08:06, 16 July 2015 (UTC) 

Thanks for understanding a bit captain Doverman (talk) 08:44, 16 July 2015 (UTC) 
As I said, what support are you suggeslino?--AndersFodar l.!!!!!5) 08:26, 16 July 2015 (UTC) 

Yes i l<nowabool volootary. Ttie.e are very important tools and 'MIIF shouldn'ljusl sit and relax putting the entire burden on volunteers. Miele creation is differenl tool maintenance 

is different Even a 12 year old git can underslllnd this, Which some experienced wikipedions railed to underotand 'Mlat next••· 'Ni<i~dia security related i6$U&S will also be th<ust 

upon volunteors? There must be some me<hanlsm in seleeti"9 them, As check user Identity Is veriMd The tool creat ors must submtt their piofesslonal and educaHonal 
quallflcatlons 10 tho WMF. There must Interview to check their capability. I don·1 hav• lo oxplaln that only software engineers and If profestlonalt or computer selence 

stuclent• maintain tools. History students, arts students can create anlcies, but they don't clo these things. Capb>ih Oovam"'n C!!!J!9 06:44, 16 July 2015 (UTC) 

And what are you offering the volunteors in return for au this bureaucracy you want to Impose on them?~nders Feder (!!!!!) 08:55, 16 July 2015 
(UTC) 

I understand what you are trying to say. Sul .. you have to consider that 'm:>re stuff, means more knoYl.edgo and worse, 'Mlen it COf'nff. to vofunteer 'experiments', knowledge that 

cannot oasiy be institutionalized. The trick to efficiently sealing up Is that you create a 'common· ba5e <A knowledge, that you can reuse across multiple project$ With lho volunteer 
p,oject:t, this is ha1dl), possible, be<:au.., they are often 'im,.-ovlsed hocf<s' that 'do their own thing' This Is aetuall>,, v.hot makH them po,v,,<ful, because people can divert from the set 

out co,wenllons and fllld v.onderful new approaches. Now WMF is a~eady spending a lot of time blildlng intrastruauro to sustain this internaHy and through AP! and labs externally, 
but I do think that WviF should for instance, give more wori<shops to volJnteers to build up knowledge about how to scate their O'M\ "MJrk. They need to encourage people to do rrot'e 

things like the shared static.....,..,.,... (hnp:lh0M>,wmffab5.orgl1'1atic.bfoW!HW() ottenng ber.wen tools To help them with source code management and building development teams 
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around tools To he_, th&m impove bug reporting end <tocumentatfon etc. B&eauae that is 'td'tet will make tHngs sc:eie tho next five yeers and create tcv.ttt prob~ tong term fo, 

everyone. The problem is jus that v.e have a few crttlcal tools that are 10 yean; old that will have to find a way to catch up Y.ilh that But just tossing fNe expensive resources fthat 
would hove to be hired from IM\efe .. aolly ... ??? ) will not fix the preblem 'MIi\ 11\eee tools any time soon eilher and wonie if they did work on this, we would heve the e,aci same 

problems live years into the fo11Jre, -~ <J!!!1 • ?"'U[bll) 09:08, 16 July 2016 (UTC) 

@ Andors Feder, which part of my sentence' ! am not accusing the volunteors"you don't understand. I am accusing WMF for putting some 
volunteers to develop these Important tools, which they are supposed to develop. Oon1 they have any responsiblity?. Is ii so difficult to hire only 
five software engineers and computer/IT professionals. Wikipeda is a free encyclopedia. Cyberpower, music animal, they have their own 
professlonallstudanl life. Whenever tools don1 work, they coma under pressure from all quarters. As volunteers. we are putting too much pressure 
on them. Whal do they get In return from WMF <Captain Ooverman (~ 09:33, 16 July 2015 (UTC) 

WMF haven1 "put some volunteers" to anything. The volunteers have chosen to make the tools on their own initiative in order to solve a 
problem they have themselves dofinad.-Anders Feder (!!!!!9 10:22, 16 July 2015 (UTC) 

@Captain DoverlTllln:, I think wfth a few more tools, it should be possible to debug where the problem sits in the code, which Is visible 
on glthub. Hedonil and Cyberpower676 put the XI code up on github for anyone to see. But Cyberpower676 has observed that his test 
cases an, not getting execut~d. I propose we use xdeb oxtensfon for PHP hlt 1/xdebu .o~ /docs/install to Isolate whore lhe lhread 
is getting stepped on. But I bolleve1hls is a DevOps situation, which is bigger that c x ools ti s: ttools.wrnllabs.or ,'xtools-
articleinfo/index.phe1). code itself. So we need cooporation from others, such as tho Ro 1s spec ·sts 1n mF?). -Ancheta 1s ~ 
I oontrib3) 13:09. 16 July 2015 (UTC) -- -

@~ Dovarman: Tho Foundation is currenUy assembling a team to work on tools for the community. Stay tuned. Ryan 
f(a ar MF) (@b) 15:04, 16July2015(UTC) --

Can admlnsget paid next? £!!i!!.!!.!!! 15:08, 16 Jufy2015 (UTC) 

Wilh all due respect, I think I'd prefer the present set-up to an organised WMF team ... If lhe OP is stll watching this thread (but he's currentty 
unable to contribute to it, so he might not be), nobody here gets 'assigned' to tasks. I came to Wikipedla to remove some rubbish, and I'm still 
doing that. Others have technical knowledge and skills that I don't - they create tools and keop the basic framework of the place working. There 
are paid WMF people for positions that volunteers couldnl really be expected to handle - mainJaining servers, dealing with legal matters and so 
on. Po~~ 15:40, 16 July 2015 (IJTC) 

Format price problem 
All l. H.M9ujltJ •l'W<nllll1'• 011Jll Y!JJ!!l 1111d do•lli the'fompllile:['orpf!\!.J!Jllii prodl.lC84 "about £soo thou,and today usiog CPI" It should of coune ••Y "obout £soo,ooo " I do ool know 
how to fJX tbi& Can Sf'O'On<! help ploa9e? OunconH Ill (\!!!l0 15: 13, 16 JulY 2015 (UTC) 

That's what ({Format price}} does: If you want to keep the digits, use I trot-<: with {{lnflatiop}l. ~ (.!l!l!!) 15:27, 16 July 2015 (UTC) 
(edit conflict) Saying "500 thousand" in £520 thousand is the whole point Of ({Format price}). If )'Oil don1 wanl ii then don1 use the template. 
{~~) can insert a comma with I f11 t • c: £520,000. Prima Hunter @!9 15:30, 1 G July ~015 (UTC) 

Why would anyone want to say "£500 thousand"? Anyway, ~6,takZI: has kindly fi><ed It, for which my thanks. DuncanHIII (.!l!l!!) 15:41, 16 July 
2015 (lJTC) 

Do you have ideas on how to improve Wikipedia? 
The WMF lscum,ntlya•oamblina/l..l!!i!fil to work on tools for the community. Pt .... poet your idtaooo t:bispage: pulll:CollUil1Jnil.l' 'fcch P.t9l!!!!:.Jd.....!l!'!-1Jlo~tio PcllM,~ 17-33, 

16July:ro15(UTC) 

Template using white text even when not specified 
I made A tetnplate in tbu, ~41H.Jbo>: (liU?J: //CU.Wlldr«ua orgfw/mdox.pJ.p?titlt,;i!['e_mpJa.ttt.Xl&oldfd.,__671741.240). and I'm wondenng. why 18 it using white text even when the parameter is 

not specllied? "l""dkn1b (~ 18:08, 16 July 2015 (UTC) 

@'Jyuszlka7H: That looks fino to me. What are you seeing that's wrong? Jgekmcbarn ~ 18:29, 16 July 2015 (UTC) 

@Jackmcbarn: Tho permalink didn't work because the transcluslon uses the current version anyway. Alakzl ftXed it in the meantime (thanks!) 
nyus.z1ko7h ~ 16:32, 16 July 2015 (UTC) 

Encoded identifier in article to serve searches? 
In chomlst,y, thero lsan idenbfier name<!!!!£!!! that 18 an enccdlngfor the full (3D) molecule structure. For example~ bas InChI• lS/C2mOZ/cl•L ()) Q/hlH3, (H, ,, t )/P• l 

My question is: how should we beet add this code to the artiele?ltis illegible. but It is an D) for"'"'' 

Notes: 

• Publiohlng the lnChl cocte In an article will help O<Jts!de Marches. 

• Pet chemical substance, there exists just one normaliM<J code Hov.ievtw", multiple non~no,mal codes can exist In parallel For these, the same question oJCists: add to ertk:lo because 
d external search? 

IOChl oocle oan be Ion~. like SOO-cho,...,,, .. (It Is also heshod Into a shorter Key. which is not unique. Lers forget for n<>v4 
• Today, tha i lagibl• code is foldad in a collapsed "hide" boX- HOWO¥er, aswo know in mobile view It Is not hidden 
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I don't expect• concluolve 61low•r hen,, bce&uoe it;, multi-faceted (roade,. view & ID& ,.•rch} &teen people give me hlntA on where to retld & learn &de!Jlil thill? Arr/ eerlier wisdom? 

-DoPloil <ll!!]020:40, 16J uly2015 (lTl'C) 

Bullets appear in the wrong place 
In Inten,ot E,q>lorer u , bullets always appear on the left of lhe page, without 1<1gard to whother 0< not an image ii embedded on the left •ide s .. flldd lpplooud bullell!.PNO, ~ 

~)22:34, 15July2015(UTC) 

Reproducing the problem below 

An image 

A bullet 
Another bullet 

Alhirdbl.llet 
Some more bulleb> .. 

One final bullet 

@~: AFAIK this Is an Internet Explorer-problem, and not f1Xable on Wiklpedia. The Quixotic Potato (!!!J9 23:31, 15 July 2015 (UTC) 

Looks fine In IE8. --Redrose84 ~ 23:38, 15 July 2015 (UTC) 

True, but In IE9 l loo~s like this (hltp:l/i.im11ur.com'T2Wz:nFN.ipg). The Quil<otlc Potato~) 23:45, 15 July 2015 (UTC) 

Seems like a regression . Can you, or someone else, please file a Phabrlcator ticket? They usually accopt browser-specific issues. 
Gp:uyanl (!!!!9 03:14, 16 July 2015 (UTC) 

I don't think that it is useful to file a ticket on the Phabricator because I believe that this problem is related to ln!emet Explorer. 
and that it is not fixable on Wikipedla. AFAIK tho only (good) solution is to change how Internet Explorer works. AFAIK thef8 is 
no fix for this problem that could be implemented on Wikipedia . The Quixotic Potato (!!)!9 03:27, 16 July 2015 (UTC) 

@The Quixotic Potato: If it can't be fixed, tt can at least be worked around.~(~ 19:07, 16 July 2015 (UTC) 

The rew HTML doesn't look too bad: 

-------·····-···············---·----············--.. -···-·------
<dlv chn•"'th uabi nnc r" ~ ty"} e"-'7'l,dt:h i 1!Z2plO"'► ltd.iv cla••-:r .. tbunb tl~Ct" > 

<• ht'of•" /1,11k1fll' l l •: I.lt• •fU.••1PO" Cl.D..S£"•-.. u t..1tf•"~ 

.L~oc,L~t~u:i!::::·.,:~r.:~~~~~t~~~;~~;:~!~~~i!~!~:jr:~~!~'-d~~~'::!H~fa:~~et:i!!~.;::~:t~:i!~~;:~: ~!::!;:1:~~~:?~;7~" da\a- til•-
9-lqb t--"2.9'r /> 

<ta> 
<dJ.v Cl.cl•:f'-"t.hun«)c-.,tion"> 

<div ol-1•••0011:i9nify"> 
<• hrd-" / viki/Pil•i fMffit>.h, jP9 .. clut•"int•rnal"' ti th .... Bnlaroe"> 
</a > 

</div> 
All iffl<li)e 

</ClLv> 
/d1..Y> 
/dlV.> 

<ul> 
<li>A bullet<IH> 
<li>Anotti•r bulht.</11> 
d1:>A th.I.rd bulht<llL> 
<li>SOo'lle -.or• bulhu • . • </li> 
<.ll>Owi• nut bulletc /H > 
<iul> 
<p> 

<-be cl8.ic•"~ll" /> 
</p> 

J J.> 

·--------------- -·------ -------··-···-··--·-------------------• 
Th" 11,ue ma.vb• the CSS ..,,oelated with t ime divs being lnt•fl)reted differently by different brow80r vereiont (e,my ooougl, to check: turn offCSS) but I ouep<ct tho iseue is because 
Wikipedia uses the old at')'M <br clear• ... al l " /> instead of the more modem <be sty le=-•c l eo..r; bolh;" /> or the external CSS equiveltnt. -Guy MbCOO (~ 03:30, 16 July 

2015(1.JTC) 

@Guy Macon: Ir you modify the code In Developer Tools to use the new-style code, does it work?~<!!!!!!) 03:33, 16Jut-,, 2015 (UTC) 

Float:left on the <U> seems to work, but that still Isn't perfect. A better solution Is to set the display style of the UL element to table. Please don't 
ask me why, but that seems to work. Or <ul style-''list-style-posltlon:inslde;">. I hate Internet Explorer. The Quixotic Potato (!!!19 03:43, 16 July 
2015 (UTC) 

This Is a bug In IE9. However. to some degree this Is a l)roblem with all lists next to ffoating content It's just aggravated by the bl.Jg. We have 
{{Flowllst}} to deal with specially this combination of content, a llst next to a left floating element. I suspect It will also nx the IE9 issue. Please do try It 
oul - ~ ~ • contribs) 09:17, 16 July 2015 (UTC) 

Fwiw ... to rectify this behavior (under at least IE 11), the UL or OL needs to be set to cisp/ay: inline-b/ock; rather than the defaut, display:block;. 
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WJ.KIPEDIA 
To'u.., 111ui·own 1""9•• cllt~ • 
"\lp1o.6fl~'fn the sidebar. 

:=~J::.~!::~":rJf 

• Abullet 
• Another bullet 
• A third blAlot 
• Some mere blilloti;,. 
• One final bullet 

Page 36 of 67 

Since wlki markup is being used rm guessing wraPJ>ir.g the list in a DIV set to the seme dlspJay:inNne-b/ock; should wor1< as wen. -Georgo 
~ (!!@ 20:56, 16 July 2015 (UTC} 

@George Orwell Ill : ltdisplaysjuatfine, except tt's a little bn to tho right from where it should be. Can you file a ticket in the Phabricator 
and have this foc:ed? ~ (!!!J!9 22:56, 16 July 2015 (UTC) 

@Gparyani:. The amount of distance between the image's right edge and the bullet marker Items is due to the [re]use of the default 
UL margin: css settings because the assumption has always been ffst-ttems would be the left-most content in any given block of text 
being applied. There is not much that can be done about that except for dropping the use of wik~markup for such Osts and then 
overriding the clefaults by adding your own mod~ied inline css styling(s) for the opening UL tag. 
As for flllng a request to "ccrrect this" acro55 al the wiki-projects; thar. not likely to be accepted - at least not v.1tllout thoro<Qh vetting against ac blowser 

versions and muttiple usage scenarios that is- 5"lce the behavior seems to be specific to IE 9 and highe,, I'm betting the reSl)Onso to asking for such a change 

would be to apply t~tes ouch as {~} or similar v.orl<aroonds (like rrr, DIV v.rOlll)Or one} on a case-by-ease baSJs. I'm afraid I'd have to agree with 

such a position; there are just too many variabJes and possi>le in.s=:a.nees of u.ag&-type i'I play to craft a unN'ersal solution gNen the fad ht and OIVs are 
u&ed for (thumbnaiq image atignment to begin with.•· George Oiwell di (!!!_19 23:22, 16 Jut, 2015 (UTC) 

I can confirm that this would likely be the result. Flowlist Itself is the result of such a bug r.eport. This is just one of those 
situations, where HTML has trouble delivering what we want It to do. -TheDJ (l!!J!5 • conlribs) 14:37, 17 July 2015 (UTC) 

The title creation blacklist had a minor glitch in functionality ..• 
Jtet weoted to point out that the software that enforces the title creation blacklist had a malluncUon obout five minutes ago. I caru,ot replicate the isaue al tho present time, gjvon that the 

blacklirt enfor<0meot sob<an, i• funotiollingagan. (I know thatth<>re was a bug filed for !hi. a.'l<i rooolvod in the post, but I te11not find it right oow )StulJ94 :,(!!!]y 21.02, 16 July 2015 
(UTC) 

For future reference, please describe the actual glitch that you were facing. Thanks! :) -AKlapper {WNIF) (1!00 11 :36, 17 July 2015 (UTC) 

apostrophe problem 
Only lately, I've noticed• f&wpag .. not loeding for me in Opera12, thould, they load ln new Opera and Firelox AX first it we.sthe;1m5 l'IPA Woruon'• World Cup, but 2011 8c 2019worked. 

Now I notico tnOj' don't, and I've also foond JolJn OBrion (pnostl doesn~ work either. I euapoot now it he, something to do with the opo.._,.,phe, but replacing it with %:z7 doe,,n1 work 
elth<!r New Opera...,. that and works, FF uaoe apostrophe and works-

I've noticed this ii called a bug, but I didn't ... how Ill ll!ake It work with my browser. Ovoroll, I gu .. e tt's not essential, but if you know any r .... rd like to know Thank&, ~1Jl!tl!!lll(llll0 
=25, t6July 2015(1Jl'C) 

2011 FIFA Women's Wor~ 2015 FIFA Women's World Cup, 201S FIFA Women's World C~ and John O'Brien (pr/e$t) all work for me in Opera 
12.17 on Windows Vista. a appens when you cllck the links here?Does the "5ame fuippen for httrc:llen.wlkleedla.ortl~/John O'Brlon (ijries~t) 
and hltps:/len.wlklpedia.orglwiki/John_0%27811on .. (prlest)? Does it also happen when you are logge out? PrlmeRurifer ~ of:10, 17 July 2 fr 
(UTC) 

I tried all those thlng, incl. logging out, and I get the same thing (Win8.1). Only the address bar loads; nothing at all on the screen but 
whlte.Smarldlea (~ 01 :59, 17 July 2015 (UTC} 

Pages moved without leaving redirects 
Why do pag,. !:hot.,.. movod without leaving redirtcb have a n,d deletion notice?~ (!!I!) 1;. 18, 17 July 201G (IJl'C) 

For example, User:Userr,ame~enwlkf draft, I think ifs because there's a log entry, so the software knows that a page was at that titte in the past 
althOUQh it isn•t there now, so assun1es a deletion. -Redrose64 (!!!!!) 18:51, 17 Jut,,, 2015 (IJTC} 
Becau~ moving wlo rodlrect is technically copying an article to a different t~le and deleting tho original? Is there anything undesirable about tho 
notice?-•Anders Feder <!!!.!!) 02:21, 18 Juy 2015 (UTC) 

"helpme-helped" makes text small 
Al 11""" rnllc ft,oplanct E:,g,,mUo(on,ntna nre nies!led np., why h89 the edditlon or {(helpmo•holpoll}} mode tha text •maO?Thlo do.. not •how on "Show p,.view", only ofter d,o odit le 

,oved, ~ (~) 17:31, 17 July 20~ (IJIC) 

https://en.wikipedia.org/wiki/Wikipedia: Village _pump _(technical)/ Archive_ 138 2/14/2018 
WIK10006907 

JA3836

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 442 of 484Total Pages:(3908 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 38 of 69
Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page 37 of 67 

There's an unclosed <3"a ll> tag in the preceding section. Alakzi <.!!!]5) 17:36, 17 July 2015 (UTC) 

Thank:1, that explains ii. I should have spotted that. It was in the user's signature, but they seem to have gone back to a standard signature now. 
Cheers, JohnCD~ 17:47, 17 July 2015(UTC) 

Protecting an entire article against automatic s_pell-miscorrection 
(D)honu~n!! hatNked me to addreso this probl•m becsu,e fm • Ungui>t) 

18 there a straightforward way to protect an entire article from autoP118correction? AWO triee to "correct" s0me words in~~ to English words thet they resemble How can this 

be provonted witlwut ~ing e\'01'}' Cat:alon word in the article, of which there an, a greal many? Pleue {ifi!!Jll} me lo diocws, ··Thnidu ~ 23:48, 14 July 2015 (UTC) 

@Tlylldu: A whole article shouldn~ be protected from spelling correotlons. Foreign words llnd text should be marked for this and other reasorui. Seo 
Wlkl odlo:Monuel of S le/Acx:es,ilbllity!Othor languo.gos end Tomplafe:L.ang/doc#Rallomile. PrimeHunter ~ 23:56, 14 July 2015 (UTC) 
@Ln!!!.ll: If you use e {~} template on a page then AWB will dls!Jlay the following warning in a message box: ''This page contains a 'sic' ·tag or 
templste, please take extra care wtion correctJng typos·. Many AWB users will simply sklp the artfQle after receiving that warning. tr yoo do not want to 
show ~. you can uso "{{:;iclhido=y}}1' . I con't know If AWB knows that II should ignore anylhlng inside the template ({ll!.OJJ}} if the language is difforent 
than the langu~e or the typo-regexps. The ·ouixotlc Potato (!!J!9 00:051 15 July 2015 (UTC) 

What~ you replaced a character in the word with a Unicode equivalent that AWS won't recognize? bd2412 ! 00:28, 15 July 2015 (UTC) 

~02412: That would almost defiiltaly mean Iha! the word wouldn't be road out properly for screen reader users such as myself. 
Grafiamif7 10:50. 15 July 2015 (lJl'C) 

It might be Interesting to have AWB be changed so that It also pops a warning when {OAM)} Is used. Might submtt a phab for that regardless 
and then the AWB devs can ten us whelherit works like that alroady. •·lzno Cl!,!!!) 00:52, 15July 2015 (UTC) 

People who blindly correct spelling with AWB. changing dozens of instances of •movie• to •movi.e.", for example• shouldn't have access to it at all. 
There's been a very strong eonsensu:1 to reject un:.upervised spelling bots since forever precisely because of this sort of problem. -9YE!!£ 00:52. 15 
July 2015 (UTC) 

@PrlmeHunter: My point Is that it ls mas:sive/y impractical to {{!!e}}-tag every noo-English word in a sizeable article about another language, and 
It Is clearly unreasonable to ex~ct an editor to do so. :rhe Quixotic Potato and lzn~ have made useful suggestion:., and Cryptic hes made a 
very good point and mentioned a consensus or policy that I was not aware of. -Thnidu (!!!!9 01:26, 15 July 2015 (UTC) 

In general, A\NB does not change anything within a template such as {{!.~W}· II never does so for its several thousand typo rules. An AWB 
user can force tho program to change text within a template for rules Illa! they have themselves provided, but they should not do so unless 
they really know what they're doing. The problem Is not wlihln the program. No editor should save any change if they do nol understand 
why that change Is being suggested. If arw user (wli~ or without AWB) maices repeat~ erroneous edits, you should lap tllem on the 
shoulder and lnfOfm them or the disruptions, and then undo the damage. If they persls~ hove them bamod from oditing. If anycoo knows 
the details of 'doi:ens of Instances of"movie" to •movi.e.•·, please provide those details hore or on Av-Ms talk page so we can deal with 
that situation; my guess is that an unreliable editor has made up a rotten rul11. eut please donl post vague complainl:1 here in an effort lo 
pliu:e restrictions on the use of A\NB. Chris the speller vu• 02:30, 15 July 2015 (lJTC) 

Other than here the only example of movi.e was ~°J;~',!s://jn.wm~llj!dla.ig/W/lnd~ 
title~RoyoLSpace Force: The WI s of Honn am se& =next otata;;IJ 36 and the IP before me also corrected 
the same error fn a di orent part of the page.~Ba eather, Y..4!9.~ (talk), Suryas~ 02:-46, 15 July 2015 (UTC) 
~hrls the SJ?<ller: I am pretty sure no one has posted •yague complaints here In an effort to place f9Stricfions on the use of AWB". 
The Quixotic Potato (!!!!9 02:47, 15 July 2015 (UTCJ 

@lzn_c,:@Thnldu: I did :,ome experimenting, and AWB does ignore stuff that is Inside a {( on ) tomploto, oven when I clolm !hot the 
langiiage lsEnQllsh. ltalso ignores shit inside tho tom plate:.{~}. {(!X~}. {{!}olllty,e!!J}. { swritt&n}} & {{eI.o~er r~e}}. But for some 
reason I couldn't get AWB to show me a messagebox wUh the warning l menlloneirearller... o no understiind w y. am certain this 
used to work with older versions of AWB, here is the code (from main.cs): 

I 
// ch•Qk c::-~::·;;~·;:~·;·:;;~·~=n-d-o-ln-,-,,,.-.-Ci:::··:;:·;·~:··;:~--p-,-"-• -..,-,-. ------••-····-.... --.. ·· ...... ~---- ··-•,• 
1( tchkft9 g!:JtTyS10 ,Chec ked U. tpcdnHHodeT0()l$ttl,p.~ tnulte 11.,C~c1Cea "' '1119ACtLcLo,H-i~SLCTa9t 

Kea-:,.a9•00x,show(t"Thi:, pa11tt conuin& • • ~10• t•t oc t.••pl•te, pleoH l.a.ke t• lt• cat• v~n eoruotJ.n9 typ,o:,, '', ''':,ie' t.a9 i n ,>tge•, Hes.co9eD0>1Dvtton:,.OX,, j t:::: .. ~ve8oxleon,V.rnitig), 

II is easy to find the message in older versions of the source code (If you search for ''lake extra• you can find it here 
(http,,://,:hub.com/sv 2/AWB/Main.cs) for example. But for some reason I am unable 
lo1lrnl"" ko ox!ra' m 
htt ://sourcefor o.ne a o.cs • 

·o not un erstan w as een removed for some reason. 

Toe Quixotic Potato~ 02:47, 15 July2015 (UTC) 

Speculating, you can silently ignore text inside T:Lang without worry and any fangs In general because text is always inside tang 
(and presumably that's the text that shouldnl be changed) , but you can't do the same since sic doesn't always contain text within, 
which is why you need the FYI to the user. -lzno <!!!!!) 02:51, 15July2015(UTC) 

@Thi! Quixotic Potato: Oh brother! I'm taking this to Phabricator. Thanks very much for testing this out. -Thnidu <.!!!]5) 02:53, 
15 July 2015 (UTC) --

• I believe l (bot• I deny=>.W81J witl do what the OP wants_ §sL1a (!.!!ls) 02:54. 15July 2015 (IJTC) 

EEng is coITect, I just tested it, l I bots I d~ny =Alf8 I I works. I think adding {{slclhide•y}) Isn't a bad Idea, because it does show a warning in AWB, 
but the attention-grabbing messagebox Is gone. The Quixotic Potato <!!1!9 03:00, 15 July 2015 (UTC) 

•How can this be provontcd Without ~ Ing every Catalan word in the article, of which there are a great many?" Simple: 
put a {O!!ls}} template around only the words or phrases that draw AWB's attention. I have done this, and it only took a 
few minutes. The next time you have a question about AWB, try the talk page for AWB. The editors there are very 
knowledgeable, helpful and friendly. You'll get help a resolution faster, and It won't look like you're trying to sneak up and 
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gang up on the AWB users. Is It too soon to put a {{Resolved}} template on this section?Cliris lhe spetter vac1< 02:58, 15 
Jliy 2015 (UTC) 

It doesn't look like he is "trying to sneak up and gang up on the AWB users·. Maybe you've misread something. I 
am an AWB user The Quixotic Potato~ 03:02, 15 July 2015 (UTC) 

The section starts out with an attempt to slop AWB from ever touching the article, not asking how lo prevent 
AWB from damaging the article. Yes, I may have misconstrued Cryptlc's purpose for mentioning •movi.e.•. But 

I stand by my statement that the AWB talk page would be a better forum. Chri" the speller ym 03:23, 15 July 
2015 (UTC) 

• @J.!l'!!d!I! Regarding the ~ !M!!Jlf!li! article, I've rU<cd lli>\lt!tal Engi sh ni!rlsPelllngs and addednlxed some llalics to prolect soma Catalan text Ou l& ihe spoiler added a r.,,, {~) 
temp1afes·ID protea l~ mst or 1he Caio~n text The net etted d tile chQr)9ell can be 5een,h!!.r!Jli~psJ/en~~fr"ll.!!...~:e!lP..? 
tple::C@telan verbs&diff=671499-'72&okhd=6695681.83), Coukt you ptease add the mssing end parenthesis in the last paragraph of the Co.t:al~n ver'bd2nd con1u9:atton (-re .cir} 
!!!.!!-Ion? 

• @~: IMHO. it'• better to fiK the undert1ing problems than to p<otect an Incorrect artk:lo. Thanks! GoingBany (.!!!!l.) 03:02, 15 July 2015 (UTC) 

I wasn't taking a position on what the best approach is, just pointing out a technical fact. But since you bring It up, I personally have been vexed 
many times over many years by mlndle!.s "fb<es" wrought by script-kiddies in a hurry to make themselves feel they're helping WP by changing 
careful writing and mar1<up to lower-functioning vanilla that looks like what they've seen In other articles, and which they therefore have 
concluded must be Iha only acceptable way to dothlngs. l;_E_119.Q!!!O 03:12, 15 July 2015 (UTC) 
@Thnldu and Chri$ ~: To clarify my post abova,p[oiise note that AWB also doesn't fix the spelling of any text inside of.quotation marks 
or ital~ . (I've~ clarifie_dflils Ql1 Wiki edia:AutoWiklBrowser/T os1.AutoWikIBrowser AWB .) By adding italics for the book tltles in the 
Cata lan vorbs#Blbll"o~ &ectlon.ihe (lan_g}} tomplates wee~ not necessary there. ot Qnly did fixing another set of lt:allos earlier in the page 
made anot~} template redundanl:liif itthen allowed AWB lo identify somo real English typos, which I then corrected. Hope this helps! 
GoingBa!JY (!!!!9 03:23, 15 July 2015 (UTC) 

• @C<yptic and Con-brldgoSay\',lliather looking oarefuily at the edk summary tor lli KI;d,I {h11p~~l•~lp"ii;W~~~Ro~•I Spaoe Force: The Wnas ol l-lonn'MiC3% 
A/G"mlse&,dilfi!l"o8ll,l!llll08,oilla=!ia5b72663] In Ro al S Foroe: The so nnear•1•e, lt lll>l'6arfi l io lioorrecl ""' ~ [o' ff> was the tmet's manu&I lln~liieer\ilt," 
not •~e of the defmed typo..J'll(e! I've re,,erted tte remo n ng ,ooorroct replao«nonts rom o ~ I'm glad Camll<idgo already roached ool to the user 11100 made tile inoorrect ecf'rt. 
GolooB•'\'i ~ 03·3871' li!'y 2'.115 (UTC) 

I tried but couldn, dupllcate changing movie to movi.e. When I saw your ~!!!!!)a hl1 sillen,wlkl edi_?~rg/w_Lindex.pt,p7 
tltle:R.oyal Seace force%JA The Wfngs or Honn%03%AAamfsc&ty !r'revislon&diff 715016 &oldkl=ffi 49821 I thought that I must 
have made the wrong change and that. movl.e. was somespocial torm used n anlme .9!!.!!!bJ. .. 9eBaY.W.i!.!!.!!'.!~. ~~9!!'9.l!!!!!!.l, §_\!msuttug 
03:44, 15 July 2015 (UTC) 

@Cambrid~eBayWealher: Sorry my edtt summary wasn't clear. The editor who accldetrtally changed "movie" to "movi.e.," four times made 
a mistake. our actlon lo change 'movi.e.,• to "!novle.,' was also an accidental mistake. In my Odtt summary, I meant to indicate that I was 
fixing all of these accidental (but good failh) changes. Goin~ (!!!!9 03:54, 15 July 2015 (UTC) 

• @Ill!ll!!!!:: Prope, use of ( (langl ) is how to fix this Yee, it'c someamountolworktodo l. buthhould be done anyway, even aoi<le fromAIMl inuos, and icthe~ 
~ way to do i~ putting f"isic J J around all theCtrteta.n content is the same amount of \'VOik. but a wcrse-tf\e.n.potntfe.ss approach. In the int.erlm, ae someone else pointed out. 
even including a ofngle {l sic TTwil send up an AWB re<l-llag Yoo oould thu• u.., ht the bottom of the page thusly. I(!!£ r hide=y I reason=Oo not re11ovo this . It i. a 
sig·nal to AWB users that thi~ pa.ge conteins a lot ot non• Engl ish t ext that can produce false posit ives in AWl:l's a\1t ol'lated sp~ll
ch oeking , .o~tiu.,,, . r<!-:nt.ennonolJ.y l>l>r1k co1\ton t. ••> J J.•~~~14.'"9, II~•""~••~ ~ •~•., •p•~~~~· ·~~11. PS: 
l '!dria I t ~ I do,ny=AW'B J Is ol.so owrot19•he.ldc,d :;,pproo.ch, bocoUGO A'A9 do~ m 1my thing:s bBSld,e.e a.pellchockin3 A U$0 0 7hof 9 IS a~or f·om, ~ on nterteres 
With others' editorial rights, ~ not in ~ hu_gc, way, More lmportantiy, IL lnterferesw'rth lhe ability to include Calalan,,elated articles in legitimate cleanup 
elf0<1s - SMcCandll•h o ~! ),",b,.,•,,: 06:08, 15 July 2015 (UTC) Struck out my brllin-fart -SMOl;andll,n e !!! >"o,<o"< 07:04. 15.July 2015 (UTC) 

• @§!!S.<2,.~: A template such•• ( ( !lO not auto-corr<HJt •polling Nit.)l A~rB I I W<>lll<inl w;,rk Lflless A\Ml.,,,,,s ro<>oded 10 recognise ii Wllon dociding whether to 
display "C<>nta! no 'si c• tag" in ftl "Alerts" box, >.W9only looicsal thoarliclo lnxt, not:in&ldo any u,mpIa1es ~- •· ~ l.!!W.8~~ l!!rIB) 0&:4B, 15 July 2016 (UTC) 

• O'ohl I need coffee, Oh wolf, then just putting an empty, hidden ( ( oic I J at page b<>tblm should do ii My maln conc,,m was people abusing ( ( •k 11 to "p<oteot" non•English 
"°rds instead properly using the same amount of wo'1< to Identify non,Engllsh text lllith l ( long 11 - SMeCancjij,h Q 1111 L ~'\l,o',< 07:03, 15 .klly 2015 (UTq 

The {{~} template is very very rare, and the amount of typos approaches infinity. The sic template 1$ used In ~12.500 locations 
(lncludlng outside the article namespace) and there are 4,917,656 artlcles In total. The Qulx.otic Pola.IQ <!!!119 09:57, 15 Juty 2015 
(UTC) 

How does that relate? - SMcC11ndllsh ® ll! i ;.•~.,•._ 22:14.15July2015(UTC) 

I tried to point out that W there are people abusing ( 1 ,ic 11 lo "protect" non-Engfish words instead of identifying non• 
English text wtth t tl•ngl J then that must bo vory rare, because the sic template is not frequently used. TtiaOuixolic 
~ (!!!!!.) 23:58, 15 July 2015 (UTC) 

• Essentially v.!\en doing a Sl)elllno correcting run wth AWB one has tv.o options ava~able when encountering a false positive: 

1 S~ip tile 'l)Ollinglarticle (both easy) 
2 Tog the co,rcctty.spelled•ln-thlo-eonte>rt word v,;11, • Lang, Sic, Typos, Not a typo, or Ptope, noon templates 

Anyone who does the first will run into the same false positives on the next run, so it is I imagine pretty normal to do the second (I certainty did). 
Nelthe< should cause problems to other edttors. 
All the best: Rich Farmbrough, 18:15, 17 July 2015 (UTC) 

@ptjw111""1161: Dooa this dioc:usaion holp? ·-Th!!i!!.!! (!!!lb) 19:40, 19 July 2015 (UTC) 

Proposed .software change: Show the reference list when section editing 
I otun find llttle &ITO'" in references, aud usually hil u,., «lit -,f ion bullon lo correct tlie,a The problem is, I have no way to preview them when I do this I •uwst du,t th• rellist bo 
automotically added below the edit ownmary window lftbe ed;i..d an,a do .. n't eln,ady ha,-. one. This would allow me to preview rny reference corrections, in.stead of having to do another 
edit to correct it agoin Oiy111bclli)' Cmlk) 04:5,t, 17 July 2015 (UTC) 
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• Support . For the reason gl'ien, I 1JSUally avoid seotiOn e<t,t ro, lhlspurp...,, The problemo ,,.;1h that Sometimes a little hardei to find llle-apOI I want to edl (altllough browser Find 
IJ8,ually get& me U1e,e 'Nih a go,od cholc;;e of sea-ch to~t), iOCC'03#0d Ct;.unco of eo'il cc,mf!lct, and Qdrtc;umrn:a,v doM n'l s-hON th• i;Pdlon n;:ur1e. An alternative w-hK.lon 'M)v1,J be to make 
the ref !OC>ltlps wo,k in se<:tion edit preview (o, do the two go hand- in-hand?). 5110\Jldn, 1h11 be al~? -~£! 08:55, 17 ,July 2015 (UTC) 

• Another possibility could be to enable the exi&ting automatic remsts In preview mode. ~ 11!!!<) 07:44, 17 July 2015 (UTC) 

• 1 had this on my Idea list as well. I'm "'xaure ll irsen6rclyposs\ble The.biggest problem howover is that you are guaranteed to have big red orror$ .. soon as you l>ave named 
and reu•od refera<...,s. lrs a bljanlna to novices .. - !l!!t!!! (00!,• contrpb• ) 13:36, 17 July 201 5 (UTC) 

~ s ~ Provlo•· soript (bt1J,i,/[on.~aol'1/wl\i/U••r.Anomlo/lU{l!Cprovlow.i,l adds this funct1on.Uty.(Do1Alb (bups!{/on,wil<l)'JC-dio»rg)w/ indox.pbp? 

Ull••Usru• t4Ucl\nomio/9faxprgyj9wjs&djf(=3QQ9802@'1ioldld=3009<i,\M:i)) • MQ MIil 08:28 , 17 July 2015 (lTfC) 

• This has been tried In a hacl(ish way via To!!lP_fato: eOisfl>. A not•un..w<able design would be something like this: :u a "laohtsp" In asedlon preview, do the equt-"18"1 of 
{rel llsllg1oup=loo} tor al nonempty group"s:Tfiese WOtJ not necessariy show l hO refs tt,esamil a., they'd be oeen in • luJl,artic!o preview (ff colurms, etc.) but would be .,,.,ough e.g. 
to p;oofr8'td clt,,tion tam1,totK . •Referenced but not dc,llned" orrors could simoly be , urPf• •sed •· 0 1 n thaf& hatd just "'""~ them . If all lhis cam•• at the very end of lhc page those 
who dont flMit uso(ul could l!lnore ilall. §5..'l!ltl!!!.l 22:50, 18 July 2015 (UTC) 

• I used to be annoyed by this and was delighted to diSCOYerTomplat&;rellistl!, Now I uoe ~ routinely •·Iho.!2!! C!!J!S) 19:37, 19 July 2015 (UTC) 

Subdividing long lists alphabetically 
!'Ye been doing ,001• work on kM or people rrom ponn>ylv.u!i!!, which;, quite lengthy and ;, aubdmded by, I gu.,., reason for notability: Acton,, Artist•, Athletes. .. Receocly JP user 

,730a.z5.38 broke up the fou r or flve longat se<Uo111 into alphabetical chunks (ain• (ht)P• Jfen w)kiP!)<ll•,or~~l?l 
tit,.,_J,l,l of PSq>ff! from Penruwlrnnl~ dill='fi,0<>54;m&9ldid•6?16!;;:<.ll;!!l), wl:tich I tllought .,,.. an exoollent idea (!l!!!.!:..~~ To reduce tho ne,d for ,croUmg still further, I 

added subTOC..- see for example §./.W>J!!~~ d,,,ro- but I uaod anchors in.stead of wbTOC wi.kicode be= ,e there'• moN! than one "A- 8" sub§, et<:. I thlnk !hi. ooukl be very u.seful for 

many long lists. 

I wrote a Perl ,eript, User.Thuidu/anchor-olpb.!ls, to semiautomate the proceos, but the output atilJ 1.,. to be copy-pasted tnto dl• pogo I've done that already for !:I~~~ 

Ponn•yttflDln. Car, QJ'.\YOM auto mm:• thatotep and create a generally more useful wikitool?- •·'.!:!!!!!!ill (talk) 19: 18, 19 July 11015 (l]J'C) 

CSS required to prevent layout from breaking 
This iasue be3flll at Wi&ecdla;HoJp dgly,'11 J 1Ar2 e Q1•ffi!91' (ormplchfMlH!!JM!. <blockquote> . .. <J blockquote> text was ovemmning a l ( ~I J box in Mftttin Lnthur Kina,, Jc 
seen In d1"1 oerocnslXit (bups:/{i>IJl,lb1i<'J!!][.Wllrlm«lln.org/f•'1<J)l4 ul Tho solution turned out to bo tho addition of tho inline QYerflow: initial : rule. This WOI done in tlila O<ilt 

(brtpo;llpn,wikJpodln.opy'yd iudox.php?11tlo• Mm1i!! Luther Kins, ,lr,&dilj'a6ziz:img6&o)dtd9\7t7ll1"~) (while incidenrolly converting <blockquote> .•• </blockquote> to 

ll~J n 

My understonding from that HD thre,1d is thet thia was made ne<-ry by a change to Medin.Wlkl:Cornmoncss 

We sometinl89 see CSS wed in ~ikitext to mhanoe leyout, b<,t this i• the Orat time I'vo oocn it r<qulrod to provooc layout from breaking Bo.Joelly we'ro scying that average editoro Will 

hllv,, to know thi. workaround ,oluUon Jut! to make bmic !a)'OUt work; to tho extent they do not, there will be ongoing related laau"8 at Help 0..k, TeahoUJo, etc ls tllio the be,t we can 

do> 

Pinging the twoexpem from the HD thread, Thel.2![ andAJekii, fnca>e they would..,. to we,ghin -'.l\la11dnw i!! 11:48, 17July2015 (UTC) 

The offending declaration block should simply be removed. I don't soe why anybody would need to change the background of block quotations, and, 
even If they had to, they'd be wise to do so systemstJcBl/y, using a template. AJakzl ~ 11 :57. 17 July 2015 (UTC) 
See Wlkipedia:Vmago punP.J.lechni?'Q/Archivo 129/MtikiWand, images and blocggu~es for context. !-J!!~ (~) 12:09. 17 July 2015 (UTC) 
Edokter has removed the css (https:1/en.wikipe<jia.orglWftndex.php?tiHcr-Mariln'tut r Kina..Jr.&diff=671877848&oldid=671735'20 as "not 
suppotted bylE' and moved the J t Lhtenl 1 boxdo\\11 to evoid the t tQuotcl 1. 't'Rs Is no better or ~ors, an , as n s e11amp a, w I sometimM 
force poor layout. - Mondmss S 01 :36, 18 July 201~ (UTC) --

If you need to reset the overflow property, use luhu,it Instead, a;i luhlw 1:1 lgnorod by IE. Bli It hes been polnlod out that we somotlmo~ 
expect behaviour from HTML that Is not always possible. In sue~ oases, consider altem~tlve layout; don\ force th!) layout you want using CSS 
hacks. That tends to backfire. I I Uzee: Edoktu 11 I I ~I I 07:34, 18 July 2015 (UTC) 

The CSS hack here Is the blanket overflow in Common.css. Floats work fine without tt. Alalczi <l!J!9 08:17, 18 July2015 (UTC) 

No they don"t. ft was placed there to prevent overlapping. -- I I Uil&r : Edokt flr II I I r.:,11q 1 08:48, 18 July 2015 (UTC) 

Please identify what it is with the current version of the page that's not working. Ala.lczJ ~ 08:55, 18 July 2015 (UTC) 

The reason it was placed in Comrnon.css: • Avoid collision of b11ekground with /loafing elements". Note that this mainly 
applies to templated uses of <blockquote>. -- I (U••r :Edokt erl l ( (~II 09:18, 18 July 2015 (UTC) 

So there's nothing wrong with it. If it mainly applies to templates, then it should be placed in templates. Alakzi <!!!!!) 
09:23, 18 July 2015 (UTC) 

Whars wrong Is that it's there. I agree the blanket declaration for <blookquote > is misplaced; it should be a 
template class. But let's not hide that by applying these hackish work-arounds. 

I (~ t: E<;iok~ ll f t!:!!,1! 11 09:42, 18 July 2015 (UTC) 

Well, it is a temporary measure; I would not support applying the same fix/hack everywhere. Alakzl ~ 
09:46, 18July2015(UTC) --

Would the Common.cs., chenite have bun made if it had been known it would introduce this i$SUe? -~~ 10:u, 18July2015(UTC) 

W~II. it l!I a tempori\J'Y in~uH~ ~' if this ia temporary, where i9 the pennAAent? Is this something to be filed awe:; in the l>Aek nf one or two pe()ple'a minds, for po!li.\lb'8 l&ter attention 
as time permibl? I agein ask people to look at this from tile average editor's perspectiw , and I'm still interested in an aruwer to my precading que,Uon, which w& not rhetorl<al. 

- / 1<r11de11"" _!: 02:52, 20 July 2015 ( tJl'C) 

https ://en. wiki pedia. org/wiki/W iki pedi a: Village _pump_ ( technical)/ Archive_ 13 8 2/ 14/2018 
WIKI0006910 

JA3839

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 445 of 484Total Pages:(3911 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 41 of 69Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page40 of67 

You're preaching to the choir. I can't ansmr your question; I wasn't the one who made !hat decision. It will be flXed permanently l and when it 
pleases His Majesty Edokter, Protector of All Stylesheets. f.llakzi (~19 09:17, 20 July 2015 (UTC) 

Various tools are down 
It's koo"'n here that Article History tool hasn't been working for quite a while now (around a month). But now, thing, are getting worse; the Sigma tools (such e, this 
O:IUillr.O~I> wrnOobantaa~~ui) am ·· I ll are now displa)ing • 500 error whon you ti)' to use them. Now whtt? 
t1~rutol9Vj!I)~ ~ 02:21, 18 July 2015(lJfC) 

I can't reproduce such an error on eijher of those links. Have they been resolved on your end I00?-Anders Fede~ (!_!11!9 02:25, 18 July 2015 (UTC) 

(•dit oonmct) My tools were briefly down for maintenance. As for Wikil-listory, a replacement from !he German \Mkipedia is in the works, as far as I 
know.-~. (fill!!!!:!) 02:27, 18 July 2015 (UTC) 

(editoonfllcl) ~nders Feder. I'm still getting a 500 error. Hero's a direct link {h\tP!~/lools.wmnabs.org/slgm11/us11rsoarch,ga 
name=NarutolovohlnataS&page=Mami+Kamda&server:&m;Jx=) at an attempt· 10 uso. Norutolovohlnata5 ~ 02:30, 18 July 2015 (UTC) 

You didn't specify lhal the server was c-nwHL Try https:/ltools.wmflabs.orglslgma/usersoarch.py? 
name=NarutolovohinalaS&page=Mami+Kawada&server=enwiki&max= Instead, - •~.!!5- (filsm!l 02:37, 18 July 2015 (UTC) 

Thanks. Weird, because in ttw past the tool eulomatlcally fillod up the server for you, Narutolovehinala5 t»eMklow 02:51, 18 July 2015 
(UTC) 

It appears that MedlaWikl:Hlstlegend should update // tooh.wrnflabs. org/users••ceh/indox . html?p•g••I I FULLPJ\CBlll\MEE I I lo 
someting like / /tooh . wmflobs . o,g/slgmo/u•.,r•aorch.py?p•9..-( t t'Ul,LPAC;ENAMBB) J•••rvor•Anwiki. PrimeHunter ~) 03:10, 
18 July 2015 (UTC) 

Apologies for article info not working. Our team of developers cannot figure oul what the problem is. As an altemativo, l)ilr what Sigma 
said, I am working on making tho German version artlcleinfo, called wikihislory, available for the english wlklpedia. I should have tt up 
soon.-.:,t.~•- 14:22, 18 July 2015 (UTC) 

It's not clear f1om the comments if this alternative is meant to be a temporary solution until the issues with revision history statistics 
are solved. Don1 sea an issue with a temporary alternative, something is better than nothing, but if It is meant as a permanent 
replacement this surely requires a RfC to get community opinion and consensus.--Wolbo (!!!!9 12:56, 20 July 2015 (UTC) 

yes It seems !hat is possible as wall•·OZzle·l~aaa (!!IB) 13:19, 20 July 20·15 (UTC) 
Whether you want to use any tool temporarily or permanently is your own caO, and as such does not require any consensus.
Anders Fe~! (!!!!9 13:53, 20 July 2015 (UTC) 

Mobile editing 
Ha, ..,r.,ethjng ohang•d f'GCGntly with llw mobile ooitor lo moke inadveri»nt deletioos of the lend like I.hit; (hllpll'./[i!jl,Wjkll/fl4J11,jld}\/"!.li!u;l~ 

·b'tls=Monmlo• O.pny&dilTcprev&olrl~A,&more likely'/ l'n, seeing more of them, all mobile edit> -•No UN~ 14,45, 18Ju1Y 2015(\JfC) 

I don't know slatistics or an answer but witl just mention that section blanking has always been common in the desktop version. However, desktop 
doesn't have an edit link for the lead (unless you have an accounl and enable a gadget), so in desktop ii isn't Iha lead which is blanked. Mobile does 
havo an edit link for the lead, and mobile edltJng is probably increasing In general. PrimeHunler(talk) 00:41 , 1,9 July 2015 (UTC) 
lndoed, lack "?useskln- minerva" at lhe end of any Wlkipodla url, for example this e I s:71en.wikl odta,org/W/111{;••~11~? 
tttle=Wlkl odla:Vlla e um toctu1ical &usosl<in=mlnerva). Tho only edit ltnk I see n my browser is one to edi · e oa , bu! I haven't played 
arou wt any nerve pre .erences. --~ ta "13, 19 July 2015 (UTC) 

Thal's because this page is messy. Proper articles have a section edit button when you uncollapse the button. It depends on the ability to 
automatically detect secllons, which is fragile (because wiktext has no proper sections, just headers), -TheOJ (talk· conlri.!?!) 11:10, 20 July 
2015 (UTC) 

Problem with a reference 
.--
Chrome Jl.twonOff iW: 

1 •~.: ~ -•~;;)\-'"'\•~·".J...,..,..__,. ..... .t:...~t:.,._.,,....,..... 

JI aer~ ,.. 
I .. ~tN6-... x.,-.--.r...,...-..........,.·iJ>~~ 

Article: C.ntrlll 11,,llon Any ideas, or have I done llOmething sl\lpid,>BIMk Kito(tnlk) 15:17, 20 July 2015 (UTC) 

https://en.wikipedia.org/wiki/Wikipedia:Village_pump_(technical)/Archive_l38 2/14/2018 
WIKI0006911 JA3840

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 446 of 484Total Pages:(3912 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 42 of 69
Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page 41 of 67 

The {~efflst}} has a colwidth• 30em in II that Is stretching tl1e citation. Jo-Jo gumerus ~. contribytions) 15:23, 20 July 2015 (UTC) 

Thank you, fixed. I borrowed the article layout from another article and didn1 notice that. Bjack Ktte {la.J!9. 15:36, 20 July 2015 (UTC) 

Ifs not stretching It, It's splitting it illto shorter lengths in an attempt to display tt in columns. Multi-column reflists are not normally useful 
when the number of references is small (10 or less) and the refs t/\emsetves are longer than about half the page width. --RedroseG4@ 
16:50, 20 July 2015 (IJTC) 

Article prefix/na.mespace bug 
We eeom to have number of arUcles in nam'6p808 o with prefix .. indlcattng tho)' should not be. Tracked/ 11 1'bob,;cotor 

·----------···-·- - · ....... -- ---·.:l"!:!k~ 

p.a9e_u.1\e LlrJI ' V1~-:.ya-:Sl ..1-1l' 1 
~

~ ~ik·,-..,,-.-•• -.-. -------··-·-··-··--- ---

:ct.B MO,.;tlH,.eapcc>t !) 

------ ------------- -----~-------·------·-----------
Um 34 rows I'm guessing the .. aro balng created through an API that doee not lntell)Nlt nameepa:e p,.ftxi,s properly Possibly related, the,. allo appaan to be an lns1Bnce of 

Q!i•r 1lllk~m: .... »:l?Ani9.Q in nomCllpdte o abo • .... tbl!.gu• rv (M1,://oi.wlklpedio..org/w/np,1>l)ll?Mt1ou,;:gue!Y§mm11~mfo.••11•goi<~~.!oor.,q,_=\!dl • '.m (!al.!!) 19:45, 19 July 

2015(UTC) 

~icator:T87645. Jackmcbar!J•(lalk) 19:50, 19 July2015 (UTC) 
Alsow!iil[~rlfochiifcal)/Arohille 134#AP1 namespaee issue / page reported existing In two namospaoes and other threads Onked from 
there. :.~se64 ta ) 14:31, 20 July 201S1lJTc) 

Cheers. We've a total of 69 misplaced articles as a resutt of this bug from 27th January this year• they can be soon at User:Top):ianana/Temp. 
All have corresponding articles in the correct namespaoe and are almost entirely inaccessible through MediaWikl. I'll see what can be done 
about tidying them up . • TB<!!!!!<) 08:49, 20 July 2015 (UTC) 

@Topbanana: Those can be deleted through the API, using just the page ID, not the title. tt should be quite easy to create a script that 
deletes all of them automatically If we use the list of known bad page IDs. - Mr. S1>·111li1111ri•~ ~ 14:20, 20 July 2015 (UTC) 

Alt deleted now: the slmplest solutlon was to correct the deletion conflrmaUon form being produced by the Medla\11/ikJ software to 
retain the curid parameter when passed one rathor than always using title to identify the subject of the operation. -~ <!!!!!!) 08: 12, 
21 July 2015 (UTC) 

transwiki 

f d like to t:Ianswilti (most oO my user pageoand sub•p•get to m·U..c;,l<-,:iz. I'm 8ll llllmln here, but not currently an adwln llt•re Is there• way to do thJs besides COf>Y/1>.,.te? 

Am I better off sskJngaereward (or90U1eone else) toeitherdoitfor me ortouk e steward gre.ntmelmpc,11.l;•,per ,o~Hclp:lmport for this? 

Bas.ically, I'm not""reof my feetbereand would like advic,,:) • ~ :>2:40,20July2oi:, (UTC) 

@::!@:. You need a Meta administrator• tney can Import from en.wlki to Meta. Ask at m:Meta:Reguests for help from a s;;sop or bureaucrat. 
QulteUnusu111 (!!!!!9 14:30, 21 July 2015 (UTC) 

Thank you very much:)•~ 15:25, 21 July 2015 (UTC) 

Tech News: 2015-30 
Weal teeh u•wa from tt-.c Wikimedia technleal community. Please tell other u..,.• about these changes Not all clw1g .. wUI affod you. •1•,.,..1atlo, .. are available. 

Ota11ge11h11 week 

• The~ of MedioWiki will be on test w!kisond ModiaWiki.org from Jufy 21. II "'D be on non-Wiklpedia wlkl$ lrom July 22. tt v.ill beon all Wlkipedlas from July 23 (c:al• nd•~· 
• You now see m0<e warnings In lhe imag e viewer. They tell you to be ca,oful-..tlen using the Image, for examplo I It shows • person ~ (l:lttpa:/lphabflcalOr.v,IKlml!dia.0rgrr1O_™. 

Meetfnp 

, Yoo can join Iha no~I monll!IQ with the VisualEdltotti,.im During the ,,.,.,ling, you can !cl dovelopets whk:11 bugseco tho most imporlant The meet'ng "411 be on Jilly 21 ot 19:00 
(UTC) (httpJANww.lirnt,andfat1> comAvorldolocl(/fb(edtime.httTi?hour-19&mln~OO&seo=O&day=21&m90tlµQ7&year-2015l. See how lo join 

Future change• 

• Soon you won't be able to use MathJax to display mallt raQ!.J!ill.e.<;:Heb•b<Jsr!l~rwiklnw!dlo.orgJTOll360) 

1'••h ueto• prepared by ,.,.1, ... ,/>a,.11do,·• and po,led by f!2t • !;:~ • T,:r,ns/dt, • ~ - Giuefooibaek • Sub,<,ribg or wmrbs<:ij'oo. 

03:o6, 21 July 2015 (lJfC) 

Is the Compact Personal Bar gone permanently? 
Ever ,.;- the official discontinuation or the ColUP8ct Personal Bar, I'•• foroHnabled it by adding special code to my vacbn.l• lllo. However, the bar 

...,ma to no long,,r loa.d. I t,ied about an hour 88), and it worked fine. H .. it 1-n permanently removed even for those who force-enabled it?~ 
(!flt) 18:58, 19 July 2015 (\ll'C) 

Tmcl<ed ill Phab,;icatot 
'l'n61<'1~ 

I thought that was phab:T104659, which does not appear to have happened yet. Whatamldolng (WMF) ~ 03:31, 20 July 2015 (UTC) 

@Whal:amkjolng /WMFl: Actually, irs been updated since you posted that comment; back then, tt was outdated. See tho linked bug roport in the 
bottom reply of the one you linked (phab:T87489). ~paryani <!!!!!) 07:29, 20 July 2015 (UTC) 
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Yes, it looks like Ori hall removed it from the serve!$. The WMF devs seem to bo spending some time figuring out what they can support 
and removing thing$ that are at risk for bitrot due to lack of resource$ for maintenance. I was personally never very fond of that one, but I 
know that it had a couple of staunch fans."While it might be possible to mimic a few of its features in CSS, ii looks like the tool itself is gone 
for good. Whatamkfoi~ (!!!,ly 18:58, 20 July2015 (UTC) 

@Vlll)atamldolng~: Could you get someone to fix the "critical" bugs holding this feature back? I was long aware of them, but I 
continued to use It because I had never ran into these bugs doong the time it was official. and I was willing to accept the risk of 
running into them later on Q never ran into any one of them afterwards). QP.!j!}fil!! (!!!19 19:29, 20 July 2015 (UTC) 

@Gpa,yani:: "due to lack or resources• .... -TheOJ ~ • £Ontribs) 20:10, 20 July 2015 (UTC) 

Yeah, with a mere 65 million USO !!I_Rianned ~ndlng this year, the Foundation really has to tighten its belt and cut beck 
to the bare bone. - 16!.38.204.15 (tiillo?l7:2o. July 2015 (OTC) 
I'm not getting Into that argument. tholact Is 'that tho current resource allocation doesn't allow to support this. Also, it was 
a beta, primartly to explore an Idea, notto deliver lt. -!!!2E:l ~ • ~) 18:15, 21 July 2015 (UTC) 

I don't w&1t to argue lho fiocal ospoots here either but do take iBsue With the idea this couldn\ be doae per a lack of resour""8 or whltever It 
soems lo me that the epproech •· basicall,y a drop-down menu bullolecJ wilh ·ioom• for eac.h !aboJ a la OOUI - was the only avenue over 
e>i>oriroented with And, once !hat approach failed due to some extraneous gadget interaction il9ueo. it sooms the entire promise (a sUitable 
compact replacement of Personal toolbar·, default Isl¢) w&1 deemed not worth l"Jr>uina al aU 

One would have thought oltcmotiv .. would stiU continue to be sought out in •pito of that one ond only awroacb's failure - especially if the 
avail,bilii;y of the 'work·in•progre.,s' is being pem,aneritly removed at d\e end of the day - lnst•«l of being dropped entirely In spite of the 

11ppcrcnt domand for somethlngoompect •· C:Ojltll'J -Orwdl Ill (!!!!!!) 20:29, 21 July 2015 (UTC) CofTll)QCI another way 

What is the "apperent demand" we ore talking eboul heie? What number of users who regret this trial being 
dlsoontinued are we looking at?--Anders Feder (!!!J!l) 21:00, 21 July2015 (UTC) 

Music 

I cant say overall but on en.wikisourw, the premise of some sort of ' compact" personal tool bar (along with side-bar elimination and/or 
relocation) was in the majority as far as frequenVregular contributors were concerned. In short, CPB was ' popular" until it was no longer a 
matter of just opting in like most typical Beta offerings. Tho resulting drive for allemalives vary; the thumbnaU depiction is but one avenue taken. 

Be•ides that I'm unde< the in,,res51oo a redesign ol the pe15onat (and again. side-bar) toolbar(s) is more or a design neces&lty than an acl\Jal response to demand o, polling 

per the st8ted lnfobox blurb for CP8 and irs pointer to tho prool-<>1-coocopl {hllP§ '/iw.vw.medlawlk~orc/Wlk!Mlnto1) example page Either w•y, fol<& "110 Jump belWeen 

mobile, tablet and desktop platforms seem to appreciale the 'less is mo<e' (i.e oompact) design directicn 'we" soom to be on imho, - George Qr.w,U 11 (!!l!s) 21 :32. 21 July 
:201 S (tJT C) 

Ifs the same as wtth most changes, overall readers love it but getting something like this production deployed is massively expensive. 
Think community communication, multiple variant testing, aftorcaro due to toothing problems, rewriting extensions that use such a thing, 
rewriting the testcas8$, making it accessible for the visual impaired, fixing all the user scripts on hundreds of wikis. You would have to 
Invest at least some 25-30 times more than the original hOurs of the experiment. -TheDJ (talk • contribs) 22:04, 21 July 2015 (UTC) 

Points well taken here and can't argue wtth the rationale behind them but not every "redesign" noeds to be in the form of an OOUI, 
.menupokey driven drop-down background-image bulleted menu. My only point was if the given "Winier" prototype design is any 
basis for what the future really holds for us, simply switching from text to clickabl8 icons (or background images/ mw-buttons d you 
like) as depicted woukl have helped meet the new "space• requlr!'ments for tho i:urrent personal toolbar whUe solvirti tho occaslonal 
gadget Integration fssue(s) without de-l'afllng the entire notion & development of a 'flar or "Rxed" article/skin header redesign 
(Vector-beta) in the process. Now. without CPB as a component, the entire endeavor seems stalled along with losing ony ohanco of 
somebody fresh ·stumbling in" wi1h even better attornatlvos or refinements to the personal tools redasign question; be that compact 
or otherwise & an whlla moving forward. That seems short-sighted Imo. - George Orwell Ill (!!!,ly 22:32, 21 July 2015 (UTC) 

In ll!!!!..tml!! there'• a column thet se,ys 'Whet links to this tile". Thero lll'O man.v other tables with identicol columna lmtood of di>oovoring and then t;yping the names of individual 

Wil:lpedla artlcl .. 10 that column, i8 it p0&0ible to lypo some identical code together with. the Alt name? Then the 0000 would eutcmatloalb' display whateYer Wikipcdla articloo IJnk to tho 

nJe, I think thtlt woukl wake thing, much easier rur l'nfit, nsor:P:uul6'i4• l!ffr; S,,veduvt,. U&0r.Ar1tnndru8, u.ur:(ku·1w1111sz. u@'iUl Piru.liisltt, tt&or:Violarulux, and Usw:iFUeruul. Thanks for 
any reply.,)nYtlthJ&Y<>1iw11otC!!ID 05:52, 20 July 2015 (UTC) 

As a fil$t approximation, {{Special:Whatlinkshere/File:Oh hOly nighloggjnamespacemO)} produces: 

You might be able to get cleaner output with a Lua module. ~ 06:16. 20 July 2015 (UTC) 

Interesting, thanks very much. I have updated the table accordingly, and ij works well.AnY1hingyouwant ~ 06:26, 20 July 2015 (VTC) 

Music files 

la there an easy way to figure out whkh flies in lhill .. 1,.m nt Wlkimcdia CoDnilOttl an, not yet li,ted in !!!!.,l!!!!!!! et. WtkipAdi•? 

And hero'•• HO<Ond queotion: i, there an.,.., way b> make a Ust of flies in il™c":!119~..!!U\;lkll)t.oo..m.._(&111N9.I),\ that ha•• not yet been included io oro, article at English Wibpeclia? 
At'l)'lhlnir,;e•iwiml (Wls) o6·26, 21 July 2015 (ITTC) 

Wdh AWfJs list comparer I made ~~se ~ts~tt s:/lon.wlkl db.or /w/index.php? 
tltle=User:S1Br4/AWB Re ~ =6 3 • • a. mus,c es[V/filchshow there are 473 files in subcategories of the Commons category 
I at are not n o on o pro ec pago, 
As for the second query, l thought using {~} on a transciuded WhatLinksHere page could determine whether or not the list of usages is empty (i.e. 
Ir ur, r 1spec1.i,what LinksHoro/foo1 111 101 1), but it seems the special page is only expanded after the parser function Is evaluated, as the #if 
always returns 1 even though the result of transclusion for an unlinked page is an empty siring (also. interesmgly, 1 r Hteq , 
! (Speci•l,Whotl,inksHoro/FooJ ) I t (Special , Wh•tl.ink•Here /foo ) I 111 n11 returns 0). ~<!!!!9 08:59, 21 July 2015 (UTC) 
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Article rename 

Thanks, the lists ~de using AWB will bo helpful, and I'll sea if I can make similar lists ror other letters of the alpHabat It will be 
quh~ tedious to add so many it~ms from the Bo cDtogory to the Ba table, ond it ,ure woud bo nice If It could be done 
automatically. Can it? Cheers.Anythlngyouwant ~ 17:06, 21 July 2015 (UTCJ 

I figured out how to make a merged document from your list of 473 songs, and then pasted the merged list Into the "Ba' 
!!Ible. It's kind of a crummy and Incomplete set of info that I pasted, but It is way better than nothing, I 
think~lngyouwal'!l C!!.!!s) 03:55, 22 July 2015 (UTC) 

C<>uld oomeone help "'name an article? The orticlt !l:M!!! should be celJed "9-MC11t (documentary)" Tho title should be italicized, and it ahould be noted that it b a <lO<UJncotary, or it will 
.,...;ly he confused with 9-mnn. Bveey time I change an orticlc nam• I meu It up. Thanb! Mtwiolin(,zz (!!.l!s) 10:29, 22 ,July 2015(Ul'C) 

@Mognolla677: I havo moved tho Drtlcl<> to 9-Man (filr) sine8 I agree tt,at relying on the capltalizatton difference to distinguish it from tho gamo 
9-m<1n 1s conTuslng. For your roferen~, italics are no truly part of article titles but a,e instead applied with the-template {{Italic title}} in the body of the 
anlcle (usually at ttie lop). This template automatically leaves the parenthetical disambiguotlon In roman (ie. not italicize~ 
- Jomosluc:as C::/!) 13:04, 22 July 2015 (UTC) --

Another watchlistproposal: Symbol to replace (o) when net effect is no change at all 
In the caae where a sequence of ed;ts hu n1ulb>d in no net obengo to the aouroe mxtetall (notjo,t no net change to the l,ngth of the source-) how about replaclug the {O) length-delta 

withoomething else, perllaps {0)? It's useful to be able to reoognl:te this spe<ial c..., ata glance. !!Jill&(~ 14:02, 2 July 2015 (UTC) 

,- ______ c_ ol_la-'p_se_ l_nt_e_re_s_ting conversation which basically came up with the idea of using O instead of null-set symbol 

Ifs a good idoa to distinguish between, and 0, but the numeric field probably isn1 the place to do It. Perhaps an"•' slgr, (or==, or c=, 
depending on your preforerce ... ) after the numeric 1hlls "(O)•" . I think ii wou Id break a smeller number of appllcotions. AO the best 
Rich Farmbrou(lh, 18:-43, 2 July 2015 (UTC) 

-

Good point. Maybe it could be worked Into whatover tt is you folks are cooking up with the greon and blue arrows and dots and whatnot. 
EEng ~ 19:40, 2 July 2015 (UTC) 

$Hee 1ho c p& , eiAh1lfih191he '(O)" hr.t:1 Ilia g •in C €S olacc, 9aAM "'miu pk1cRPim,.Q..1•~al~, ,;hn'19'Pg thR· tO'III to sop,etfiln9 olge gaq be 41°'18 ,~ GDR'~• rol;l#J~ 

~ 11•,., 1ao1od 1, lk.p,· "•A 11,ill@•~i• af1t' JilAt•• e~e~■-• 1u••i li•« ... ""'!••l.&!li!Fli-"li~a4glljl· 

r- ···-··-···-····· 
i!ilP-9 I l t• • 1:ih1!19A . Ji) ' I 11 "iU ( " ~· !Sb ' 1-t I r II . ... • , ,.. . , l .. , •• , ·m.. • ,p . ... - q 1 

L---------·-------·-·-·--·---------------------·---·····-·····--···.J 
~•• ., .. 11,e " Q" •Ri~I) .. , ,yml><ll \1 I ,;i:,g1; !~llp··11wAtoodo lab:e.0v• •oA<;J;lQii/jJ •~'"'u..i_o~ ~y paronlt_..,.,, .. all<! o; ti>'• """ ba ,.P~••d • ill\ ""Y ""'•llld .:.ln9 ~ ~ 
~ly :I.Olli~ ITCj 

1ri.,09d •~• ~u..:Uon fil!!!.~ uno, aJ"I¥ aim,, 1:rq. 

:ve·aJ:i, I \i,194>~ iA tl:lal Gode U\8 111st f<lr "Re Ael ll99Ag&" wa&, bwt 11110119"11, ' IA/ell, 11111,e l!lllage Pi.,mp gRamec mw,t kROW 
sometM!g-l-oofW.a~ool-t9•11'}'-itc-Goo6&.Wllat-1-V-0u-dia-ml~~st~lr.&1Ht-GG-06-a-bea111i!\l-jej)-of..turAlng zeros il'lto "-Olllpty
GOl~""kc fortM off,0<t.,-tllo1Jgh ~ ~ 19·40, '.2 l1JI',' 2015 ~TC~ 

• ARY Gllan&a en 50MIIIIA9clOing 1hlc?~{!!!!9 12·;11, 7 lwly 3015 P..,+Cj 

There'& not mu,1:111,e Gifl de llei:a, ell:ler11laA i.,11IR9 Ja,,all,ript te r:etrle"• tl<!e IW<I •oeri,l11Rll and makiA9. a ,11mparilleA, llwl l~t •~1:1i.,ld 
00 ramer 6IOW Q66WR18 ll'lat )'8YF wa1Gllli&t-6"9~~n& lRat 100 ,. .. g&&-(oo.,,.,~1\4-fQr-oAIM>f 
tho pagaa in 9aGR pair, e¥el)' 11','lo ,emparad a(iiliFlit tile Gerr:elipaRdiRg by.la IA the etl:lar pago eltlla pair, l"wn,tie!'lli eMIGtio ,empara 
61FiR!l6 8f lll486, nai 61lfl! If ll'ley!EI RaAEl~WEal 11uR~l4fff1enijll=lw~~klAf:1 IAl8 61"1161FiRg6. ii Aabedy Is 
•yilllRB I<> If)' it i11 Ja•oa1"uipl1 'fQW saulol fie a f<latw,e ••'!"HI alc~b;, RodreG<>G4~.!!sP~ly :10~ S (~ 

(¥ow're nel 61,/FQ IIMlFO IIF8 fllA,~aR6 l8 eem~aFe leAg llyte &lfiAg&? ARI 1f8U IEia~IAg???l Rulrlo•,iAf:! anil 88Rlj1QFIAg IA8 il.4wal 18111 
i~o«oly out of IM qu~lr;rn, but 111~"1 all dwo fG&pa;t I qwe;tkm the aceui:a,y of yawr aAaly&ili, WJ:ieR I i:lgi•er o•~r 0.11, 4 
GllaRg88 jer wl:lale11e~, wllere 611fll08R8 "19~8 a llwn&h er Ghanges IIAG 6811188A8 el&.O F8'"8Fl8d IAOIII, It easily f)8Jl6 WP w~h QA 
OIIIPI¥ dill, aRcl that l&n't J:iappeRiR~ byl>'IG fwll '"IIF&~g FAlrie•,ed aRII gg,npa ... d Q.A Illa fl1 ,emething 80R18'"R8(8 kno•"•• 
wilh<>"l lao R1U8R 1,011010 . iJ:iat IROGO koo \IOF6i~~iff, ~ ~ 12:51, 7 J~ly 201'5 (U+C) 

~ptllg~41ffl& AiA<>ll'#M-W~~" 110F>'OFG oRd. t-la. ·acCOG<i to...i~R<>tl-..Any.ja>Ja~cript t~t 
~41&Jllayfof &JlQfliolllaf l.l&8F Is RIA olloRt 6ide, and 68 aAy luAeliOA6 end dala lhal are li&ed must be a\lOI~ 
lhe ,lie Rt, ~all~&e64 ~ 1 s·1 a, 7 Jwly J015 (U+Cl 

+J:iat daasn'I aMplalA l/o4ly, J 1"1e jai;ase1i,it 63R F0~11esl lile lwo pages IROrA60~'0G ~Q Ela IIG 9WR di~, ii GaA't ju&k& 
oeally FaqwNI Iha dilf dlraGtly iwl aA¥'"ay1 •i""' l~e F,11"1•• a~pear &e l>a a»11Ualala, tt.11 I• meal Et,1nle•, •• \,aAI to 
irApfo1le loo 11erfomurnea el 1"1o he\'GF siff6. w"11s"1 would be a 11eod idea RO ,.rondoF they're so &I-OY,JO. ~II ~ 
1;;26, 7 July :1015 {Vl'q 

Uta rre1II 9Ut M~~t parhepc w,, a li'fll~NI #Gr~ ,um11ti1Roc da11R•ec, ':i' ll!c i,iN&i)e Rs:Rt ~Is,• 'flolhlqg CM :all'! it 5'J'P:iboJiiK 'aotiiGA ,,mi,is ln,uiu 11ti;t )IOLI GO"~· 

un;l~;rngacr, 5ll&h o_c: adcling-110 \e yo\lF AlffA~«, Gf M\lhlplrin§ It lff one ~IH.a)AI:& :,M~1~·011, 7 t1oJ1, .2Q1C e 1:rq 

If ~m UAB9FSlaneiAg yow ~w·oo euggoellng iA'lilllAii tll,a i!8Fl 1 &1 lilet fQJ lle;omee fJ, Trot'& 8 gfeal Idea, a Ad Alighl (at lealll paFllally) addF866 
!"IF'.'& ••AOQrR auo·~ l>F<1alclR!I ... 1.~A8 appM;alloAo, olROO jOAO i1op410)· •~p",1 clFlR9 ••ill bo l(lto,prtilod QC,. .... , for lhoao appllc:olloAC lhatjuettuaAI 
~glll. ~ ti~ 13:30. 7 July :!Q1e !~➔ 

@la~· II yow 1110 ueiAg &!e!e!; to eaRa,ato dlffc •«f:.aA yo11 ho·uar ll'"9F • diff link, it ~I' <lo99 10tFMl'"0 ~110 fwU •i9Flli9R6 aAd com~ 
&Rem oA llcla Ay. Pepwpe eontalA& lls 1;wA ellf goAOrater, eopa,ate r,am IJ:ie MlldlaWll11 one, whish is 1•1)1,,1 it ,amatlmes 6aye 'eifHr~er 
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~-~WIM!atlua Madlal11,llkl 91'18 dooGR'I You "aR G&e Iha ooda for ~ by sa:iu:l:lioe for " la""'"dpt Oiff A lgo,OthfA'I in 
MedlaWiki,C.adgat pqpuP'f j& ,c.,1.0, If yaw opgR IR& pall etya1o1r DIQ\l/6&r censala tl:iat moA~or. R&I\Wr:k A1q110Gi&, you san &e~lol9GI& 
klr eaoh qr the lw9 pa11es lielRg s&AI eaGh~fll0 yeu ~o¥or -ra ll#klA!Al dll'f-ljllk I'!• JilHHli•wi~=""'= 14:5'~, 7 Jwly JO15' (IJ+C) 

My apo!~les. I o~)'-lclllderestimateEl-tll~~pll!G-ol-impiemeRlatk>A-lAG&A~l:le,wotld-don!l-ll:l&~~ia\loi~ 
90ROtalo II dllf aAd jual WU u,"'11., .. c1111,,, •• HU li•I•• ; thi• HA all b &ha~wl Hia l:lashea, aa IQQA ~ala" •ny lhoU!JlaUI aliM>wW!a& 
interface Gflil-laije te f)i ~ ~111~0~) 

U.uaul;I HIJJI lhat a £1i IA 1 had1 11,81 ivr-.t,wl Agc; .-1 t/ p?fP rsuklen na ~ t;A1oNtot:Rrdsio , t>hft1tw af.lQ:1 ~IW , .... ~•• the hnh 1c • • pcr:,d ,tifOll19~ I.hit •• at:~•~ 
AO kloa .!.!!!3! ll!J!!I 13-alt, 7 Jolv ~01G ~ l+C) 

II Is IRdoad oMpo&ed by A»wAi;ll·RQ,qolon" w~l:l ~•6, •- •• .-,,, p•• r - ~• I So1 it io cimplya m:lllO>r of '""°"'Ag-lh<,-~llF~I 

Fe\•isloR IA a serio& and clolRg a otFi=·;~· ~~1-ia~~~ 
a<.Uo;,An ~1o1or-y£r~Nldrll1Q90:i081 .. ?:±= ? ~ il!efMllik!~,114.1· ,c-~---_u:;? 
aGtiefEquefY&fevklF8100~-&pr9.--=---=--=--= - ~lro!~.C) 

Vippool +liar, OYOR-i>•"·· thoA .. ""FY •fli•l•nl ,lilf, ~ ....... ii'• oil lowoly .... u,lll• for WO $~ ~kl•• ' .• FeOFWil 50fRO kRa•oled911a~1 .. 
goome-to-lmp!emem--t~al-91> \«e Aoed t~-V~«> is OK will:! tl:le &uggoeled oo~~i,o. 
f)? Pagin9 RI,~ Farm~ra1,1gl:lr~ ~ 14:4Q, 7 Ji,jly:i015 p J+O} 

~{l..(lompa!Ul19 w• l:i &Aythl11g Ir we',e WFlliR!I a "'68F 6Gfi~u-want tl!ls to be GRat'lg88 111 G8Rl, Just 8fiBR 
a li11kal OR P'111ilrl&al11F; It ll&OI~& le~ral9Rt/Qn•~RI, ~Q ii 1'!91:il 11\/QA D& lmpklm1Ria:.1 liQfQFil IRa 11 'FR Of Illa ;aRMy, A~ 
li::!4, 7 Jwlv ~olS 10lC! --

~1o<o«in9 dilomFPa· a wsa, oo,ip t "'""Id sol it ueono,,re• - , ~WI IAi& IHAI& 11110 aomelhiAg lhal would 13eRelll meel wse,., 
l:!1:11 lliev wen'I gel liiat Ilene@ iflll0V RliWO le IIRO'"I 8991:11 Q seripl Iii IAGlell, 68 GOeR l~al Will/ l's llelt8F lo F9E!IIO&t It in 9018 ~ul 
thal wil prolla~ly llalay Jl~•galliAg II. ioo &howld I g11fer my QOJR &alli&h IA&t!lrot;l!i1 orll:la greater goo~!?~~ 15;:JO, 7 J1o1ly 
ao15 (Y+Cl 

IJJl:l~ "GI ~olk? ; )~ ~ 16:311. 7 July :!01:1 ~TC) 

~~at lee, IN.It Rel/I lflll6R )'OW YJ9RI 19 bet, if 11:le,e'& a 1,16SF 6&Fi,-t awi~mplemei.liR!I itiR 
CORI 9""' deforJG~IFGady.4l \AlOF GGFfplror pegplo "'he M>AI t"1i&", 1-loAO&lly I'm amaaed 1'1i& lulwre 
~iA IRere from 1"10-'le~~R eb~iaus~• impe,t-rnhpeaial Ga&e. IA fael, ii Rlall~~be 
iRUisrat:oll IAl,C> ll!e 11''8Fall 8FaRlfllilf ol ll~llels, ORQ\11&,-l;)Q~FiRS, aAr;I &II 9~ ~"'11i~~ 
help 11oaplo lilte, ""' the IIAIMpeMA' (iA&ll.~Afl lhe AWi~ and"'""" BA ,:,et .... ~IG-&boul,..~ 
16·l91 7 J11ly JOH~ \1,11:q 

I like lhat i~ybe a ri1111 In J)laaa el lt\e e1o1IIG1?-&lQ~j Q!!!sl 18· 41 , 7 July 201 Ii !Y+C) 

Part oU~o roaGon I b«>ugt,t ii up i~ I h"O Ibo ilnpr_,.OA-ll:lal-$twff1; bolA9 ohaAgod rlghl>-now-(o,.m;i~ 
jw61 ~9•/8R'I boeA leokiAfj Gll!&ely fera •t•Rillij. Moo/ 08 WO gal IR9 rlgl=II ~8ffiOA'& alieAiioR:;l §§!s l!!!!!-9 
16;!iil, 7 Jwly :!015 (YTC) 

►bolflllll awto•~e Iha rigl:itporsoR i&I A,1111:le ae&t ~fa'!!l.O~~ 1:1·4~, 10Jwty:ail' 5 {1 1:JC) 

Is that, like,• riddle? !(Jl!!s(l>llk) 23:28, 10 July 2015 (UTC) 

I'm thinking about how to implement something so that we could visually identify nel-null pairs In revision lists. The SHA-1 hashes from the API make 
the oomparisoris trivial, but rm not sure how best to represent the results of tho comparlsons In the revisions list. In l)llrtlcular, two problems: 

• I'm not sure how to model cases lil<e l>aci<-and-forlh revens For fnstance, ff v.e had a casewttere the ulliquehashesv.ere (11 , 8,C, 8, C, 01, In order v.lh "O" the most recent 
ha$h, now should I Sllow tho rolalionshlps between b<llh the tv,o •e" revisions and the tv,o "C" 1evisions? My first thought was a "layered stripes" system with lines llnklng the 
5rst, last. and any midd e W>Stances of matches, but that could easily end up .,..,has many•• o/2 layers for n revisions (or mo1e? Maven'! thought ;1 through ) "1th obvious 
nof1ideal orderlng Ike (A, B,C, D, C, 8, Al or (A, B,A,C,B , D,C, 0 1. so It'• probably not a good design, 

• rm nol ""'" how to rep(esent pairing• visually, I wanl lo do tt In a v.ay lllat a) avoids modifying the revision list much, 101 compatibility and such and b) doesn't rely on colour H 
fl05Slblo (using it i5 OK but idealry ttwnuldn't be necessary for comprehension). 

I'll think about it some more, but Input would be helpful to solve or sidestep those problems. There's got to be something more olegan~ but I'm tired 
and it's escaping me. {{Nihlllresitalkl~} 06:12, 11 July 2015 (UTC) 

Tha.11ks for taking this onl I think the more complQX output you're envisioning would be groat if wo could find an elegant format. but it still might 
be best loft to the future. As a first cut I think the most bang for tho buck comes from just comparing tile start and end hashes for 
"today" (corresponding to the two versions from which the size difference is computed) and if they're the same, changing (OJ to() as someone 
SllQQOSl.ed above (assuming no one sees a coml'.>)tibility prol~em with thal). BTW. if ra!riavlng tho hashes is a separate step from rotr18ilinQ the 
sizes, then we can skip getting the hashes in the very c.ommon case that change-in-length is not 0. 
I thought about "unboldlng" when t,.,.t,,.,. match (and oerlain other conditions hold) but ii starts to get not so clear what should llappon when 
there have been changes over more ttuin one day, when the user has visited sometime in the middle of today's sequence of changes, etc. I'll 
give some thought to an "ABC"-type Interface y01.1're proposing but for now I wanted to get the above posted.~~) 00:58, 12 July 2015 
(UTC) 

The problem I S8<l for the watchlist version of the idea is Iha! I don1 soe a good plan for selecting the old version would be for comparison. 
Tho ideal would be to get revision IDs based on the last visit, probably based on whatever tho "updated since your last visit" system uses, 
but I don't see a ·way to do that. Another way is to select some relatlvely arbftrary date In the past and then pull revision hashes from then, 
which would likely give inconsistently US(!ful results. Alternatively, I could rig up some system to store ' most recent revisions on last visit" 
locally, but that seems really flaky for a whole bunch of reasons. Another idea would be to simply check the previous 10 or so revisions of 
each page for identical hashes and add some note or otller about tho tlmes1amp of the matching hash, bl.It that'd bo really inefficient, 
especially for large watchlists. 
My idea was more to augment tho histol)t pages, because seeing not-null pairs would be really useful and be a useful model for improving 
history pages (and thus probably also the watchUst) In MedlaWiki proper-l don't think the watchllst Idea Is useful rlgit now. The catch Is, 
as I mentioned above ... the l)l'oblem of how to lay out the results sanely. Does my line of thinking make more sense now? 
({Nlhllhesl!!!.!]sl~} 17:48, 12 July 2015 (UTC) 
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I milSOO where you tl&id rcvition lifts -- sorry. That's an iol.emtiog idtla, but. ;r _you'll ex<:ulle my ielrwbness I'd like to stick with the watchlist i.claa for a minute, beceu86 it's reallv quite 
simple. 1'ho hash comparuon ii meanJ: to cheek for a special ease of the (o) length-change indication i e. thespecial case wt.,re, oot only did tho length not change (net), but notlungat all 

chllJlged In the byte image of 11w orticlo souroo (IMlt). Tho tho ver>ior"' to be lwh-oompe"'d an, precisely the S81De "' the two vemo"" wh-, length• wer<> •ubtr8Cted to produce the 

length--0hange Le. the veroion at the end of .. yesterday" (how°"'' that'• defined •· I.ITC and so on) vs. the current venion 

The intent 1 .. unply ro Ameliorate a frequent nuisSJ1ce: • hltle-edltlld article pops up on your watchllst It ha., two changes, and the net lenglh-change is (o) Now, that almost always twru 

out to a vardal's edit (ollowed by someone's nnrentton.., and so it's tempting to just °"ume it i8 indeed that. But to really tell, you hove to hover over the a changes and wait for the d.iff 
popup, which isannoyingly slow, not lo mention Inefficient for ovecyone. As a result. I usually just assume the net change is null, and don1 cheok, 

It's not a blg deal. but it bup mo. 'flut feature would make it immedlately obvious when the net change ii null, because the summBI)' lino for tho artielo will ehow O ineteed or (o). With 

th""' clarifications wouldn't hli8 be prstty easy to do? 

<>,,ce again, I prom""' to think about ABC, but I wonted to po.tthis !!!mg (toll:.) 19:35, 12 July 2015 (1.TfC) 

If this ever gets implemented, it would be nice to have an option to have no-net-effect changes Just not shOw up at all In the watchllst. More room for 
the actual changes. Regards. ORANG!: SUl:DE SOFA~) 19:41 . 12 July 2015 (UTC) 

I thought about this (a similar idea is to "unbold" tho article) but you run into a lot of J)(obloms about what to do when e.g. the last visit was 
somewhere inside today's sequence of edlts. ~ (!l!!) 22:44, 12 July 2015 (UTC) 

@EEng; If I simplify It down to "last 2 changes are net-null' ird be work'lble, but probably >90% of the time ifd be redundant to a revert's edit 
summary. I'll toy around with some cod.e for now and keep you updated. {{~]tultresltalkl~l!§}} 01 :56, 13 July 2015 (UTC) 

No, not tho last two changes! (That was just an illustration I gave.) What we want are the two changes on which the net size difference Is based 
I.e. the fiN;t and last change today. Do you undeN;tand what I'm saying? Otherwise. it doesn1 make sense to change (0) to O. EEna C!!!!s) 04:47. 
13 July 2015 (UTC) 

Uh. aren1 all the size differences displayed just from the most recent {single) edit? Either way, I donl see an efficient way to do that 
through the API. {{Nih0tresl!!!!!sJ~} 16:02, 15 July 2015 (UTC) 

We're obviously talklng al cross-purposes here. Could we discuss this via IRC? I have no idea how lo do that, but this would be a 
good time to team. EEng (1!!!9 18:56, 15 July 2015 {UTC) 

@~: ~ explains a bit, if you do not want lo dolM>load an )RC c5ent you can use Free11ode's Webahat (hilt"' 1""1ibchat freenode.nel/J tt 
asks you to fill In e cnannel, the main \Mkipedl• chaMells called 11\Mkipedia. The Quixotic Potato (!!!!9 19:28, 15 July 2015 (UTC} 

OK, thankSfor the advice, OP. Howat>outi1. ™ ? EEl)9 (!!l!902:20, 18July 2O15(UTC) 

<bump>.~? ~li!!.a ~) 02:52. 20 July 2015 (UTC) 

Anyone? Or must this one die on the vine like so many others?~(!!!!!) 04:45, 23 July 2015 (UTC) 

POTO template: direction of wide image scrolling 
I hav .. c~uled fllwCIWtn R911• - NOi'! P@l!l'I!Lli!ll for POTO onA!!l:.IIIU Th& work is suppooed to be viewed fron, right to loll:, Md ln tllG article proper the template is coded to do so. 

{{Panorama I image= l'ile:Chen Rong- Nit1• Dregon•.Jpg lhe!ght = 230 !alt = !caption = ldir = rtl}} 

Is there • way to orient the POTO Image Ilk• that as well? - Chn• Wo9drl£.b (L•!!f) 23'59, 14 July 2015 (UTC) 

Swe, one way is to do the same as {!Panorama}}. passing on dir ~ rtl. Edtt {{Wide ima,9e-noborder}} and add this right after ~tyl.e• "ovc, flow :outo; 
(and before the ending"): l l #i!eq: l I idir I JI I I rtlldirecti on: ct~: 1). Thenadd 1dl.r = Ii idl•i 111 when {{Wide ,miage-nobotder}}is called In 
{(EQ!D default)} so the parameter can be passed on. and add ldi r = r tl to the call in {{POT0/2015-08-03}}. Prime ~ 00:41, 15 July 2015 
(1JTC) 
Oh, {{Wide imaae-noborder · · h · · · · 015 (UTC) 
I haveiiiacle Elie other edits 
h s:/Jen.wiki edia.or /wli'lo:r':.U:-e=~;;,:;:::.i;~~~;..::.:;::;:::;;,.r:;,;,,:.:~.:,i:;:.i-,.:;;~i,.r,i~mii,iit-..;;:;.:::~~~~::;.;,;.;r4,;.:,:::.;:::~~ UTC) 

Thank you. Nice to know tl\at ""''ve got the oame functionality I do wish the POTO templates were better doo.Jmented Ctlr"1 Wooclrlch (!!!!!) 01 :54, 15 July 2015 (UTC) 

I wish almost a// templates wore bettor documented. Not to mention ~ tter-named._ (hrtps.:lien.wlkipedla.orgn 
oldid"661233152#1diotic naming) eeng ~ 03:17. 15 July 2015 (U'tC) 

So is it documented nowl --}!lnidu ~ t 9:40, 19 July 2015 (UTC) 

I have dOcumented dir=rtl In {{Wldo lmago-noborder}) and Wlklpedfa:Picture of the day/Gltldellnes#Template parameters. 
PrimeHunter {!!l!9 18:58. 22 July 2015 (UTC) 

Discrepancies in search result numbers 
rve boon wing~ to add rnlJaing c<HIIO> .. to month-day-year-formated dat .. that appear iu Ul• u>kldkl ur .. ,11.,..,.._ Al p.-nt, l'w /ucw,iug otl tlt-0 20tl, c.,ntury,"" my oee.rch 

pt.rarotter is i11eourc e : / (yhJ.etr J • I L- lfl I o- ,J 1 • l !>( 0-.9) (4- 91 fa-~ II 0 11;;1.:pa ://en.wlk1 e:e4e .o.r9/w/.!1~e~-..eh!?l 

t i t le•Spec i a l : $ea reh&> eareh-1 nsou r ce 13A l 2PI SByhletrl SD+ 12,\tb Bl • 3\ 5DI 3Fl5B0-9 IS0\2C + 12Al 9 \ 580- 91501580-9\50 + 15Ba-z 1501 

2e,n.oO•l &fulltoxt • 5eofc~J . If I search for thl9 J)Mom•t•r Wting the site'• native oeorch engine, I a•t some nwnber of n,,..,lts, typlooljy between 8oo •nd 1100. If I n,n tho arune 

,earch through AWB, I get 1049 re,u]ts added to my list, and when fve edited them all I eon get 1049 moro, which Implies that the numbor of relevoot hits may be very large. Is tbere a 

n:aaonthatthe built.lnee.a.rehwou.ld return only en io::onsisteotlytiud 1ubtetof 1tearehrstu.lta? bt.hueanyt:fficientwayto find the true tot.a! numbe.rof matchet so that lean get a sense 

orthe ocop<1 of my undertaking? Cheers, f•m••I•• •"" C:: f !) 12:56, 22 .July 2015 (UTC) 

Probably because regexp's on all the contont we have are a VERY expensive operation. So expensive, that some users (possibly AWB users doing 
things similar to you) actually brought the entire search cluster down. and seatbetts had to be installed to protect everyone. You might have run Into 
one of the seatbelts. If you want to do efficient searches, you Should use something on toollabs that talks to IOcal copies of the database and Is buitt 
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speclfioally to do this. QlJllrry '(httJ?:ll~rry.wmnabs.or~ does lhis ror SQL queties for instarn:e. I'm not sure if there is a tool that does it for source 
toxt matching. Regardless, lfwTII pro biY'be slow :) - t,eDJ ~ • contribs} 16:40, 22 July 2015 (UTC) 

AWB can use rege><ps to search wlthhI a downloaded database duml;. A query such as yours would tako about an ti<>ur to run on my laptop. I'd offer 
to run It for you, but my lat0st download Is about two months old so e results would be out or dais .•• John or Roa ding (!!!JS) 16:53, 22 July 2015 
(UTC) 

lthinkwe'reonlherighttrack.lrevisedmysearchto ". 19• insource: /l yhl etr l ' ll-3J?t0-9J. ' 19 j0- 91 10•9 J i~•zl/ 
(htti?;' : / , ~n.wU1 ( odta .o r9/w/ind<>X. pho7titl,,,.Spocinl : SoorollAooo:c.h-t2l12Ct1 91Zl• i MO'JXOO\JJ\I zn ~Byhl otrll>D < l ZM 6 S) -31 ; D131'1 
sso-n~oIzc,12111n~eo- nsoI~ao- 91s1>t1s&-z1so12P,nso• ufulltext=Seucl1>, since (if I understand correctly) the first search term is easier 
to search and therefore removes many, many hits before they are subjected to the rege>< term. I got ~1600 hits, Which I suspect means I 
managed to get more searches In before I triggered a "seatbell". John of Reading, would you be willing to run the query on the out-of-date 
dump? I'm looldng for an order or magnitude mor.l than anything. The maehino I have available has only a smaU solid-state drive and I can't 
handle the dump myself. Most appreciatively -lfilru!!!.!!£8..! CI!) 17:17, 22 July 2015 (UTC) 

@Jqm~Luco~: Your first ' insouree• here includes the comma. so it matches articles containing. say, "May 6, 1921". These are the ones 
that donYneed correcting, is that right? I aborted tho scan after itfound the first 1,000 articles; it was going to find about 30,000 in all. I've 
begun a scan for [yhletrl • 11- 3 1? [0• 91 +1910 - 91 C0 -91 • C•-zJ which is heading for about 1,000 articles; I will post them in a sandbox 
somewhere when !tis done. •· John of Ro:idl!]l ~ 17:59, 22 July 2015 (UTC) 

I wrote tho e)(ample to the right when discussing the work with The Qlixotlc 
Potato the other day. The commas between the month and the year and 
the city and Ille state are usually present, and when they're not. they're 
picked up by a number of other methods-rules in AWB, bots, mindful 
editors. Tho commas after the year and the state are often mi6S8d, and 

Oo July 14, 2015, a Wil<ipediao operating out Brooklyn, 
New York, began a tiny cn1sade against missingcoD1JI1M. 
i!ro!.'EJEw. 

they're the ones I'm going after. Thanks so much for tho anaylsls! 30,000 is in Une With my expectations. - jameslucas C.:: I!) 18:26, 
22 July 2015 (UTC) 

Ah, those commas. If you'd like up-to-date results, stick User.John or Readln Latest download on your watehlist so you ean 
soo whon I've downloaded a fresh copy, and then ask me on rny to page.•· o o ea 1np (t!!!l!) 18:41, 22 July 2015 (UTC) 

Stalking commeneedl -jameslu.c:i,s ~ / !) 18:56, 22 July 2015 (UTC) 

No such seatbett? lnsouree:/<1900-1999>/ preflx:A (https:l/en.wlklpedla.org.twnndeX.php?tltlesSpeclai:Search&searcti=ln~ource% 
3A%2F%3C19© 1999%3E'l(.2fiprafix%3AAS,ns0:1&fu111ext=Searoh) returns 44 thousand - CptalCpiral 19:41, 22 July 2015 
(UTC) 

CpirolCplrQJ 19;41, 22July2015 !O 
rch&search=insol.l'ce%3A%2F%5B\lhletr% 

ves &!f.'IFfioilier doesn't match o 1. -

No doubt, simplifying tha criteria can prolong the search before the safeguards clamp down. i'U eortainly be tempted to spond time improving the 
parameters, but I'll try to remember that the edits are the true and (comparatively) meaningful objective I -jameslucas C: I!) 02:37, 23 July 
2015 (UTC) 

The numbers are changing for some reason you have to discover. I'm not primarily addressing that, (although I believe most regexp 
searches can always btl improved). I'm encouraging you to discover $Orne rea$0nS. But it can't be the regex engine's safeguards throttling 
down the usefs observed "number of matches" (shown to the far right of the search bo>< query). The entire search domain must be 
searched every time and the full quantity always reported, or else how could one set a search domain (using a namespace or a prefix) 
from one query to another?- f.P.lralCeiral 03:15, 23 July 2015 (UTC) 

Template glitch 
Thereisanerrorinf .. i•Lor cun"tqL N°":A Oiviaion I W!?J!t~Jc..~.!!,Ican'tqu.1teseerotob'eckdown 

To soe th• <rror, go to the P080 and click on tho team column to eort olphobotlcalll', Tho orror will p<>p to tho top. I lookod at tho ent,y for Julio and didn't soo anything wrong with it I 
thought itm,ght bea problem in tho te,nplote ebove the Southland template, and I thought I found• problem in It end llxoo It butthot did not801ve the problem 

I tried ~creating the enb'y for Julie by COP.Vina another entry &nd brina int).., infonnation for Julie. Oddly that eorrectod row now tppean u a ,oeond row but 1 don't koow wMA: the 
fm,t row is comingfrol!L••S E'HllaRJ,K O'i\LKI 16:01, 22 Jul,y 2015 (UTC) 

@Sphllbrick: !!_~ed litt s;//en.wlkl edla.o w/lndex.php? 
tttle=TempJate:Wbb eoac}les/Moi,,t.a11 est Conference&difl=872598290&oldid=671004459) - NQ l!!!lli} 16:08, 22 July 2015 (UTC) 

I think I've fixed It. Needed a noinclude doe at {{Wbb coaches/Southland Conference}].~ (M ~j~ 16:10, 22 July 2015 (UTC) 

thanks for the quick response. I thought I looked there, but sometimes with this sequence of templates the problem is In the preceding 
template and I found a problem there which I fb<ed so assume that was ii. I now see a problem wilh the Mountain West but I think I can fix 
It- S PHIi.BRiCK (TALK) 16:16, 22 July 2015 (UTC) 

Change the "Edits by user" external tool link 
Clicking on the current link goet to a pege that 84)'8 that tho tool t, del'w>ct and that thlt tool [;,s] (h\lp.,/llooa.wmllaburg/ligtM/WJO...,ru'Cltpy) should be used in>teed c.an t he link on 

Wikipedia history pages bocbenged to this ono? Gparxani (!!!!Y 2 1:02, 22July 2015 (lJl'C) 

Oh, and It doesn't preflll the "page" field with the page I came from when clicking on the link to go to the new one. Can that be fixed? ~anl (!!!!19 
21 :06. 22 July 2015 (UTC) 
Are you talking about one of the links on MediaWlld:Sp-contrlbuUons-footor? Jo-Jo E1,1moIus {talk, ~ontributlons) 21 :07, 22 July 2015 (UTC) 

@Jo.Jo Eumorus: No; it's at the top of every page history where It says ·external tools". Gparyani ~) 21 :13, 22 July 2015 (UTC) 

Ah. Then it's MediaWikl:Hl$llegenci Instead? Jo,Jo Eumerus (!!!!!, contributions) 21 :14, 22 July 2015 (UTC) 
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@Jo.Jo Eumerus: Yes. Gparyani ~ 21 :16. 22 July 2015 (UTC) 

I have updated the link 12 s://en.wiki di . ' 
tttle=<MedlaWlkl:Hlstle,ae s I suggested at #Various tools are down w~hout getting 
comments. PmieHunter 

Private incident reporting and tracking system for admins 
First of all ANI/lncideota i. currently u.., wost frequendy edited page. Second ol alJ, it,..,,.. thot it', pouiblc to r<port thlnp privately to arboom, but not to the administmton as a 

whole. Tbere'• • number or pros and cons to having a private means to report incident,, lo edminlatrators. There's two potential eppro..,hm,, one is all edmins baving """"118 to thlll tool, a 

oecond iaon\y •dmlN JDed to WMf-how aooeN. 

Proe, 

1. Good tor shy editors who ar<1n't eomfortQble dra'Ning attention to thomselv-. 
2. Good 101 issues that ed1t0<s mljjhl be unoomfortable brioging up In public, suoh as sexual ha ...... ment 

3. Would make ANIAncidents lus of a huge mess 
4. Would reduce bUfd8'1 on arbeom potentially, as minor is,s.uea regarding 1orne privacyv.'Ouldn't have to go through them. 
5. Le.s drama, canvasstig oppo,11Jnlties, etc. 

6. M ight be good 10< other language wikis, that may have different culturas ~ aiding reponing incident& 

7. Most oeher wcbsitoo have a mean& to J)flvately repcrt issoos to adrrinistrato<o. so lrs what many people are used to. 

8 M ight make Ille Ives of adr,j,s easier, as a w\kl Is not an Ideal issue tJacl<ing sy&tem. 

Con111 

1 Potential legal issues if admins not identified to 'MAF have acces• E<!~ors night assume i&wes reported prlvalely to admlnl61rators is private Information, even though such 
Information is not legally 

2. Potential off • •• drama "'1th wp admins VAth ill intent leaking private incident 1eports, 
3 Potential 10< ,,..u.., (like any now tool). 

4 Might make ANl/lncidents (v.nich this "®Id certainty not replace) ~I less edmin slll>ntion 

Per90nally rd support such• tool, es tt would be t,en,endously helpful to editors who might ha"" difficulty •r,uoing thoir "'ice" so to ,peak . ...:5cwIzor<1 ~ ) 17-43, z~ July 2015 (lfl'C) 

Having some concern about such a tool attracting a lot of reports that don't need to be private or don1 need to be targeted at administrators. That's 
my expectation beS<!d on reports I handle on other websltos, for the record. Jo-Jo Eumeruir<!!!!, contributions) 17:49, 22 July 2015 (UTC) 

A report that doesn't need to be private, but also doesn't need to be public, would be more quickly resolved through a proper incident tracking 
system than through a wiki, I think. As for reports that don1 need to be targeted at admins, you're right that there are likely lo be reports In the 
fashion of "this article is wronglll" by indMduals who are complotely unfamiliar wijh wiklpedia. However such a report might give the wiki an 
opportunity to engage people who wouldn, think of editing the wild otherwise. --ScWlzard (!!!19 1 7:56, 22 July 2015 (UTC) 

There are experienced editors who are active on ANI bvt v.tio are not administrators. Any change that hides the sort of cases we see on 
ANJ from those editors denies Wikipodia a useful tool for deai ng with abuse. --Guy Maco!). (l.!!!.!s) 20:49, 23 July 2015 (UTC) 
I think having one ·court" t hat can work seml-priVately Is enough (Arbcom). Don, need more VIIP:CABAL accusations. --NeilN ~ 
20:59, 23 July 2015 (LJTC) --

French Wikipedia has Global contributions Special page 
I Jullt noticed th,it l'rench Wlkipedla has the 1il!!!s!1J);Q:,_11!DJ.IA!Jtll tool wh;eh ollow• you bl query user cooo-ibutlon, end right, oo,.,.. oil Wi~imedla Projects. See for e,cernple: 
httpo://&-.wlkipedi11.org/wiki/Sp~Cs,.A<Jolnl:C<intm!J\llth/Sadod, b there a reason we don't have thb ilDplemented? Can we implement ii? It would be insanely useful for thing,, llJ:e 
whether to ping someone else on another wiki, checking whether to give editors right3 or when blocking editors, ((')r WP:Thc Wikipedilti Library scruning if editora have sufficient 

contributions to qualify for partnerships access, etc. I csn't think of a r"'80<\ no< to hsve it enabled.~ (!!ll!) 20:30, 22 July 2015 (IJl'C) 

We have as well, ac(uallx. ~o✓o Eumorus (talk, ~ tributio,m 20:34, 22 July 2015 (UTC) 
Wern!< lo It on "accounts" ·at tho bottom rightof user conln ions, at least if you have either the defauft English or Brttfsh English as interface 
language at Speclel:Preferences. The link is made by MediaWikl:Sp-(X)ntrlbutlons-footer, Does the French VVlklpedia link to lt in a place you think we 
also should? PrimeHunter@JE)21 :13, 22 July 2015 {UTC) 

To be precise the one named "accounts" at bottom right of contribs is rn~Special;ContratAuth/Sadads which goes through meta:. &it the action 
is the same as Special:ContralAuthlSadads on en.wp and fr:SpociakCorifrilAutli/sadads on fr.wp. Any differences that you may see are down 
to your user settlngs - sli<:h as interface language, Ume zone or skin. - RedroseM·(§IB) 22:32, 22 July 2015 (UTC) 

Right, we link the meta version on user oontributions. It gives the same for most acc;ounts. Special:CentralAuth/Thisfeelsawesome·versus 
m:Speclal;CentralAuthfTlisfeelsawesome shows an example where meta adds global account changes. PdmeHuntar ~ 22:52, 22 Ju!y 
2015 (UTC) 

Nevermind on not having it, I must have had a typo in trying to find it. However, we don't link it anywhere obvious (for example at the 
top of ~ec!ql:Contr1butlons/Sada~. It seems silly to be sending usors to meta, without a <ilgnttlcant dlf(.,ronco (lie probably realty 
disorienting for English only oontribt.tors) . Moreover, I seem to re,nembet a ton of different templates linking to this tool 
(ht)ps://tools.wmflabs.org/guc/?useFSadljdS&blocks::trua), which Is always clunky and slow, but not to CentralA.1.llh. Could we add~ 
to the top of Sp~clal:COntributions? And I didn't even know that bol< was at the bottom of Special:Contrlbutions. Is there a way we 
oould move that up the page, make it discover-able•- It seems like a lot of valuable information that shouldn1 be hidden at the 
bottom of the pago (maybe a sido bar on the right?). French Wikipedla has it in a bunch of different default user templates. I will try to 
find some of the templates (like J'ernplata:User8 where we could make Special:CentralAuth more visible, Instead of sending users to 
an oul:$ide tool), Sadads <!l!!.!9 23:14, 22 July 2015 (UTC) 

Based on uselang=g~ (IJ?s:t/en.wlkl~dla .orgtwlkl/~<:lal:Contrlbutions/Sadads'l1.iselan~gqx) a" alternative f lacement on 
usor conlnb uUons wou d the currently blank Mediakl;ContrlbutionMumma!Y. which Is splayed above the Sealch for 
contributions" box at Spec1al:Contributlo9s/Sadads. That Is probab4y too prominent. ~edlaWikl:Sp-(X)ntrlbutlons-explain Is 
displayed inside the "Search for contllbutions" box but that place should probably only be used for a help 11,t like now. or 
fnlormallon about the fields in the box. The names "Contributlons-summary" and "Sp-contribution&-explain" also hint that the 
messages aren1 intended for something like this. The French Wiklpedla [2?] {https://fr.wlklpedia,orgtwiki/Sp%C3% 
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A!lclal:Conlrlbutions/Sa<!~@ll.=[rl uses MediaWlkl :Se:oontrlbuUons- footer at the bottom Ike us. I think that is the be1'1. 
Prime~ @Ii) 2-rn: 2nulyWf5\llTC) . 
@Sodod:s: Tho roQ3on for linking to Mota's version cf Speclal:CentrclAuth Instead of our:s I$ that only Meta's version shows log 
entnes for global accounl ac~ons (like lockirg). Jackmcbarn ~ 19:59, 23 July 2015 (UTC) 

§!!!).!!!!, for your purp...,, I think that you will benefit fmm •ddl11j! som• popullll' user J>::rif>l> to your ec,ount Her•·• my It~ of recommend&tlon9, complete with the code you need to odd 

!hem to your J• file· 

~:::•:::.- =;~~- hn.k!) on u,er, user talk, and u~er OOl\ttiboti.011 page, ....... 
i"I by ( l•tUHctKoo Nn)) <i'tt.tp: / /n.et.:,.v1.titudl.a.or9/vikl./OaectHoo_a.u,/Sec1pt9/U9efvl_li11tcn I 

µ.loader, loa.d( • / /111et->,Vik1.media.oc9/v/indt>e.ph,:l?t.i llc•U,•rtHoo -.in/u.:tQful_.link~, 1~,.1ction•rav,~type•t~xt/j.avo11c;:ript'), I 
(typt!OC(ut1efulL11\kaConri9) ~- '1.mdd1.n,cid ') 11.efu) l,lnlt9(;(1>\(19 ;, UJ 
•tulLi.nk,CoriU9. tooU,in~thed .. ·p--e~t1om,•, j 

Vt UHhll ,cdpt to tdl H "' uor u currently bloc\~. by etf1Hn9 out th• u.Hrnne I r• loade-r, load ( '/ /ru, -VikipOdJ.ol. <>r~ /v/iAMK. pl,p1tl.t lt•Kcdl ,llfl ki :Gacioe t •a.ickblockc<i, 194.lCtiOO•taY'-Ct)"P(l"' tnt/)QVHCcipt' > t 
1 

t'l f (Pl.lttuaennf<>,J•ll J 
c~::'::•lo•dC'/:::::~~~•,;IU+<>t 'i/\o'/l.r.oex.pt1p?tl.t•lf-Q:)e,t : f hd1.1eSl.c11W/u~eric1tu, J4UCLiu11"'C<l.1#iCtyp~:.l!,.:~-/J_• _" _'c_, _1p_t _•J_•-------•---- ----•·-

Juotp,uto that,nto~d!l!!J.!!!w&h~ and rolood the page to run it You will then have quick-• .. to linl<• on all uoer peges via the "More" dropdown menu that normally hou,,es 

only "Move" (C..ntralAuth will be liated., "CA"), a visible indlcator if 811)' person iJ blocked (on any page, evel)I time the user page 1, linked), and a list or user right•, ac<:OUnt age, number 
o( edits, and how recently the editor MS edited on ell user pa~es., immediately underneath the page title Also, if you add it tD your ,Rlobal.js page at Meta, it sboutd work on all the 

Wlklpedi.u That should save you• bit or time. WhAt.unfdomg~) 19:o8, 23July2015(UTC) 

Wikipedia:Dispute resolution noticeboard/request not working 
Tho W~e:1)~ rewMt111)!1(>Jk,c>l,0<1n:l/r"'l'~l page doesn't work for me Previously I had thet problem only with Firefox, but on my new oomputer this page doesn\ work with 

Internet Explorer either. At the time I posted et Wikipo4iA tnlld>Jin>UIO mohTllon 11olirobo..-di.ArchlV<i oonT~lu1llllll p10bl~1n, and was advised to soe~ help here, ~ (!!l!} 
20:34, 22 July 2015 (lTl'C) 

Wlkl~edia:Dlspute resolution noticoboardg;quest requires JavaScript In your browser. The content Is made by MediaWiki:Gad et-ORN-wizard. 
whic ls ena6ied by default as 'Form for ngTsputes at Ille dispute tOSOhlllOn noticeboard" at SP.E>Clal:Preforen mw-~efs1!4:I ~~- t s 
also enabled for unregistered use1s. If your browser doesnt have JavaScript or JavaS01ipt ls dlsablo<l then you see a 6fun page liko- minemoblle 
vorsion https:/len.m.Wikfpedla.org/wiki/Wlldpedia:Dlspute 1osolUlion noticeboard/request. PrimoHuntot (!fil/9 20:51, 22 July 2015 (UTC) 

But I do have Java 8 Update 51 Installed on my computer. Debresser <!!!!19 20:56, 22 July 2015 (UTC) 

Java and JavaSqipl are unrelated (yes, the similar names are confusing, not our fault). JavaScript comes with the browser but may be 
disabled. Do you have a [showJ/[hideJ to the right of "Contents" at ~7 That atso requires JavaScript. PrimeHunter (!!!!!) 21 :03, 22 July 
2015 (UTC) 

Yes, I do have the (hide) option next to the TOC Debresser ~ 22:15, 22 July 2015 (UTC) 

@Debrasser: Can you check if the "Form for filing disputes at the dispute resolution noticeboard" option is enabled in your 
preferences under gadgets? - NQ ~ 22:18, 22 July 2015 (UTC) 

II wasn1, and now that I checked tt , It works. Thanks. Debresser ~ 18:08, 23 July 2015 (UTC) 

Description of articles traffic rankings 
I woo Id just like to draw Wikipediant attention to tha way the P"&? vteW statistiCI are presented In each end evety Wikipedia page one would click View history', then 'Page view statistics' 

and ho wiU get the >laUstics page No", the headline reads • '(Wikipedia pege) ha. been viewed """"""times in the Jut 30 days, (arul, for 10,000 Wikipedia pages, oJ90 • ) This article 

ranked lOOC in traffoe on•• wikipedia org' One may get the wroog lmp,.,..lon !Nit the rooking Is on all time one. As I understancl it, the renk.ing., merely I.he Pl!$•'• rating for the month of 

Merch.014 <••• the flguroa l~J.!tOl!:!l,tiL~.J!!2M~l!.11&.Pl). This can be• bit misleading 

ThAntu, a lot in advance for your help •· Umlllcoe undyil).1!12.l,] (!!\!!) 16·1<3, 23July~o15 ( lTrC) 

Yes, the rank Is only for March 2014, for example for tttp:!Jslats.grok.so/en/latest/Mata sin Alrlines Fil 370 which disappeared ihat n,onth and 
poakod In page viows thore. http://stats.f/i'ok.se is mad0 and controUe as ngle vo unteer ed~or who can contacted at User tatk:Henrlk but 
hasn~ odltod since August 26PI. Tho ed om of the English Wtkipodio hovo docidod to link tho tool in page hi:rt<>rie:, but iro not an "o11',dal" tool run by 
the Wil<imedia Foundation which runs Wildpedla. PrimeHunter (!!!!<) 16:43, 23 July 2015 (UTC) 

Proposal to create PNG thumbnails of static GIF images 
There i. a~ at the Corumon.o Villoge Pump 10questing feodback about the thumbnalla ofot.tlc Gil' lmoge,: It stat .. that static C!F 
m .. ,houtd have tholr thumbn.,;J,, =ated in PNC. The advantag .. or PNC over CIF .,ouJd bo viaiblo C$peeially with GIF image• u•lngan 

alpha channel (roDlJ)8n the thumbnails on the side) 

This chango would al'fact all wikis, so I/you •ul'l'Ort/oppo,o or W6lll to give goner el feedback/conoemo, pleaoe post them to the~ 

~ Thank you ··~ (~ & M•dlnWlkl m11<N1go dnllMry (talk) 05:07, 24 July 2015 (UTC) 

Taglog 
Why ia tho tag log empty'/ WlU it ever become nonempty?(:Cofl'rel'l:wno (!!!l!) 00.51, "3 July 2015 (lJl'C) 

The associated foature was not popular atWlki odia:VI · ivo 1361/Edlt Tass, The 
English Wikipedla has no tags which can be manually k adnilns could cteate 
such tags. The tag tog would show when users ad S c· ' is empty but 
fr:Sp~clal:LoQfla.Jl. IS not. French histoiy pages like ? 

•=PIA .i... •. ----, 
\• --ut< lf>• • -•"• 

.... --
Tl>e thumbnail (t lh1$ 91f I• ol really bad 
quality 

How a PNG th<1mb <I thlsGIF woul:l look 
hke 

titfe.,Exarnple&aciion=hlstory&uscla!)ll=en) have ns". Apparently 
the only such tag they currently have iscalled "Test balise" which means Test tag. I don1 know whether thoy uso it for anything other than just tosting 
the feature. PrlmcHu!llfil (!!!!!) 0 1 :55, 23 July 2015 (UTC) 
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MedlaWikl talk:Ta · · Ma 2015 was an RIC to see if there was consensus to set up tags for a 
par!Tcu ar userscn 
The obtrusive UI l iklmedla.o!ll/rl#/cJ2·J 83531}, although we could also tweak common.cssljs. 
~ (!!'.1917:39. 24 July2015(UTC) 

Database problem 
~/•m.wikip,dill.orp,/1<1k1/SpeciAl:Aoo,ieFilmr): 

Adatabo!o query error ha, O«)urre,d. This may indiceto a bug in tho software. 

Function: !ndexPaier.: buUdQuerylnfo (AbuseFilterPagcr) 
Error: 2013 Loll conne<tlon to My SQ I. aervor during query ( 10 6• 48 ~8) 

This has b .. n unavailable, at least to me, for some time 

All the bc,t: ~ Fa,,-11Qr<,uu/J 1 2.c13.23July 2.0,s(t.n'C). 

We're looking into this In the #wikimedia..operations channel. .!:!goldm ~ 10:14, 24 July 2015 (UTC) 
Should be fixed now, the problematlc ehangewos rovorted. le9oklm <!!!!!!) 10:26, 24 July 2015 (UTC) 

Thanks. AU the best: Rich Farmbrough, 01 :05, 25 July 2015 (UTC) 

Page number weirdness 

Trad<ed in Pbabrlcator 
Took ·r1o6z~ 

Che<k out R<nhn or lmpo,sibill<l, look e,pecially at the referenc<s Although it seems I am using the same formftt for the cite lag, throughout, some of them render the pages as if they are 

the "Issue•"• with eoolon. Any idMo? ~•lnucy Morkaw,t* (!!ill!) t6:51, 24 July 20,5 (lfl'C) 

You aren't exactiy using the same format throughout. The two "colon-nized' citations are {{cite, loumaO) while the two lhat display the •p."-style are 
{{cite newsl}.-Anders Foder <!fill!) 17:04. 24 July 2015 (UTC) 

@Maul)' Markowitz: Yes, in a ref conslructed as ··----······-··· --·-·········-·-··-· ... --... . ·--- -- '.. ..... .•----·-··-............. _ .. _,, ___________ ..,. 
J( (cite joutnal 1ul'l•http1//W\N, atat.l.l\&Oi!ttifle1S.con/t0tkihi,ue4/intet'V.I.N,PhP l t-1th•lnterviev1 Hl.ltt f.chtal'ds I 1oucoa l•JI.Oti H.e9.nin• ld•t• • Fd>n:•cy/Harch 1984 !I 
•I f»Q&•l2 I f.i.c:,t•ht•r I laat•Elluon}) 

L---------··-·----·····--·-··----------------------------·----··--~---: 
which displays as . 
Ellison, Peter (February/March 1984). "Interview: Mike Edwards' (http://www.atarlmagazlnes.com/rom/lssue4/lnterview.php). ROM Mtlglfzine: 
12. Cheek date values in: I date• ~) 
lhe template is t tdt@ Journal 11. which for as long as I ean remember (six years) has never displayed "p.• Of similar before page numbers. 
Note that issue numbers differ from page numbers in that they get parentheses • 

r;:;~ )Gu.rad tvcl,.http://WY.nan•;:;:_~;::;::n/iu1,U!.C/1MUVJ..ev. pl\p I htl♦-IAtecvi.•v: Hike tdv;srd•s-:•;::::::: .. Ma9a1111"-e l d•toe4~bru.try/M•rch 191U --7 
t p.&9e-U I Ciut. .... J.'aUr 11..Ut-•--ID.ll#Qfl lh:iU"'=1l3ilt I > -•-■H-n■•-·----·--·•4U_______ -----··----···--··-I 

displays as 
Ellil>on, Peter (February/March 1984). "Interview: Mike Edwards" (hhp://www.atarimagazines.com/rolll/lssue~/lntervlew.php). ROM Magazine 
(12345): 12. Check date values in: l daLe• <t>.!'E) 
It's explained at Tom late:Cito urnal#csdoc o, note that I journal: is an alias for 1work=. You might like to fix tllose red errors by using 
l date=Fcl:u:u,..y-Y.n.ceb 1984 , · e ros. l11 . ;41,24July2015(UTC) 

So is the ": 12" the expected outcome? It seems odd compared to whet we went from an •fn la there any reeson lor thi> difference? MBmy Mnrkovrit; <l!!J!) 21:49, 24 July 2015 (lJl'C) I 

read the "In-soutee locatloru",end it ... ,.,, to tugge,t p, 12 ls the expected oub>Otne? Whotoru l missing here?]!,!~-~!!!(~ 21:54, 24 July 2015 (UTC) 

The things that are missing are 1volUlne"' and l issu••· 1 tcite j on no.11 J is 'optimized' for academic journals which usuaUy Include both of those 
parameters: 

( (cite jour:no.l 14.uthor="-ut.hor ltitl•=-Article t.it:le l joucnal=Proetigi~ Joucnal lvolwne • l lisaue• 2 l page-zs, I 

Author. "Article tille". Prestigious Journal. 1 (2): 25. 

In the example. the numbering flows largest element to smallest and is consistent with how academic journals identify pages in a journal issue. 
For the ease of ROM M11gezine, the value In I w:l• shows that these citalions are to articles in issue 4 (no volume !hat I can telQ so adding that bit or 
information to the template: 

( {cite journal I url•ht.tp: //www. a tari ... a9az.ine~ . com/ r~/ i .ssuet/int ecview.php I titl e•lnterview: Mike Edwards I joucntil•ROH Mo9a..zine 
ldotecfebruac-y/Macch 1984 l p0,ge.,.12 I fir3't.•Pete c I la,t-13ll i son f l </aource> which d i~pl3y9 a-8 : : ( {cite journ~l 
lu rl=ht tp: / /www. atarinaga:dn~s. com/ron/ i ss\le4/ interview. php I titl e • Interview: Mike Edwa.td3 I journal=-ROM ►tagazine ldate-Feb.ruary 
-March 1984 I i ssue=4 lpage.•12 I fi.cst•retec I l a5t=Ellison l I 

Ellison, Peter (February-March 1984). "lntorvlaw: Mike Ed\var~s" (http1/www,ararimagazinos.com/romllssue41lnl!lrvlew.f?!:1p2, ROM 
M11gazlne (4): 12. 

There has been some dl:scu'55ion at ~~lk:Cltati~!}:!!j_ about tweaking the way I I cite j ournal I l renders page numbers so that when 
lvolume• and I i••ue~ are not provided, Module:Cll;lli9n/CS1 uses the p. and pp. pref0<es. 

- Trappist the monk~ 22:47, 24 July 2015 (UTC) 

@Maul)' Markowitz: You say 'what we want from an stn• . but the article Realm or lmpossibili~doesn't use t (sfnl f. II uses CUation Style 1 
templates wrapped in <r:oD . • • <tut> tags. -Redrose64 <!fill!) 22:53, 24 July 2015 (UTC) 

edit button not showing in mobile wikipedia 

https://en.wikipedia.org/wiki/Wikipedia:Village_pump_(technical)/Archive_l38 2/14/2018 
WIKI0006920 

JA3849

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 455 of 484Total Pages:(3921 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 51 of 69Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page 50 of 67 

T think it's be,n • month since I luwe been 38eing this kind of problem w~h mobila wlklpodio version I have seen oeen this kind of problem in the beginning of this y,,ar but all went 
normal afte, some time but now the problem ls as it is for about a month 

Now the problem it that the edit button (that looka like a penoil) la oot oomJ°' on any ruobilo Wikipedia page (though tho same thing is oot h,ppt!ning in de,ktop modo} I am logged In 

with Wikipedia and I bied clearing cache but all was use1 .... Then I checked the same thing on other brow•ers n the same thing happened again on ucmini and ucbrowser and chrome 
aloo. After thie I faoed the same problem with another phone. 

I think It's• bug In Wlklpedlo s mobile site (Anyon .. 1 .. Ls feeing thuame problem??) 

Pl, Help!! •• ;ra;mu!I (!!!!!) 02:37, ~July2015 (UTC) 

@i'lffiQIUH: Are you using mobile lnteiface beta? Check your settings. That might affect It. - Thnidu. <!!!!9 03:31, 20 July 2015 (UTC) 

Also. what kind of browser are you using when accessing the mobile website ... Perhaps ii doesn1 support S VG or something, causing the 
Images not to show 7-Th!!Q::! ~ • conl,d),§) 11:05, 20 July 2015 (UTC) 

Surely SVG images are always converted to PNG server-side, because not all browsers support them? For example, this Image 5::; 
appears in th& <il'lg I> tag as !JCC,•11

/ /uplood .wO:ii,iedi a. o r9/wikipedi a/t:Olllfl\On,/thl1mh/8/84/&X~K1pl~. twg/20pk Ex.Jmple . s vg . png11 

- Rcd!0~,!!1 (!!!.Is) 16:47, 20 July 2015 (UTC) 

The pencil icon that forms the "edir' llnks in the mobile skin is actually directly shown as an SVG for me (Chrome). It is added by the 
following CSS rule, which seems to be added to the page using JavaScript (rt is not visible using "View source", only with the 
"Inspect element· too~: 

f. yn,•ul..-too,,-.f(ll_L••o.bl-.dt J~I ,r-.., I ] 
INctaov.od i.Mge1 ur l (/ /lm.w, l:1.p r;,:U a. f.>lC/v/le&oi.!)t,!r·:cdulll~ ,kl1o:,. !'>ln.~~•,;a. le!:l'lf. u:.a;it, :i•H::-.•1• ... ..-,1, ': • t1,,1>!.c,c.Hf~t:r.a-:- !'."-IJtc:i :cJt/• • • , • /), 
~ct9"Cu.Act--luge: ...,•bH-: · lir.nr ;r¥.fieM (t.u n •p.r~t. "•n•p•r.nt) ,u\'l(,j~ta11l".J,l'e/:-Vl)~:c:i::.,1• , •. 1 n: 
1>act:vrcund•lu.g11 lln9;ar ·1r.<l1.~111; (tun1pn·•nt,t.r.u1p.1111:•ftt), url (d:H a: 1 ~J. 1<-/,\"J ♦ Y.r-:, •• •• . 1 /) 1 
b.tcltp,.•ouni.t~c,I o .,;.1uat gcaJurit (tuup•t•ftt, tran•~r•nt) ,ut .1(/ /er,,vl-hpt1i1,o~; •v: 1cad,pk-,?t;o;l•,,le3~01:1.r . .:i, 1Ur,rv a.1.cor.3,1.l!',at;Ec:>, plUHgt .. tdl.t 

fl•~1•111fe:r,•:-r•:--:•l'i~•Ut' ••• •t), 

.. 1 __________ ·-··-··--·--·-·····-···------------·----------------------·--··-··· 

I'm guessing tho background• i1>age property is set to four different values to let ii fall back to the last working one If any varlaUon is 
not supported by the used browser. An SVG file with code directly embedded on the page (replaced with a comment here) is used in 
two cases, and a PNG version from a different page in the other two. Si8r4 (!alk) 17:51, 20 July 2015 (UTC) 

Please let me know your device, operating system and browser (including version) that you are using and I will look into this Jdlrobson (!!!!9 00:18, 
26 July 2015 (UTC) 

photos in an info box 
Did eomethlJli change the ability to loed photos tn an info box? Bitho, thoy .,., HUGll, o , if you put pii,ol or thumb noticet they do not ,how up at all? 

ll>ample:< Ann 11-> ·ro,..,,,.,, or M•n• Rlv, ra Lh1u1,u.. &mlnW (~ 22:30, 24 July2015 (lTl'C) 

Issue with all the recently uploaded files. See Special:NewFilos -NO-All<!!!!!) 22:33, 24 July 2015 (UTC) 

f1 1.aa9c 

II alt 
I c,.ption 

So what does that mean? We no longer can add photos? Someone is working on the problem? I should not upload 
the other 4 1 wanted to because they won1 work eijher? !,usunW (!!!) 22:37, 24 July 2015 (UTC) 

Tracked in Phabrioator 
1'11Sk 'l'lo6740 O l•t,N 

At the moment it appears that there is eome sort of thumbnail generation problem on en.wikipodia.org for recen11y uploaded files (you saw 
yoursett that displaying full size images is fine). German Wild etc and Commons do not appear 10 have the same issue. You can continue 
to add photos. You can continue to upload them. We don't know if anyone is working on the problem. Also, you may find ii useful to foDow 
the { fnfobox rson}} tomplato inslructions ancl change tho syntax of your image additions in tho lnfobox (and add the image_size 
para mo er so ffiiirfhey wfff display properly when the problem Is resolved or passes. E.g. change 

-··----········-7 
L---·-•-•---·--------·-•··-····-···-·--··-•- ------·--'------·--··--·------··-.I 
to 

• Ana_ll<»a_7otnero. jpg ·---·---1 
• 200px 

• ~n• !lo,• Torn aro tn •' ((\'.tea Wu•ll '' (19 30} 

----··-·--·-·-----1 
Qmago size is a guess at what may be suitable) Hopefully tech are looking at the underlying issue already. Nanonic (!!lli) 23:03, 24 July 
2015 (UTC) 

FYI, I added two existing Taslcs that seemed relevan1 to this Issue. -George Orwell Ill <!!.!!9 23:16. 24 July 2015 (UTC) 
with or without the thumb notices they dont w<>rk. If you leave off "file" all together, the photo took up almost the en1ire pago. And I 
see that RedRose was trying lo get tt to work and now It shows no Image even without •rue·. No point in spending a lot of time with 
"What if' parameters. They may not need any adjustments ff they fix the problem. If I upload fair use images, and they dont flX tho 
problem quickly I'll have to do It again because they'll be deleted for not boing tied to a file.wtthin 7 days. Ii i just save the finks and 
see if it works later. Thanks!~ <!!.!!9 23:23, 24 July 2015 (UTC) 

~ an additionN date. point, toen h£!2, &omo lupri1,ht values work while othcN breck the thuuab My dofoult t humb a.ii.e ia 22:0px~ ehe.oging it to 3oopx c~s dilTerenl upright values to 

break the thUJ11b This imsg;, W88 uploa:led in 2007. -Mm,drt~~• ll!, 04:11, 25,luly2<>15 (lJI'C) 

Added tM!B of rl)Ced px valuet. For mo.300, 270,250, 2..40, 2201 200, J8o, 150, and J20 work; 290, 28o, 26o, ,ao, 2.10 1 190,170, L6o, 1.401 and 130 do not But filo:Snnds ljot»J 1959!.jpg 

fails at :is<>, , o upperently au of litat io image•dopendenL -~JI 09:13,:25 July 2015 (lJI'C) 

Don1 think It is only onwlki problem. Wo (at lvwikO don1 see images, too. - ~ars2007 ~contrib6) 09:1 1, 25 July 2015 (UTC) • 
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Som•body get itfixedllS6J)l!♦ /Ji,. &,sun 10:11, 25Ju]y 2015(lTl'C) 

Appears to be fixed now. - ~ ~ 10:34,25July 2015(lTl'C) 

Thumbnail not displaying properly 

The fo/lawlfl{J d/scU$$/on 14 olosed. Pleaoo do 11ot modify It Sub:seq1J&nl comments sJ,ould be ! SELF· TROUT: 
made on the appropriate discussion page, No further edits should be mac/6 to this ciscussion. D'ohl Didn't see the t:hmt~ n_t above this one. 

CornH•dtnmcluuue) Il1pe1t !..ii u-.. 04!J.8.25July 

have tried twioo to uptO&d an o.bW11 cover to the article OMx,go '/4-· rho Movw. While the I!!!!&! 
2015 (IJI'C) 

(Lllpis /Jt111,wllup ... -dlJLcu•gtwlki(Chh1go 9' 
~785 ... '!"ho Mvv1e, /rm1dw/JTll0:0avo Molbtcr - Chl"'IP 85 t'1e Mll\·I• olbum covorJpgJ and it, fair ,,.. Information dOM show up properly when it i! clieked on. the 

thumbnail ilself appear, broken in the article. Anyone know what could be wron;/ llrp..,t~••·•"·".._ 04:17, 25July 2015 (lJfC) 

The discussion above is c/o$ed. Plesse do not modify it Subsequent comments should be made on the epproprfr,te di$CUSsion page. No further 
eats should be made to this discussion. 

lnfobox Image 
can somebody Ogureootwhy the irnege i.n&uds li9\!l&nd Cf!jno won'tappear?+ ~ o8:u, 25 Ju.ly 2015(UTC) 

Very possibly related to one or more or the three image-related threads immediately preceding this one. -Msndruss Z 08:17, 25 July 2015 (UTC) 

I thought originally it was a glitch with one of the photos I uploaded so I tried another one and it did the same thing! It won1 even show whon not 
in the info box either, Strango. Hope It's fixed soonl• Ort BWFEW 08:38, 25 July 2015 (UTC) 

Article creation improvements by WMF 
After WM(i' refused to impfoment thenutoc-ouGrml'd acoouQtcreauon trlttl1 they promised that In Heu of it. there would be better tools for new page patrollen and users creating e.rt:iclc,. 
rom Curaticn w .. launched thNo years ego, but It doesn't seem llke any progress on :&~...dl;ul!:tw.l!t£rl:e.lJ9.n ha,, been made since 2013, Is that still a project: urder development by 

WMF? ('onlt.-r (tJ!lli) 11:54, 05Ju!y 2015(1JTC) 

Table formatting List of mayors of_Brem~ 
Hello, I oould use some help with table formatting In Ll!L of tnll\'0 111 of llromon pie .... It's a brt hard to de,cribe, but rutty: Look at the last2 rowuhoutJeDB Bahrnaonsnd the new 

meyor Ca.-.ton Sielln& The 2nd Mayor Ki>rolinc Unnert will probably stay in offioo (per the German ..,nste lllm). So I would Uke to display K.&rollne Unnert'a data In 2-row columns 
stretching over both 1st Mayo19 (aHh• was 2nd Mayor with both 1st Ma,yore) If A are ell colwnns for a tstMayor(the first 4 oolumns) and B 8N all columns (or a 2nd Mayor (the lat ◄ 

colu111110), I want 10mething like: 

• A1 81 

• A1 82 
• K2 82, wlleteA1 and B2 •hould only be 4 olngle boXos 61letmng over 2 rows. I have tried fiddling wilh rc,w,pan (in puwiowmodo) but failed Are such alternating, "o.erlapping" 

2-row oolumns possible in WikHables? German Joo (!!!!!!) 15: 17, 25 July 2015 (UTC) 

@GermanJoe: like this (l:'ts://on.wiki~~ia.or vr/indox£!!e_?title•Llsl of mayor:; (!J Bromen&~pe-revislon&dlff=673029059&oldld,e$73022991) 7 
I've kept the split on 1he t row intact. li t can easily re1119ved as woil. -Theo.l @~ • contrlbs) i 5:34, 25 July 2015 {UTC) 

@TheOJ:I think, tho problem occurred when I tried to remove the last split as well (sorry for mlsslng thatdetaiO. I simply remov.ed the last empty 
cetfaescriplions, and then the formatting broke somehow. Would you ml'ld removing the last spit too please (the last 4 small empty cells)? 
Aside from that, it is exactly what I looked for. Gem,anJoo ~ 15:41, 25 July 2015 (UTC) 
(tesled again). Deleting lhe last 4 ceU elements Is Indeed my problem. ii breaks the display of Karolino Unnort's coils - they no longer extend 
across 2 rows afterwards. GetrnanJoe (J!!!!9 16:17, 25 July 2015 (UTC) 

What you've got here is essentlaily tho same problem as at Hel talk;Table/Archive S#Govemors-Genoral of the Phlll inas a.nd /:!file 
talk:Table#uneven rowspans. Browsers will display a row (Including a. spanned row) on as high as It needs to be. To get the spacing right 
you noed at least ono column whieh has no rowspans. See Tomplatc:1:RaTI lino threo to two which looks like It has four rows; in fact there 
are six, columns 2 & 4 (out of 5) each contain six unspanned cells. -Redrose64 ~) 16:34, 25July 2015 (UTC) 

Yeah, lhat worked Q added the pseudo column at the beginning just to be sure). Many thanks to both or you for your help. 
Gam,anJoa (!ru_l!) 17:57, 25 July 2015 (UTC) 

Navboxes in mobile 
Nav'-.. clo 11<>\ •how up on the mobile Wlkipedia ~ffroY'l':lOQO (!!11) 23:04, :as July ,015 (UTC) 

I don't think they ever did. It's down to lhe classes associated with the template. --Redrose64 ~ 23:15, 25 July 2015 (UTC) 

Confirmed.- Win 8.1 / IE 11. Compared ... 

• .hl!ll!!.((!!f'~Yjl.l!iP.!'~.9~91a Eagloi@tternal Rn)g; (deol<lop vieN) 
• h\tPf;//on.w[~iQ~_g!!_.Jl!JLIW!!n~~Jtlle-:.An.11~~lo&u~a}IExte<n•)...!!ru£e(desJ<lop viewwith Miner,a skin &J)!)Ned) 
• htt(!S:llon,m.~•klpedla:orgMKI/M9ela Eaglo/1Ellilrr<1I .[!nl<& (mobile mode) 

. .. and tho Navboxes only showed in desktop mode. I know novboxes are not suppose to "appear" when printet,I out (class="noprjnt'') but I doubt 
that has anything to do with them not rendering in 'Mobile Mode' (If they ever did that is as Redrose64 pointed out). - George Oiwell Ill ~) 
23:28, 25 July 2015 (UTC) 
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It's by purpoiwi The mejority of navboxes do not. rtinder well et by 3~mpx and unfo1tut1al~ly our airrent tech stack (templfttE'.s) dOf'~~n·t make it possible to ityle them differently on mohlle 
and desktop. Given that on desktop the HTMi, markup ossocloted with novboxcs arc hugo It would ho e areat idea for us to oil rethink them (possibly using JovoSeript moko thorn moro 
intcrootlvo). ~ <!&>ID 00:22, z6July 2015 (lrfC) 

Display oddity 
In Firorox 39 (current production version) in Win?. the followh,g. wh.ichuses <<.W..,,>-:µ..1."':...:w .. iwi ki>, uwl~ iu Ll1ltlorJar,; 

.-----··-···-·····--------···----··-------- ----------·•-·······---·--·-·--··--------, )1 lo::, 

r..:·----------·-----···-·---·--·-·--· 
di,pklys with the flr,,t Im• u,dented by about half an em r,n .,.,., this h&dnh1sed to be the ca,e Andy Mnbbou (l'lponthewing); T•lk lo Andy: Andy'..,tl,,. c:?:57, 26 July 2015 (UTC) 

Confinned; same config. -Mandruss S 13:01, 26 July 2015 (UTC) 
Me too, also same config,-TZllO l!filR) f.!:11 , 26 July 2015 (UTC) 

Usage 

Don't nest <pte> in <code> What is the point? -- I (U>e r:bdoktor) I l l~I f 14.01,26Julyw15(lffC) 

Without <code>: 

r-
f: !.°': 

Without <.pro>. 

I foo I Mc 

So omitting <eodo> gjvo, the d .. ired di•plfly But l°""'• the semantic moaning Andy ~lttbbott (Pig.,onthewing); Tnlk to 1\11dy,Anrly'~ ,di~ 14·06, 26 ,July 2015 (UTC) 

i 
I 
J 

@Elgsonthewlng: Why Is the semantic meaning IOst? tho codo element h ://www.w3.or /TR/htmlS/text-lovcl•somonlfcs.hfml'#the•eode•element 
•represents a fragment of computer code"; whereas the • elo ont hllp;J/www .w3.~rg(fR/html5/gro4pir19-contont.html#t e•pre-el81!!fil!!.) "represents 
a block of preformatted text" such as ''fragments of compU1er co e . - edrose64 ~ 15:51, 26 July 20"15 (UTC) 

<pre> is block, <oorie> is inline. I keep explaining you cannot nest block inside in~ne elements (despite what HTML5 allows); MediaWiki (Read: HTML 
Tidy) does not allow that. Also, <pre> invokes <nowiki> by defeult. so no need to spocify that. unless you want to actually show the tag. 
-- II U••« Hd•>kt_~ 11 I Ha.I. k l1 15:52, 26 July 2015 (UTC) 

Problem on WikiProject Physics page 
M, There Is an odd problem on \Vfklr.«l!o:WlkiP1"'/'<l Phy,i.,.. Some n~ oolored yellow, red and green 0oai, over the content in the ·•eorrent 
stib.lt of physk9 aittoles" section. lam using Google Chrome 44 unde1 Wiodows8 with Veetor skin --Meno215 (talk) l5, 24, 2:6 July 2015 (UTC) 

The dspl,yed file Is flle:New _,p!)g, which was already inclucfad on the page butw11s r0<;enlly overwritten with an 
Imago of tho n;19 of Sfrlanl<~tan by ~.9!..!n![[Q. I've reverted the image. fil!m_ (!iill9 15:31, 26 July 2015 
(UTC) 

@SIBr4: Thank you for the quick help. ••Meno2~ <!!!!!9 15:39, 26July2015 (UTC) 

Move shown twice 

Sctccnshot of the problem 

Why is Mlehaol Haroy'• movo from llocorivlntod to Uncom,lated random variablas ohown twice in loo wove log?G<ofrreff:<000 (~ oi:27, 23July 2015 (UTC) 

"Just a glltch" is usually what comes back in a few months or years as "OMG, I wish we'd fD<ed that problem when we first noticed a symptom. 
AO the best: Rich Farmbrough, 00:27. 27 July 2015 (UTC) 

DIFF highlighting glitches ? 
Not 3\lre iftl'lle isa glitch or not My per90nel opinion is that this is R logic fltlwtnthediff engine 

GIJTCH DllSCRJPTION: 

Adding an lnlinG citation immedtately after an existing inllne cilation results in a flawed dill highlight as follows: 

ORIGINAJ..; 

• article toxt blah bla.h.<ret'>((clte ••l••"'AlPHA))<.lref> 

WITED: 

• article toxt blah blah<ret'>({clto ... 1rot-ALPHA))<lrof><ret'>((clte ... 1refaOMEOA))<lrof> 

INl'UITIVELY WHAT SHOULD BE HIGHLIGHTED: 
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• article text blah blah.<ref>{(cilc ... lref"ALPHA))</raf><nf>( ( oit• •.• I ref-oMEGI<) I </ref> 

R&AIJTY 01' WHAT IS HIGHLIGHTED: 

• article text blah blah <rel>((cib! .•. !rot-ALPHA) )</refXref>( (oite •.. I ref~))<lref> 

ALTERNATELY -This ii, also true if you in.,ert a new cit.ation in the middle of multiple exlstlngcit.atiom: 

• article text blah bl.ah.<r.i>({clte ... 1ret-ALPHA) )</refXref>( (oit• . .. I refooOMEGA})<lref><ref>((clte .-lmf<oOELTA))</ref> 

HOWEVER -The dilr highlighting i• correct if you !Nert th8 new citation BEFORE any •xi•ling citation(s) 

• articleteXI b'ah blah <rcf>I (cite • •• l ref~I l</ref><rcf>((clto ... 1ref-ALPHA))<lre1> 

Could !hi, be 110me iotue with glvlngp"'88 priorily to template~ (curly breee.,) moybe? •n.OO. 146.9 (,aj!f) 13:50, 23 July 2015 (lITC) 

Oiff isn't an exact sclen<:e, and in my experience Wlkipedla's implementation frequently highlights unintuitively. I wouldn't hold much hope that this can 
be resolved, except by grafting on some ugly hack, which probably would not bG well-received by the developers.-Andors Fodor (!!!!9 15:39, 23 July 
2015.(UTC) 
Registered users can enable~ at Specjal:Preferences#mw-prefsectlon.gadgots. wikEdDiff often gives a better diff when tho default dlff is 
poor. PrlmeHUntor (l!!l.!$) 16:48, 23 July 2015 (UTC) 

I believe that the difffeature starts at the right-hand end of the line and works towards the left. So when addlng a <ref> ••• </ref > after one that 
is already there, the dilf feature notices that each line ends with a </ ref> which is considered to match. Then as it works its way to the left, it will 
come across another </re f> on the later version which is considered not to match, so It gets the highlight. -Redrose64 (l!!l.!$) 08:37, 24 July 
2015 (UTC) 

I actually can't see what you moan In tho above example. A smarter diff would certainly recognise wnero delimiters package entities and match for 
example '<<bor>>" Instead of "bar>><<' ln the following, as,umlng that'<<bar »• had been inserted. 

loo <<bar>> <<baz>> 

All the best: Rich F~rmbrough, 00:33, V July 2015 (UTC) 

A tool for dimming references in diffs? 
Hi there, i,, •~ot1<1awareof 8J1)'lool (or possibly willing to makoone) thatwoukl dlm/removoreforenoes from view uponcoounand while looltingat aditr? 

In these edits (li11p,:/ion.wJldpodJD..oralw/niilex.php?tillo- llnlochi,tan:l>!>.C P•kl•1:An&type~revisio11&diff'-lm896oz&<oldldc67,U9UJ51) I'm interelted in seeing what the net chango lo 

!he proee wao in the big blue blotl, but with all the Jong reference,, It'• difficult to retld the pr-cm and - what changed I'm thinking of something like Wllcl!dDIJTthal, with• p,._.. of a 
button. would twn onylhing between <.ref></ref> tog, light gray or tomething, Naturally thle wrould have no off~t on the article. It would only affect what a user sees on their seNOn. 

Tbanb.CYl?hoidbomb (!!!!) 16:34, ~ July 2015 (UTC) 

Wo, thinking about related a-0ript (fool free lo move this to new section). When 90mebody moves• text lower for oome rows ond makes 110me othor changes in that text, in diff window you 
can't..., what really 1w been done In that text, because it onl,y shows you thllt whole paragraph or oo hlle been moved somewhoro else (specifically, some rows up or down) I Ulink r,u not 

the only one, who would Uke to know, what else hao been done"' that edit I could really live with the fact, !hat I can, ... indiff window, that text lw been moved,Justshow mo the real 

changes in the text.. Mission (~possible (suchsc:ript)? •• .-;.Jwu-H:,moz (t,l~~dli!) 10: 191 25 July 2015 (UTC) 

@!;dgar.s2007: wikEdDiff, linked above by Cyphoidbomb, is the solullon to that problom. -Mandruss Z 10:26, 25 July 2015 (UTC) 

Thanks I It looks llke we will be good friends with wikEdOlff :) --Edgars2007 ~conlrtbsl 10:45, 25 July 2015 (UTC) 

~ Is you friend. All Iha best: Rich Farmbpyg]1, 00:45, 27 J uly 2015 (UTC) 

Coordinate Templates and maps 
HI all, I mo,tly tran,late articles from other wilds Into English and remplatesare tho bane ot my life. I wa, wondering Ii anyone eoold exploln how I ,hould perform• particular t:ronslation 
The Germ.an vertion of th$ ccM•rd template can be made to produce 8 wep (see an example here: dc:P'dsr..,licC von P1:1•ftktan ) Could anyone suggest how I might get~ !t81D8 effect on 

llnglish wikipedia? Cheer,, f!!!!!!! (~ 15 40, 25 July 2(H5 (lITC) 

@~: I don't know of anything on en-wiki that has coding similar to that "Coordinate• template. but see W I ILoc•tlon m•p l I will suffice for your 
purposes. -Mandruss_ &. 15:05, 25 July 2015 (UTC) 
The template Is ae:\7orla

1
ge:Coordlnate which passes most of Its parameters through to either of two subtemplates: de:Vorlage:CoordlnateComplex or 

de:Vorlago:CoordlneteS melo. -Redro:icS4 (!!!!9 15:06, 25 July 2015 (UTC) 

The German code is ; I Coordinot• 
la ctic:le=/ IJ:,ap-xleft lmapt y~• relieC lna.me=F1rakti1)1H~38/16/18/U I SW• 35 / 3'7/50/El t ype•laodmark I ceg ion=Tll• 
Je 11. A similar map can be made by {{Locotlon map)} wtth some work. Here I used: 

r···· .. •· .. ·• .. -· .. ·-··••,•··----·-· .•· r ·--- -----·-----------.. 
t( J..OCltion twp I Turkey 

Location of F1raktm i n Turkey 

.& I tlo.at • lett 
I CUlU ,. y•:, 
I 1.,lJo\'l-ru:ekta.ft 
I caption .,. 1.<1eation ot F1r•lct1n :i n r(f'urt•yl ) 
I lat_de9 - )8 I lat_min • 16 I bt._HO • 11 I let_dit - ff 
I lon d eg .. )~ I l cn_min • )7 I lon_.,.c • $t I lon_dit • E 
ll 

Some infoboxes like {{lnfobox settlement)} can also be coded to Include a map. PrimeHunter (l!!l.!$) 12:42, 26 July 2015 (UTC) 

'Abd al-'Aziz al-Wafa'i 
Should the title of'Abd al·'Aziul•WruA'istart with ',orshoul<l itbe "Abd aJ.'Azi'1. al-Wafo'i" insuad?-~~~~ 15:02, 25July2015(11fC) 

I think that the initial apostrophe is OK. We do have 's-l➔ertogenbosch after all. --RedroseG4 (!!1!'9 15:09, 25 July 2015 (UTC) 
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I went through 's-Hertogenbosch on my way to Liege many yoars ago, but the name has nothing in common with Arabic names. I will take your 
advi<:e on that name.--OThomsen8 (!3Jl9 22:32, 26 July 2015 (UTC) 

The apostrophe Is the transliteration of !l!!· Please seo WP;MOSAR. Alakzl ~ 00:55. 27 July 2015 (UTC) 

Nonexistent existing userpage 
1,lsei-:Greon IJfi\111. doesn't <Xist I 1;et the Uttle "Vl,w or...,.,. i do[,10d cdjt1'1' link at the top, just as I do with a previously deleted peg• that doc,n·t cutrontly e><llt, end the 1:4bt ot ~ say 

"Create this _ .. and "undelotB 4 editJ" ln.<tead of"edit this ))68$" and "histn,y". All ve,y nice, except for the ol>vious f&<t that tho page exist.! All the links go directly to CommoN, and it's 

idenlica.J to Qn11rno1Ui:U1l!rGr11~J19 .!!fil, Has some ,oftware weirdness happened, or am I just unaware of a new feature/bug tt.tt trawc1ud83 your Commons U8erpage if your en: wp 
U801))8ge do09n't exillt? Nyttand (~) IS:35, 26 July 0015 (lITC) 

See the note at the bottom of the page: "What you see on this page was copied from //meta.wlldmedla.org/WlkVUser:Green_Glant." It Is a global user 
~.- Anders Foder~ 15:38, 26 July 2015 (UTC) 

Hehe, aye It is the global user page; if you don~ ha\/8 11 user page on any particular wlki, it will show whatever is on your Meta user page, but 
your user talk pages are not affected. When It became operational, I requested deletion of several of my user pages on other wikis because I 
want to migrate from being a Wikipedian IO being a Wlklmedian. The ENIM' and Commons user pages were more complex so l didn't get round 
to ·g~ tlltl!II <leleted until ye&lerday. I btfleve ltl&1e wilt do be glooal notifications and waten-U61s 11'1 ll!~Hlnure: Gt!m,Yli,lllt {!!!!!C) 19:47, 26 
July 2015 (UTC) 

Wikipedia File Upload Wizard (Fair use files) 
I would hke to ask two questions about the Wiw<I, speci.flceilythe mo-free flies form. and more specl(,cally; Step 3 , "This is a cop;righted, non-frr,e work, but f belHWe Ii., Fair IJ.,e. • > 
''This is an /ristoric portroll qf a person no long,,,- a/Ille• 

• A) Why am I able to ocnfirm that · 111e imag,, win be shown es• pr/m&ry meaM ofviouot id&ntuicor»n at the top of //i,, "1/c/e dedic8led to /he P"f$0fl fn question" by •imply ticking a 
box. but I have to ,.,,no a IWC1 'explaining'· that·• tee anunotlw to lhls fmagocam,ot be fow,d'. ·our use of th<> file wm not h8tm any oommerc&I opportun,1ias of its owner' and "Iha 
use olthb f/lo w/U b<> mirl'""' ? T~e third one. especially, could bo ve,y -»yrep!ooed by 1> bQX•kl•t1ck. 

• B) 'Mly i• lhe Wizard sequence Free alternatlv•Commorclal opportun~les-Minlmal use v.hilo the Non.free rallonale template 5equence is free altem atlve-Minlmal 
uso-Com merclal opportunities? 

Thank you in advance. 

•·1'ho 1'n•l1Lwunllst (~ 17-12 , 26 July 2015 (UTC) 

I suppose you can always write",/' in the toxt box. But I think our fair uso policy could do wilh a slightly more lberal overhaul. All tho best: 
Rich~fJ!J., 12:46, 27 July2015 (UTC). 

I always add the same text. II looks, however, like an attempt to train editors to write creatively, which would be laughable 
Could a template editor fiK what I addrea, al my question B)? It is most likely a mlstake.-The Tradltfonallst (~ 13:52, 27 July 2015 (UTC) 

Search page meddling 
R.cently the Wiki scaroh Jl6$0 has been spoilt. by adding a migr<lillo headache ln tbe search box and a prom~ou., drop down menu. I've tlied to stop it by altering the setting, In 
PreferertOe11 to no avail, can 81\YOM help please.K~il l,,i6,J (~ 1 L ,;8, 27 July 2015 (lITC) 

Which skin are you using? (II seems relatively unchanged to me, though I see from comments above it has some regex ability.) All the oost: 
Rich Fatmbrough, 12:43, 27 July 2015 (UTC) 

Youce.nUM 

Monobook ~Q,tte!:/ten.wlkl edla.orgfwlkl/S~clal:Prerere11ces#mw-prefsoctlon-runderirl9))Keith--264 (!!!!!) 13:02, 27 July 2015 (UTC) 

Oh you mean the search box? Yes that dropdown that hides the search key Is sometimes Irritating, bUt also sometimes useful. The 
Migraine • maybe someone can offer some css to turn that off? All the best: Rich FB!mbto!J!].IJ, 13:29. 27 July 2015 (UTC). 

The post is about the big search box at Special:Search and not tho smaller box on all pages. In Firefox. each time I typo a character 
in the big box I briefly soe annoying mckortng Ulteil grey lines In the whole box. The droJ>-clown with search suggestions is ~ger and 
more attention seeking than for the small box, and it covers "Multimedia Everything Advanced' so I have to click somewhere else on 
the page before. I can use those options. "Disable the suggestions dropdown-lists of tho search fields" at Speclal:Preferences#mw
prefsection-gadgets works on the small boK but not the big. PrimeHunler <!!!!!!) 13:34, 27 July 2015 (UTC) 

It's not the little one at the side of the article page (thaf s annoying enough) but tho big one on the pago that the ;march goes to if there isn~ an 
obvious wikfpagc. The drop down is never u:;eful and the pattern in the box comos from the imagination of a !"£$%•&.'Q. Don't tho people who 
do these things ever ask flfSI?~ ~ 13:38, 27 July 2015 (UTC) 

r-· •• ----- ------------·--·---
!h iuce1b Tu;C ,iXJ'"U.i .. pcmdi n911,.--n:-p•nd.int a.npwt. ( I, b• Ok9'"01.1nd-t-~: non., 

------ --- --·------····-------- ····--- · .... ------------------------------,--' 
.to hide th..,orollingstrtpeo of doom,and 

_______ ,, _________ , ___ _ 
, .l:D hide the glomoroos dropdown Alalui (Wk) 14.01, 27 July <2c>15 (UTC) 

Thanks but whero do I put them .... Kelth-264 (talk) 14:09, 27 July 2015 (UTC) 

your CSS. PrimeHuntor <!!!!!9 14:15, 27 July 2015 (UTC) 
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Thanks, I didn't know I had one. it seems to be working.~~) 14:19, 27 July 2015 (UTC) 

Is lllelt! any way 10 dioablo lhts featuro attogother? Fer eg; if I intend to •oarch in Speciol:,Searoh for Lo<em, l Ill& In Lor«ll /psum by default <Mien I P'""" the Etiler key to searc:11 I'd 
huvo to Jlfe5S the Tab key and lhen tl1e Enter koY every IJrrie to get the de&1ted.seaIon qu<lf'I whlc:11 is reollycumoersome. NO•M (!;!!]914:20, 27 July2015 (UTC) 

I don't suppose Wll<i will force anyone who changes It to add a "change it back" button to every change? That would be useful.~~) 14:25, 
27 July 2015 (UTC) 

• <i) FIKed !:!,.D_!I_W: -~ <!!!!!) 01:35, 28 July 2015 (UTC) 

Tool for fixing malformed wikilinks 
Is there a tool that can quickl,y convert multiple instancos o( [httpt:/ /en.wikipedia.org/wlli/Artiole_title Article lido) to proper wiltilinkl? <Atkins spin here ee I got no joy al the HD) 

Lw..11.1rJ!?~!.se!§zl (!!!!!) 13-33, 27 July 2015 (UTC) 

I guess~ could do tt, but I just resort to doing it manually- it's a pet peeve of mine too (among many).-ukexpat (!!!!9 13:56, 27 July 2015 
(lfl'C) 

it sounds ike user:js/urklocoder does what you want. You could also use the find and replace tool on the right side of the Advanced menu of the 
edit toolba(: paste \ I t(?:hups? : ) ?\/\/oo\ .wiHp<<li n\ . or9\/wLki\/ . +?l (. t7l\ 1 ioto the search box and I 1s ub!l t:u2wll • ~ll 2=S2J J into the 
replace box; and ch<lok "Troatsearch string as a regular expression·, and click "Replace air', This replaces all external Wlkipadla links with 
{{~!urltowiki}), which c01111orts them on paga save. l~huesatlum/ 14:22, 27 July 2015 {UTC) 

Thanks, I've installed and tested urldecoder - like irs •one click and irs done" operation. Rpgor (Oodgor67) (l!!.!9 18:34, 27 July 2015 
(UTC) 

At 0<1e limo ~ wos poosible to use ~.e...ociol:LinkSoorch and ontor •u. •r.1.l;i.pod h.a,9 - lhat faclfily was romoved last year. LinkSaarch 
has recently been altered again, so that It assumes http~/ unless you explicitly specify https:1/ which means that when hunting down 
spam links, you now need to do twice as many searches as you use<! to. -Redros!\11 (!!!!!9 16:54, 27 July 2015 (UTC) 

Tech News: 2015-31 
Lw,et ~ from the Wilt!medla technical commw,ity. Pl .... teU other w,ers about the .. change,, Not all cl18Dgeo will affect you. 'J'r•nalul.ioi,s &A>available. 

Re.cent dtangett 

You can n<m use redirects to ink to JavaScript pages. [34J Qltpi<llp~•.brlcator:,,klmla.01gITT32!).?). 
You cannot use the compMI userba< any more. (35] {httpo://phabncatatW11<Jmecl1a.org/f10q009J 

• You can otual\gc your options-to see bigger rmages [M) (h~ps.•//phatsriC'atorWkirnectla,0tg/T6SMO) 

• You can watch shcrt videos aboot how lo use VISUaEditor. ·lfil1ll\\P.S'.//www.mcdl~k•Vlsy3fEdftgC{Gjfs) 
• You can now edit pages finked in 'what link. here'.' more noiy. (38j (httpsJ/phabrlcalor.wl~modia.lX!jfr9726!! 

Probhm1s 

• There was a problem 'MIil eome Lua modulo• on July 22 and 23 Some pages using them did not llot them in 'Wiat nnlts here'\ You can foe those pagfi will a nul edit edit and save 
the page v.ffliout making any cllango. 
There was a problemwth the ebuse mter page on big wikis on July 23. tt was <lJe to a code error. J391 (httpsdlphabncator.w,1dmedia.O<g[[1067G8} 

Ou.use• thta week 

• The newyerslon of Media\~J<i will be on test wikiund Media\Mkl org from July 28. It v.lD be on noo-Wlkipedia wilds from July 211 tt \All be on all WJ<ipedias trom July 30 (calenclaO. 

• JavaScript auth0<s. You cannot use wqNoticeUserData to get edit oounts anymo,e. [10] (http;:llphabrii:alor.w,klmedia.orltf'~§~ 

Meettnp 

, You can join lhe nO'Xt maelfng with th• v ... ,alEditorte:irn. DU<ll!Q tho meetir,g, YOJ can te~ deveropers whloh bugs are the most imporlsrtl The meeting ,-,11 be on July 23at 19:00 
l™1!!!.~.!Mi!DPdaty,comlworl!!9loeJ(l'f1X,-citlma,11tml?hour-18&mln=.00-o=O&dny~2§S,mootb•07&yea<"2015l, Seo~. 

Tech .tts.W! prepar«J. bu ttx.dJ wr,Ywgcf.ers and posted by 22t. • Cent,1'1)ufo • 7.~.lntu • ~!di! • ~!E!!~ • &.li§~wh!d! 

Single characters 
Why do the history page• for pag,., with only a single character ln thom show as "index" in the brow .. , hiotory? C<ofCNi,!)'0000 (~ 17:03, 27 July 2015 (UTC) 

That would be an odd browser feature. Which ur1 did you visit, what Is the browser, exactly what does It say In the browser history, and whet does tt 
say for a page with more characters like Example? PrlmeHyntor (!!!!!9 17:13, 27 July 2015 (UTC) 

history revision statistics (alternate tool) 
hi, Ive poeted on lhi• topic hore bcforo lVl~P<>slia. Vllln,m ,,11111p (tocl1nical)/m,,hJvl) .,3!111 ,·oyloron binwy sblllstios ''link" on tlli.t matt»r (as well .. tho meioo,Jr,eo, talk) however, (slnoo 
it eeeDU1 we are gottlng nowllore) afb>r a month or more of the tool being down/notworl<11t!} .. id Uke to know ifthsre iB an altemete tool (for N!llision h£stO'I/ <tatlsctcs) tho.t give, the eame 
information?,.t:hank you--0:nroroaou (!:!!!lv 16:23, 14 July 0015(UTC) 

Yes, there is, but it only works on the German Wikipedia for the time being. I'm working on making ttwork for the eng0sh wiklpeola, and should have it 
up and running soon. I wm post a link onco I have it running. ~"m(,-.;;;, 14:17. 18 July 2015 (UTC) 

thank you--Ozzle 1 O,iaaa ~ 23:38, 20 July 2015 (UTC) 

e676. WikiHistory is a poor and rudimentary replacement for the history revision statistli::s page. As a stopgap tt is fine, better to have 
something than nothinQ, but wor1< shOuld continue to got tho original tool up-and.running again. The process and communication regarding 
the status of this tool is subpar.--Wo.!Jlg_ Ql!!!9 11 :26, 2.2 July 2015 (UTC) 
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@Wolbo: You are free to conUnue work on getting the original tool up-and-running again - you can find the source code hara 
~~":7lgithub.com/x-Tools/xtoo~. Other editors have been collaborating to that end at Witedla tal~:XTools. In th& meaiifme, 
C678 mey dispense his time the way he find most beneficial. If you need anything beyond t t you should Instead direct your 
comments lo the m:Community Teoh team.--Anders Feder (!!!!9 12:25, 22 July2015 (UTC) 
I'm sorry Wolbo, but there Is only so much I can do. For now this wiU have to do uni~ we can get the code rewrltten.------lf~ 
14:23, 23 July 2015 (UTC) 

n::;_r-~j I ,ow tho new link at Ebo(!) vttll!l cpidcm,o 10 W<St;. ,Atnca very imp.....,1'-.. con11rats ... (BTW will the indMduala 'by10$" bo shown "" befora?) thank you 6gllir1•• 

p,-,foll>MM (tall<) 13'47, 23 Juty 2015 (1Jl'C) 

This Is a different tool that we borrowed for now. We are stOI working on bringing the original code back up. 'filt,,,",i5 14:23. 23 July 2015 (UTC) 

Here is a sample link to get to the subs11tute tool for articlelnfo: it's called Wilcihislory. I found that you have to capitalize the first letter of the 
article name, and subsIilute underscores ·_· tor blanks. http://tools.wmllabs.org/xtools/WlklhlstoryJwh.php?page tltle=Soflware agen~ Thank you 
for your work. Cyberpowor676. -Anchota Wis .J!!lk I c<>ntribs) 1·5:24, 26 July 2015 (UTC) 

Good to read that work is proceeding lo bring the 'history revision statistics' back to live (that wasn't entirely clear from the communications 
I read on the subject). Opinions may differ but In my view both the information ii contained as well as the way the Information was 
displayed was excellent so hopefully the attempts to get it going again will be successfull.-Wolbo (!!!!9 22:32, 28 July 2015 (UTC) 

Private drafts? 
Whore 8J8 we at with private drafts? Tonight I found mysolf in need of ,u,h a thing (long unflnlahed raplY to a contentious oonv•'"8tion, didn't want to saYG it in UllGnp<>ee, ended up 

11aving lt in a1, ofllino text Gdjtor). I found Lltla diffitllll)j9Jl (hUtita:Jlou \Vtk1pocliu.onzjwiki/Wiklputl i.11.Villngo pumu l:'.J:!!8prop61ml1% 

39/Aruluvo 91u Nlowi11g u,a,,. to koop p1'lvlllo drnftl of Uwir ,vo,k) from a few~.,. ago, which pointed to till• bug (ltlp1r.//ph.tbri\.•tnr.wtklnu1dio.orgfl'39992), which looka llko 
it got mired in• buooh of what-if navel 8"'iog, Did this ever got enabled, and if l!O, how do I use it'/ Regards,.' l«ANt1t§~1:ill:..&!.!.1 (!!!!)04:23, 21 July 2015 (lJl'C) 

I actually agree that such a thing would be useful, and really a standard part of any modern wel>based authoring interface. But, at the same time, the 
coneems raised in the bug are legltimate. The lack of eyeballs on anything "private" means It Is easy for malicious users to abuse.-Angcrs Feder 
(!!!!9 09:53, 21 July 2015 (UTC) 

How would we keep people from using this namespaee to store all kinds of non-encyclopedic crap? - SMeCandllsh 10 lli I. ►"4,,.,•~ 16:06, 
22 July 2015 (UTC) 

Indeed. I think a cliont-based solution. as suggested in the bug, would be better than nothing, though.-Anders Feder(!!!!!!) 16:06, 22 July 
2015 (UTC) 

If I have a page that absolulely nobody else can see (and therefore there are no "eyeballs" on it), then how exactly would I go about 
using ii for abuse? I'm trying to understand what "abuse" means when absolutely nobody except me can sea the contonls of the 
page. Whatamldolng (!!!!9 16:11, 22 July 2015 (UTC) 

Nobody could see It without a password. People wishing to abuse the system could share passwords. AndylnoGrump (l!!!S) 
16:17, 22 July 2015 (UTC) 

Sharing the password to my whole account? I don't think that's a realistic ,cenario. For that metier. there are already 
opportunities for doing that, at teest for short messages. It I wanted to leave you a secret message in my account, I could 
type It into the sig field in prefs, and then give you the password. But I really can't imagine anyone wanting to go to that 
much trouble, when free private web boards are so oasy to gel. Or I could get a free e-mail account from any ono of 
thousands of providers, and do the same thing by saving a draft of an e-mail message. This does not sound like a 
signJficanl problem. Whatamldoing (~ 18:38, 22 July 2015 (UTC) 

Just to be clear: If you •can't Imagine" any problems, is anything here preventing you from forwarding the request?-
Anders Feder (!!!!9 16:59, 22 July 2015 (UTC) 

It depends on the exact implementation, but just consider resource consumption: some sad pubescent kid could probably find 
great pleasure In making a program that automatically created 700 y~}to worth of drafts featuring ASCII art lok:ats, Just for 
the sake of crashing Wikimedia servers.- Anders Feder~ 16:16, y 2015 (UTC) - -----

1 suspect that $wgMaxArticleSiZe would prevent that Wht1tamldoln9 ~ 18:38, 22 July 2015 (UTC) 

Really? Oo you also have a constant to limit the number of drafts created by each user accounts? And once you 
have, do you also have a constant lo ijmil the number of user accounts created by each physical person? If so, how 
do you plan on enforcing it?--Anciers Feder <!!!!!5) 18:49, 22 July 2015 (UTC) 

This particular possible issue aside, wouldn't this Just make loads of work for the WMF, who would be the only 
ones able to patrol these pages for issues related to problematic content on their servers? Sam Walton <!!!!I) 
19:02, 22 July 2015 (UTC) 

Yes. Unless Whatamldoir,g has some magic solut!on I am as of yet oblivious to.-Andeis Foder~ 
19:10, 22 July 2015 (UTC) 

The proposal is for a single draft (per account), not for an Infinite number. There is already e 
system in place that limits the size of a page. There is already a syslem in place that limits the 
number of accounts you can create (per computernP address during a given time period). Your 
scenario i:1 definitely Implausible. 
If nobody can see It except tho one IOgged-in user, then why would the page need to be patrolled 
in the first place? This feels like ''we have to make a note about what color the invisible unicorn is. 
because we check the color of every animal that can bo seen in publicr' Well, yes: we do try to 
check the content of every page that is visible to the public. But this one would not be visible to the 
public, so why should the visible-to-the.public rules need to be applied to an !nvisible-to-the-public 
pago? Whalamldoing (!!!.!!9 16:51. 23 July 2015 (UTC) 

https://en.wikipedia.org/wiki/Wikipedia:Village__pump_(technical)/Archive_ l38 2/14/2018 
WIKI0006927 

JA3856

USCA4 Appeal: 20-1191      Doc: 18-6            Filed: 07/01/2020      Pg: 462 of 484Total Pages:(3928 of 4208)



Case 1:15-cv-00662-TSE   Document 178-9   Filed 02/15/19   Page 58 of 69
Wikipedia:Village pump (technical)/Archive 138 - Wikipedia Page 57 of67 

wn.e proposal is for a singled1nn (per arc:ountr. Lies. There is no such proposal. And if all 
concerns raised about the suggestion are 'defnitoly implausible" anway, what are you 
wailing for? 1/V'rrt don't you go ahead and prod tho ongineoring team to implement l Instead 
of arguing with people here who have no power over the Installation anyway?-Anders Feder 
<!!J!!.) 19:38. 23 July 2015 (UTC) 

Lei me presoot a more focused scenario. Let's say ttiat I'm drafting some sensitive non,artlcle toxt; like a response to an RfA or Arbcom thing with lots 
of diffs. I'm 11, the middle of doing so and I need to sh)p away for a few hours. I'm not done w1th my text but I want lo save It because I'm ptttlng a IOI 
of effort Into collecting and formatting all of those dlffs and the power mfght go off or my browser might crash or whatever. And I don't want to save It 
In my sandbox because It's not cool to Just post sllJff concerning other users unless I'm sure.it's ready for 0Ihers to see. Today I have to copy Iha.I text 
to an offline tax.I editor and copy it back later. Whqt I'd like Is Just a button that says "save draft' and when I come back to the article, I can "resume 
draft". That's It. No namespaces, no unlimited storage of pictures of my board gamo collectlon. 
Given that this has b.oen a fea!\Jre of practicell_y all r,eb-l;)ased contont :;y:;tem$ S;lnce forever (webmoll, blog software. etc.) tho ob)octlone presontod 
so far are surprising. For examplo. I'm pretty sure a scrlptklddle wouldn't need the dra~ extension !urned on If they wanted to OoS the system. In fact . 
this scenario happens rarely enough for 111e that I would bo satisfied with being limited to a single draft with a fi~ed size llmlt if that addrosses some or 
tho concerns. Or a client-side solution, a~ was propcood. Regards, ORANCE SUED!; SOFA (!!ll9 17:25, 22 July 2015 (UTC) 

There isn't anything •surprising". Wikipedia isn't ·au web-based content systems". It's a specific system working under its own constraints. and 
there is no two ways about having to address those constraints If you want to deploy this or any other new feature.-Anders Feder ~ 17:59, 
22 July 2015 (UTC) 

What constraints do you have in mind? So far I've heard "nobody has creat&d that yer and "people might violate the terms of use by 
posling their account passwords on the web". Neither of the:ie seem ospeclally relevant to the question of whether it might be useful 
enough, for legitimate purposes. to be worth requesting. Whatamldoing <!!!!!9 18:38, 22 July 2015 (UTC) 

Who havo questioned whether ii "might be useful enough"? Do you also see the exact words 'I actually agree thst such a thing 
wouM be useful" above or are they something I am imaglning?-Anders Feeler <!!!!!!) 18:44, 22 July 2015 (UTC) 

@Orange Suede Sofa: you montlon "dmftin9 soma sonsitlvo n~n..:irticle text; like a response to an .. Arbcom thing with lots of diffs" • there was 
a recent arbcom c,ise where the accused was doing precisely that. It didn't go down at all well. You may notice that they haven't posted to this 
page for over a month now. --Redrose64 (!!!!!9 19:30, 22 July 2015 (UTC) 

Redrose, this is confusing. The editor can't have been accused or "doing precisely that', because "precisely that" fs technologically 
Impossible al this point in time. Was the editor accused of drafting a reply in public, I.e., precisely the thing Ora.nge Suodo Sofa W!lnls to 
avoid? Or of drafting the reply offline (which nobody has any business caring about)? Whatamldoing ~) 18:51 . 23 July 2015 (UTC) 

By "doing precicety thar I moan that they wern drafting their replies· in userspace; that user subpage was qute ~ngthy. and 
contained a number of allegations against another Wikipedlan which wer.e sufficiently lbellous for them to be removed and rovdelled 
very quickly, and not tong after were oversighted. --Redrose64 (!!!!9 08:06, 24 July 2015 (UTC) 

This sounds like an argument in favor of having a private space tor such efforts. Private notes, unseen by anyone else are 
never libel. (Libel requires publication.) With luck, the editor would have kept editing until the contents were legal; 11 not, then It 
would be no worse than what happened. WhatamldoinQ ~ 00:10, 29 July 2015 (UTC) 

I would oppoo, having paga, lhat only one editor oould 880. AJ; tho ve,y lea.,t, th.re ohould be no ,paces in the project that""" not be teen by sdmins (who e&n 8"&, for ex.ample, doletod 
page content and redocrod =isioru). Azff oditor who want> to droftthing, in a privatupece c:an already do it offwiki. ~ I 19: 44, ,22 July 2015 (IJJ'C) 

Thore Is a type of draft tt.>t is soml-private. It is a dratt In us1,r space. Anyone can see It, blll is unll<ely to s98 ~ unless !hoy either search for It or are 
directed to it. For composing something off-line that is completely private, why not just use a word processor or text editor? Robert McClanon ~ 
20:01, 22 July 2015 (UTC) 

"Anybody In the entire world can read this' Is what we call "not at all private•. Se~rlly lhrough obscur!l'i'. is no security at all. 
~, I'd be inttlfested in knowl119 why it's a problem to have a pagothutonlythe logged,ln odltor0on see.~~!!!~'!$.(~) 18:51, 23 
JUIY .:v 15 (UTC) 

Firet, I consider It a\:')_/~ problem. The policy says that Wikipedia is not a web hosUng S'arvfco:which is what an option fike thi, could 
easily become. Unsavory characters could even use such a capacity as a space to communicate criminal plans.~ I 19:03, 23 July 
2015 (UTC) 

Definition from the article: "A web hosting service is a type of Internet hosting service that allows individuals and organizations to 
make their webste accessible via the World Wide Web." That pretty much rules 0111 a page that nobody else can .see. Also, I'm not 
swe how one "communicates• anything, criminal or otherwise. when nobody else can see ii. I asked why it's a problem to have a 
page that only the logged-in editor can see. You have replied with a concorn that~ could be bad if other people could see it. I agree. 
but that's not an answer to my question. What Is the inherent problem in having a small page of text that only one pe=n can look 
at? Whatamldolng ~!!!9 19:17. 23 July 2015 (UTC) 

First, It's not wfthin Wlkipedio's mission, so not worth the time doing the programming needed to create it. Second, people 
wanting to use this for Illicit communication would only need to share the password with each other. Third, "a small page of 
text"? How small? How do we know how small it Is. if it can't be looked at? Will the page history be publicly viewable? bd:1412 
!22:21,23July2015(UTC) --

Because there's already a limit on page sizes. It's Immediately enforced by software, so no human needs to look at any 
page to know that it's being done. Whatamldclng (!fil!9 00:10. 29 July 2015 (UTC) 

• Copying and pasting only tal<es a few extra seconds if your laVO<te text e<Hor ls docenl Ir you really can't afford wailing those seconds. then why not use a )1;!!!abln? Esguivaf/encO ! 
00:09, 23 July 2015 (UTC) 

• Among qher problems· You ml~hl notbo ol y<NJr usual compuler. or you might bo planning to finish it elsewhere {e.g,. you start at work and you finish al home). Saving 011 your 
compulor dM•n\ so woil lM>rk If I"'"' .. ecess is via an Internet C8te or·a borrc.ved computer. Pastebins aren't ner.essarilv pr/vete.1~1 J (http~/fjswbtn (!Ol)l/trgrufil Copying and 
pu1inQ on mob11e and tabletde,,ices ill often difficult Text edllOlll rove a tendency lo q eate ourly quotes, whi<lh mean lhat wt-en you w.int;ed 18/ics, you end up with ··a rress" 
lnotco<i. Md tl,lll'o)vstolf th• topol ~ ho•dl other pc,op;, could p, .. um•bly odd lo thi• lill\ Whot,.rrldoing (I!!!!) 18:51, 23 J uly-2015 (\ITC) 

• lsn't lhowiki markup source code open source? As far as I know, anyone can d0\'\1110ad ~ andcreale the~ own wlki public or private. If )'OU really want adroit space wilh wiki 
markup, thal's an cptlon. ~ ! 2224, 23 July 2015 (UTC) 

Word proce""'5 have a tendency to aeate cu~y q uo1es. T eJrt edilors normally do what they're told -·Redra...tl4 (l!ill 12:.44, 24 July 2016 (UTC) 
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It looks like my original quealion has been enswered I eppreciote the ruponses ~l.illl!>.Ll!i>~ (!!!k) 00:18, 23 ,July 2015 (UTC) 

To be honest, they didn't answer your question. They raised some valid concerns. Given, for example, that we had one draft page, limited to, say 64k 
or 128k, and viewable by admins most of those concerns would vanish. All the best Rich F11r_mb101!flt!, 00:18, 27 July 2015 (UTC) 

Info box image/text justification problem 
I don't know when it •xaetly happened, I can't fmd tho <Ode where it happened. So did aome c.» or modulo get\lpdaa,d, because over the pest month.,.. ,o I've con,tontly ran in to text and 

Image Jusbfic-nproblema. What t-i to be cente, justified i• now leftjuotU\cd Here's founxamp~•• (li11p:/ /•t31,.pho1obudol.oom/uJ•1JBRavbt1l.ffi~~!IC!~~ I could 
find I know I hed to l1dd liOHIO C(IOO (h111lJl://en.w1kipod14.9rg/w/ lndox.11lgf/litfo~'J'emplnldniobox 4 Wlmtlins, ovonr&dif(-66q!tou.tso&oldld-66:1os6ci65) to one template to (IX it on 
tl>lt Jl8l'tklGAT on~; Old ,oa,eo,1e b-lt•Oll>ctliil\&? T....CIUYJPI 1-o6:o6, 25July2015 (UTC) 

@CR90:, that album is private. - TheOJ ~ • contribs) 07:25, 25 July 2015 (UTC) 

@Tl\eDJ: Sorry about that, ifs fiXed now. Tn,1110S:nsball·lteo:tllt.07:54. 25 July 2015 (UTC) 

•@T~ueC~£ysball: It is stUI private :) -Ed~ars~9.Q1 ~£9)1~ 09:07, 25 July 2015 (UTC) 
lnlotiox a nment was changed in ~s: /en.wl@poclla.org/W/index.php? 
tltleaModlaWlkl:Cqmmon.css&dlff=668317639&oldid•668315752), discus:,od at ModiaWiki talk:Common.css#Aljgnmentot lntobox labels. 
PlimaHunler (@ls> 10:28, 25 July 2015 CUTC} 

@Truap Ra)!sball: It's pr1val:a for me too. II also takes ages to '1eove• that pago to como back horo. I suspect a high level of 
javascript andacfvertislng. If what you've posted there are scraenshots, ifs batter lo WP:WPSHOT than use an external S8111ica. 
-•Redrose64 (!:!!!!) 14:58, 25 July 2015 (UTC) 

@E<!Qars2007 and @Redrose64: I tried redoing the privacy settings again. I used an external service because my screanshot has non.free logos in 
lhem to illllslTato tho po·lnl and I can't upload lhat to CommonG. Should be fpcod now. If ii comooto ii, I'll link ooch Individually. @Prlmol-lunler: So IE9 
wasnt lntorprotlng coda correctly so lets br1tak the tables for everyone who updates their browser. Makes perfect sonso. 'T~I ~ 
19:40, 25July 2015 (UTC) 

By the way, I just finished update the template code for those infoboxes to flx their alignment. There are others, I'm sure, still affected by this. 
Wooldn't It have bean e11.1ler to to jwt add te•t- ali9 n: inhecic : lo MedlaWlki:Common,css rather than moving that code like what happened? 
'T~ I ..,_.20:30, 25 July 2015 (UTC) 

I did finally get through to that photobuckat page - which took ovor a minute to load because tho advertising included a video (of a potte(s 
wheel, !or soma reason) which soaked up all the CPU cycles and caused the mouse and keyboard to stop responding • and then It took e 
further three mins lo get out again end get to lhb edit screen, most of which was Windows cleaning up Its cache, swapfile ate. to make 
space for Wikiped!a's javascript to load again. If the logos are not relevant to the prob/am (they probably a ran,. as ifs about text 
alignment) crop them off or paint them out. --Redroso64 ~ 21 :06, 25 July 2015 (UTC) 

One compound word: AdBlock. T~ t!!!lr._.,. 23:05, 25 July 2015 (UTC) 

For me ()(P and latest Firefox) AdBlock Isn't working. But OK, I understand that ifs offtopic, so hero ifs just a note, that 
AdBlock doosn, work for everybody. If you have some suggestions (except upgrading the system :) ), then you're welcome to 
my talkpage. -Ef!9.ars2007 ~n1riiJi;) 09:18, 28 July 2015 (UTC) 

Issues over the past few days 
• Session date seems to be lost almost #S'/ery edt. 

• Saving often displays the l)le-odited ven;ion ol the l)all8. This was almost unheard of pravlovsly 
All the bett Rtch /lmmhrt>uqJ,, 21:03, 27July'2015(UTC) 

• In rega,d:s to tho Saving, rm finding it 100% cf tho time the last fewd-ays. I have to do a "'retre:ah'' after saving to see the changes 
• Loss or session data happens oporadrcally with me, but not all tile time. 

-Maile Q!!ll() 21;10, 27 July 2015 (UTC) 
ij'Fffihfarmbrough: Wikipedja:Vlllage pump (technlcal)/Arch;.,e 137#"Loss of session data'' error on Savo paoo and Wlklpedia:Vlll~ge pump 
(t~i:h!JiCa /Archive 137#Post notsh9win.9. up Immediately respectively, Other lhreads exist. Whan are you next In Oxford?--Redrose64 ~19 
2 ;53, 2 u y 2015 (UTC) 

With a ittla luck and a following wind, August All tho host: Rich FMmbrough, 23:01, 27 July 2010 (UTC). 

Session data lost: phab:TI 02199. -AKlappor {WMF) ~ 08:50, 28 July 2015 (UTC) 

edit count language 
When I go to my 1.18Gr contribution, and I .. loot Edit Coont I ace that that my odiu, are broken down ecoo1ding to lype of """'""P""' (Talk. U,er space, ocL) The wp "'1•&<><Y, which 

ahould be melnspBCe, or Artie! ... or something like that, displays th..,. foreign (porhttps Korean) symbols: il'J @Ai. What's wrong?•· Naytt (talk)20:20, 28July 2015 (lJl'C) 

Ifs a known bug in XTools (or some external service It relies upon). See Wiklpedla tilk:x:Tools#Label fo.r article namespaco In edit counter ls in 
Koraan,- Anders F~do~ (b!I~ 20:28, 28 July 2015 (UTC) 
Me too. Htriia J. 1@1<)20:29, 28 July 2015 (UTC) 
User 1alk; us mmai7Archive 161anomoty > tools. wmflabs.o rg and https:llglthub.com/x-Toolsll(tools/lssuoS/60 ~ (!!!!!.) 20:33, 28 July 2015 
(UTCJ 

Moving over talk page 
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Apo~•• if thi• h8, be&n cove1-ed before, but I couldn't find anything in the srchiw,o, Currently when you move e pege(a, an ad min) if the tar~ looation Jvi, & non•negllgibl• hlatory (i e 

anything more than a single edit redirecting to the poge you're mo-.ing) you get• really helpful screen dial toll., you tho target has history, givce a link tD that history Md thon ~v•• you a 
tick box to delete, th•tpsge so )'OU con proc,ed with the move if you wari:. The problem iothato~en tho t&lk p&ge will also have• non-oogllgible history, but you don't get a prompt or any 
real warning for this, Once tho move !JI completed there ia a line at the bottom of the page thot tells you whether moving the t&lk page (end any arehivoo) W8B ouoo..,.ful or not, but il't very 

eaoy to miss. So my quest:iOn is. would it be feuble to oomebow have the move feature detect when, if the "move w:eompenying tolk page" box is ticked, the talk page that ,.s being ll)()vad 

to ha, a non-negligible hlotory and give you a lick box option to delete it all in tho 841De procet<J? If that u, tco difficult or complicated, would it at lout be po91ible to make tho notice 

90mehow more prominent (bigger and in red.S<I)'?) when moving the talk pogo ii unoucoo,sful'/'l'hanb,~ (!!!!!) oij: 17, 22July 2015 (UTC) 

Anyone? Jenks21 ~ 14:26, 23 July 2015(UTC) 

Yes but I think Ifs a developer job to do It properly. Possibly you could use javascript lo supprel!S the •real' move tab and create a "fake" one. 
and Lua to do the extra checks, but tt would be better to make it a feature IMHO. All the best RichFarmbrough. 00:20. 27 July 2015 (UTC). 

Hey Rich, mart;{ thanks !or responding. I-agree that a developer making this a Gile-wide feature, rather than Just a porsonal hack for me, 
wouldbo the c,pflmoi outcome. The fofowlng mlglit boa silly question, but how do I actually conlact the developer team with a 51.fggestlon 
like this? Je11ks24 (E_OO 05:46, 27 July 2015 (UTC) 

Through the Phabricator_.{!Jttps:/iphabricator.wikJmedia.orgQ. Jo.Jo Eumorus ~. contributions) 08:27, 27 July 2015 (UTC) 
+1 . All the be~ rmblDUft~. 12:40, 27 July 2015 (UTC} 

Thank you both. This has 1)1'ompted lllG to finally sign up ror Phabricator (can't re.member if I had an account for the old one, 
whatever that was called) , Turns out this has been a bug since 2007 [4JJtttrv#ph~brl~ator.wlklmedla.org/T12814). I added a 
common! to It, but no idea W that wl!I do9nythlng. ~ <!!!!l 13:55.2 Ju y 2015 (Orb) 

Default edit summary 
la it poo,ible wlthjs ore,., ccxlo in lllY pcnonol ja/°"" oubpoge to add 110me default edit summary for edits? &.ummal'1J= ltn't .,.,wet thio time, becowe i'OJ u•lngI£&\lkl~ not 
mu.. Sometim"' rm too loiy to add edit oummory if I'm malting somo m8.09 edits to many pag,!f where I'm doing the .. me thing, Ilka adding template, DEPAULTSORT etc 

--l!dgur•l!OU7 (till!f.oonll•il,,) 11:14, 28July 2015 (UTC) 

You could use a bookmarklel: java,o r i pt:dc•""'°"t .get6l9l'l9ntByid("i,pSu,w,oty") .value ~ .... .., , ....... ary"; void(Q) ;. ~ <!!!!5) 11:27, 28 July 
2015 (UTC) 

I assume you tested that Not bad, 8$peclally if your browser supports buttons on a bookmarl< toolbar (do they an?). You would still have to 
remember to click Iha button, but It would be sNghtly better than a copy-and-paste from an open Notepad window. Little use for less tech-savvy 
editors. unless there was a page with well-written usage instructions for each of the major browsers. Ideal solu11on: A checic box at the bottom of 
the edit window, "Savo edit summary". but I won't hold my breath on that one. -Mandruss ~ 11 :42, 26 July 2015 (UTC) 

OK, bookmarklot does the job well. Thanks! But~ that code can be modified to put It .!.!!I!, then I would love it more. as Mandruss said• 
still have to remember to cUck the button. @ Like the Idea about chock box :) -Edgars2007 ~con<ribd) 12:12, 28 July 2015 ~ TC) 

You can do tt like that: 

·-···-··-·······- ·--·-·---..J 
The summary will be filled each time the page Is loaded. Darkdadaah (!!!!!9 12:48, 28 July 2015 (UTC) 

Thanks! Works good. -Etlgar,;2007 (!!!!!fccntrlb,J 13:11, 28 July 2015 (UTC) 

I use a free pcogramme called AutoHotKey to create macros, so I can type any regularly-used siring Wllh Just three keystrokes. I wiote a ~ 
ex lei in how ht1: :J/ I ont owl .or .uk/usln -autohotke -rnacros-mako- I -lifG-oasler . I reserve the combination llA fot tamporary strings. I 
also ta e advantage 6f my rowser refox)'s autocompleto I\Jnction. Angf Mabbelt (Plgsonthewlng); Talk lo Andv; Andy's edits 12:44, 28 July 2015 
(UTC) 

This one looks Interesting, thanks! -Edgars2007 ~~) 13:11, 28 July 2015 (UTC) 

User:Eguazcion/CustomSummafvProsels allows you to define custom edit summaries, which appear in a drop-down menu below lhe edit summary 
Urie . • ~ t@!iJ 01 :23, 29 Ju y 2015 (UTC) 

Authorlinking in German template 
I would Uke to introduce authorlinb Into cit.Uon, in llibc ... Dnnubc lnt,,,•glaoi~ andJllbar glnclo.Llon tD the outhors IAo:rnltt<>Ll,,Jookl and.Mnu™ f!Aya,o Unfortunatoly, the citation, use 
a template "llteratur"' which oppean, to be German ond dooan't .um to A<X:ept "authorlink•" Any help gr•tefully received, l2!!.ru;.DJJ.illll (l!!J.11) 12:38, 29July2015 (IJl"C) 

a) introduced a new parameter I Author link- (i know ifs not German), so you can use it 
b) PfObobly nobody would blame you, if you use wfklllnks In the IAutor•, because I see, that there are multiple persons 
c) General question for everyone • why not use {{cite book}} (which I$ based on Lua) as metatemplate for fll.lteratur}}? -Edgars2007 ~ contrbs)· 
12:56. 29 July 2015 (UTC) 

Thanks, I've g911e for wiklllnklng In the "Autor"" field, togethe, with a plea In the edit summary. OuncanHIII ~ 13: 18, 29 July 2015 (UTC) 
T:Llteratur is not a CS1 template direcWthough It does use Citation/core wlllc,n 1elle, eR Ille ~ la:G~all;n a, Cli1. ft Is a copy last I 
ch<lcked for the German template of the same name. In general. where Ii Is rouoo In an article It shouldlie rep/ooedwlth the appropriate CSt 
template (IMO) since its only use is in copying/lranswiking an article from German to English. -lzno <!!!!5) 16:36, 29 July 2015 (UTC) 

I concur v,ith regards lo replacement. 11.l..iceroL,u l I does not use Modute:Cttalion (nothing does. I think). rather, 11 Ut01·atucl I uses 
l (d.totl.,.J ""<~ 1 J which usad to suppo~a,llon Style 1 and Cffation Style 2 until both of those migrated to Module:Cltalion/CS1 . 

-I!!e.elst Ille monk (!!!!!9 16:46. 29 July 2015 (UTC) 
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citedoi templates 
Some rofcrences cell • "citedoi" template, and do not $0Cm to bav-e a way of authorlJn.king. [s there any way in whic:h the wthon of e work cited in this way can be linked? An example 
woold be the ref name=" Llsitt.l<IRilymo" In the article PmmnlA') Sty.-, Thanks, ll\11),,.•Hlll l'.t!!!k) 13:21,29July2015(UTC) 

Click the Ed~ tab to see a list of transcluded templates at the bottom of tho edit window. Pastoo'.an Stage has the code 11cit~ 
dol 110. 1029. 2b,2oc1nPA0 0101111 which transcludes TeW.l'lte :CKe dol~, 1029,2F2004PA001071. You can manully ed~ that page, It uses 
Template:Clte Journ!! which has clocumentaUon for ma ng author ifn • iSrimeHurl~f&IBff~:~. 29 July 2015 (UTC) 

I had nover noticed the fist of templates at the bottom, probably becauso it was collapsed! Thanks, hopefully win be able to manage from here 
on. DuhcanHIII <!!!!!) 13:41, 29 July 2015 (UTC) 

Again thanks - was much simpler than I had feared! I shall endeavour to remember for future reference. Dunoa!J!:!!! (\!!!9 13:46. 29 July 2015 
(UTC) 

Dutu:anHII!, please keep asking questions. We'd rather have you productive than stuck on something, especially when we can answer 
your questions quickly. You can also post at WP:Help desk if you have less-technical quesHons about edilng. Whatnmldolng (!!!!!9 16:41, 
29 July2015 (UTC) 

Reading N on-acsii characters via mwclient 
I am cumntly e,q,orienclng an l98ue when I try to read from pag\16 with non-aseli characters thetl 1060 thot character. For in.stance, ifl have prime symbol it is chanll$d to a 'r Has anyone 

cxporrenoed similar ls1uea? I am utf-8 encoding evorything once I have tho tO>t, but I have alreody loat tho non-GBOU ohorootcrs prior Ar,y auggc!tion., or IIUJ)j)Ort resourcco would be 
greatly apprsclat.d~ (~) o6:40, 28 JUJ'y 2015 (lll'C) 

Some minimal testcase might be welcome - how do you invoke mwclient? How did you set utf-8 encoding? Which underlying operating system is this 
about? --Malvacko ~ 08:52, 28 July 2015 (UTC) 

Sure. I invoke mwcllent Dke so: 

r,. d•fu~:r~;~:~•:t~::!:!1n Box Bot, Au• by Th• S«>PP• AUH<eh l•0,1',><e: •••Uhedppa,odv' -·~ • . ·-··- ··-···-······----··· ·-·······--··-••---••••-••··•••··1 
:~~=~!!:. ~~:~!:~:: ~~!~!!:!:~;( .:!!!!~::;BASE_S!Tta, cllent~ .. u,eca9ent• u:,eu9ent) I 

i htt-u m o:.:;r1.o,:Uua 

1,-•-•••----------•-------••--••m---.-••------------------•---------~ 
utf-8 is set liko; 

----·--···---··--------------------------, 
~~-vikluxt().•t)CO(f:~~:~:~~•,••-•--,----•,----••• .. •••,----,•-••------------------------•---•u••-.. --.. i 

My os is Ubuntu 14.04. Thanks,Juli.tlturnar (l!!l!) 20:39, 29 July 2015 (UTC) 

Sorting search results 
Is there any wey to >Ort "'6rch results by date the page W8S modiOed? -NeliN ~ ,4:27, 27 July 2015 (lJl'C) 

Don, think so. Using prefer-recent: is the only alternative. More:~. ,T64879 • Na-Alt <!!lli,) 14:54, 27 July 2015 (UTC) 

"Adding in a feature to sort by date or alphabetically by title will, for tho reasons explained above, result In degraded pelformance for the vast 
majority of users. Ifs for this reason that search engines like Google dont allow you to sort by date or alphabetically by title; it degrades the 
quality of the service. I'm WONTFIXlng this bug accordingly, as I cannot justify adding features lo ClrrusSoarch that degrade the experience for 
the vast majority of ib users." Gotta love the arrogance of some of the development team, telling users "no, no, we think you won't understand 
what a 'sort by date' button reaHy does."--~.!!!!.'!.!'.! 16:06, 27 July 2015 (UTC) 

~eilN: If you wish to constructively discuss this request, then please reach oU1 to me privately, or discuss the request here, and I'd be 
more than happy to talk to you about It. II, on the other hand, you wish to continue in this unconsuuctive manner, attacking others rather 
than discussing the matter at hand. then I will not engage with you further. Thank you. --Dan Garry, Wikimedia Foundation (!!!!9 03:30, 28 
July 2015 (UTC) 

@Qeskana: I see the discussion that took place in the phabricator report. Will repeating the points do any good? You'Ve already 
made your decrees based on very misleading statements C'dograde the experience for the vast majority of its users•,. -{:JeilN ~ 
03:41, 28 July 2015 (UTC) 
~ kana: Whattoo heck. I'll give It a shot. Please Justify your comparison that Wikipedia pages are the "Web" and Wlkipedla 
search is "Google". This Is a little grandlose and ignores tho fact that Wikipedia pages have structure and Wikipedia does not contain 
a billion pagas of garbage. Given the less than stoUar parts of lhe current Ul, please justify your assumption that a clearly marked 
"Sort by date• button would "result in degraded pelformance for the vast majority of users". Please Justify your statement that "I've 
already outlined that sorting by date will. tor the vast majority of users, generate meaningless results.· Yol/Ve repeated your 
assumption, you haven't justified tt. --NeilN !f.!ll!.mt 04:10, 28 July 2015 (UTC) 

@NellN: That isn, exactly a posi1ive start to the conversation. There's very little to be gained by debating the past, especially 
given your combative way of asking these questions. llllhat would be productive is for us to work together to identify what tt is 
you're trying to do, so that I can see if I can help support i t. Why don't we start by you walking me through what task yoiJre 
trying to accomplish? Then I can see if we can support~- Does that sound like something yoiJd be interested in doing? (P.S. 
Please donl ping my volunteer account with messages relating to my work, as I'm unlikely to see them; please ping 
User:Deskana (WMF) Instead) --Dan Gany, Wiklmedla Foundatloh (l!!l!) 04:34, 28 July 2015 (UTC) 

Usar:Oeskana (WMF). but yotlve already dismissed my use case {looking at articles containing a term which have 
recently changed) using the assumptions I've listed above. Now I'm asking you to justify them. --~ ~ 04:41. 28 
July 2015 (UTC) 
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@NeilN: I have already done so. You are within your rights to disagree that I have. However, that does mean that this is 
no longilr a productive conversation, so I mu:;tdiscontinue it so I can get back to my work. Bost wishes. -Dan Garf}', 
Wikimodia FouncbUon (!!!!l9 04:59, 28 July 2015 (UTC) 

Not pinging Deskana .. ,~. cloor he no longer wiehce to participate but can someone eloe look at the phab report& &Jld point out where bo'sactually Justified hJo 811SUDIPtlona? ••NellN !!!Ii 

~ 05:05, 28Ju\y 2015 (UTC) 

Wny didn't you just ask him to explain the parts of the justification you don't understancl?-Anders Feder~ 14:49, 28 July 2015 (UTC) 

Anders Feder, vmat Justification? All I see is a bunch of unsupported assertions. Kind of odd for a group that loves AfB te:wing. -NellN~ 
13:36, 30 July 2015 (1.JTC) --

English Wikipedia is extremely slow 
I am writing to report that Engli.,h Wlklpedia is extremely elow rt£ht row (I can not"""'"" WP:VPT), and somow.,.. givooan error: 

'1'hit page can't b<> di!played 

•Make 91Jr8 tho web eddress http!!: (/•rtwlklpglln.org iJo correct •Look for tho pego w,th your seru<:h engine •Rofresh the png,, in a few minutee. •Mw ,uro TLS and SSL protocol, are 

enabled. Go to Tools> Internet Options> Advanced> Settlnp > Securily" 

Thaub, ..Jwc o677 (l!ID 18:16, 27July 2015 (ln'C) 

Thal seams to be a problem with your internet com ection. It worl<s fine for ma, Tvx1 18:18, 27 July 2015 (UTC) 

Reply . Actually, I can access Sgaf)!sh Wlklpedla and Simple English Wiklpe(lla jusl fine . ...Jax 0677 (!!!!!!) 18:43, 27 July 20 15 (UTC) 

Did you follow tho las.I stop In the Instructions given in the error mossage? - Malyacko (~ 06:46. 28 July 2.015 (UTC) 
This sounds I ke it could be a load-balancing problem In one Of tha WMF datacent&rs • see this thread for a previous example. Anothor reason may be 
slow JavaScripL Try IOgglng out (or browsing In private modo, which.essentially logs you out) a nd see if you still oxporicnco slown1>ss. If things aro 
still slow when Yl)U are logged out, it Is a good lndicator that it l.s a load-balancing problem rather than a JavaScript problem. If this is the case, please 
let U$ know roughly whero you are in the world, as load-balancing problems are often imltod to a specific geographical a.roa. - Mr. Strut.iv11ruu !J.l!l!.£ 

10:08, 28 July 201 5 (UTC) 

Reply . The speed ofEngllsh Wlklpedia is back to normal.-~(!!!!!) 13:10, 30 July 2015 (UTC) 

File upload problem 

The fol/awing discussion i$ closed. Please do not modify it. Subsequent comments shoold be 
rm1de on 1116 appropriate discussion page. No further edits should be made to this discuiuion. 

Problem fixed, (!\!!l•·• drulu cl<ull(,,;,) lll'P"rl
:zo:5&, 30 July2015 (IJl'C) 

It loob like the "upload failed: ilwalid tolten" error m .... ge is showing up again when trying to upload m ... Er pert >;~• ·' "#-04: 15,30July 2015 (llfC) 

Is this a.b9ut J2!!2s:lle11.wikip_edia .org/wl~VWlkipedia;l"lle Upk>ad Wizard ? Which file types have you tried? Which browser Is this about? 
--AKlapper (WMF) (!!!!.!!) 10:11 , 30 July 2015 (UTC) 

Yes, it was the fHe upload wizard, And I trted to upload a )peg via Google Chrome. But everything is working line now, so I'll close this. Erpert 
••n,,,,,., 23:55, 30 July 2015 (UTC) 

The discuwon above Is c!o:u,d. Please do not modify It. Subsequent comments should be mad6 on the appropriate discussion page. No further 
edit$ should be mtld& to this discussion. 

Citation now spam 
lfouoo a citation to • website that 19 now squatted to agenericsl)6Jll search. Luclily I was able to findanarcl\ive to link to, However I didnl went to leave the apam Uni<, nor did I want to 

n,u1ovo the url • I Urink I took tho protocol identifier orf, and !elk it at that ls there a ooll88n9Ul3 way tot d68l with the,e llnb? All the boot: Rich Funnbrouqlr, 19,55, 29Juiy 2015 (11fC) 

Check whether tha link was recently replaced . some spammers replace links in citations, especlaUy broken ones, Otherwise, standard editing will 
havo to servo, along with link blacklisting if it happens repeatedly. Jo.Jo Eumen~s ~. cor1tribul109s) 20:03, 29 July 2015 (UTC) 

Rich, tl)at sounds like a good solution, Why don't you document tt at WP:DEADRE.F, In ca.se anyone else encounters the same problem? 
\1viiitamldolng (~ 18:56, 31 July2015 (UTC) 
Well given that the arcNve version was good, ~ obvl<>usly wasn, the typa of "dead link spam" SEO'ers have been do:ng recently, And link 
blacklisting ls no help against what happened several years ago,,;, far better to generate a list of all external llnkS to that domain and Odd 

archive urts whore pos,,lblo (a nice-little Job for automatx>n, which, of courne I cannot do!): 
But thanks for the suggestion. All the best: Rich Farmbrough, 19:12. 31 July 2015 (UTC) 

Whatjust happened to the watchlist? 
I haveMonoBook akln,not ,ome beta-le9tingMoblle thing The box at the lop of the Watclili<t, with voriouooptiona, hasJuatgone a!l Facebooky, grey and 
unreadable with lobl of blank ,rp,,ce, How can I swi11'h it back to how ,twM? - 11-<lro•o§,J (l!!ls,) 18:37. 30 Ju]y 2015 (ln'C) 

"Invert selection" and "Associated namespace" only apply if a namespace has been selected so th&y are grey before that. 

Totci<ed 1n l'hnhrl.mor 
"l'J111lc Tt9.7.3,! ! 

Do )'QU see other grey P.•rts, or are they still grey aftor a namospac:e seledlon? PrlmoHuntor <ml!!) 16:43, 30 July 2015 (UTC) 
. (odR conll,;J) I too have MonoBook. Multiple buttons are very large all of a sudden, and tho Invert selectlorvAssociated namespace checkboxes have a 
bit of excessive whitespace around them.~~ 18:45, 30 July 2015 (UTC) 
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Why is "Mark all pages as visited" so big? I never use that button so I don't know why~ needs to take up so much vertical space. Sam Walton 
~k) 18:46, 30 July 2015 (UTC) 

Yes, that needs focing. Lugnuts oic:1c L•11
""

11'"'•d 18:56, 30 July 2015 (UTC) 

Yup. A waste of space - poor ergonomics. 18:57, 30 July 2015 (UTC) - Preceding !!.•signed comment added by Andyll1eG•'!!!P, (~~ • 
oom~bsl 

@PrlmeHunter: The obviously-visible Items are: the word "Namespece"; the word "all" below that; two grey squares (which may be checkboxes 
• wttholi the familfar inset border it's hard to telQ; a "Go" bUlton. which is much bigger than It used to be - and with a background of Ught blue 
lnsteod of silver. There ls also some barely-readable grey text; dragging my mouse over ii. I see that it's "Invert selection" and "Associated 
namespace". I also find that the namespaco soloctor has :i border that is so pale that It's even less noticeable than that grey text. Going away 
and corring back I find that the text starts off black but quickly turns grey, like there's some )avaScrip! going on. -Rodroso64 (!?J.~) 19:07, 30 
July 2015 (UTC) 

Seems to be fi)(ed. Back to how it was before. - NQ ~ 19:10. 30 July 2015 (UTC) 

Yes. with black text. very little superfluous space, the namespace selector and checkboxes white wlhin inset border, and a silver 
bulto!'I , - Rodroso84 (t:ilk}19:15, 30 My 2015 (UTC) 
This looksliliege/rji:211131, which was the patch for task pheb;T99256. I assume someone Just rolled it back ... - Mr. Strndi.varius 
I.J.!!.a.( 19:13, 30 July 2015 (UTC) 
I see It was revorted by Lcgoktm In gorrit:228046 just now. The spacing problems with the new patch are tracked in phab;T107311 W 
people are interested. - Mr. Stri1tBw1rius lli!!il 19:21, 30 July 2015 (UTC) 

HI, the change of wetchli>t lnterf•ce wos indeed d,ptoyoo P"'mf<Urely (and now revorted), and we missed some of the disp"-1 issues with It (mostly th.re wasn't meant to be that much 
whitetpace, end it behoved strangely on emaJI screens) l didn't author or accept ,t myself, but I RViewed it and didn't deg them We're going to be trying again, with feeUng th.is time► 

probably next-next week (week of 10 Aul'/Jst). Plea,e watch phab:I992s6 for updates (you con "Subsoribe" if you have a Phabricator account to receive updates by e·moil). I'll ma.kesure 
tht rt'8 A tettlng wiki with the pateh set up e nd linkoct fr()tn t hnt pntch et leA..,t II f~ dayseArHer. for 1:veryone to piny with on<I oomme11t. ~~~~ 20: 11 , 30 ,Ju ly 2015 ( lrrc) 

Use of addresses such as: •1~://en.wikipedia.org/wiki/l'alk/Xxxx" or 
"https://en.wikipcdia.org/wikitalk/Xxxx" for searchability etc. 
J\tpre .. nt talk PQgea for oitioleo hovo odd.....,. ,n fom1otll SU<h os: "~en w)kipc.'llio 01g/wlki(r0Jk l'oo• -
If, however, the P"l;• h"" u Lille ,IBrting say w,tJ, "Category: Foo" the ..,ociatod talk p11ge i,J ...,.;gned ils sdd,..JIS io 
forruat: ''bUp@,//eu..wlk1podia.Qtg/w1ki/Cctcgo-.y; tHl.k.f"o<>" 

Wlkleedla data s1ruc1ure 
u. 

~meapvcea 

Su!?jeat nnm!_'!!eac.es TalknB.!!1!.!Pi,,_W. 

Would IL bo po,sible/pract>cal Lo change talk page address formsttJng to '11LIIJ!!'.l/llll.Wll \pFdlA.oiv./wlUarukJXra• 
Article tallt page., and, for instance. ''hU(h?:/{cm wlkjpedULOrgtwlkl0:11lk/\.11tP,gory:Poo" for cateROry talk l)Q,ttes.. l would tt 

be interested to know how possible it might be to u.H addresses .such as "ht;tp.!t·/Jeo.wl~lpt.dlA,u;a{wiki/6"1..Glfl)'/f.'1?9• a 

•~ wJkiP!Xlin.r,rg/"ikl/t.lkk;~ Ll:2!!• olther with or without tho initial csp,taliontion of the word> "talk" en 

fo 
1M 

"' 
"Mtegory"? 

The type of changes mentioned. I understand, would greetly increose the internet "'arch•obltlty of tAlk p,,ges as this wo uk 
facilitate tho ua.e of searcll term& socha:c llile:,...·ww u11 ~·ikifl'C1fNl 01g,wi!,.i1 'f;-10../ s(~,11'(:h 11;rm/i,;. 

Q~t&!x! 10:11,30July20,s(I.ITC) 

Thls may have been a good suggestion in the rarly da~ of·the MediaWlkl software. twelve or so 
years ago, but it'S far loo late lo change now - oo mucdepends on the existing pagonama 
rormat nhd URL structure. --Rodro.:06~ ~ 10:20, 30 July 2015 (UTC) 

And you can use keywords in Google like intiUe and inurl to get the results you need. 
Graham87 11 :24, 30 July 2015 (UTC) 

I'm · · " · corn/? 
gws blr sJ and this Is one in catem;,~ 
talks ·1o:en.wlk1podia.orl%2Fwiki% 
18-'ci poc1nl:So:,reh wffh dvar,cod since 
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I oppose the suggested change but will Just note about the above Google search that 
Google doesn't actually Index "Talk:". They do inde~ some talk pages they picked up as 
'Tolk%3A" whoro "%3A" I:; e percent-encoded ":" and Ol,Jr :,ervers produce tho some, 
contont. I don't l«)ow why Google drops "Talk:". I don't soe anything relevant. In 
https://en,w!klpedla.org/[Obo,.txt, and there Is no nolndex In lt\e html of tho pnges (If thore wero tt-.en It should also be in the %3A versions). I 
don\ wont Google to index Ill k pa gos, I Just wondorwhat stops then,. Did Google docide on their own that talk pages are too uninformative to 
deseive the high plflcement they would get? Prime Hunter (!!!!19 12:36, 30 July 2015 (UTC) 

Google has special cleverness for Wikipedia. As far as I know they have not shared what It is. I am pretty sure they do not honour 
_NOINOEX_ though. Al the best: f?..!Ef1 farmbpugh, 19:35. 31 July 2015 (UTC). 

This wouldn1 work because it would clash with Main namespace pages containing slashes in the title. An article named "Talk/Foo• would have the 
same URI as the Talk page for the page named "Foo". Slashes in URls are already an issue in MediaWiki, since MedlaWlkl uses them as part of the 
page title for ~bpJlgo~. which raises the same issue or potential URI claShes. So, MedlaWikf has a setting that allows you to disable subpages on a 
per-namespa~ whh them off by default In lhe Main ~amespaco (Which Is the settlng Wlkipedla uses). You also touched on Initial capita ls in 
page tltlas, which are another pain point. By demur the tirs1 cl)sracter In a eage title is ca~e-lnscnsltive, so l(FooU and ((fool} wlll go to the same page, 
which is what people tend to expect. WlktloMry has this setting toggled so it can have difforent artlclos on. o.g ., ~and~. b~ this moans you 
always have to pay at1entlo·n lo the initial capita! In Wlklllnks, and I think It messes with searching too. Basically there's never a perfect solution for 
anything In (software) engineering. It's all about what tradeoffs you choose. --j08.38.204J.~ (.l!!!t) 22:36, 31 July 2015 (UTC) 
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Main page on mobile 
Breaking with cootur i•• ortrftdition I today views the mainpage from o mobile phone A lot o(the concent, for exomple DYK was not vi>tble All the best: Rich Fnm,l>roug/1, 19=38, 31 Julr 

>0,S(U1-C), 

It's by design. At ~ Ma~n Page/Archlvo 182#Llnk to full Main PaQ_e for mobll~~ I suggested an option for mobile users to see the fun main page 
without having to swttcnto Tesirtop.1lrimoHunter ~ f9:53, 31 Jul~mci 

On the german mobile WP main f?aQE> (https://de,m.wiklp,edla.g_r.11!.).~ik)W'.J!rul.edia:~~l~ xou get It all C'F0r die mobffe Hauptseite wurden 
bisher die Rubriken Arti<el des Tages, Was geschah am?, In den Nachrichten, K0rzllch Verstorbene und Schon gewusst? aktlviert.j Youu can 
decido i~ and see https://WVIW.medlawlkl.orQ/wlkl/Moblle G111eway/Mobile homepago formattlnQ -Atlilsowt1 (\'!!!9 20:26, 31 July 2015 (UTC) 

Annotations in small images 
I don't know how m8J\l' people havo ,et thoir prefere-, I!> be oble to viow il)lage amotations from Commons, but 
the foal.Ure can «lu&$ problems in small resolutions, whore it i.s far more anDO)ling than useful It's not so much the 

plethora of tiny yellow bo""8 that can obOC<Jre an iroege without lll&hhghting anything vblble, "" ii it the texl Lt10l 
nppears be)ow it- l 'his file hae annotations. Move the moue pointer over the image to see them.'"-which can take 
up more spaoe thM the image itself. I noticed this phenomenon in the display template, for good topic<, (~ 

lnlU..lly bri§<l to @llcit;..9,e).ul.9.0_~, before si•ing it a by b!!:!), but l lmegine i t can affect •mall im•~• everywhero, ,uch 

"' in navigation templalei, 

The ailu81!on hnon't changed much in two-ond -,..hAlf )'MJ'S (except perheps rhe Increased likelihood of eon1ing aeross 

en image with anoobltions), end my questton 1.9 thla: Is there a woy to sowress the feature when dJ,playing an image? 
And lfnct, oould one be dov;..d'/~ ~ 14 32, S• July 2015(UTC) 

@The Duke of Waltham: I've gone to Pre[e1·enc-.es - • !J.Jl!lgets ond enabled "lmageAnnotator: 
view Image notes and commonla on !Uc doscrlp~on pagoG''. Whore can I sea the so tiny 
yellow boxes and the text below it? --Redrose64 ~ 19:19, 31 July 2015 (UTC) 

I for oxarnpl<;> sM It for File:The death d general warren.!!! the battle of bun.Ker til!JJl!l atWi_W!!!!dia:Featured topics/Boston -
campaign. It's not In thumbs but without thumb and with at least 89px I got the yellow boxes and"This file has annotations. Movo 
the mouse pointer ovor the Image to ooo them.· The fi($\ vorslon displayed hero is 88p>< and tho socond 89px- PrimoHuntar ~ 
19:47, 31 July 2015 (UTC) 

Nope. Is it skin- or browser-spociftC7 I use MonoBook and Firefox 39. -Redrose64 (!!!!9 20:45, 31 July 2015 (UTC) -

In Firefox 391 see it in both MonoBook and Vector. The text is made with JavaScript and is added shortly after page 
load_ The yellow boxes ate only vislblo whon hovering over the l,na.ge. I (lon'l know whether the 89px limit ctopends on an~hlng. I 
have added a 400px version where I also see the text and yellow boxes. PrimeH4nter ~ 20:57, 31 July 2015 (UTC) 

Aha. I needed to also disable 'Redirect image links to Commons for files hosted there". Seems that they can't coexist. 
-Redrose64 ~ 21 :45, 31 July 2015 (UTC) 

Th;lnk you for the data iiOd Investigation. It makes sense lhatthere would be a size 
llmil, but it really Is t1rl::ltrary becau,e It depends on the specific inoge and its lovol 
of detail. And as I've said, the text takes up a lot of space. 
11 turns out that a closer study of the documentation reveals lhe ~sibmty Of turning_ 
~hn~~l~.!1"' off'., at least In Comn,or,G. Thoto's a template there, !magoNoteCortrol, 
vililoh incorporates the feature and that could be transferred here. No;wait; lrs 
already hore, though there ts no lnterwlkl link on the Commons page. so It's not 
immodiately apparonl {QmagoNoteControl}} in 911.wlkiped]a i!l primarily tronscluded 
i,n FU!!..e!/.9£!! theinselv,es, and ... llttje else jhltps://en.wlklpedla_org/w/index.php? 

l!!!l!=§~al:WhalLinksHero/Tem :Imo oNo!eControl&namespace:6&flmlt=SO&lnve""1), which is also curious. The page 
Is acticall an 01 an h s· en.w a.or index. h 7 
tltle•Spec1ol :WhatUnksHer~emplato:lrna90NoteConlrol&hldetrans-1); no wonder most peopkl have probably never heard of 
It In [Is five-year history. 
Alhough my programming skills are e~tremely llmlted, I thi1k I've managed to oopy the tomplata's relevant command horo and 
suppross annotations in tho mediurn-si.tod Image on the right , (I have no idea If there Is any difference between span and div. 
though; lhoy're both ln the template.) lf someone knows how to make this-the command rather than the entire 
lmageNotcControl template-pan of {{FeaturedJ2elc boJiJ}, that would .solve the lmrnodlate problem, For other small images, 
moro pubHclty for (Qrro'neNoteConlrol]} might be desirable Waltham, The Dukeot06:09, 1 Augt.lst 2015 (t.JTC) 

I think that ifs "cleaner" to have three classes Instead ol Jusl one: c10,o•"wpimagel11motar.orCont<ol 
wpl mogeAnnototo:Off wpl R1109aMnotatorCaptionOff" As for <div> ... </div> versus <:span.> . . . </~pan> lt depends upon 
the context. For images used as block elements (as with all examples so far) div is correct; for images used lnline, like 

this -then span Is correct. --Redrose64 (!!!!s) 11 :01, 1 August 2015 (UTC) 

@The DukeofWallha · r • · · · • ect. This 
edit htt· s:1/on.wlkl • 73 -
should do 1t; compare 
aampalgn. --Redrose6 . . , ug o 

capital! This is exactly the desired effect Thank you very much for your troubl-nd for the impromptu HTML 
lesson along !he way. I! would feel wrong for me to implement your edit, especially considering the possibility that 
you might still want to tinker with i~ so l'O leave tt for you to proceed with that step whenever you are ready. Other 
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than that... I' ll seo If I can find somo image-relat()d help pago in the Eflglish Wlkipodla whore Inserting a mentloh of 
{(lmaaeNoteContro~} would be productive. Waltham, The Du/rs 01 11 :59, 1 August 2015 (UTC) 
•@Reidrose64: Apparently, notlncatlons work In a very specific woy. Tills time It ought to work. Waltham, The Dike of 
12:lli, 1 August 2015 (UTC) --

✓ Done --Rodroao64 {Ifill!) 13:04, 1 August 2015 (UTC) 

Categorization 
Recently I've notice• u .. , ..ddod Y!!!2 to C'@'.w>'Y"!•J.!l.'ruf ClrM«!. It is indeed an 1.!land in a......,, but the arUcle i,, already in tho ~.n1:.1!1;\!/r.!!'..r.i.J.~'ll]!l.Q.).•lnn~!L0YID~cl, which 
18 then contained in tho ~a,ty:lsLmd• of Gro..., Thi. way, the article ia included in the Ca"'gory,blrutrla of G,-e twice I• it po,.Jble to m•k• =• eonw.,.. limitation that would 
prGvent thi,? That would pNVent on ,uticle being thrown into a cotc~ry to who3e ~bcategory it already bek>ng.,? Or, i( thJs ie not possible., i9 it that possible to make a bot that wouJd 
remove such redundantCMegoli .. ? ,·uuJrii••uUu llcl!;.l 23:43, 1 August 2015 (lTfC) 

@Ven]agenlje: Ifs not clear-cul, soo WP:CATD!FFUSE and WP:DUPCAT. - Rodroso64 ~ 00:13, 2 August 2015 (UTC) 

Precisely. This Is, rranklV, an ambiguous proVision !hat cannot easily be decided and makes no real sense, We~ be much belier off onrorcing 
tho Commons policy, which prohibits the inclusion of parent categories wtth a single easy-to-identify e)(coplion. N~end ~ 01 :34, 2 August 
2015 (UTC) 

Search links not appearing 
I Just diocovemd thot all my search links that am limited to ..,.rchlng the article text (eg 11 •••rch link I text.• "buggy"I I) stoppoo rendering sometime in the"""" 18 ho,,.. pMr 

woek (apperontly my oorlier oonvel"S<ltion on thb very boerd and wi1h ,lobn or Raadlni on his userpege didn't u .. the text porameter) l"ve checked lnstanoe& logged-in •nd logged-out, on 
Chrome and on Pirefox, and I set the glitch in all cues This doe, not ,..,m to a/feet Instances of{{~}} in.t ,lo not have that UmiW:lon I have not had a chance to t .. t various 
&lt'enute;s. Test matrhc 

ptalntext using <nowtki> tag - regular wikitext 
{{search linkjlext=''buggy'1} - "buggy" (htt:ps:/lel).wlkipedig.or.gi\v/index.php?t~le=Spoclal:Search&searoh=%221:lJggy%22&ns<Fl&fullle:;t,=Searth) 
f,estored BS of 22:34 (UTC)] 
{{search link!"buggY'}} - "buggy'' (https://oo. wlklpedla .org/w/ir,d11x .• php7tltlo=Spoci;,l:Search&.sea rch•%22buggy%22&ns0,-1 &fulltext..sea roh) 

lnt1ght, will be welcom•! - WJ.!!!l.!!l.2J!!, C:: / ;!:)21::20. 28Jul,v 2<>15(UTC) 

User;Cplral changed the parametor names in [44] (https://on.vylkle!!dia,org~vlinde~,php? 
tttlo• Tomplato:Soarch llnk&dlft-672627706&oldlCF67109700:l) whnout allowlng he old names as aliases. That's problomatic for an old template with 
many uses. I S98 Cp1ra·I updated some uses of the old names, Was that all of them or are there still many? In either case I suggest allowing the old 
names. PrimeHunle( ~ 21 :35, 28 July 2015 (UTC) 

Was problen,atic. With {[Tenlplate usage}} rn,w anyone can now find al/ template usage and dlroctly romoving obsolete parameter usage from 
the wlkhoxt, avoiding the noed for bacl<Ward compallblo code, -CplralCplral 23:03, 28 July 2015 (UTC) 

What does {{Iomplate usage}} have got to do with breaking existing transcluslons of another template? Alalczi (talk) 23:40, 28 July 2015 
(UTC) -- -

Cplra l has b · · · · lpJernplate over th~ last two weeks 
~httes://on.wik &offsol=20150714000000&dir= rov , --Rodroae64 (!:!.!9 21 :51 , 28 July 
llis (UTC 

It was necesse,yto evolve {{search l!n!!}) for {{!QQ!D} which was necessary for Help:Soarching/Dra~. My work on tho{~) family got me 
to cleate {{T empJate usage}}, which go1 ma Interested in Jmprovln9 Help:Templo1te. - 9?iralCpiral 23:03, 28 July 2015 (UTC) 
Roplaclng parameter names is a common nowblo mistake. What about thoir edlls to fielp;Templatc? Alakzl ~} 22:38, 28 July 2015 
(lJTC) 

@,6,lakzl: They have been rewriting whole sedlons. much of their new text Is baroly comprahenslble. In this odtt 
h~n.wi~l edia.or· w/inde . h ?lltlo=Hei :Tom late&diff=prev&oldld=671371357), for example, temisiiiiii "parameter" and 
argumo are used a tnost Jnle1·c ngeab y; an alt ough lhey state early on that there are two ldnds of parameter: named and 

unnamed. Soon after, we find that there Is a 1hird kind, the positional parameter, which Is apparor,l'ly not the same as en unqamod 
parameter. Have a look al each edtt Individually - lhey reany ere difficult to follow. The mos1 recent large od~ produced the paragraph 

To Improve readability many programming languages ignore much of 1ho whitespace, so programmers can add newlines and 
Indent almost al will. Because of the nature ol transeluding text in place, seemlossly, MedlaWJ<J sottware Is very sensitive to 
wMospaco, only allowing It around some places, but in most pla09S newlines for cod~lty are troa1od by lhe software 
as content, so the template code uses <!- comments -·> as a worl< around, adding <!·- before each newline character and ··> 
after it. 

which really is not an Improvement in readability. - Rodrosa64 ~ 23:32, 28 July 2015 (UTC) 

Right. I see what you mean. The documentation of{f[emplate usage)} is difficutt to follow as well.~~ 23:40, 28 July 
2015 (UTC) 

Awh, let's go ahead end sully the tell< page at Help:Template. I've stnrted a convel'38tion there about the changes. Yoo can refer to me in flNlt person now. Thank• - l'r1mlCptrnJ oo: 16, 29 
Jul,v2oi5 (Ul'C) 

There'$ another big Issue with updating parameter names: Many other projects rely on the templato infrastructure of the English Wlklpedla. Breaking 
stuff makes it much hordor to adopt updoteo, All the bo:it: Rich Fo,rmlirough, 19:58, 29 July 201 o (l:ITO), 

I think I understand ~our concerns, but oan you spocHy'? Jam not convinced that1emplato infrastructure need dovelop differently than the way I 
am developing It, I can achieve new-reattlre parity foro-nytemplata and avoid tho need for carrying a,,y tiackward comp,1tlblo code, by directly 
changing every insto.nce of obsolete pammetor usage on the wlkl, then changing lhe template. The documenllltlon was updated. Was I 
~u.e.eo•ed to change thow few on the wlkl In UsQr space? ~h"l!51:/len.wlklpodla.ors/l.Vllndex,pt1~tle=S~i11l:Searcti&sel!rch=haste111plate% 
3A %22soarch+llal<%22+insource%3A %2F%5C%78%SC• 7B+%2A %5BSs%5Dearch+llnk+% %SC% 7C%5B%5E%7D'¾50%2A%28ilnk% 
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7Ctext%29%30% 
2F&ns<F-1&ns1=1&ns2•1&ns3=1&ns4=1&ns5=1&ns6•1&ns7=1&ns~1&ns9=1&ns1O=1&ns11=1&ns12=1&ns13=1&ns14=1&ns15=1&ns100=1& 
- CeirolCpl,:al 02:36, 3 Al,lgust 2015 (UTC) 

What does a Healthy Community look like to you? 
Hi, 
The Community Enpgemeot department at th, Wiltimedia Foundation }..., launched a new learning C41Dpaign The WMF wanl3 to 

record community imp, ... i oru, abc,tit what makes a healthy online cornmunll;y Share your views and/or create • drawing and tske a 

chance to wut • Wikim8JU8 :2016 scholarship• Joto the WMF a11 we oogi11 a comer.,ation ,wout Cowmu111\y H..Jll, O,n1ribute a 

drewlng or answertbequestlo .. 2,~J!!!..~ 

Why get involved? 

The wo rld la cha ngln&, The wuy we rolate to lmo wledgc Is t ranoformlng, AJJ the next billion people come onlino, the 
W1kuned1& movement ls W<>rkmg to bnng more user, on the w1kL prQJecta T he way we hXeroot and collaborate on.line ere key to 

building suslalnoble projects How aceessiblc are Wikimediaprojects to newcomers today/ Are we helping each other learn? 

Share your views on this mattor that affects lli all! 
We Invite everyone to take part In this learn Ing camp,1lgn. Wlklmedla Foundation wlll dlstl'lbute one Wlk!monla Seholarehlp 2016 among those partlelP4ntawho 

.,,e ellglble. 

More information 

• All participant> must ha,e a 1egl""'ied use, cl at leaot one month antiquity on any W.klmedia prosect belore 1he otarting date of tho campaign-

• All,eljgibl• contributions muot bo done unti August.23,._2015 at 23:59 UTC 
Wiki link: Community Health !earning campaign 

• URL ~fmota.,,il<imec!iao1,9™kV01ar1ls:EvaJuslion/Communltv H .. llh l•~mhg campaign 
• Contact: Marla Cruz I Twlttoi: @wlkiEval #ComnunilyHoalth / email: eval@'Mklmedla · o,g 

Happy editing! 

~ kl~~(tallf.) •:s,42,31July201s(lITC) 

A healthy community Is definitely one wher,!.Jlooplc got blockod for hate speech (https;/!eh .wlklpadla.org/w/lndel<,ehp? 
ttle=Smlal:Log&~A=2.0060301oii'oooo&llmit=2&type=block&usei"Carnlldo&page=&tligfilter=&hlde patrol log-, 1 &hlde tag log0 t&hlde review log 
J.g.c eo(dusl( ~ August 20~ S {Ute) -

Module:Citation/CS1 incorrectly adding pages using edition=revised to tracking category 
MUllulo,Cilallw1/CS, autometloolly addJ •ed.• after the value of the edition 1)8t1W1trter. Citations that explicitJ,y u»e something Uk• •211d ad,• are added tl> the hidden maintenance category 
Cntr.£2!¥:C.fu.~~tl~~ to allow fOO.Og the,,e valuee more Mtily. Ho~ver, the module probob)y just ehecb whethor tho valuo end.a with "od.ition''i "ed." or similar This leoda to 

i9oues on pag,,• like fl. where• referenoe (&.29, The Penguin Dictionary q{Curious and Interesting Numbers) aets Incorrectly Dlllrl<ed .. erroneous becaUMI it """" •edition=re, i1ed·, 

whlch•nw< with •ed". ls this a b<,g? - M!!!Ji-..:!SU (!!,I!) 2.0:04, >Augutl:20,S (UTC) 

Yes, a bug that has been fixed in the sandbox, Questions and concerns about this module are best addressed at Help talk:C~ation Style 1. 

- Trappist tho monk ~ 20:32, 2 August 2015 (UTC) 

Citations are weird 
!just added a citation to s/lou>-odx nwtlo~ lnM Ol<ioo for Puebla: 

In November 2014 a leobi811 oouplc filed for an omparo end woro grontcd on il1)uncdon to many. The ,tat• appcalod tho docision. 10 July, 2015, tho Appellot• Court upheld the ruling In 

favor of tho couple. Their wedding, which wu tho fi1'91 eame•se>< marriage in the state or Puobla<ref name="1st marrtage">({cite newsll88U=Hem6ndez 

Akfu!lwolf.,.tt=Morunltitlo=Mcuiana oo celcbret6 cl primor motrimonlo g,o, en la hi91orladoPueblalwl■http://wwwlqjornededeorieol:e.com.mx/:>ot5/0'7/31/m8MM•&e-eelebrero•el

primer·malrimonio-g~•en•la•historia•d<>-poebla/laoces,date=31 July 2015lpubU.her=La Jornada de Orie111Dldate=31 July 2015Uocat1on=Puebla, Mexieollanst>•go=Spani!h)}</ref> 

took plaoe on 1 August ~015.<ref rwno="tat warriagie">{{oite newslia.t:1- Fe.rruinde-zlflnt1=Tua.ltitl•=S• e4JGbra on Puebla la primera boda de penonu 001 mi1mo 

sexol url =http; //!adobe com.mxtao15/08/se-celebra·en·puel>!a•la•prtmera•boda-do-porsonao-del·ruiBmo-'""'o/ lacceo.d11te=3 Augult 201s f publillhe...,i.,, Dobeldate=2 A,w,ot 

20151Jocation■Pueble, Mox!collanguage=Spenwh}}</"'f> h. you ,an plainly M t the taxi is different, but the nwnbers are tho"""'"' 254 !1 the cltotion number for both. Edit w .. made at 

1g:05and it ii 1tillthe 881lle at 19:18? ~ ~Joo:18,3Augost2015(UTC) 

@S~ unW; This has happened because yolfve given both the references the same name, "1st marrlugo", so Medja\Mkl thinks yots second reference 
Is actualiva louse of the first one rather than a totally new reference. If you change the name of ohe of tho toferences, ifl be fixed. Hope that helps. 
··il!W1 1ll.ll3l!S8P 00:24, 3 Aug ust 2015 (UTC) 

Thank you. S()me days one can't see lhe forest for the trees;) SusunW ~ 00:27, 3 August 2015 (UTC) 

stats.grok.se broken yet again? 
• There tuwe been no updates snce tho 24th. For example, thls'[htjp://s1a1S.grok.sc/f!!l!:! te&190/JIIEBl£lt), Norul0l611ehlnatn5 """-03:34. 28 July2015 (l/TC) 

• httpJlsti.ts.grok se S- Crom Juno 16 and all dat"" beglmlng on July 25 are missing even though the raw data exislS.••Tu!'YTheTiger (! /C ,wr~FOUR IW':CtHC/IGO / WP:WAWARD) 
ll:!:581 28 July ~!)f5 (\JTC) - --

• July stats are up, but J uoo 16 i,, still migging - I!!!!Y.Thaf:'11!! (! 1_£/WPlFOU!\!~~/~AWARO) 04:35, 30 July 2015 (l/TC) 
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Cannot reach stati;.grok.se, mime cannot be resolved. ONS lookup failed. -Preceding~ comment added by~~ (!!IB • oontfibs) 
16:41, 3August 2015 (UTC) 

A.ft) Statistics 
Tl1<l Affi Ststiltice tool (~llph (J!eob,,w1111labo.org/afr)JIW,,/n/d111Ata py>nnm•=V"9/n~JUJX•!iOO&otarliU!le•&illlwru,.,)) ohow• my vote at Wl'~\rtjtla fn, delP,\iu11/Bob Clds 

~ M "koop", shut In foct I propolled th<! •molo fordel•tion Wey t, thAI? Ycaln••olle !Jllllsl n9·21, 3n.T11ly 2015 (UTC) 

You commented bolow someone else's support, which the tool probab4y picked up as •support". It should not do that, someone commenting on 
someone else's !vote is usually not a vote, or a contestation. Not sure why it Ignored the nomination, though. Jo-Jo Eu~ (talk, contributions) 
10:03, 30 July 2015 (UTC) 

ls there somebody who can fi>< that? The author (Scottywong) is retired. I don1 know whom to ask. Vanjagenlje (talk) 10:55, 30 July 2015 
(UTC) 

I was bold and have tweaked the page. \Mlars probably going on is that you used the Incorrect list type to start your comment (please 
readWP:Accesslblllt)'HUsts) . Check In a day or two to soo if that fixed it. --lzno <l!!l!) 11 :58, 30 July 2015 (UTC) 

@lzno: Thanks a lotforyourtime, but It ts still tho same. The problem Is not fbced. Vanjagenije (~ 00:29, 3 August 2015 (UTC) 

Made a couple more tweaks. Wait a couple more days. -lzno (~ 01 :33, 3 August 2015 (UTC) 

@lzno: Thank you very much, I think I lnule lover signed hls "keep" vote whh a signature 
that contains a link to my talk page '46 x.£.!!.eZ 
tlllo•Wlkl dlo:Artlclo:, for delet10t'l/Bob Girts disc ra 3569206&oldid=-6135217613 • Thars very weird. He 
piobably didn't know how to sign, but copl my signature. I changed It, and the AfO Shltist is now OK. I took a look into 
4minute lover's edits, and I found that here (tWP.s:llen.wlkledta.orgw/lndel<.:f?.!'!£!1 
Ull0=>Wlklpgdia:Artloloc for dolofion/CLC {band}&diffeprov&oldfd~653162295) ho cignod his post with a signature of 
~.@!'. Vory strange behavior, VarIjagenlje ( talk.) 11 :30, 3 August 2015 (UTC) 

~:SIGF__Q,RGE. -~'!£trose64 (!fil~ 11:44, 3 August 2015 (UTC) 
Tfiat on.a with Gone lookSITKe he was moving the deletion sorting notice, not signing the page with a new comment. 
Which ifs weird. but separately weird. --lzno (!!l..!!9 13:56, 3 August 2015 (UTC) 

This is what is so ugly about talk pages. They are messy and unstructured. WP:Flow would be much easier for tools like this to work with. But a 
tot of reactionary people wants t to fail.•~der (!!]!9 11 :08, 30 July 2015 (UTC) 

Wikimedia email 
b Wikimedia email cwreoc.ly wod..ing? 1 118nt an email to another UHr about an houc ago, tiokod tho box to receive a confirmation copy to ruy regiatered email «ddreae, got the on•aoroon 

oonflrmatlon lluttthe email bed been sent, but never rw,ivod the confumation email Can this be lndependentl,Y ch .. ked'? Dhtll\lOIY•Cl (~ 02:37, 3 Auguat 2015 ( U'fC) 

The easiest way to check would be to have a dlferonl account with a different email address, and try to email that account. ~n 'Tlll Od Mishehu 
02:50, 3 August 2015 (UTC) 

Good Idea, OM. I should have thought of that. I have three alternative accounts that I use to maintain separate large watch lists. I will try 
emaOing one of those accounts. Cheers. Oirtlavi¥8r1 (talk) 02:57, 3 August 2015 (UTC) 

@Qd Mjshehu: About 45 minutes ago, I tried to send an emaU rrom my alternate account. Oir11awyer2: Olympics, to my primary user 
account, Oirtlawyer1. I have not received either the email sent to the recipient account, or the confirmation email that the email system is 
supposed to generate for lh8 sender account. About 10 minutes ago, I also sent a test emai to you through the Wikipodia email system. 
Please let me know If you do or dont rocelve IL Thanks. Dir1Jowyer1 (!!!!!) 03:39, 3 August 2015 (UTC) 

Some mail providers block Wikimedla man due to the way It Is sent. See for example Wlkipadla:Vlllage pump (technical)/Archlve 
136#1'.;moll la not working and phab:T66795. PrimoHunter (!!!!9 03:47, 3 August 2015 (OTC) 

Better to direct people to a thread that has less of Technical 13's scary misinformation, like Wikipedia:Villago pump 
technical /Archive 129#ts 'Email this user" on the blink? and the threads linked back from there. -,Rodroso64 ~ 10:23, 3 

Augus 0 

In my opinion, It would be bettor to direct people to bttpif/wv;w.ie1f.&!fs;a/roail-archlye/web~etf/current/msg87153.htm.! wfth a 
brief explana~on that Yahoo mail ls broken and that there Is tittle we can do about It except possibly block Yahoo mall. 
-Guy Mn eon<!!!!!!) 12:51, 3 August 2015 (UTC) 

As I've suggested a few limes since this problem presented itself, we could resolve this issue by correctly and 
accurately Identifying the sender (albeit by proxy) of the email as Wlklmedla and provide the email address of the 
Wiklpedla user who requested Wikimedia send the email In the reply-to field. 
Altemativoly, each user with email enable could be assigned virtual email address that Wikimedia would routo to 
their actual email. ><eno@users.wikimedla.org, tor exampkl. - xeno"ll< 13:00, 3 August 2015 (UTC) 

Upload file from WikiEditor ... to Commons 
Hi there, Wiklpedlnnel 

Pint, thi• Is not a very poU,bed ..,ript, ao forgive ti,, om lesions and thrown-together Ul. 

AtWikimania, I wrote a gadget that upfo«led lrom enwiki beta to Commons btta And it worked. And ~ WM brilliant. 

Now, i;ho oode required forthat g&d .. t lo ononwiki proper. So I ported ~over to enwlki. 

All you need is tho following line In your oommonJs to enable it: 

------------···---··-----------------------------------------, 

https://en.wikipedia.org/wiki/Wikipedia:Village_pump_(technical)/Archive_l38 2/14/2018 
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AAer that, a oocond "in .. ,t fil•" icon will appear in Wiki.Editor alter • seeond or 1wo, and its title texl will be "Uf>load file" or 11<>metruna, 

Note, trus is going to Commons, under a CC-8Y-5A 4.0 Ucense, so by reading th.ii and lDStaJli.n.a my script you're agreeing t.o those terrut when you upload. .. tee. 1 told you it wu 

unpolished. In tho Future, it w,11 have a license dloclaimer 

This,, g<>ing !iO he the very ,..,.,st, bA.,is for 01Jr upcoming tools, which will ]Iv-, both in WikiEditor and in VisuelEdltor Th<ty will definitely hove prop<r license disclslmers 

In thi• grand tradition, you can create subcl..,..,, of my mw Upload objecl(s), and my mw.UploadOialog objool(a), and wrlte tptcializ<ld upload !iOoill for various PUJI)""""• Want to add• 

special category to imagee in a ciaos of aJticles that Y<JU edit often? Easy! Subclass mw.CommonsUploadForEditDialog to return a sabcJa.ss of mw.CommoruUploadForEdlt which ad<b the 

eategory In automoticaJ.ly on creation, This is only one eJC6111pleofthocool, ,peclalizcd otulf:,ou can do 

See the documentation for mw Upload on doe.wikimedill org httpr./Jdoe..wikim«ll.11 6rg/mMiAwiki•MrJ1/fr'IMt,,r/jg/dl{ani/mw, lJpk,nd 

H11Ppyhocking! - Mnrl/1'r,1<Cur~ 1s:07,3Augw,tao15(UTC) 

Wikitables - unable to disambiguate links 
WikitablM on the following iuticles Ath1fica 4 l tho ,q(,2- .Untt..h ltp-LPU'O rul-0 Cornnio,1w;ealth ~;omee - WoJllQt1'11 •S!.' .. ~, ~W!t.JS!:tn.U!!!w9§§ .. ~!1,,lnlD0f Ulymp]c::s - Wouuu\'11 40"2 
!.!.l.f!!ml, ~J.£! .tl the -1962. 8nYKli P.wplre bucJ 0,11uponwt1ulth Oa1uflca - Wumu11'1l -a~o ynrOI. and Auttralut. nl Llin 129::.2 l}115.11b Empire and Comrnonwoulh C~fJ.ffiQ11 s~merate Jinks to 

~ l'!!tml9.\t. but they should link to ~ •111elt (jj\hltle) (a legltima\'O redlink) I cannot ... how lo edit the w,1:ii.ble lo make them generate the corre<:t Hnb Help please! 

~ (!1!.1!9 1$27, 3Augmt2015 (UTC) 

Like so tttps:/len.wlklpedla ,org/w/lndexJll,p.Jl~Athletics at the 1962 British Empire and Commonwealth Games %E2%80%93 Women% 
27s 10 :.,yards&type«revlslon&d:/f-e'4~&oklid-605'e'61193}. por-m.. Templiite:Sortnome 4ocumonllltlon. - ~ ~ 15:31, 3 August 2015 
(lJTC) 

You can also do this using Idab•athl ete as opposed to my solution for each of the template uses. I think my solution is marginally easier to 
understand. YMMV. -lzno <!!!!Y 15:33. 3 August 2015 (UTC) 

Many thankS . I went w ith the first method. DunoanHIII <!!!!!) 15:46, 3 August 2015 (UTC) 

,-✓-Res-o-lv-ed~I 

Tech News: 2015-:ig_ 
Latest tget,. news from the Wikimedia technical community, Plea.,.e tell other uaert about the:se d\4nges, Not all changes will affect you. ~rr,srUlla~ are available, 

Reeent change,, 

The CootentT ranslation extension has been updated: 

• Yoo can now type in list pa,-grapl\s on wikis v.tth right-to-left saipt~ 147} (https:llphal>roator · 

• Some. use-r ,r,terlttee updow.seruJnged howdeblris In 1he COnt'1ntTransln00n extension IOok. 
lhttf1!>;//.e!Jabflcat01,wlklJ!llldl•'2!'9l!l OS799l (.5$l) (htips;J/phal)rfcator wlkk!)e<lia,orgiJ: 1006431 

The erro, page you """ when the •~8$ are not working io oow s;mpler and oa•ier to r&ad. It also •hows the \Mklmedla bgo. ~ ltDs,l/ger~LINll<lmtj<lla,orylr/#/c:/".!2301M 

• Medla\Mkl ncm supports redirects for CSS pages. IS3j (httpo:llphobroeator.wl<jn,ed,a.a .qff73201) 
Bots can't guoss captchas unlimited times anymore. ~.!b!!.l:@://phabrlcator.v,ildmedl&.orgrn 

Problem• 

• There was a problem with thumbnails on wll<is "'"11 local Images on July 2◄ and 25, II wa, duo to a code e,ror. (§,fil,llJ!!P.cllphabflca~pdla,orq/TJ Q®9?) 
• We can't •earch by lile !lE!' on Wikimedia wlkis n<:TN. 156) (https;l!liln!bricalor.Yoikirr,edla.oryf1072!l§l 

Cbengu UII• week 

• Tiu, new version ol Media\Mki v,;1 be on test wlklsand MediaWlki orgfromAugU5l 4, ltv.lll be on non,\Mkipedia v.ikis from August S.11 will be on allWkipedias fromAugust6 

(o•lu/iaar), -

Meeting,, 

• You elln Join the ool(I moo),n9 W1\h lhe VisualEdl!Or,teafT\ ounng ihe m,e1Irq, you can tell devol;>pers wt,tj, bugs'"" lhe moot l'rv,orlllnl The meelilg v,il be on Avqu~'4 nt 10:00 
IUTCl lhttp;/~![JJl.a!l!ldato.y,m/workk;iocltlli>redtlme1!)lrrl?h0!!F19J!imire;0O&sl!C"O&~y=(l4~month•OO&yoar-2015l, See~ 

~-aroo bu®" aml>@WUr:t and posted by 11:<11. Qmflibutr • ~ -~ • (,'iup{o«///gck •~QE.Jl(f§.!/(~, 

J.5:51, 3 August 2015 (1.Jl'C) 

Retrieved from "https:1/en.wikrpedla,orgWcndex.pt!(lbtlo=WAdpedla;Vllagu punp (!j,<;hnica9/Atch1'0 13e&oldld;721364514" 

Thi• page was last adlte<I on 21 May 2016. at 09:59. 

Tedi$ available under the Cu~ .• u.•o Commor~ Anil>ubon-,Sk.r~lko l •0~se, additional terms may apply. By using (his site. you agcee lo lhe Te1rrr; or Use and PJr,acy Policy. 
\Mklped1a® is a registered fradematk of t6o ~imedln Foundation, Inc. B non-profrt o·ganization 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

                                     
      ) 
WIKIMEDIA FOUNDATION,  ) 
      ) 
  Plaintiff,   )   
      ) Civil Action No. 1:15-cv-00662-TSE 
 v.      ) 
           )  
NATIONAL SECURITY AGENCY, et al., ) 
      ) 
  Defendants.   ) 
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OP-ED CONTRIBUTORS

Jimmy Wales Lila TretikovBy  and 

March 10, 2015

SAN FRANCISCO — TODAY, we’re filing a lawsuit against the National Security 
Agency to protect the rights of the 500 million people who use Wikipedia every month. 
We’re doing so because a fundamental pillar of democracy is at stake: the free exchange 
of knowledge and ideas.

Our lawsuit says that the N.S.A.’s mass surveillance of Internet traffic on American soil 
— often called “upstream” surveillance — violates the Fourth Amendment, which 
protects the right to privacy, as well as the First Amendment, which protects the 
freedoms of expression and association. We also argue that this agency activity exceeds 
the authority granted by the Foreign Intelligence Surveillance Act that Congress 
amended in 2008.

Most people search and read Wikipedia anonymously, since you don’t need an account to 
view its tens of millions of articles in hundreds of languages. Every month, at least 75,000 
volunteers in the United States and around the world contribute their time and passion 
to writing those articles and keeping the site going — and growing.

On our servers, run by the nonprofit Wikimedia Foundation, those volunteers discuss 
their work on everything from Tiananmen Square to gay rights in Uganda. Many of 
them prefer to work anonymously, especially those who work on controversial issues or 
who live in countries with repressive governments.

These volunteers should be able to do their work without having to worry that the United 
States government is monitoring what they read and write. Unfortunately, their 
anonymity is far from certain because, using upstream surveillance, the N.S.A. 
intercepts and searches virtually all of the international text-based traffic that flows 
across the Internet “backbone” inside the United States. This is the network of fiber-
optic cables and junctions that connect Wikipedia with its global community of readers 
and editors.

Stop Spying on Wikipedia Users
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As a result, whenever someone overseas views or edits a Wikipedia page, it’s likely that 
the N.S.A. is tracking that activity — including the content of what was read or typed, as 
well as other information that can be linked to the person’s physical location and possible 
identity. These activities are sensitive and private: They can reveal everything from a 
person’s political and religious beliefs to sexual orientation and medical conditions.

You have 4 free articles remaining.
Subscribe to The Times

The notion that the N.S.A. is monitoring Wikipedia’s users is not, unfortunately, a stretch 
of the imagination. One of the documents revealed by the whistle-blower Edward J. 
Snowden specifically identified Wikipedia as a target for surveillance, alongside several 
other major websites like CNN.com, Gmail and Facebook. The leaked slide from a 
classified PowerPoint presentation declared that monitoring these sites could allow 
N.S.A. analysts to learn “nearly everything a typical user does on the Internet.”

The harm to Wikimedia and the hundreds of millions of people who visit our websites is 
clear: Pervasive surveillance has a chilling effect. It stifles freedom of expression and 
the free exchange of knowledge that Wikimedia was designed to enable.

During the 2011 Arab uprisings, Wikipedia users collaborated to create articles that 
helped educate the world about what was happening. Continuing cooperation between 
American and Egyptian intelligence services is well established; the director of Egypt’s 
main spy agency under President Abdel Fattah el-Sisi boasted in 2013 that he was “in 
constant contact” with the Central Intelligence Agency.

So imagine, now, a Wikipedia user in Egypt who wants to edit a page about government 
opposition or discuss it with fellow editors. If that user knows the N.S.A. is routinely 
combing through her contributions to Wikipedia, and possibly sharing information with 
her government, she will surely be less likely to add her knowledge or have that 
conversation, for fear of reprisal.

And then imagine this decision playing out in the minds of thousands of would-be 
contributors in other countries. That represents a loss for everyone who uses Wikipedia 
and the Internet — not just fellow editors, but hundreds of millions of readers in the 
United States and around the world.
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In the lawsuit we’re filing with the help of the American Civil Liberties Union, we’re 
joining as a fellow plaintiff a broad coalition of human rights, civil society, legal, media 
and information organizations. Their work, like ours, requires them to engage in 
sensitive Internet communications with people outside the United States.

That is why we’re asking the court to order an end to the N.S.A.’s dragnet surveillance of 
Internet traffic.

Privacy is an essential right. It makes freedom of expression possible, and sustains 
freedom of inquiry and association. It empowers us to read, write and communicate in 
confidence, without fear of persecution. Knowledge flourishes where privacy is 
protected.

Jimmy Wales, the founder of Wikipedia, is a board member of the Wikimedia Foundation, of which Lila Tretikov is 

the executive director. 

A version of this article appears in print on March 10, 2015, on Page A21 of the New York edition with the headline: Stop Spying on 
Wikipedia Users

READ 403 COMMENTS
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

                                     
      ) 
WIKIMEDIA FOUNDATION,  ) 
      ) 
  Plaintiff,   )   
      ) Civil Action No. 1:15-cv-00662-TSE 
 v.      ) 
           )  
NATIONAL SECURITY AGENCY, et al., ) 
      ) 
  Defendants.   ) 
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C O M M U N I T Y W I K I P E D I A F O U N D A T I O N T E C H N O L O G Y

T

F O U N D A T I O N ,  F R E E  C U L T U R E ,  F R O M  T H E  A R C H I V E S ,  L E G A L ,  W I K I M E D I A  V .  N S A

Wikimedia v. NSA: Wikimedia Foundation files 
suit against NSA to challenge upstream mass 

surveillance
By Michelle Paulson, Wikimedia Foundation 

Geoff Brigham, Wikimedia Foundation 

March 10th, 2015

Today, the Wikimedia Foundation is filing suit against the National Security Agency 
(NSA) and the Department of Justice (DOJ) of the United States. The lawsuit 
challenges the NSA’s mass surveillance program. (..)

THIS ARTICLE IS  AVAILABLE IN:

ENGLISH ةلا 中文 FRANÇAIS DEUTSCH ITALIANO

JĘZYK POLSKI PORTUGUÊS DO BRASIL ESPAÑOL

oday, the Wikimedia Foundation is filing suit against the National Security Agency (NSA) and the 

Department of Justice (DOJ) of the United States [1]. The lawsuit challenges the NSA’s mass surveillance 

program, and specifically its large-scale search and seizure of internet communications — frequently referred to 

as “upstream” surveillance. Our aim in filing this suit is to end this mass surveillance program in order to protect 

the rights of our users around the world. We are joined by eight other organizations [2] and represented by the 

American Civil Liberties Union (ACLU). The full complaint can be found here.

Justice presides with her scale and sword at Frankfurt am Main. 

Photo by Roland Meinecke, licensed under a Free Art license. 
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“We’re filing suit today on behalf of our readers and editors everywhere,” said Jimmy Wales, founder of 

Wikipedia. “Surveillance erodes the original promise of the internet: an open space for collaboration and 

experimentation, and a place free from fear.”

Privacy is the bedrock of individual freedom. t is a universal right that sustains the freedoms of expression and 

association. These principles enable inquiry, dialogue, and creation and are central to Wikimedia’s vision of 

empowering everyone to share in the sum of all human knowledge. When they are endangered, our mission is 

threatened. If people look over their shoulders before searching, pause before contributing to controversial 

articles, or refrain from sharing verifiable but unpopular information, Wikimedia and the world are poorer for it.

When the 2013 public disclosures about the NSA’s activities revealed the vast scope of their  programs, the 

Wikimedia community was rightfully alarmed. In 2014, the Wikimedia Foundation began conversations with the 

ACLU about the possibility of filing suit against the NSA and other defendants on behalf of the Foundation, its 

staff, and its users.

Our case today challenges the NSA’s use of upstream surveillance conducted under the authority of the 2008 

Foreign Intelligence Surveillance Act Amendments Act (FAA). Upstream surveillance taps the internet’s 

“backbone” to capture communications with “non-U.S. persons.” The FAA authorizes the collection of these 

communications if they fall into the broad category of “foreign intelligence information” that includes nearly any 

information that could be construed as relating to national security or foreign affairs. The program casts a vast 

net, and as a result, captures communications that are not connected to any “target,” or may be entirely 

domestic. This includes communications by our users and staff.

“By tapping the backbone of the internet, the NSA is straining the backbone of democracy,” said Lila Tretikov, 

executive director of the Wikimedia Foundation. “Wikipedia is founded on the freedoms of expression, inquiry, 

and information. By violating our users’ privacy, the NSA is threatening the intellectual freedom that is central to 

people’s ability to create and understand knowledge.”

The NSA has interpreted the FAA as offering free rein to define threats, identify targets, and monitor people, 

platforms, and infrastructure with little regard for probable cause or proportionality. We believe that the NSA’s 

current practices far exceed the already broad authority granted by the U.S. Congress through the FAA. 

Furthermore, we believe that these practices violate the U.S. Constitution’s First Amendment, which protects 

freedom of speech and association, and the Fourth Amendment, which protects against unreasonable search 

and seizure.

Additionally, we believe that the NSA’s practices and limited judicial review of those practices violate Article III of 

the U.S. Constitution. A specialized court, the Foreign Intelligence Surveillance Court (FISC), hears issues 

related to foreign intelligence requests, including surveillance. Under U.S. law, the role of the courts is to resolve 

“cases” or “controversies” — not to issue advisory opinions or interpret theoretical situations. In the context of 

upstream surveillance, FISC proceedings are not “cases.” There are no opposing parties and no actual 

“controversy” at stake. FISC merely reviews the legality of the government’s proposed procedures — the kind of 

advisory opinion that Article III was intended to restrict.

In 2013, the U.S. Supreme Court dismissed a previous challenge to the FAA, Amnesty v. Clapper, because the 

parties in that case were found to lack “standing.” Standing is an important legal concept that requires a party to 

show that they’ve suffered some kind of harm in order to file a lawsuit. The 2013 mass surveillance disclosures 

included a slide from a classified NSA presentation that made explicit reference to Wikipedia, using our global 

trademark. Because these disclosures revealed that the government specifically targeted Wikipedia and its 

users, we believe we have more than sufficient evidence to establish standing.

Wikipedia is the largest collaborative free knowledge 

resource in human history. t represents what we can 

achieve when we are open to possibility and unburdened by 

fear. Over the past fourteen years, Wikimedians have 

written more than 34 million articles in 288 different 

languages. Every month, this knowledge is accessed by 

nearly half a billion people from almost every country on 
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Spread the word about inappropriate surveillance. Art by Rich 

Black, CC BY 3.0.

earth. This dedicated global community of users is united by 

their passion for knowledge, their commitment to inquiry, 

and their dedication to the privacy and expression that 

makes Wikipedia possible. We file today on their behalf.

For more information, please see our op-ed, Stop Spying on 

Wikipedia Users, by Wikipedia founder Jimmy Wales, and 

Wikimedia Foundation executive director Lila Tretikov, in 

the March 10 edition of The New York Times. [3]

Michelle Paulson, Senior Legal Counsel, Wikimedia 

Foundation *

Geoff Brigham, General Counsel, Wikimedia Foundation

* The Wikimedia Foundation and its co-plaintiffs are being 

represented by the American Civil Liberties Union (ACLU) 

in this suit. We would like to thank them, in particular Patrick 

Toomey, Ashley Gorski, and Daniel Kahn Gillmor for their 

work and dedication throughout this process.

References

1. Other defendants include: Michael Rogers, in his official capacity as Director of the National Security 

Agency and Chief of the Central Security Service; Office of the Director of National Intelligence; James 

Clapper, in his official capacity as Director of National Intelligence; and Eric Holder, in his official capacity as 

Attorney General of the United States.

2. Today, we’re proud to bring this lawsuit alongside a coalition of organizations from across the ideological 

spectrum, including The National Association of Criminal Defense Lawyers, Human Rights Watch, Amnesty 

International USA, Pen American Center, Global Fund for Women, The Nation Magazine, The Rutherford 

Institute, and Washington Office on Latin America. We believe the wide variety of perspectives represented in 

this lawsuit demonstrates that the defense of privacy and freedom of expression and association is not defined 

by partisanship or ideology.

3. To read more about our opposition to mass government surveillance, please see our previous blog posts 

on PRISM, opposing mass surveillance on the internet, and transparency in the use of surveillance.

Frequently Asked Questions

Q  What does this lawsuit challenge?
A: Our lawsuit challenges the NSA’s unfounded, large-scale search and seizure of internet communications, 

frequently referred to as “upstream” surveillance. Using upstream surveillance, the NSA intercepts virtually all 

internet communications flowing across the network of high-capacity cables, switches, and routers that make up 

the internet’s “backbone.” This backbone connects the Wikimedia global community of readers and contributors 

to Wikipedia and the other the Wikimedia projects.

Q  What is the U.S. government’s legal justification for this program?
A: The U.S. government has used the Foreign Intelligence Surveillance Act (FISA) Amendments Act of 2008 

(FAA) (see 50 U.S.C. § 1881a) to justify broad, “upstream” mass surveillance. Under the FAA, “the Attorney 

General and the Director of National Intelligence may authorize jointly, for a period of up to one year from the 

effective date of the authorization, the targeting of [non-US] persons reasonably believed to be located outside 

the United States to acquire foreign intelligence information.” The statute only requires “reasonable belief” that a 
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non-US person is located outside the United States. There is no need to show that target is a foreign agent, 

much less a terrorist. The purpose of the statute is to acquire “foreign intelligence information”– a very general 

concept. We believe the broad interpretation of this statute that allows for upstream surveillance is 

unconstitutional.

Q  How does surveillance or the fear of surveillance affect readers and editors of Wikipedia and its sister 
projects?
A: Mass surveillance is a threat to intellectual freedom and a spirit of inquiry, two of the driving forces behind 

Wikimedia. Wikipedia is written by people from around the world who often tackle difficult subjects. Very 

frequently they choose to remain anonymous, or pseudonymous. This allows them to freely create, contribute, 

and discover, without fear of reprisal. Surveillance might be used to reveal sensitive information, create a chilling 

effect to deter participation, or in extreme instances, identify individual users. Pervasive surveillance undermines 

the freedoms upon which Wikipedia and its communities are founded.

Q  How does surveillance affect Wikipedia as a knowledge resource?
A: Wikipedia is a living resource for knowledge. It is written by volunteers around the globe, in hundreds of 

languages. It reflects the world around us and changes to embodies current events, notable individuals, evolving 

theories, emerging art, and more. Wikipedia relies on the contributions of editors and the support of readers to 

evolve and grow. If readers and editors are deterred from participating in Wikipedia because of concerns about 

surveillance, the health of Wikipedia as a resource to the world is jeopardized.

Q  What kind of Wikimedia communications could the NSA be intercepting?
A: Wikipedia and its sister projects is created entirely by volunteer editors. More than 75,000 editors each month 

edit Wikipedia, amounting to more than 33 million articles. These editors not only contribute content, but also 

discuss and share information on discussion pages and elsewhere within the project. Privacy and free 

expression are core values of the Wikimedia community. When volunteer editors contribute to Wikipedia, they 

expect it to be a safe, open space in which creativity and knowledge can thrive.

Q  Why is it important that the Wikimedia Foundation ensures privacy and anonymity for its users?
A: Privacy is a core value of the Wikimedia movement. From the beginning, Wikipedia has allowed for users to 

maintain private identities through the use of anonymous or pseudonymous editing. This has been reinforced by 

the Wikimedia Foundation’s firm commitment to protecting the privacy and data of its users through legal and 

technical means.

Privacy makes freedom of expression possible, sustains freedom of inquiry, and allows for freedom of 

information and association. Knowledge flourishes where privacy is protected.

Q  Why is the NSA interested in the communications of innocent Wikimedia users?
A: You would have to ask them. One could guess, however, that they are trying to amass as much information as 

possible into their databases, and, as with other websites, they may believe there is value in the data, 

conversations, and personal information on Wikipedia and in the Wikimedia community.

Q  How do you know Wikimedia has been singled out for surveillance by the NSA?
A: One of the NSA documents revealed by whistle-blower Edward Snowden specifically identifies Wikipedia for 

surveillance alongside several other major websites like CNN.com, Gmail, and Facebook. The previously secret 

slide declares that monitoring these sites can allow NSA analysts to learn “nearly everything a typical user does 

on the Internet.”

Q  Has the Wikimedia Foundation taken any measures to protect its users’ privacy?
A: The Wikimedia Foundation takes privacy very seriously, which is why we find the NSA’s upstream mass 

surveillance so troubling. You do not need to create an account or login to read or edit Wikipedia or the other 

Wikimedia sites. If you do decide to create an account, you can choose any username you like — we don’t 

require real names, email addresses, or any other personally identifying information, and we never sell your data.

Q  Why did Wikimedia join this lawsuit against the NSA?
A: Our role at the Wikimedia Foundation is to protect Wikipedia, its sister projects, and the Wikimedia community 

of users. This means providing our users with the right conditions to facilitate their work, and protecting them 
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when necessary. Defending the privacy of our editors, readers, and community is paramount to us. We believe 

privacy is essential to facilitating and advancing free knowledge.

You can also find this FAQ here on Wikimedia.org.

29 Comments on Wikimedia v. NSA: Wikimedia Foundation 
files suit against NSA to challenge upstream mass 
surveillance

arielsbecker 

This is very good news! And a surprise too. Congratulations, and all my support, from Argentina.

Share

4 years

Philippe Verdy

Note that France is currently in the process of adopting a system similar to the NSA, by placing the 

surveillance under the direct autority of the government, without real control by the justice.

There will be NO parties in a judiciary suite, so nobody will be able to defend his case. Everyone will be 

monitored for various purposes and not just for national security : it will include spying on commercial 

communications, profiling any one on any communication network (whever in France or abroad), by 

wiretappinbg also directly on the backbones and in all internal network of network providers or security 

providers (those that emit encryption keys for the PKI infrastructure).

Today, string encruption is allowed in France only for the strong authentication of users (but this is not a 

problem for spying agencies, given that strong authentication allows identifying anyone), but not for the 

content of their communications (which use weak encryption mechanisms with authorized “key escrows”): 

if users are strongly authentified but their communication are not really encypted, they can be profiled in 

all their online activities associated to this strong authentication.

The mechanisms used in HTTPS (and PSEC) have also backdoors, allowing a third party to reduce the 

strength of engryptions, or substituting encryption keys by others, provided that they have an unlimited 

access to the backbones and internal networks used by commercial network service providers (Internet, 

mobile phone, electronic payment systems, externalized billing systems, cloud storage or computing 

providers ). They will be able to track each new account creation on these services, recording a unique 

identifier of the user that will be usable later to decrypt his tapped communications.

There’s also no limit of time for keeping the records and judges won’t have access to the contents of these 

records (because it will be only under the direct supervision and authority of the government, which will be 

able to oppose a “secret défense” to a judiciary injunction for getting access to the records.

Here also, there will be a pseudo-judiciary control with an adhoc advisory committee similar to the “FLIC” 

in USA, where not all parties will be heard (in fact there will be no judiciary suite, and none of the advices 

will be enforceable (the governement consults, but does not have to follow any decision, it will allow its 

administration to do everything it wants and will protect all their action, maintaining the secret).

Funny side node: “FLIC” in French is the common popular word for designating a member of the police 

(national police, or gendarmerie). It is no longer a “slang” word, even the police uses it. It is perfectly legal 

in France to call a policeman a “flic”. I wonder if the US acronym is not made on purpose to reuse this very 

common French term !

But clearly its meaning has nothing in common with the justice, it is part of the executive administration 

system (under control of the political party in the current majority of government, or the current presidential 

majority for some branches of the police in France: if these two majorities are not the same, each one has 

his own privileges and can act independantly without any real judiciary control, or even any parliamentary 

control for the presidential branch).

What this means is that the democratic separation of powers (theoretically claimed and protected by the 

French constitution) has another breach: this is a real threat against journalists, lawyers, political parties 

not in the current majority, and against all citizens or legal foreign residents in France (including EU 

nationals). That law will also permit spying on other EU member countries, for their domestic activities or 

4 years
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1. My name is Scott Bradner.  I have been asked by the plaintiff’s counsel in 

Wikimedia Foundation v. National Security Agency, No. 1:15-cv-006622-TSE (D. Md.), 

to provide an expert report addressing the government’s reply to the plaintiff’s brief and 

to my declaration, both of which were dated December 18, 2018.  My qualifications to 

express an opinion in the case as well as my compensation and CV are as stated in my 

previous declaration. 

2. A list of the documents provided to me by plaintiff’s counsel was attached 

as Appendix B to the previous declaration.  

I. MY CONCLUSION HAS NOT CHANGED. 

3. I have carefully reviewed Dr. Schulzrinne’s reply declaration as well as 

the government’s reply brief.  These documents do not change my basic conclusion in 

this case that “it is virtually certain that the NSA has, in the course of the upstream 

collection program, copied, reassembled and reviewed at least some of Wikimedia’s 

communications.”  

II. INTRODUCTION 

4. My conclusion rests on four basic foundations: 

i. The NSA is copying packets, reassembling them into communications 
and then reviewing the communications for the presence of selectors 
as part of the upstream program. 

ii. Wikimedia’s traffic traverses every circuit carrying public Internet 
traffic into and out of the country (i.e., “international internet links”). 

iii. The NSA is monitoring at least one such circuit under the upstream 
collection program.  

iv. On any circuit it is monitoring, the NSA must be copying, 
reassembling, and reviewing transactions, including Wikimedia 
communications, to find those communications that are to or from its 
targets. 
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5. The government and Dr. Schulzrinne do not dispute the first two 

foundations, and they do not seriously dispute the third foundation.  But they do dispute 

the fourth foundation.  

6. Dr. Schulzrinne disputes the fourth foundation of my conclusion primarily 

by describing what I will call a “Wikimedia-avoidance theory”—a hypothetical 

architecture for an upstream collection program that intentionally avoids Wikimedia’s 

communications (and potentially many other types of communications), rather than 

having as its goal comprehensively collecting the communications to and from the NSA’s 

targets.  This hypothetical architecture is deliberately designed not to be 

comprehensive—because it is designed to avoid entire categories of Internet 

communications on the off chance that there might be Wikimedia communications 

present. In offering his Wikimedia-avoidance theory, Dr. Schulzrinne is effectively 

ignoring the inescapable technical implications of the government’s own descriptions of 

the upstream collection program. Dr. Schulzrinne does not cite any evidence in either of 

his declarations that the NSA is actually using the extensive filters he describes, nor does 

he cite any evidence that the NSA is actually avoiding every one of the billions of 

Wikimedia communications. 

7. I disagree with Dr. Schulzrinne and believe that his hypothetical 

architecture is inconsistent with what the government has disclosed about the upstream 

collection program.  His architecture conflicts with the government’s definitive statement 

that the NSA “will acquire a wholly domestic ‘about’ communication if the transaction 

containing the communication is routed through an international Internet link being 
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monitored by NSA.”1  Dr. Schulzrinne’s hypothetical architecture also conflicts with the 

NSA’s goal “to comprehensively acquire communications that are sent to or from its 

targets.”2  The architecture also conflicts with other technical and practical necessities of 

conducting a program that has collected millions of communications to or from tens of 

thousands of targets dispersed around the world.  Each of these conflicts independently 

disproves Dr. Schulzrinne’s speculation that the NSA is using his Wikimedia-avoidance 

theory in its upstream collection program, and each independently supports my 

conclusion concerning the NSA’s monitoring of Wikimedia communications.  

8. Dr. Schulzrinne argues that his hypothetical architecture, based on 

extensive whitelist and blacklist filters, does not conflict with government disclosures 

about the upstream collection program.  The bulk of Dr. Schulzrinne’s reply declaration 

is a set of nuanced discussions that are not relevant to the first two conflicts between his 

hypothetical architecture and the government’s disclosures about the upstream collection 

program.  He devotes little space to showing that his hypothetical architecture is 

consistent with the government’s definitive admission that the NSA will acquire wholly 

domestic communications under some conditions or with the NSA’s described goal to 

comprehensively acquire the communications to or from the NSA’s targets.  His few 

arguments relating to these two conflicts are either technically incorrect or consist 

basically of pleas to ignore the plain meanings of the government’s disclosures. 

                                                 
1 Appendix P (FISC Opinion at 45 (Oct. 3, 2011), available at ECF No. 168-4 at 562-643 (“FISC 
Opinion”)).   
2 Appendix F (Privacy and Civil Liberties Oversight Board, Report on the Surveillance Program Operated 
Pursuant to Section 702 of FISA at 10 (July 2, 2014), available at ECF No. 168-3 at 199-395 (“PCLOB 
Report”)). 
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9. As I explain below, Dr. Schulzrinne is also incorrect in his response to the 

other technical and practical necessities that support my conclusion. 

10. Before getting to these explanations, I want to respond to a thread that 

runs through Dr. Schulzrinne’s declaration.  He insists that it is impossible for him or me 

to know the NSA’s practices, priorities and capabilities, or the relative likelihood of 

different technical implementations of the upstream collection program.3  While absolute 

assurance may be difficult, the NSA must operate in the real world and deal with the 

technical and operational limitations inherent in the Internet and in the 

telecommunications providers it compels to assist it.  This need to operate in the real 

world constrains the ways the NSA could have implemented and be operating the 

upstream collection program and enables informed deduction of the NSA’s actual 

implementation.  Where different implementations present certain technical or practical 

trade-offs, I have tried to clearly state the degree of certainty or confidence I have in my 

conclusions. 

11. The government has made numerous disclosures relating to the upstream 

collection program over the years.  Many of these disclosures have specific technical 

implications.  The descriptions of the upstream collection program in my first declaration 

as well as in this declaration are not speculative; instead they are based on the application 

of my technical expertise to analyze the government’s disclosures to understand those 

technical implications.  

                                                 
3 Schulzrinne Reply Decl. ¶ 3. 
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III. DR. SCHULZRINNE’S WIKIMEDIA-AVOIDANCE THEORY 
CONFLICTS WITH WHAT IS PUBLICLY KNOWN ABOUT THE 
UPSTREAM COLLECTION PROGRAM. 

12. Dr. Schulzrinne’s theory of how the NSA might be conducting its 

upstream collection program conflicts with what the government has publicly said about 

the upstream collection program.  To see why, it is helpful to begin with my original 

declaration.  The final conclusion that I reached in my original declaration was based on 

four key foundations.  I provided support for each of the foundations, summarized here:  

A. The four key foundations of my conclusion in my original declaration 

1. Foundation 1: To conduct upstream collection of international 
public Internet communications traversing a circuit, the NSA 
must be copying, reassembling, and reviewing transactions on 
that circuit. 

13. The first foundation for the final conclusion in my previous declaration 

was “the NSA must be copying packets, reassembling them into communications and then 

reviewing the communications for the presence of selectors as part of the upstream 

program.”  

14. I discussed this foundation in my original declaration.4  

15. In summary, in order to determine if one or more selectors are present in a 

communication, the NSA must first copy the packets that make up a communication, then 

reassemble the packets into a copy of the communication.  Only after the communication 

has been reassembled can the NSA review the contents of the communication to 

determine if the communication contains one or more selectors.  The NSA must do this 

whether or not selectors are present. 

                                                 
4 Bradner Decl. ¶¶ 250-320, ECF No. 168-2. 
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16. Neither the government nor Dr. Schulzrinne disputes the requirement that 

packets be copied and reassembled before they could be reviewed for the presence of 

selectors.  

2. Foundation 2: Wikimedia communications are transported on all 
international circuits originating or terminating in the United 
States. 

17. The second foundation for the final conclusion in my previous declaration 

was “Wikimedia’s international communications traverse every circuit carrying public 

Internet traffic on every international cable connecting the U.S. to other countries” (i.e., 

“international internet links”). 

18. I discussed this foundation in my original declaration.5  

19. In summary, considering the volume of Wikimedia’s international 

communications and the fact that there are users of Wikimedia’s U.S.-based services in 

all of the world’s inhabited continents and islands, there must be Wikimedia 

communications traversing all of the international Internet links connecting the U.S. to 

the rest of the world.  

20. Neither the government nor Dr. Schulzrinne disputes this foundation.  

3. Foundation 3: The NSA conducts upstream collection on at least 
one international Internet link. 

21. The third foundation for the final conclusion in my previous declaration 

was “the NSA is monitoring at least one such circuit under the upstream collection 

program.”  

22. I discussed this foundation in my original declaration.6  

                                                 
5 Bradner Decl. ¶¶ 336-50. 
6 Bradner Decl. ¶¶ 150-153, 222-28, 260-64, 291, 331-35. 
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23. In summary, based on disclosures the government has made, the NSA is 

monitoring at least one international Internet circuit that is transporting Wikimedia 

communications as part of the upstream collection program.  

24. Dr. Schulzrinne does not dispute this foundation.  The government 

disputes this foundation and makes, in my opinion, an unpersuasive argument on pages 5 

and 6 of their reply brief as to whether government disclosures confirm that the NSA has 

monitored at least one international Internet circuit. 

25. I draw support for my conclusion that the NSA is monitoring at least one 

such circuit under the upstream collection program from: 

a.  the NSA’s response to plaintiff’s Interrogatory No. 12, in which the 

NSA acknowledges that the “Internet backbone” includes international 

Internet circuits or links that convey Internet traffic “internationally 

via terrestrial or undersea circuits,”7 

b. the FISC Opinion of October 3, 2011, in which the FISC stated that 

“the government readily concedes that NSA will acquire a wholly 

domestic ‘about’ communication if the transaction containing the 

communication is routed through an international Internet link being 

monitored by NSA,”8 

                                                 
7 Appendix D (NSA Response to Plaintiff’s Interrogatory No. 12, at 18 (Dec. 22, 2017), available at ECF 
No. 168-3 at 77-98). 
8 Appendix P (FISC Opinion at 45). 
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c. NSA representative Rebecca J. Richards’s April 16, 2018 deposition, 

in which she testified that the “will acquire” sentence in the FISC 

Opinion “is accurate,”9 

d. the PCLOB Report of July 2, 2014, which includes the same “will 

acquire” concession by the government,10  

e. the NSA’s 2014 targeting procedures, which make it clear that, at least 

in some circumstances, the NSA does not make use of an IP filter to 

discard wholly domestic communications,11 

f. the explanation in my first declaration that it is logical and 

unsurprising that, in designing a program to intercept international 

Internet communications, the NSA would monitor international 

Internet links.12    

26. Taken individually and together, these references make it clear that the 

NSA has monitored at least one international Internet circuit.  Because Wikimedia 

communications are present on all international Internet circuits, the NSA has monitored 

at least one international Internet circuit that carries Wikimedia communications.  

                                                 
9 Appendix K (Transcript of Deposition of Rebecca J. Richards 160:4-17 (Apr. 16, 2018), available at ECF 
No. 168-4 at 105-507 (“Richards Dep.”)). 
10 Appendix F (PCLOB Report at 41 n.157). 
11 Appendix T (NSA Section 702 Targeting Procedures at 2 (2014), available at ECF No. 168-4 at 1062-
1071). 
12 Bradner Decl. ¶¶ 222-24, 293, 332. 
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4. Foundation 4: The NSA is copying, reassembling, and reviewing 
Wikimedia communications on the international Internet links it 
is monitoring. 

27. The fourth foundation for the final conclusion in my previous declaration 

was that on any circuit it is monitoring, the NSA must, for a variety of technical reasons, 

be copying, reassembling, and reviewing all transactions, including Wikimedia 

communications, to find those communications that are to or from (or about) its targets 

28. I discussed this foundation throughout my original declaration.13  

29. In summary, based on the foundations discussed above, Wikimedia 

international communications will be transported over at least one of the international 

Internet circuits the NSA is monitoring.  As I explain in detail below, there are several 

independent reasons why, in the process of monitoring such a link, the NSA must be 

copying, reassembling, and reviewing at least all international communications 

transported on the link. 

30. Both the government and Dr. Schulzrinne dispute this foundation. Dr. 

Schulzrinne maintains that the NSA could be using whitelist filters (that is, filters that 

enumerate the specific IP addresses and/or protocols the NSA wants to review) and/or 

blacklist filters (that is, filters that enumerate specific IP addresses and/or protocols that 

the NSA does not want to review) to avoid copying, reassembling and reviewing 

Wikimedia communications.  I disagree that the use of such filters would be 

technologically consistent with the government’s public descriptions of the upstream 

collection program, and I also disagree that the use of such filters would avoid 

Wikimedia communications.  I will discuss my objections below.  

                                                 
13 Bradner Decl. ¶¶ 36-48, 272-89, 293-94, 301-18, 333, 335. 
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31. I will focus on Dr. Schulzrinne’s objections, leaving it to counsel to 

address any of the government’s objections that are not based on Dr. Schulzrinne’s 

objections. 

B. Why the NSA is copying, reassembling, and reviewing all 
communications on the international Internet links it is monitoring 

32. My conclusion that the NSA is copying, reassembling, and reviewing all 

communications on at least some of the circuits it is monitoring is supported by at least 

three independent bases.  Each of these bases shows that it is a virtual certainty that the 

NSA is copying, reassembling, and reviewing Wikimedia’s communications.  I will now 

provide a short explanation of each of these bases and of the way in which Dr. 

Schulzrinne’s Wikimedia-avoidance theory conflicts with what is publicly known about 

the upstream collection program. 

1. The NSA has acknowledged that, on international Internet links 
it is monitoring, it does not apply IP filters. 

33. The government has disclosed that it does not always apply filters to the 

traffic on circuits it is monitoring.  On at least some circuits, the government has 

acknowledged that it does not rely on filters to eliminate wholly domestic 

communications.14  

34. The government has been quite clear about one of the circumstances in 

which it does not apply filters.  It has acknowledged that it does not rely on filters on the 

international links it is monitoring.15 

                                                 
14 Bradner Decl. ¶ 291. 
15 Bradner Decl. ¶¶ 292-300. 
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35. In particular, the NSA has acknowledged to the FISC that it “will acquire 

a wholly domestic ‘about’ communication if the transaction containing the 

communication is routed through an international Internet link being monitored by 

NSA.”16  Note that this disclosure does not say “may acquire” or “might acquire.”  

Instead, the statement is definitive—the NSA will acquire wholly domestic about 

communications, i.e. wholly domestic communications that include one or more 

selectors, if they are routed through an international Internet link the NSA is 

monitoring.17 

36. Dr. Schulzrinne quotes this statement in ¶ 56 of his declaration.  But two 

paragraphs later he seems to dismiss the categorical nature of the FISC statement and 

says “wholly domestic communications of the kinds described above could still be copied 

and scanned by the NSA” (emphasis added).18   

37. There are multiple reasons to believe that the FISC statement should be 

taken at face value. 

38. Reason for the FISC Opinion.  Considering the circumstances that led to 

the decision that this quote is part of, it is hard to imagine that the FISC is not being as 

precise as it possibly could be.  The Opinion was the result of a sequence of multiple 

hearings that were called after the FISC learned of previously undisclosed surveillance 

activity by the NSA.  The hearings involved multiple submissions to the FISC explaining 

the details of the surveillance activity.  It is clear from this that the FISC considered the 

                                                 
16 Appendix P (FISC Opinion at 45). 
17 Bradner Decl. ¶¶ 292-294. 
18 Schulzrinne Reply Decl. ¶ 58. 

Case 1:15-cv-00662-TSE   Document 181-1   Filed 03/08/19   Page 15 of 61

JA3893

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 27 of 258Total Pages:(3977 of 4208)



 12 

situation to be very important and deserving of a very careful Opinion.  Thus, there is 

every reason to believe that the FISC was very careful in what it wrote. 

39. Precise use of language.  It is clear that the FISC was purposeful in its 

choice of the phrase “will acquire.”  The FISC used a different, less emphatic phrase in a 

different circumstance only a few paragraphs away.19 

40. Richards deposition.  NSA representative Rebecca J. Richards confirmed 

the sentence in the FISC Opinion was accurate during her April 16, 2018 deposition.20 

41. The excerpt from the FISC Opinion specifically discusses “about” 

collection, but that discussion shows that the NSA does not employ IP filters at least in 

some circumstances. 

42. As a technological matter, the only way the NSA will acquire wholly 

domestic “about” communications on the international Internet links it is monitoring, as 

the government has disclosed, is if it is not applying any filters to that traffic before 

reviewing the communications to see if they contain one or more selectors.  If the NSA 

were applying, for example, a filter that discarded web (ports 80 and 443) 

communications, the NSA would miss web-based “about” communication, which would 

not be consistent with the FISC’s statement that all “about” communications “will” be 

acquired.  Therefore the NSA must not be applying any filters at these locations.  Thus, 

even in the improbable case where the NSA were deploying the whitelist and blacklist 

filters of Dr. Schulzrinne’s Wikimedia-avoidance theory, based on the FISC Opinion, the 

filters would not be deployed at the international Internet links being monitored by NSA. 

                                                 
19 Appendix P (FISC Opinion at 35). 
20 Appendix K (Richards Dep. 160:4-17). 
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43. The FISC disclosure concerning wholly domestic “about” 

communications is consistent with other government disclosures that IP filters are not 

always used, as discussed above.  The lack of all filters on these international Internet 

links means that the NSA would copy, reassemble and review all communications on the 

link, including all Wikimedia communications that happen to be on the link, for the 

presence of selectors.  This is how the NSA would find the “about” communications.  

Note that, since it is undisputed that there are Wikimedia communications on every 

international Internet circuit, there will be Wikimedia communications on any such 

international Internet circuit that the NSA is monitoring.   

44. The definitive statement in the FISC Opinion does not provide any room 

for any filters, such as the whitelist or blacklist filters Dr. Schulzrinne hypothesizes could 

be used, because the use of such filters would discard some wholly domestic about 

communications.  

45. Thus, at least on the international Internet links—where it does not employ 

filters—the NSA must be copying, reassembling and reviewing all communications, 

including any Wikimedia communications that traverse the link, in order to determine 

which communications contain targeted selectors. 

2. The PCLOB has explained that upstream collection has been 
implemented in a technological manner designed to 
“comprehensively” acquire the communications of the NSA’s 
targets.  

46. The government has said that the aim of the NSA is “to comprehensively 

acquire communications that are sent to or from its targets.”21 

                                                 
21 Appendix F (PCLOB Report at 10, 123, 143); Bradner Decl. ¶ 333. 
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47. Dr. Schulzrinne summarily dismisses the government’s own statement as 

an unrealistic or unrealized goal.  He also implies that we should not accept that the 

PCLOB meant what it said when it used the term “comprehensively.”22   

48. I find no reason to doubt the PCLOB’s use of the word 

“comprehensively,” which it used in describing the technical reasons why the NSA 

collects “about” communications.  Specifically, the PCLOB states that this collection is 

“an inevitable byproduct of the government’s efforts to comprehensively acquire 

communications that are sent to or from its targets.”23  A corollary statement is that the 

NSA would not be collecting “about” communications if it was not striving to be 

comprehensive in its collection of the communications of its targets.  The PCLOB meant 

the term “comprehensively” to explain the need for the NSA’s specific technological 

implementation of the upstream collection program, and so I find it an appropriate basis 

on which to explain the technological implementation of the upstream collection 

program. 

49. Even if Dr. Schulzrinne were correct that the NSA is not being 

comprehensive in which international Internet circuits it is monitoring, it would not 

follow that the monitoring on the circuits it does monitor would not be comprehensive.  

In fact, the FISC’s description of the improper collection of “about” communications 

only makes sense if the NSA were comprehensively monitoring individual circuits. 

                                                 
22 Schulzrinne Reply Decl. ¶¶ 72-74.  
23 Appendix F (PCLOB Report at 10). 
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50. It may be useful to note that the NSA worked “extensively” with PCLOB 

while the PCLOB was preparing the Report to ensure the Report’s accuracy.24  Because 

of the obvious care that was taken in preparing the Report, it is appropriate to understand 

the term “comprehensively” literally, as the PCLOB obviously intended it to be taken.  It 

is also useful to note that Ms. Richards confirmed in her deposition that the NSA 

reviewed every sentence of the PCLOB Report, that it identified any inaccuracies in the 

Report to the PCLOB, and that it does not believe there to be any inaccurate statements 

of fact in the Report.25 

51. The use of whitelist and/or blacklist filters as Dr. Schulzrinne 

hypothesizes is incompatible with a goal of comprehensively acquiring communications 

that are to or from NSA targets.  Such filters work against a goal of being comprehensive.  

Any such filter inevitably discards communications that might include communications 

that are to or from the NSA’s targets.  For example, Dr. Schulzrinne hypothesizes a 

blacklist filter that would discard traffic to or from Wikimedia servers.26 He imagines that 

such a blacklist would discard all communications accessing information on Wikimedia 

websites by an NSA target.  As Dr. Schulzrinne states, I do not know the NSA’s 

surveillance priorities, practices, and capabilities insofar as they are unstated or not 

inferable based on the NSA’s extensive public disclosures.27  But any such blacklist 

would, by definition, be incompatible with the government’s stated goal of completeness. 

                                                 
24 Appendix K (Richards Dep. 105:20-106:13); Appendix F (PCLOB Report at 3-4). 
25 Appendix K (Richards Dep. 101:22-102:5, 105:7-12, 105:20-106:13, 107:1-5, 108:11-15, 145:9-12). 
26 Schulzrinne Reply Decl. ¶¶ 12-13, 39-42. 
27 Schulzrinne Reply Decl. ¶ 3. 
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52. The use of whitelist filters, as imagined by Dr. Schulzrinne, is even less 

compatible with the concept of completeness.  At least with a blacklist, one is specifying 

the relatively few addresses or protocols that are not of interest among the billions of 

possible addresses and thousands of possible protocols.  In that case, communications to 

or from unknown addresses or using unknown protocols will still be reviewed.  With a 

whitelist, however, one is specifying the relatively few addresses or protocols that are of 

interest.  This means that communications to or from most of the billions of possible 

addresses or using most of the thousands of possible protocols will be discarded and not 

reviewed to see if they are from or to NSA targets.  It is certainly technically possible to 

design an Internet surveillance program using a whitelist, but doing so would 

purposefully ignore most of the Internet, and it would be inconsistent with the publicly 

known details about the upstream collection program.   

53. If the NSA were using a whitelist, or even a blacklist, of the sort that Dr. 

Schulzrinne speculates, the PCLOB would not have been able to say that the NSA’s goal 

was “to comprehensively acquire communications that are sent to or from its targets.”  I 

will discuss a number of other flaws in Dr. Schulzrinne’s concept of using whitelist 

and/or blacklist filters below. 

54. Based on the technical detail in the PCLOB Report, the NSA must be 

comprehensively copying, reassembling, and reviewing all communications on a circuit 

that it is monitoring if the NSA is to meet its goal “to comprehensively acquire 

communications that are sent to or from its targets.”  This goal is technologically 

incompatible with any significant use of filters other than those IP filters that ensure that 

at least one end of a communication is outside the U.S., and, as discussed above, the 
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government has disclosed that IP filters are not used on international Internet circuits.  

Since there are Wikimedia communications on every international Internet circuit, there 

will be Wikimedia communications on any international Internet circuit that the NSA is 

monitoring and, if the NSA is comprehensively copying, reassembling, and reviewing all 

packets on circuits that it is monitoring so that it can comprehensively acquire 

communications that are sent to or from its targets, the NSA will be copying, 

reassembling, and reviewing Wikimedia communications. 

3. Other technical and practical necessities make clear that the 
NSA is copying, reassembling, and reviewing Wikimedia’s 
communications. 

55. There is no reliable way for the NSA to know if an individual packet on a 

circuit is part of a communication that contains one or more selectors without reviewing a 

reassembled communication containing that packet.  Thus, the NSA cannot know in 

advance which packets need to be copied because they are part of a communication that 

contains selectors.  Thus, the NSA must be copying, reassembling, and reviewing at an 

absolute minimum those communications it wishes to scan for the presence of selectors.28  

56.  The NSA could not be making use of extensive whitelist and/or blacklist 

filters, such as the Wikimedia-avoidance architecture Dr. Schulzrinne imagines, because 

of the technical inability to know in advance which packets on a circuit are part of 

communications to or from the NSA’s targets.  Dr. Schulzrinne speculates that the NSA 

could know its targets’ IP addresses and communications protocols in advance, but as I 

explain at length in the next section, that is not possible given all that we know about the 

scale and purposes of the upstream collection program. 

                                                 
28 Bradner Decl. ¶¶ 236-48, 30-18, 333, 335. 
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57. The only way that the upstream collection program could possibly avoid 

all of Wikimedia’s ubiquitous communications is if the NSA had actively strived to 

eliminate them, and Dr. Schulzrinne presents no evidence that the NSA has ever 

attempted to do so or any plausible explanation for why it would do so.  Even setting this 

fact aside, the whitelist and blacklist filters Dr. Schulzrinne imagines would not, in fact, 

guarantee that the NSA would be able to avoid all Wikimedia communications.  Even if 

they could do so, there is no plausible technical or practical reason why the NSA actually 

would want to avoid all Wikimedia communications. Some Wikimedia communications, 

for example, those communications that could reveal what the NSA’s foreign intelligence 

targets are reading and writing on Wikimedia websites such as Wikipedia, would provide 

information that the NSA could consider to be potentially of interest.  In any case, it is 

almost inconceivable that the NSA went out of its way to try to specifically ensure that 

upstream collection would not encounter even a single Wikimedia communication.  

58. Dr. Schulzrinne’s Wikimedia-avoidance architecture is pure speculation, 

unsupported by any of the government’s disclosures concerning the upstream collection 

program or by any plausible technical or practical consideration.  My explanations of the 

upstream collection program are based on the public record about it and on my expert 

analysis of that record and of the technology of Internet surveillance.  Dr. Schulzrinne’s 

theory, in contrast, is merely a thought experiment, conducted without any consideration 

of whether the architecture he has imagined would remotely satisfy the purposes of the 

upstream collection program. 

59. I will address Dr. Schulzrinne’s responses to this basis for my opinion in 

much greater detail in the next section. 
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60. The above three bases show that the NSA is not employing the types of 

ubiquitous whitelist or blacklist filters that Dr. Schulzrinne imagines.  

IV. DR. SCHULZRINNE’S WIKIMEDIA-AVOIDANCE THEORY ASSUMES 
THE IMPLAUSIBLE USE OF WHITELIST AND BLACKLIST FILTERS. 

61. As I explained above (¶¶ 32-60), there are three independent technological 

bases that support my final conclusion in this case.  Dr. Schulzrinne and the government 

focus most of their attention on the third basis—that technical and practical necessities 

make clear that the NSA is copying, reassembling, and reviewing Wikimedia’s 

communications—and do not seriously challenge the first two bases. In the previous 

section, I focused on the first two bases, and in this section I will mostly focus on Dr. 

Schulzrinne’s responses to my third basis.  I will also address at least some of the points 

he attempts to make concerning fine points in the other bases.  

62. Most of Dr. Schulzrinne’s response to my third basis involves his 

Wikimedia-avoidance theory for the upstream collection program—an architecture based 

on whitelist and blacklist filters. 

A. Whitelist and blacklist filters 

63. Dr. Schulzrinne’s declaration largely focuses on the proposition that the 

NSA could use whitelist and/or blacklist filters to limit the scope of the upstream 

collection program at least enough to avoid copying, reassembling, and reviewing 

Wikimedia communications but still be compatible with government disclosures on the 

operation of the upstream collection program.29  He also says that the use of such filters 

would ensure that Wikimedia communications were not among the communications the 

                                                 
29 See, e.g., Schulzrinne Reply Decl. ¶¶ 50-51. 
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NSA copies, reassembles and reviews in the process of searching for communications to 

or from its targets.  

64. I disagree on both suggestions.  The use of some filters may be compatible 

with the government disclosures that discuss the use of IP filters to discard wholly 

domestic communications, but the use of whitelist or blacklist filters is not compatible 

with the disclosures such as the ones in the FISC Opinion and PCLOB Report that 

describe monitoring without the use of IP filters.30  As I explain below, there are other 

reasons why whitelisting and blacklisting filters are technologically incompatible with 

what is publicly known about the upstream collection program, and anyway, such filters 

would not reliably avoid Wikimedia communications. 

1. Filters on international Internet circuits. 

65. Even if it were the case that the NSA was making use of whitelist and/or 

backlist filters in some circumstances, for example where filters are also used to discard 

wholly domestic communications, it does not follow that the NSA would add special 

whitelist or blacklist filters where it is not using IP filters, such as international Internet 

circuits as noted in the FISC Opinion.  (See above at ¶¶ 33-45.) 

2. Whitelist filters are incompatible with the government’s public 
descriptions of the upstream collection program. 

66. As noted above, a whitelist filter is a filter that enumerates the specific IP 

addresses and/or protocols that the NSA wants to review.  All incoming packets that do 

not have an IP source or destination address that matches an IP address in the filter list, or 

are using a protocol that is not listed in the filter list of protocols, will be discarded.  

                                                 
30 Appendix P (FISC Opinion at 45); Appendix F (PCLOB Report at 36-37). 
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67. There are multiple reasons that the use of whitelist filters would be 

incompatible with the public descriptions of the NSA’s upstream collection program. 

a. Whitelist filters are almost useless in the upstream 
collection program because using them would require 
that the NSA know unknowable information. 

68. As I said in my previous declaration: Whitelisting requires knowing in 

advance all of the IP addresses that might be used by each of the NSA’s targets as well as 

assuming that those targets are not moving around and thereby changing their IP 

addresses. 

69. Basically, the underlying assumption inherent in the use of whitelist filters 

is that the NSA has up to date, comprehensive and accurate information on where its 

targets will be, what sites they will be communicating with and what protocols they will 

be using in advance of the start of any such communications.31  This assumption would 

be impossible to meet for communications to or from the NSA’s targets, but even harder 

to meet for “about” communications because the NSA would have to (1) know which 

non-targets will be talking about targets and (2) have comprehensive and accurate 

information on which IP addresses these non-targets will be using, what sites they will be 

communicating with, and what protocols they will be using, in advance of the start of any 

such communications.  In other words, the use of whitelist filters involves an assumption 

of precognition.  

70. Dr. Schulzrinne seems to think that developing and maintaining whitelists 

is easy, but it would be virtually impossible to do so for a surveillance program meant to 

capture the communications of thousands of targets, and in fact impossible to do so for a 

                                                 
31 Bradner Decl. ¶ 366(d). 
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program meant to capture the communications of unknown non-targets about targets.32  

The examples he provides for an IP address-based whitelist include unspecified 

individual IP addresses or blocks of IP addresses,33 the IP addresses of VPN and e-mail 

servers,34 and the IP addresses of selected web servers, webmail or chatroom sites.35 Dr. 

Schulzrinne’s list focuses on servers rather than clients.  This makes sense in the same 

way as looking under a streetlight to find your lost keys makes sense.  As long as the 

NSA’s targets use these servers, the NSA will intercept the targets’ communications. But 

there are billions of IP addresses and countless e-mail, web, and other servers in the 

world, and it is trivial to set up even more of these kinds of servers.  Anyone can set up 

new servers of the kinds Dr. Schulzrinne lists.  For example, I have both an e-mail server 

and a web server in my house.  They were easy to set up. If the NSA were restricting 

itself to the IP addresses of known servers, it would be deliberately foreclosing its ability 

to capture large amounts of target traffic.  Communications making use of new or 

temporary servers, including those that have been temporarily set up to facilitate 

communication by NSA targets, would escape the NSA’s upstream collection program.   

                                                 
32 Dr. Schulzrinne speculates that the NSA might obtain “about” communications exchanged by individuals 
using whitelisted IP addresses (Schulzrinne Reply Decl. ¶ 58), but the PCLOB has made clear that “about” 
collection permits the NSA to acquire communications between entirely unknown non-targets (Appendix F 
(PCLOB Report at 121, 126)).  It is not possible to whitelist the IP addresses of unknown non-targets in 
way that would reliably acquire about communications traversing circuits being monitored by the NSA. 
33 Schulzrinne Reply Decl. ¶¶ 8, 43. 
34 Schulzrinne Reply Decl. ¶ 58. 
35 Schulzrinne Reply Decl. ¶¶ 35, 37. 
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71. Note that Dr. Schulzrinne admits that an IP whitelist that does not include 

Wikimedia IP addresses would not exclude Wikimedia communications if someone using 

a whitelisted address communicated with Wikimedia. 36 

72. In theory, protocol-based whitelist filters would not be quite as useless as 

IP address-based ones for conducting upstream-style collection.  But, as I pointed out in 

my previous declaration, there is nothing that restricts Internet users to using assigned 

port numbers for their applications.37  Thus, protocol-based whitelist filters could easily 

miss a lot of communications that the NSA would otherwise want to review, including 

those using new, non-public or ad hoc protocols—for example, ad hoc protocols used to 

facilitate the communications of the NSA’s targets. 

73. That said, the only example Dr. Schulzrinne provides for a protocol 

whitelist is one for web protocols.38  From government disclosures, it is already known 

that the NSA copies, reassembles and reviews web communications, so it is clear that the 

NSA is not using protocol-based whitelist (or blacklist) filtering to exclude the web 

protocols.39 (See ¶ 130 below.) 

b. Dr. Schulzrinne’s proposed whitelisting is based on 
other assumptions or simplifications that are also 
inconsistent with what is known about the upstream 
collection program. 

74. Dr. Schulzrinne makes a number of significant assumptions or 

simplifications as he argues that the NSA could be using whitelists and blacklists to 

                                                 
36 Schulzrinne Reply Decl. ¶ 12. 
37 Bradner Decl. ¶ 109. 
38 Schulzrinne Reply Decl. ¶ 10. 
39 Bradner Decl. ¶¶ 314-315. 
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implement its upstream collection program without copying, reassembling or reviewing 

Wikimedia communications. 

i. Number of NSA targets. 

75. As I explained in my last declaration, one reason that whitelisting of the 

sort Dr. Schulzrinne describes is not remotely possible for the upstream collection 

program has to do with the number and mobility of the NSA’s targets.40  Dr. Schulzrinne 

responds by implying that the NSA might only have a few targets for the upstream 

collection program.  As he points out, the government has indicated that the NSA has 

over 120,000 Section 702 targets, but has not stated explicitly that all of these targets are 

part of the upstream collection program.41  

76. While that is true, there must be a significant number of upstream 

collection program targets or they must be prolific communicators—the government has 

disclosed that 26 million communications were collected under the upstream collection 

program in 2011.42  For example, if there were only a thousand upstream collection 

targets, they would have to average 26,000 communications captured under the upstream 

collection program each per year in order for the NSA to have collected 26 million 

communications per year.  While the actual number has not been publicly released, based 

on how many communications were collected in 2011 there are almost certainly tens of 

thousands of targets for the upstream collection program.   

                                                 
40 Bradner Decl. ¶ 366(d). 
41 Bradner Decl. ¶ 334; Schulzrinne Reply Decl. ¶ 46. 
42 See, e.g., Appendix F (PCLOB Report at 37); Appendix P (FISC Opinion at 26, 30-34, 73). 
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ii. Impossible targeting. 

77. Another reason that whitelisting of the sort Dr. Schulzrinne describes is 

not remotely possible for the upstream collection program has to do with the requirement 

that the NSA know, in advance, the IP addresses of its targets or the services the targets 

are using, even when the targets move around and their IP addresses change.43  In 

particular, it would also, as a general rule, be difficult to identify IP addresses that are 

exclusively used by particular individuals or groups, including NSA targets, which would 

be required if the aim is to limit the possible copying, reassembly and review to NSA 

targets. 

78. In addition, not all communications with targets will contain a target’s IP 

address.  For example, the IP addresses of targets do not appear in the communications 

when a target is using an intermediary or a communications service that involves multiple 

hops.44  Nor do IP addresses associated with targets appear in “about” communications 

(¶¶ 108-109).  In the former case, a whitelist would miss communications to or from the 

target, and in the latter case, communications about a target.  If the whitelist included the 

IP addresses of intermediary or communications services that involve multiple hops, it 

would sweep in the communications of all other users of the services, which could 

include Wikimedia communications.   

79. Dr. Schulzrinne argues that the movements of the NSA’s targets could be 

limited to a “given geographical area.”  He notes that the NSA could use a whitelist that 

                                                 
43 See, e.g., Bradner Decl. ¶¶ 171, 173-74, 229-30, 366(d). 
44 Bradner Decl. ¶¶ 244-7; Appendix P (FISC Opinion at 33-35). 
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includes a “set of IP addresses . . . associated with geographical areas where the target is 

believed to be located.”45 

80. The use of ranges of IP addresses in a whitelist can simplify the whitelist 

creation and maintenance, but their use would broaden the range of addresses that would 

be accepted by the whitelist.  Considering the broad geographic distribution of 

Wikimedia users, the broader the range the more likely that the whitelist would result in 

the copying and review of Wikimedia communications.   

81. Dr. Schulzrinne’s suggestion that target movements could be limited to a 

given geographic area is theoretical at best.  There is no particular reason to think that the 

NSA targets are so limited.  

82. But, even if the target’s mobility were limited, that does not mean that 

their use of the Internet would be restricted to any particular range of IP addresses.  

Because a target could use different ISPs at different times and at different nearby 

locations and, because the IP addresses that ISPs use are not geographically assigned, a 

target could move from IP address range to IP address range as they moved around.46  

Moreover, it is reasonable to infer that the NSA’s targets are widely distributed across a 

number of geographic regions, given that the foreign intelligence, counterterrorism, 

weapons proliferation, and cyber-security uses of Section 702 surveillance implicate 

foreign governments, organizations, and actors around the world, so that the IP address 

ranges would be numerous and varied.47 

                                                 
45 Schulzrinne Reply Decl. ¶ 47. 
46 Bradner Decl. ¶¶ 159-60. 
47 ‘Section 702’ Saves Lives, Protects the Nation and Allies, NSA/Central Security Service (Dec. 12, 2017), 
https://perma.cc/3JAL-WVV2 (“‘Section 702’ Saves Lives”).  
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83. In general, I do not think it is possible to reliably predict how a user’s IP 

address may change over time or as they move, much less the IP addresses of thousands 

of users.  This is made even more complicated by the fact that the actual users of a given 

IP address can change over time.  

84. Dr. Schulzrinne also suggests that the NSA could be “whitelisting the IP 

addresses of websites, webmail services, and/or chatrooms of interest.”  I will note that a 

webmail service is a website.  In addition, many websites and services are now making 

use of content distribution networks, which, by design, can have different, and changing, 

IP addresses in different parts of the world.  Many websites and services are also making 

use of cloud-based services, such as Amazon AWS, which also can have multiple and 

changing IP addresses.  Keeping track of the set of IP addresses in use by a particular 

service at any point in time is, at best, difficult. 

iii. Whitelist complexity and dynamism. 

85. As discussed above in ¶ 84, Dr. Schulzrinne imagines that the NSA could 

get by with a very simple set of whitelist rules. But he does not mention the fact that the 

rules would have to be frequently updated as NSA targets were added or removed, or as 

they changed their locations or methods of operation.  He paints a picture of only having 

to list the IP addresses of some servers along with some IP addresses of a few individuals 

and ranges of IP addresses.   

86. Dr. Schulzrinne implies that the targets of the NSA’s upstream collection 

program do not include individuals.48  The government’s own public documents indicate 

that the targets include individuals.49  

                                                 
48 Schulzrinne Reply Decl. ¶ 47. 
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87. Dr. Schulzrinne suggests the NSA could be using whitelists that do not 

include Wikimedia addresses.50  A whitelist that included all of the possible IP addresses 

or IP address ranges that NSA targets could be using yet excluded Wikimedia addresses 

would be very large indeed since Wikimedia is using only a handful of the approximately 

4 billion possible Internet addresses.  (There are a bit more than 4 billion possible IP 

version 4 addresses, as well as billions and billions of times more IP version 6 addresses.  

For this declaration I will focus on IP version 4 addresses because those are the addresses 

in most common use.) 

88. The only way that a whitelist used in the upstream collection program 

could be simple while still ensuring that the NSA is comprehensively collecting 

communications to and from its targets is if the whitelist included most non-U.S. IP 

addresses and most protocols, in which case there is little reason to have a whitelist in the 

first place.  Of course, any such whitelist would unquestionably include IP addresses and 

protocols used by Wikimedia users and thus would unquestionably include Wikimedia 

communications.  

c. Whitelist filters assume that the NSA wants to avoid 
almost all of the world’s communications. 

89. If the NSA is using a whitelist filter, it means that the NSA is only 

interested in the people and processes it already knows about and that it has decided to 

actively ignore everything else.  The use of a whitelist in the NSA upstream collection 

program would be the equivalent of deciding to only look at the material coming through 

                                                                                                                                                 
49 See, e.g., Office of the Director of National Intelligence, Section 702 Overview at 5-
7, https://perma.cc/J9X6-YME6 (“Section 702 Overview”); ‘Section 702’ Saves Lives, supra note 47: 
Appendix F (PCLOB Report at 36); Appendix N (FISC Submission at 4 (Aug. 16, 2011)). 
50 Schulzrinne Reply Decl. ¶ 12. 
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a few select holes of a sieve.  Since whitelisting is specifically designed to ignore most of 

the Internet, it would be extraordinarily easy for the NSA’s targets to avoid being 

monitored. 

3. Blacklist filters are incompatible with the government’s public 
descriptions of the upstream collection program. 

90. As noted above, a blacklist filter is a filter that enumerates the specific IP 

addresses and/or protocols that the NSA does not want to review.  All incoming packets 

that have an IP source or destination address that matches an IP address in the filter list or 

is using a protocol that is listed in the filter list of protocols will be discarded. 

91. The government has disclosed that the NSA does impose one type of 

blacklist filter in at least some circumstances.  Wholly domestic communications are 

filtered out, at least at some—but not all—locations (¶¶ 33-45).  This type of filtering can 

be done with a blacklist that discards packets whose source and destination IP addresses 

are both within the U.S. 

92. There are multiple reasons that any additional use of blacklist filters would 

be incompatible with the public descriptions of the NSA’s upstream collection program 

and why the use of blacklist filters would not mean that the NSA was avoiding 

Wikimedia communications.  I will now review them. 

a. Improbable non-targeting. 

93. Dr. Schulzrinne suggests that the NSA could be using blacklist filters to 

avoid all communications that are to or from the IP addresses of Wikimedia servers.51  In 

hypothesizing that the NSA is using such a filter, Dr. Schulzrinne presupposes that the 

                                                 
51 See, e.g., Schulzrinne Reply Decl. ¶ 12. 

Case 1:15-cv-00662-TSE   Document 181-1   Filed 03/08/19   Page 33 of 61

JA3911

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 45 of 258Total Pages:(3995 of 4208)



 30 

NSA would have had a reason to deliberately avoid Wikimedia communications in the 

upstream collection program.52  This is different than in a whitelist filter where the NSA 

is deciding which communications it wants to look at.   

94. Dr. Schulzrinne does not provide any evidence, let alone any creditable 

reason that the NSA would have specifically decided that it did not want to include 

Wikimedia communications in the upstream collection program.  It would be difficult for 

him to do so because, as he points out, he does not have any specific knowledge of the 

NSA’s priorities.  But, based on the available public information about the operation of 

the upstream collection program and the program’s intelligence-gathering purpose, I find 

it impossible to infer that the NSA would have singled out Wikimedia communications, 

among the vast array of communications on the Internet, as communications that should 

be ignored.  

95. Dr. Schulzrinne does talk about reducing the load on the devices the NSA 

is using in the upstream collection program, but he does not indicate why a desire to 

reduce load would have led the NSA to exclude Wikimedia communications.53  

96. Dr. Schulzrinne notes that the inter-regional Internet capacity is very large 

these days—as much as 295 terabits per second.54  To put the volume of Wikimedia 

communications into context, in the six-month period between August 1, 2017 and 

January 31, 2018, Wikimedia engaged in approximately 760 billion international 

communications.55  This works out to about 48 thousand communications per second.  

                                                 
52 Bradner Decl. ¶ 367(a). 
53 Schulzrinne Reply Decl. ¶¶ 20-22. 
54 Schulzrinne Reply Decl. ¶ 20. 
55 Bradner Decl. ¶ 346. 
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Assuming that an average Wikimedia communication is 81 packets,56 and that the 

average packet length is 1,500 8-bit bytes, that means Wikimedia communication 

averages about 47 Gbps per second.  Thus, Wikimedia represents about 0.016% of the 

inter-regional Internet capacity.  Even if I were way off in my estimate of an average 

communication length of 81 packets, the percentage of inter-regional Internet capacity, 

measured in bits per second, represented by Wikimedia communications is still 

extraordinarily low.  Blacklisting the Wikimedia IP addresses would not make any 

measurable difference to the load experienced by the NSA’s upstream collection system.  

Thus, it is very unlikely that the NSA would have decided to specifically blacklist 

Wikimedia communications to reduce the load on the upstream collection program 

systems, even if, as Dr. Schulzrinne suggests, it might be easy to do.57  Note also that 

although Dr. Schulzrinne says that, according to a statistics website, one of the 

Wikimedia websites is the 5th most popular website globally, it does not follow that 

Wikipedia generates a significant amount of traffic measured in bits per second compared 

to the inter-regional Internet capacity.   

b. Blacklist filters would not guarantee that the NSA 
would avoid copying, reassembling, and reviewing 
Wikimedia communications. 

97. I noted a number of situations under which NSA’s use of a blacklist filter 

designed to block the communications to or from the IP addresses of Wikimedia servers 

would not guarantee that the NSA would avoid copying, reassembling and reviewing 

                                                 
56 Bradner Decl. ¶¶ 144-45. 
57 Schulzrinne Reply Decl. ¶ 41. 
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Wikimedia communications in my previous report.58  Dr. Schulzrinne responded to the 

discussion in my previous declaration in his reply declaration.59  In his response, Dr. 

Schulzrinne addressed three of the cases in which I said that Wikimedia communications 

could still be copied, reassembled and reviewed even if there were a blacklist filter in 

place that discarded communications to or from the IP addresses of Wikimedia servers.  

Dr. Schulzrinne responds to my MCT, e-mail and VPN examples.  

98. For each of these three cases, Dr. Schulzrinne creates a list of conditions 

that he says must be true for Wikimedia communications to be copied, reassembled and 

reviewed. 

99. For example, in each of his sets of conditions, he says that the relevant 

communication would have to not be blacklisted in order for that communication to be 

acquired, as though that would be a difficult condition to meet.  But, in reality, the 

possibility that these communications would be blacklisted in each example is far-

fetched.  For the MCT example, in which a Wikimedia communication is enclosed in an 

MCT traversing an international Internet link, Dr. Schulzrinne says that the MCT would 

have to not be blacklisted.  Such an MCT could be one to or from a mail server.  In the e-

mail example, Dr. Schulzrinne says that the e-mail itself would have to not be blacklisted.  

In this case the communication would also be to or from an e-mail server.  And, in the 

VPN example, he says that the VPN server communications would have to not be 

blacklisted.   

                                                 
58 Bradner Decl. ¶ 367(b). 
59 Schulzrinne Reply Decl. ¶¶ 78-87. 
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100. It is technically possible for the NSA to block communications to and 

from e-mail servers and to or from VPN servers but it is hard to understand why the NSA 

would do this.  These types of servers are exactly the types of services that NSA targets 

could be using, and so a world-wide blacklist blocking communications to and from e-

mail and VPN servers would block just the type of sites bad actors would be using and 

the NSA would have an incentive to target. 

101. All three of Dr. Schulzrinne’s sets of conditions include the obvious 

requirements that either the user or the server be located outside the U.S., but not both, 

that communications between the user and server transit an international Internet link the 

NSA was monitoring, and that the users must be communicating with Wikimedia.  These 

are all requirements I assumed when I described the cases. In my opinion, these 

requirements are obvious and would likely be frequently met. 

4. Still copying packets. 

102. As I discuss below and in my original declaration, even if the NSA were 

employing some sort of filter that discarded packets that were part of Wikimedia 

communications, the NSA would most likely be copying those packets before discarding 

them.60  

5. Probing for blind spots. 

103. In my original declaration I mentioned that if the NSA were using 

blacklist or whitelist filters to ignore protocols or IP address ranges, targets could probe 

to see if they could discover the lapses in coverage.61  Dr. Schulzrinne questions the 

                                                 
60 See ¶¶ 114-122; Bradner Decl. ¶¶ 269-279. 
61 Bradner Decl. ¶ 366(b). 
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possibility that the NSA’s targets are sophisticated enough to probe for gaps in the NSA’s 

coverage.62  I will note that foreign intelligence officers and services are among the 

people and groups that are lawful targets for the upstream collection program,63 and they 

are among our most sophisticated adversaries. I will also note that such probing is more 

likely to require process rather than technical sophistication.  For example, it could 

involve purposefully communicating information about an information resource over a 

protocol you suspect the NSA is not monitoring and then monitoring the information 

resource to see if it is accessed, or purposefully conveying actionable information, such 

as the identity of a foreign agent, over such a protocol and seeing if action is taken 

against the agent.    

104. There is another significant risk to the NSA’s use of whitelists and/or 

blacklists to limit what its surveillance devices copy, reassemble, and review, and it 

would not require probing.  

105. To implement the kind of whitelisting and blacklisting that Dr. 

Schulzrinne hypothesizes in the way that he hypothesizes, ISPs would need to configure 

their routers with the whitelists and blacklists.  It is standard practice for ISPs to backup 

their router configurations in their network management systems, so that they can quickly 

deploy, modify or re-deploy the configurations as needed.  There have been too many 

cases where ISPs’ network management systems have been compromised, and so 

whitelisting and blacklisting of the sort Dr. Schulzrinne describes would create the 

unnecessary risk of compromise of the NSA’s whitelists and blacklists. In addition, 

                                                 
62 Schulzrinne Reply Decl. ¶ 32. 
63 50 U.S.C. § 1881a. 
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multiple ISP technicians generally have access to the management stations, increasing the 

number of people that would have to be trusted.  

106. Dr. Schulzrinne strangely suggests that the NSA might not care if foreign 

actors knew of ways to get around NSA monitoring.64  I agree that I am not privy to the 

NSA’s priorities that are not public, but I would find it quite extraordinary if the NSA did 

not care whether targets of its surveillance had a roadmap for evading its surveillance.  

107. In fact, George C. Barnes, Deputy Director of the NSA, specifically stated 

that revealing information that could be used to help an adversary evade the NSA would 

be a problem: 

Revealing which channels [of communication] are free from 

surveillance and which are not could also reveal sensitive 

intelligence methods, and thereby help an adversary evade 

detection and capitalize on limitations in the NSA’s surveillance 

capabilities.65 

B. “About” communications 

108. Dr. Schulzrinne’s proposed use of whitelist and blacklist filters is also 

entirely inconsistent with “about” collection.  About collection is a process within the 

upstream collection program that involves the collection of communications between two 

non-targets that contain one or more selectors associated with an NSA target.  Dr. 

Schulzrinne discusses “about” communications in ¶¶ 49-52 of his reply declaration.   

109. As a general rule, the IP addresses on the packets that make up the “about” 

communications will likely have no relation to any targets.  For this reason, the use of 

                                                 
64 Schulzrinne Reply Decl. ¶ 33. 
65 Barnes Decl. ¶ 57, ECF No. 141-1. 
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whitelist and blacklist filters of the sort that Dr. Schulzrinne describes is not compatible 

with “about” collection, because that kind of filtering would guarantee that the NSA’s 

upstream collection devices miss “about” communications. 

110. Dr. Schulzrinne responds to this fact by describing a two-step process for 

the collection of “about” communications that he claims is compatible with the use of 

whitelist and blacklist filters.  The first step uses a whitelist IP address-based filter, but to 

set up this whitelist filter the NSA would have to know in advance which non-targets’ IP 

addresses to whitelist, or what servers’ IP addresses to whitelist in order to find the 

“about” communications.   

111. Dr. Schulzrinne oversimplifies the problem by saying that “about” 

communications would be collected if the communication containing the “about” selector 

were whitelisted.  Dr. Schulzrinne ignores the fact that in order to include such 

communications in a whitelist, the NSA would first have to know in advance which non-

targets were going to be talking about targets and also know in advance what IP 

addresses the non-targets would be using.  If the NSA were following Dr. Schulzrinne’s 

description, they might capture an occasional “about” communication if one of the non-

targets was using an IP address or service that the NSA had whitelisted for some other 

reason, but they could not normally capture them.  

112. Under Dr. Schulzrinne’s model, the only way the NSA could reliably 

capture about communications would be to whitelist all non-wholly domestic 

communications, in which case the whitelist would be guaranteed to result in the copying 

and review of Wikimedia communications.  

 

Case 1:15-cv-00662-TSE   Document 181-1   Filed 03/08/19   Page 40 of 61

JA3918

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 52 of 258Total Pages:(4002 of 4208)



 37 

V. DR. SCHULZRINNE’S WIKIMEDIA-AVOIDANCE THEORY IS 
IMPLAUSIBLE FOR NUMEROUS OTHER TECHNICAL AND 
PRACTICAL REASONS. 

113. Dr. Schulzrinne made a number of other points in his reply brief.  I will 

respond to some of them now. 

A. Copy-then-filter vs. in-line filter 

114. In my original declaration, I expressed the opinion that the NSA was most 

likely using a copy-then-filter architecture for its upstream collection program.66  The 

government treats this as a significant concession, but the government completely 

misrepresents how this point relates to my ultimate conclusion.  My discussion of the 

copy-then-filter implementation is a discussion of an independent reason to believe that 

the NSA is copying Wikimedia’s communications as they travel across international 

Internet links—even if the NSA were performing filtering of the kind Dr. Schulzrinne 

hypothesizes.  Specifically, a copy-then-filter architecture renders all of Dr. Schulzrinne’s 

speculation about filtering irrelevant.  That is because a copy-then-filter architecture 

involves the NSA copying all communications on a circuit independent of any filtering 

that might subsequently be performed on the copies of the packets.  That of course 

includes the copying of Wikimedia’s communications. 

115. It bears emphasis, however, that even if the NSA is not using a copy-then-

filter architecture, but instead is using the in-line filtering architecture Dr. Schulzrinne 

describes (which he refers to as “filter-then-copy-and-scan”), some Wikimedia 

communications will be copied.  Dr. Schulzrinne’s Wikimedia-avoidance architecture is 

entirely implausible for the many independent reasons I have explained above (including 

                                                 
66 Bradner Decl. ¶¶ 265-289. 
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the multiple ways in which his theory conflicts with the government’s public disclosures) 

and explain below (including the multiple ways in which his theories are at odds with the 

technical and practical necessities of conducting the upstream collection program as it has 

been described).  In short, even if implemented as Dr. Schulzrinne imagines, Dr. 

Schulzrinne’s filters will miss some Wikimedia communications and those 

communications will be copied, reassembled and reviewed. 

116. I will now respond to Dr. Schulzrinne’s points about the implications of 

using the one implementation (copy-then-filter) versus the other (in-line filtering).  But, it 

continues to be my opinion that the copy-then-filter architecture is the simplest, most 

reliable and easiest to operate architecture for the NSA to use for the upstream collection 

program.  If the NSA uses this architecture, all packets on a communications circuit being 

monitored by the NSA, including the packets that make up Wikimedia communications, 

are copied.  It is possible that the NSA uses different architectures in different monitoring 

locations, but, in my opinion, the advantages of the copy-then-filter architecture mean 

that it is most likely the default architecture.  Even if the copy-then-filter architecture is 

not being used everywhere, all packets on the circuits where the copy-then-filter 

architecture is used are copied, as are many packets on the circuits where an in-line filter 

architecture is used.  

1. Fiber-optic splitter. 

117. The simplest option involves the use of a fiber-optic splitter, which Dr. 

Schulzrinne suggested in his first declaration and I discussed in my original declaration.67  

A fiber-optic splitter produces a copy of all communications on a fiber by splitting the 

                                                 
67 Schulzrinne Decl. ¶¶ 55-56, ECF No. 164-4; Bradner Decl. ¶¶ 275-77. 
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light on the fiber into two streams.68  Dr. Schulzrinne notes that adding a fiber-optic 

splitter into a network adds a potential failure point and causes loss of optical power.69  

He is correct that a fiber-optic splitter could be a failure point, but a fiber-optic splitter is 

a passive device that does not include a processor or software that could have bugs or 

need upgrading, and it does not require any configuration or power so the probability of 

failure is very low and the possibility that misconfiguration or that a power failure could 

impact the network is nonexistent.  A fiber-optic splitter does reduce the optical power 

that would be received by the ISP’s receiving device but, as long as the ISP knows the 

splitter is in-line, the receiving device can be configured to compensate for the loss. 

118. On the other hand, using a router’s mirror function (as Dr. Schulzrinne 

describes), would have a much higher failure and disruption probability because the 

router requires power and because the router includes a computer and software that can 

have bugs, would need updating, and would be vulnerable to hacking.  If the ISP used an 

existing router to filter and then copy communications, the added risks would be a little 

bit less significant, but the need to constantly reconfigure the device with updated 

blacklists and whitelists would create the risk of misconfiguration or overloading.  Either 

way, the risks of failure are greater for the in-line device Dr. Schulzrinne proposes than 

for a fiber-optic splitter. 

119. Dr. Schulzrinne notes, as I did in my original declaration, that the use of a 

fiber-optic splitter would mean that it would need to be coupled with an opto-electronic 

                                                 
68 Bradner Decl. ¶¶ 5, 275-77. 
69 Schulzrinne Reply Decl. ¶ 27. 
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device to split out the channels the NSA wanted to monitor.70  Dr. Schulzrinne paints a 

pretty dire picture of the requirements for this device, but, as I pointed out in my original 

declaration, not all channels on the cables are used to transport international Internet 

communications.71  The splitting device only needs to pay attention to the circuits that are 

so used and, of those, only the circuits that the NSA wishes to monitor.  Note that the 

splitting device Dr. Schulzrinne mentions is not an esoteric piece of equipment; it is the 

same device that ISPs routinely use to split the light on optical fiber into different 

channels and is normally included in the router that the optical fiber is plugged into. 

2. Configuring the ISP router to mirror communications. 

120. The other option to support the copy-then-filter architecture is, as Dr. 

Schulzrinne suggests, for the NSA to command the ISP to configure its router to mirror 

the communications on the circuits the NSA wants to monitor and send the mirrored 

packets to one or more NSA-operated devices.72   

121. The operationally simplest way to do this is to command the ISP to 

configure its router to mirror all of the packets on the channels the NSA wants to 

monitor.  Such a configuration is very simple and would not have to change over time.  

This way also means that the ISP personnel are not exposed to any of the NSA’s 

collection methods other than the fact that data collection is being done on a particular 

circuit. 

                                                 
70 Bradner Decl. ¶ 277; Schulzrinne Reply Decl. ¶ 21. 
71 Bradner Decl. ¶¶ 214-25. 
72 Bradner Decl. ¶ 278. 

Case 1:15-cv-00662-TSE   Document 181-1   Filed 03/08/19   Page 44 of 61

JA3922

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 56 of 258Total Pages:(4006 of 4208)



 41 

3. All packets are copied. 

122. All packets on a circuit, including the packets comprising any Wikimedia 

communications, are copied with either of the above two designs. 

4. Configuring the ISP router to filter before mirroring. 

123. Dr. Schulzrinne hypothesizes that the NSA could be applying whitelist or 

blacklist filters to the packets before the router mirrors the packets to the NSA upstream 

collection devices.73  He says, and I agree, that if the NSA is doing so, then the logical 

place to apply such filters is in an ISP router that will be processing the stream of packets 

entering or exiting a communications channel the NSA wants to monitor.  Dr. 

Schulzrinne and I disagree as to whether the NSA could in fact be using such whitelist or 

blacklist filters on all of the circuits that it monitors, even if it uses them on some, and we 

disagree as to what specific configurations would be likely for whitelist or blacklist 

filters.  I discuss this disagreement at length above.74  

124. There are different categories of whitelist or blacklist filters that have 

different implications when it comes to configuring the filters.  In this case, I believe it 

most likely that the actual router configuration is being performed by ISP personnel 

since, in my experience, an ISP would be unlikely to allow non-ISP personnel to 

configure its routers.  In theory, the NSA could create some configuration data files that 

the ISP personnel could then load into the router—this would put the NSA directly in 

charge of the filter details while avoiding having the fingers of non-ISP personnel in the 

routers.  In this case the ISP personnel would still have access to the details of the 

                                                 
73 Schulzrinne Reply Decl. ¶ 28. 
74 See ¶¶ 63-107. 
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configuration.  In any case, the more complex and detailed the filter configurations, the 

more often they will change.  If an ISP had to implement all of the whitelist and blacklist 

filters Dr. Schulzrinne has suggested, the ISP would have to be updating its router 

configuration all the time. Operationally, this is not a good idea from an ISP’s perspective 

because it increases the chance of human error impacting the ISP operations. 

125. In his reply declaration, Dr. Schulzrinne says that he does not suggest 

installing an NSA-operated device in the middle of an ISP’s network.75  There are only 

two options for the type of in-line filter that Dr. Schulzrinne proposes: (1) having an 

NSA-operated device perform the filtering, or (2) exposing ISP personnel to the details of 

the NSA’s collection program.  Each of these options has significant downsides.  If in-

line filters are used at all, it may well be that there is no single answer.  For example, the 

NSA might want to operate its own device in smaller ISPs or ISPs demonstrating less 

technical expertise but delegate the operation to ISP personnel in larger ISPs or those 

with more technical expertise. 

126. As I discussed in my previous declaration, it is my opinion that the NSA 

would want to limit the exposure of the details of at least some of the types of whitelist 

and blacklist filters Dr. Schulzrinne suggests could be used.  Dr. Schulzrinne dismisses 

that concern by pointing to the fact that the NSA shares target information with 

telecommunications providers under the PRISM program.76  But Dr. Schulzrinne ignores 

the fact that the categories of information are quite different.  With PRISM, the identities 

of one or more individual targets are exposed to the personnel of the telecommunications 

                                                 
75 Schulzrinne Reply Decl. ¶ 23. 
76 Schulzrinne Reply Decl. ¶ 18. 
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companies it compels to provide assistance.  But the detailed configuration of blacklist 

and whitelist filters can provide a roadmap that can be used to entirely avoid NSA 

surveillance.   

127. Note that the NSA has to share confidential target information with 

telecommunications providers under PRISM, since only the telecommunications 

providers have the ability to retrieve the communications of interest.  The NSA does not 

have that constraint in the upstream collection program.  The NSA could:  

a. use a copy-then-filter approach with a fiber-optic splitter, which would 

reveal no confidential information to the provider other than the fact 

that the NSA was monitoring one or more channels on a fiber;  

b. use a copy-then-filter approach by commanding the ISP to provide the 

NSA with a full copy of the packets on a particular channel, which 

would increase the shared confidential information to include the 

specific channels being monitored;  

c. operate its own in-line filter device which would also share the 

information about which channels were being monitored; or  

d. command the ISP to operate an in-line filter, which would require the 

NSA to share the details of exactly what it is monitoring and not 

monitoring (i.e., the configurations for the whitelist and blacklist filters 

Dr. Schulzrinne hypothesizes).  

128. Given the fact that the NSA has a choice, it seems reasonable to infer that 

the NSA would want to minimize the confidential information that it had to share to 
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operate the upstream collection program.  (See also ¶ 107 above, citing Barnes Decl. 

¶ 57.)  

129. It is one thing to expose the fact that the NSA has asked for Mr. Smith’s e-

mail and a very different thing to expose the fact that the NSA is using a whitelist filter 

that discards packets to or from large chunks of the Internet or discards all packets that 

are not e-mail or web traffic. 

B. Collecting “web activity” 

130. Dr. Schulzrinne questions the idea that the NSA might be monitoring 

communications to or from web servers.77  I discussed the government’s disclosure that it 

is monitoring “web activity” in my original declaration.78  Dr. Schulzrinne suggests that 

the government might have been sloppy and was referring to overall Internet activity 

when they wrote “web activity.”79  That seems to me to be a very tenuous argument.  I 

have seen no indication in any of the government’s released documents that they are that 

sloppy.  In particular, the reference to “web activity” is in a formal and highly technical 

government submission to the FISC in response to a highly technical request from the 

court, hardly a place that anyone would be sloppy.  And, the context in which the phrase 

was used makes total sense if the government was using the phrase precisely, as a 

reference to the world wide web protocols (HTTP/HTTPS).  

131. It is also well known that terrorists make use of communications tools that 

use HTTP/HTTPS. Most human-to-human communications on the Internet are 

transported using HTTP/HTTPS, whether over older mediums (websites) or more recent 
                                                 
77 Schulzrinne Reply Decl. ¶ 36(b). 
78 Bradner Decl. ¶¶ 314-15. 
79 Schulzrinne Reply Decl. ¶ 36(b). 
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ones (messaging services). For example, terrorists make use of the Telegram application, 

which can operate over port 80 (HTTP).80 There are obviously examples of widely used 

protocols that do not use HTTP/HTTPS—for example, FTP/SMTP/IMAP/POP/etc. — 

but an increasing amount of Internet communications do use HTTP/HTTPS to increase 

security (HTTPS) or to bypass firewalls (both). 

C. Collecting web communications 

132. Dr. Schulzrinne spends some time discussing ways the NSA could be 

filtering out web or encrypted traffic to make it less likely that it is copying, reassembling 

and reviewing Wikimedia communications.  I will now review his suggestions. 

133. Dr. Schulzrinne suggests that the NSA might be configuring a blacklist to 

block both HTTP and HTTPS communications.81  First of all, the government has 

acknowledged that it is capturing web activity, i.e. HTTP and/or HTTPS communications 

(¶ 130).  The NSA cannot be both blocking all web communications and be collecting 

web activity. 

134. Note that web traffic makes up a very large percentage of Internet traffic.  

For example, one study of traffic between the Japanese WIDE Project ISP and its 

backbone ISP showed that web traffic was 75% of the overall traffic.82  As Dr. 

Schulzrinne notes, web traffic is not restricted to web sites such as cnn.com and 

                                                 
80 Joby Warrick, The ‘App of Choice’ for Jihadists: ISIS Seizes on Internet Tool to Promote Terror, Wash. 
Post (Dec. 23, 2016), http://wapo.st/2hzoY6P; MTProto Mobile Protocol: Transport, Telegram, 
https://perma.cc/T6FL-WWP8. 
81 Schulzrinne Reply Decl. at 15 n.7. 
82 Chia-ling Chan, et al., Monitoring TLS Adoption Using Backbone and Edge Traffic (2018), 
https://perma.cc/6C8D-GWCT. 
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wikipedia.org; web protocols are also used for webmail and chatrooms.83  Ignoring web 

traffic as Dr. Schulzrinne has suggested would exclude the vast quantities of human-to-

human communications that are transported by the web.  

135. As I mentioned in my original declaration, any such discarding of all web 

communications would leave a very large hole in the NSA’s coverage84—contrary to any 

notion of completeness such as that noted in the PCLOB Report 

136. Dr. Schulzrinne suggests that the NSA could be restricting its collection of 

web communications to a few sites such as “specific webmail and chatroom sites.”  As I 

discussed above, this would also leave very large holes in the NSA’s coverage. (¶ 134)  

Any such filtering would also be contrary to the aim of the “about” collection program, 

which is to collect communications between unknown non-targets. 

D. Collecting encrypted communications 

137. Dr. Schulzrinne says that the NSA might not be collecting HTTPS 

communications using the authority in Section 702 to collect encrypted 

communications.85  Dr. Schulzrinne makes no actual argument that the NSA is not 

collecting at least some encrypted communications, he just says that my arguments are 

not technical. 

138. Multiple government disclosures make it clear that the NSA collects 

encrypted communications.  For example: 

a. The PCLOB noted: “With respect to all of the agencies, 

extensions from these age-off requirements may be sought from 
                                                 
83 Schulzrinne Reply Decl. ¶ 35. 
84 Bradner Decl. ¶ 366(f). 
85 Schulzrinne Reply Decl. ¶ 36(a). 
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a high-level agency official. Other limited exceptions apply, 

such as to communications that are still being decrypted.”  

(Note the phrase “still being decrypted.”)86 

b. The PCLOB also noted: “The NSA may also retain 

communications beyond the normal age-off period if it is still 

decrypting the communication or using the communication to 

decrypt other communications.”  (Note the phrases “still 

decrypting” and “decrypt other communications.”)87 

c. The NSA’s minimization procedures note: “In the context of a 

cryptanalytic effort, maintenance of technical data bases 

requires retention of all communications that are enciphered 

or reasonably believed to contain secret meaning, and 

sufficient duration may consist of any period of time during 

which encrypted material is subject to, or of use in, 

cryptanalysis.”  (Note the phrase “encrypted material is subject 

to.”)88 

139. Dr. Schulzrinne hypotheses that while the NSA may collect encrypted 

communications it may only be doing so under PRISM.89  This seems unlikely.  The 

telecommunications providers assisting the NSA in the case of PRISM will frequently 

have direct access to the user’s unencrypted communications, for example in an e-mail 
                                                 
86 Appendix F (PCLOB Report at 60). 
87 Appendix F (PCLOB Report at 63). 
88 Appendix S (NSA Section 702 Minimization Procedures at 10 (2014), available at ECF No. 168-4 at 
1046-1061). 
89 Schulzrinne Reply Decl. ¶ 36(a). 

Case 1:15-cv-00662-TSE   Document 181-1   Filed 03/08/19   Page 51 of 61

JA3929

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 63 of 258Total Pages:(4013 of 4208)



 48 

server, whereas communications across the Internet are increasingly being encrypted.90  

If the upstream collection program were to ignore encrypted communications it would be 

increasingly unable to collect any communications.  

E. GCHQ surveillance 

140. I discussed some public disclosures from the U.K.’s signals intelligence 

agency, Government Communications Headquarters (GCHQ), in my first declaration in 

order to “reinforce my conclusions that the NSA relies on the copy-then-filter 

configuration to conduct the upstream collection program and that it does not selectively 

filter traffic prior to copying it as Dr. Schulzrinne hypothesizes it could.”91 

141. Those include the disclosure by the GCHQ that, under a surveillance 

program analogous to upstream collection, “it is necessary to intercept the entire contents 

of a bearer [circuit], in order to extract even a single specific communication for 

examination.”92   

142. Dr. Schulzrinne dismisses the disclosures as only being “the roughest 

outline” of the process the GCHQ uses, and as being “non-technical.”93  I disagree and 

find the disclosures have enough detail for me to draw my conclusions.   

143. He also says that the disclosures, even if not detailed, are “quite 

comparable” to his suggested filter first approach.  I disagree with this as well.  

144. Dr. Schulzrinne provides a citation describing the GCHQ’s bulk 

interception as purported proof of his contention.94  The citation Dr. Schulzrinne provides 
                                                 
90 John Maddison, Encrypted Traffic Reaches a New Threshold, NETWORKComputing (Nov. 28, 2018), 
https://perma.cc/6VFY-YEGL. 
91 Bradner Decl. ¶ 369. 
92 Bradner Decl. ¶ 368. 
93 Schulzrinne Reply Decl. ¶¶ 59-60. 
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is from a filing by the U.K. government in the European Court of Human Rights. The 

U.K. filing, in turn, refers to a “Bulk Powers Review” of “the operational case for various 

intelligence gathering powers.” 95  The U.K. filing quotes the Bulk Powers Review to 

provide a summary on how the GCHQ interception program works.96  Dr. Schulzrinne’s 

citation is of the U.K. filing’s quoting of the Bulk Powers Review.  

145. Dr. Schulzrinne says that the U.K. filing “actually describe[s] a collection 

approach quite comparable (at least at a general level) to the type of IP address and port 

and protocol number filtering described in my earlier declaration.”97  I disagree with Dr. 

Schulzrinne’s analysis of the U.K. filing he provides in support of his conclusion.  I do 

not believe that the citation shows any evidence that the GCHQ is filtering traffic on a 

channel before copying the traffic; in fact, the citation shows the opposite.  The paragraph 

in the Bulk Powers Review that immediately follows the outline Dr. Schulzrinne cites 

makes this clear: 

The two major processes 

2.19. A description is given in the 2015 ISC report (paras 61-73), 

of two major and distinct processes that apply to interception 

under bulk warrants. Those processes are identified in more detail 

in the closed version of the report, and I have been briefed on each 

of them. In summary: 

(a) The “strong selector” process (2015 ISC report, paras 61-64) 

operates on the bearers that GCHQ has chosen to access. As the 

                                                                                                                                                 
94 Schulzrinne Reply Decl. ¶ 61. 
95 David Anderson Q.C., U.K. Independent Reviewer of Terrorism Legislation, Report of the Bulk Powers 
Review, Cm 9326 (August 2016), https://perma.cc/V3ME-QZED (“Bulk Powers Review”). 
96 Bulk Powers Review, supra note 101, at 23-24. 
97 Schulzrinne Reply Decl. ¶ 61. 
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internet traffic flows along those chosen bearers, the system 

compares the communications against a list of strong selectors in 

near real-time. Any communications which match the selectors are 

automatically collected and all other communications are 

automatically discarded. The nature of the global internet means 

that the route a particular communication will take cannot be 

predicted and a single communication is broken down into packets 

which can take different routes.  In order to identify and 

reconstruct the wanted communications of subjects of intelligence 

interest, GCHQ’s processing relies on accessing the “related 

communications data” (secondary data) in the bearer. 

A copy of all the communications on a bearer has to be held for a 

short period in order to allow the strong selectors to be applied to 

those communications. This process accordingly requires a bulk 

warrant under the Bill. However, in the opinion of the ISC, “while 

this process has been described as bulk interception because of the 

numbers of communications it covers, it is nevertheless targeted 

since the selectors used relate to individual targets”. 

(b) The “complex query” process (2015 ISC report paras 65-73) 

is used where GCHQ is looking to match much more complicated 

criteria, for example with three or four elements. This process 

operates across a far smaller number of bearers. These bearers 

are not chosen at random, as GCHQ focuses its resources on those 

most likely to carry communications of intelligence value. As a 

first step in the processing under this method the system applies an 

initial set of processing rules. Those rules seek to select 

communications of potential intelligence value while discarding 

those least likely to be of intelligence value. The selected 

communications are not available to GCHQ staff to search 

through at will. Further complex searches draw out the 
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communications of intelligence value. By performing searches 

combining a number of criteria, the odds of a 'false positive' are 

considerably reduced. 

This second process is closer to true bulk interception, since it 

involves the collection of unselected content and/or secondary 

data. It permits types of analysis and selection that are not 

currently achievable in the near real-time environment of the 

strong selector process (2.19(a) above). But as with the first 

process, it remains the case that communications unlikely to be of 

intelligence value are discarded as soon as that becomes 

apparent.98 

146.  The description of the “strong selector” process specifically says “[a] 

copy of all the communications on a bearer has to be held for a short period in order to 

allow the strong selectors to be applied to those communications.”  Combining this 

statement with the description of the third stage of collection in the extract Dr. 

Schulzrinne provided makes it clear that all of the communications on a bearer (GCHQ’s 

term for a circuit) are copied and stored at least temporarily so that those communications 

that contain selectors, if any, can be located.   

147. The description of the “complex query” process says that the process is 

“closer to true bulk interception, since it involves the collection of unselected content 

and/or secondary data.”99  This statement by itself notes that the GCHQ is collecting 

“unselected content.”  To do so, it is copying communications that it has not checked for 

the presence of selectors. 

                                                 
98 Bulk Powers Review, supra note 101, at 24-25. 
99 Bulk Powers Review, supra note 101, at 25. 
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148. In both cases, GCHQ is copying all the contents of a bearer, which is the 

point I made in my original declaration. 

F. ISP-operated copy device 

149. Dr. Schulzrinne suggests that a fiber-optic splitter, or even an electronic 

device such as a router, could be operated by the ISP and the copy of the communications 

created by such a device could be sent to a filtering device operated by the ISP with the 

output of the filtering device sent to the NSA.100  Such an arrangement would not actually 

change the fact that the NSA is creating a copy, since the copy device and filter would be 

operated at the direction and auspices of the NSA.  As I noted in my first declaration, 

work performed at the direction of the NSA is still work done by the NSA.101  In 

addition, as with other copy-then-filter configurations, all the packets on the circuit, 

including packets that are part of Wikimedia communications, are copied. 

G. EINSTEIN 

150. I mentioned in passing the U.S. government-operated EINSTEIN 2 & 3 

systems in my original declaration.102  Dr. Schulzrinne made rather much more of the 

mention than I had in mind.  I just mentioned EINSTEIN as an example of a deep packet 

inspection (DPI) device.  But I will comment on Dr. Schulzrinne’s discussion of 

EINSTEIN.103   

151. Dr. Schulzrinne tries to differentiate EINSTEIN from the NSA’s upstream 

collection program in two ways: (1) he says that EINSTEIN has to look at all traffic 

                                                 
100 Schulzrinne Reply Decl. ¶ 64. 
101 Bradner Decl. ¶ 5. 
102 Bradner Decl. ¶¶ 259, 286. 
103 Schulzrinne Reply Decl. ¶¶ 67-69. 
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whereas the upstream collection program, at least as he imagines it, does not; and (2) 

EINSTEIN is a cybersecurity system and upstream collection program is not. 

152. Relating to (1), Dr. Schulzrinne says “cyber attacks can use any protocol, 

originate from any external Internet host, and can target any destination system, to be 

effective an intrusion-detection system must inspect all incoming traffic.”104  Of course, 

the same can be said, with the exception of the discarding of wholly domestic 

communications, of the upstream collection program.  The main theme of Dr. 

Schulzrinne’s declaration is how to limit the upstream collection program so that it 

avoids Wikimedia communications at the expense of being able to capture 

communications from, to or about its targets which “can use any protocol, originate from 

any external Internet host, and can target any destination system.”105 

153. Relating to (2), the use of DPI is not limited to cybersecurity systems.  The 

upstream collection program uses DPI to find the selectors in the communications it 

reviews.  In addition, the NSA’s public materials include mention of the use of the 

upstream collection program for cybersecurity purposes.106  

VI. SUMMARY 

154. In order for Dr. Schulzrinne to be correct in his speculation that the NSA 

could operate the upstream collection program without ever copying, reassembling, or 

reviewing even a single Wikimedia communication, every one of the following 

assumptions, which are prerequisites for his claim, must be true: 

                                                 
104 Schulzrinne Reply Decl. ¶ 69. 
105 Schulzrinne Reply Decl. ¶ 69. 
106 See, e.g., ‘Section 702’ Saves Lives, supra note 47; Section 702 Overview, supra note 49, at 4. 
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1. That the government’s unambiguous concession to the FISC—“that NSA 

will acquire a wholly domestic ‘about’ communication if the transaction 

containing the communication is routed through an international Internet 

link being monitored by NSA” 107—was false, despite the NSA’s 

representative confirming its accuracy at her deposition.108 

2. That the PCLOB’s statement—that the technical design of the upstream 

collection program supports the NSA’s goal “to comprehensively acquire 

communications that are sent to or from its targets”—was false.109  

3. That the NSA decided to significantly limit the scope of its collection 

under the upstream collection program by doing at least one of the 

following: 

a. Deliberately blacklisting all Wikimedia IP addresses. 

b. Deliberately whitelisting a subset of IP addresses other than 

Wikimedia’s IP addresses. 

c. Deliberately excluding all of the communications protocols that 

Wikimedia uses, through blacklists or whitelists configured to 

exclude:  

i. All web activity (i.e., HTTP/S), notwithstanding the 

government’s concession that upstream collection involves 

the collection of “web activity,” and 

                                                 
107 Appendix P (FISC Opinion at 45). 
108 Appendix K (Richards Dep. 160:4-17). 
109 Appendix F (PCLOB Report at 10). 
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ii. All e-mail activity (i.e., SMTP), notwithstanding the 

government’s concession that, under the upstream 

collection program, it uses e-mail addresses as selectors.110  

4. That the NSA has limited the scope of its upstream collection in this way 

on every one of the international Internet links it monitors. 

5. That the limitations on collection above are in fact entirely effective at 

avoiding Wikimedia’s communications, even though there are multiple 

circumstances in which they would not be.  For example, Dr. 

Schulzrinne’s claim requires that none of the following could ever occur: 

a. If the NSA whitelisted IP addresses other than Wikimedia’s IP 

addresses:  

i. A user of a whitelisted IP address communicates with 

Wikimedia, and the communication traverses an 

international Internet link monitored by the NSA. 

b. If the NSA blacklisted all Wikimedia IP addresses: 

i. One of Wikimedia’s communications is enclosed in a 

multi-communication transaction (MCT) that is not 

blacklisted, and it traverses an international Internet link 

monitored by the NSA. 

ii. One of Wikimedia’s communications passes through an 

intermediary that replaces Wikimedia’s IP address (such as 

an e-mail server, VPN, or other communication service) 

                                                 
110 Appendix F (PCLOB Report at 7). 
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with an IP address that is not blacklisted, and it traverses an 

international Internet link monitored by the NSA. 

iii. A user of a whitelisted IP address communicates with 

Wikimedia, and the communication traverses an 

international Internet link monitored by the NSA. 

c. If the NSA excluded the protocols that Wikimedia’s 

communications use: 

i. One of Wikimedia’s communications is enclosed in a 

multi-communication transaction (MCT) using a protocol 

that is not excluded, and it traverses an international 

Internet link monitored by the NSA. 

ii. One of Wikimedia’s communications passes through an 

intermediary using a protocol that is not excluded, and it 

traverses an international Internet link monitored by the 

NSA. 

6. That the NSA uses an in-line filter architecture to accomplish the upstream 

collection program in all cases, rather than ever using a copy-then-filter 

architecture. 

155. Given these considerations and my analysis of the NSA’s disclosures 

regarding the upstream collection program, it remains my opinion that it is virtually 

certain that the NSA has, in the course of the upstream collection program, copied, 

reassembled and reviewed at least some of Wikimedia’s communications. 
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I. INTRODUCTION 

1. My name is Jonathon Penney.  I have been asked by the plaintiff’s counsel in

Wikimedia Foundation v. National Security Agency, No. 1:15-cv-00662-TSE (D. Md.), to provide 

this reply declaration to address the Defendants’ reply to the Plaintiff’s brief and to my declaration, 

both of which were dated December 18, 2019.  Results of my additional analysis in support of this 

reply declaration are included herein in the Appendix. 

2. My qualifications and expertise are discussed in detail in my opening Declaration

(“Declaration”).  See ECF No. 168-02.  Unless otherwise stated, I have personal knowledge of the 

facts herein.  

II. DR. SALZBERG’S ANALYSIS IS FLAWED 

3. In support of their Reply motion, Defendants submit the Declaration of Dr. Alan

Salzberg (“Salzberg Declaration”).  See ECF No. 178-3.  Dr. Salzberg’s analysis misunderstands 

my interrupted time series (ITS) design and study in fundamental ways and ignores relevant 

literature on methodological best practices for ITS studies. Furthermore, in critiquing my study, 

the Salzberg Declaration relies primarily on a visual inspection of data, which can often be 

misleading,1 rather than formal testing mechanisms that can be verified.  Salzberg’s reliance on a 

visual inspection of the data causes him to formulate misguided critiques and conclusions as to my 

study’s reliability and validity. In actuality, my methodology, method of analysis, and regression 

model is superior to any alternatives he suggests.  

4. First, Salzberg’s use of disaggregated line plots (see ¶¶ 12-14 and Figure 1 of the

Salzberg Declaration) to analyze the Wikipedia page view data is an inferior method of analysis 

1 GENE S. FISCH, EVALUATING DATA FROM BEHAVIORAL ANALYSIS: VISUAL INSPECTION OR STATISTICAL 
MODELS? 54 Behavioural Processes 137, 137 (2001) (quoting Howard Wainer: “A graph is nothing but a 
visual metaphor. To be truly evocative, it must correspond closely to the phenomena it depicts… If a 
graphic depiction of data does not faithfully follow this notion it is almost sure to be misleading.”). 

Case 1:15-cv-00662-TSE   Document 181-2   Filed 03/08/19   Page 4 of 66

JA3943

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 77 of 258Total Pages:(4027 of 4208)
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for ITS studies, as compared to the segmented linear regression trend analysis of aggregated data 

that I used.  Dr. Salzberg’s approach ignores relevant literature on methodological best practices. 

Indeed, the recommended method of analysis for ITS design studies is segmented linear regression 

analysis, which I employed in my study, as it allows researchers to: (1) control for prior trends in 

the data; (2) measure the dynamics of change in response to an intervention; (3) tolerate fewer 

time points than alternative methods; (4) adjust for serial correlation in the data; and (4) apply 

these methods to aggregate level data.2  By contrast, Salzberg’s disaggregated line-plots method 

offers none of these strengths or advantages and is neither recommended nor discussed in relevant 

literature. 

5. Second, Salzberg’s use of disaggregated line plots adds “noise,” both visual and

statistical, which masks actual overall trends in the data best understood through analysis of 

aggregated monthly page view data. Consistent with my approach, a majority of ITS design 

studies use aggregated data.3  This is to reduce or remove noise in the data and to allow for more 

2 The leading peer reviewed works on ITS design, methodology, and analysis recommends segmented 
linear regression analysis over several alternatives methods and models, including generalized estimating 
equations (GEE) method and autoregressive integrated moving average (ARIMA) modeling. FANG 
ZHANG, A.K. WAGNER, ET AL., METHODS FOR ESTIMATING CONFIDENCE INTERVALS IN INTERRUPTED TIME 
SERIES ANALYSES OF HEALTH INTERVENTIONS, 62:2 J. Clinical Epidemiology 143, 143-144  (2009) 
(discussing the advantages of segmented linear regression analysis for ITS designs compared to 
alternatives); A.K. WAGNER ET AL., SEGMENTED REGRESSION ANALYSIS OF AN INTERRUPTED TIME SERIES 
IN MEDICATION USE RESEARCH, 27 J. Clinical Pharmacy & Therapeutics 299, 299, 208 (2002) (describing 
segmented linear regression analysis as a “powerful statistical method or estimating intervention effects” 
in ITS studies, and describing “strengths”); MYLENE LAGARDE, HOW TO DO (OR NOT TO DO) … ASSESSING 
THE IMPACT OF A POLICY CHANGE WITH ROUTINE LONGITUDINAL DATA, 27:1 Health Policy and Planning 76, 
79 (2012) (noting this method  “controls for secular trends and can also adjust for potential serial 
correlation of the data”); ROBERT B. PENFOLD & FANG ZHANG, USE OF INTERRUPTED TIME SERIES 
ANALYSIS IN EVALUATING HEALTH CARE QUALITY IMPROVEMENTS, 13:6 Acad. Pediatrics S38 (2013) 
(discussing the advantages and limitations of employing time series analysis to understand and explore 
the impact of health policy changes). 
3 Wagner (2002), id., at 308 (“Segmented regression typically aggregates individual-level data by time 
point” and noting a leading ITS study where the “unit of analysis” was a monthly aggregated data, as used 
in this study); JANDOC, ET AL., INTERRUPTED TIME SERIES ANALYSIS IN DRUG UTILIZATION RESEARCH IS 
INCREASING: SYSTEMATIC REVIEW AND RECOMMENDATIONS, 68 J. Clinical Epidemiology 950, 950 (2015) 
(“Interrupted time series methods use aggregate data collected over equally spaced intervals before and 
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sophisticated statistical tests and analysis.4 Salzberg departs from this approach, which is standard 

in a majority of ITS studies, leading him to incorrect inferences and conclusions in his analysis. 

For example, Figure 1 of the Salzberg Declaration distorts and hides important trends by plotting 

individual line plots for the 48 Terrorism articles. Here, line plots for a majority of the 48 Articles 

cannot be seen as they have page views too small to be visualized with the large page view scale 

(0 to 600,000 page views) used on the vertical axis of the graph:  

6. Salzberg’s Figure 1 creates a false impression there are no patterns or trends for

overall page views over 32 months. But those trends are easily visible when individual article page 

views are analyzed as aggregated monthly page views as visualized in Figure 1a below.  This 

after an intervention, with the key assumption that data trends before the intervention can be extrapolated 
to predict trends had the intervention not occurred”); EMMA BEARD, USING TIME-SERIES ANALYSIS TO 
EXAMINE THE EFFECTS OF ADDING OR REMOVING COMPONENTS OF DIGITAL BEHAVIOURAL INTERVENTIONS 
AND ASSOCIATIONS BETWEEN OUTCOMES AND PATTERNS OF USAGE, Centre for Behaviour Change (CBC) 
Conference, University College of London 15 (2017), https://www.ucl.ac.uk/behaviour-
change/events/presentations-17/beard.pdf (noting that a “[m]ajority of studies use aggregated data”. She 
also specifically notes that linear regression may be used for “interrupted time series design” if 
autocorrelation is controlled).  
4 BEARD, id., at 15 (noting that a “[m]ajority of studies use aggregated data” as this “removes noise and 
allows for more sophisticated tests which require continuous or rate type data”).  
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figure plots the median aggregated page views for the 48 Terrorism Articles with trend lines 

included to understand the shift in trend.  

Figure 1a: Aggregated Median Page Views for 48 Terrorism Wikipedia Articles 

Figure 1b: Aggregated Median Page Views for 48 Terror Articles (With C.I.) 

7. Figure 1b visualizes the same data with pre/post June 2013 trend lines and
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confidence intervals (the gray shaded area), and demonstrates that the trend change before and 

after June 2013 was statistically significant, as there is no overlap of confidence intervals during 

these two periods.  Specifically, this visualization of the data demonstrates a statistically significant 

drop in June 2013 and reduction in overall monthly page views. This is a far clearer visualization, 

with clear trends, compared to Salzberg’s Figure 1, which masks these trends in the “noise” of 48 

disaggregated line plots. 

8. Figures 5 and 6 are of the Salzberg Declaration are similarly distorted. These

figures present line-plots for the 48 Terror Articles, 47 Terror Articles, and 31 High Privacy 

Articles together. For example, Figure 5 visualizes a line plot for the average monthly page views 

for those three article sets: 

9. Again, by presenting the data associated with these three different sets of articles

on the same graph with the same scale on the vertical axis (10,000 to 90,000 average page views), 

the Figure distort the presentation of the data, creating a false impression that both the 47 Terror 

Articles and the 31 articles with more privacy sensitive ratings (“31 Higher Privacy Articles”) have 
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a flat trend over the course of the 32 months. These distortions are easy to visualize when the 

average monthly page views for the 31 Higher Privacy Articles are plotted and presented with an 

appropriate scale as in Figures 2a and 2b below. 

Figure 2a: Average Monthly Page Views for the 31 Higher Privacy Articles 
Plotted Alone Show Increase Until June 2013 And Then A Drop-Off After 

That Month 
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7 

Figure 2b: Average Monthly Views for the 31 Higher Privacy Articles 
Plotted Alone Show Increase Until June 2013 And Then A Sharp Drop-Off 

(With Trend Lines) 

10. In Figure 2a above, the average monthly page views for the 31 Higher Privacy

Articles show a clear trend and not the flattened pattern reflected in Figure 5 of the Salzberg 

Declaration. With an appropriate scale on the vertical axis, page views increase until mid-June 

2013 and declined thereafter. This point is even clearer in Figure 2b, which plots the very same 

data but adds trend lines and confidence intervals for clarity. 

11. Third, Salzberg focuses his analysis on cherry-picked individual articles that

obscure and mislead about actual trends in the data.  For example, Figure 2 of the Salzberg 

Declaration visualizes monthly page view line-plots for four articles: Pakistan, Iran, Nigeria, and 

Afghanistan:  
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8 

 

12. While these four Wikipedia articles did form part of the 48 Terror Article set, they 

have among the lowest privacy-sensitivity scores among all articles in the set (see Table 12 of my 

Declaration). That is, these articles raised few privacy concerns for survey participants.  As 

discussed in my opening declaration, 415 independent Internet users participated in a survey in 

which they provided feedback on how keywords associated with each of the 48 Terrorism Articles 

may raise privacy-related concerns (“Privacy Evaluation Survey”).5  In the Privacy Evaluation 

Survey, the combined average privacy-sensitivity rating for all 48 Terror Articles was 2.15 and the 

median was 2.07. The articles that Salzberg cherry-picked fell far below that mean and median: 

Pakistan (1.82), Iran (1.85); Nigeria (1.71); Afghanistan (1.83). Since the hypothesis that I tested 

in my study concerns a privacy-based chilling effects theory 6—i.e., that Wikipedia users avoided 

privacy-sensitive Wikipedia articles due to awareness of NSA Upstream Surveillance—it is 

inappropriate to rely on trends for these four articles, which fell far below the mean and median 

privacy-sensitive rating. As such, to the extent Salzberg isolates and relies on these four articles to 

                                                 
5 See ¶¶ 32-33 of my Declaration dated December 18, 2018. 
6 See ¶¶12-21 of my Declaration dated December 18, 2018. 
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reject a chilling effects hypothesis (see paragraph 16 of the Salzberg Declaration), his analysis is 

misleading, unreliable, and masks actual trends found in my study. 

13. Fourth, the Salzberg Declaration focuses on disaggregated line-plots that mask 

aggregated data trends or less privacy-sensitive or privacy-concerning articles like the four articles 

noted above (Pakistan, Iran, Nigeria, and Afghanistan).  This approach is inappropriate given my 

study tests a chilling effects hypothesis based on a privacy theory.  Moreover, Salzberg’s approach 

leads to a flawed analyses and conclusions.  In fact, the page views for the four articles (among 

the 48 Terrorism Articles) with the very highest privacy-sensitivity scores according to the Privacy 

Evaluation Survey—improvised explosive device (2.86), dirty bomb (2.81), car bomb (2.81), and 

ammonium nitrate (2.61)—are entirely consistent with a chilling effects hypothesis in June 2013. 

Figure 3a depicts monthly page views for each of these most privacy-sensitive articles. Each 

figure demonstrates page view trends consistent with a chilling effects hypothesis: a monthly 

increase in page views leading up to June 2013, an abrupt statistically significant decline and 

subsequent change in trend to a monthly decrease in page views. 
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Figure 3a: Page Views For The Four Most Privacy-Sensitive Articles Are 
Consistent With A Chilling Effects Hypothesis in June 2013 
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14. Salzberg claims that the “ammonium nitrate” article is an outlier in its number of 

page views in April 2013.7  Even assuming this is correct, if the article’s page views for that month 

are normalized,8 the overall trend for the ammonium nitrate article remains consistent with a 

chilling effect hypothesis. Figure 3b provides the ammonium nitrate article’s normalized page 

views over 32 months, which are consistent with a June 2013 chilling effects hypothesis: 

increasing monthly articles views in the months leading up to June 2013, and then an abrupt 

statistically significant decline in June and a subsequent monthly reduction in views: 

Figure 3b: Page Views for Normalized Ammonium Nitrate Article Are 
Consistent With June 2013 Chilling Effects Hypothesis 

  

                                                 
7 See ¶ 60 of the Salzberg Declaration. 
8 I replaced the outlier value for the article in April 2013 (138363) with an average of the total page views 
for the article (49316) in the two adjacent months (May and March 2013). Correcting, modifying, or 
deleting an outlier value or observation in a data set is consistent with best-practices in dealing with 
outliers: HERMAN AGUINIS, RYAN K. GOTTFREDSON & HARRY JOO, BEST-PRACTICE RECOMMENDATIONS 
FOR DEFINING, IDENTIFYING, AND HANDLING OUTLIERS, Organizational Res. Methods 8, 20–23 (2014), 
http://orm.sagepub.com/content/early/2013/01/11/1094428112470848.abstract (“Once error outliers have 
been identified, the correct procedure is to either adjust the data points to their correct values or remove 
such observations from the dataset”). 
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15. Furthermore, the aggregate total monthly page views, average monthly page views, 

and median monthly page views for the 23 most privacy-sensitive articles among the set of 48 

Terrorism Articles in the study9 are also consistent with a chilling effect hypothesis in June 2013, 

when measured over a 32-month period. Figure 4 visualizes monthly median page views for these 

23 most privacy sensitive Wikipedia articles: 

Figure 4: Total Monthly Page Views, Average Monthly Page Views, and 
Median Monthly Page Views for 23 Most Privacy-Sensitive Wikipedia 
Articles Over 32 Months Are All Consistent With A Chilling Effects 

Hypothesis 
 

Raw Total Monthly Page Views: 23 Most Privacy Sensitive Articles 

 

                                                 
9 This set of the 23 Most Privacy-Sensitive Article includes all articles in the 48 Terrorism Article group 
with a combined average privacy-sensitivity score greater than the median of those combined scores 
(2.07). This group includes: improvised explosive device (2.86), dirty bomb (2.81), car bomb (2.81), 
ammonium nitrate (2.61), biological weapon (2.60), chemical weapon (2.51), suicide attack (2.50), 
suicide bomber (2.44), Nuclear Enrichment (2.39), environmental terrorism (2.39), eco terrorism (2.39), 
weapons grade (2.39), jihad (2.35), Al Qaeda (2.34), terrorism (2.30), conventional weapon (2.27), 
Taliban (2.22), AL Qaeda in the Arabian Peninsula (2.17), Al Qaeda in the Islamic Maghreb (2.17), terror 
(2.15), Abu Sayyaf (2.14), Tehrik-i-Taliban Pakistan (2.12), and attack (2.08). 
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Average Monthly Page Views: 23 Most Privacy Sensitive Articles 

 
Median Monthly Page Views: 23 Most Privacy Sensitive Articles 
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demonstrate a statistically significant decline in June 2013, as well as a statistically significant 

trend reversal, with monthly page views declining after June 2013. Again, these findings are 

entirely consistent with a chilling effect hypothesis.  

17. In the end, these results—focused on the most privacy-sensitive articles, analyzed 

both on an individual disaggregated analysis and aggregate monthly analysis—are entirely 

consistent with a chilling effect hypothesis. By ignoring the privacy theory upon which the chilling 

effect hypothesis is based, the Salzberg Declaration is deeply flawed. 

18. Fifth, one of Salzberg’s primary critiques of my analysis rests on a false premise: 

that my study “assumes a single peak in May 2013.” This premise is false because my study makes 

no such assumption. My study hypothesizes a surveillance chilling effect in June 2013. Consistent 

with other ITS design studies, my study analyzes an outcome variable measured at consistent 

intervals (monthly privacy-sensitive Wikipedia article view data) to test that hypothesis over 32 

months, by examining for statistically significant changes in level and trend in that data both before 

and after June 2013. 

19. Sixth, Salzberg claims that my study’s model can be altered to “prove” an April 

2013 peak or earlier peak (based on a theory that the Boston Marathon bombings caused the page 

view trend reversal). However, he cites no cross-validation analysis to compare models and results 

to support his claim.10 Cross-validation analysis is an established technique for understanding 

whether the results of a statistical test are robust – i.e., if we leave out datapoints at random from 

our dataset, do the results still hold?  To answer that question and disprove Salzberg’s theory, I 

                                                 
10 LUKE JOHN KEELE, SEMIPARAMETRIC REGRESSION FOR THE SOCIAL SCIENCES 86 (Wiley & Sons, 
2008) (describing “cross-validation” as a “general technique for assessing model fit based on resampling 
that can be applied to most statistical models”).  
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conducted a “leave one out” cross-validation analysis11 on both the 23 Most Privacy-Sensitive 

Wikipedia Articles set, as well as the larger 47 Terrorism Article set (the 48 Terrorism Articles 

without the Hamas article) to compare different statistical models based on a March, April, May, 

or June 2013 intervention effect. For comprehensive analysis, I used three data sets for each of 

these article sets—raw total page views, average monthly page views, and median monthly page 

views. Furthermore, for the 47 Terrorism Article Set, I excluded the “fundamentalism” article, 

making it a set of 46 total articles. (Salzberg noted that the “fundamentalism” article had too similar 

values to the “recruitment” article in the broader 48 Article set, so I have excluded it from this 

supplemental analysis. (Salzberg Decl. ¶ 7.)) I also performed the analysis both including and 

excluding the “ammonium nitrate” and “jihad” articles from the sets (Salzberg claims these two 

articles have outlier values). 

20. The results of this cross-validation analysis show that for the 23 Article set of the 

Most Privacy-Sensitive Wikipedia articles, a statistical model based on a June 2013 intervention 

effect was superior to models based on March, April, and May 2013 interventions in every single 

data set analyzed (raw total monthly page views, average monthly page views, median monthly 

page views). That is, a June 2013 statistical model resulted in fewer estimation errors (lower room 

mean square errors (RMSE) and mean absolute errors (MAE)) than the other models. These results 

held even when the “ammonium nitrate” and “jihad” articles were removed from for analysis. 

21. For the 46 Terrorism Article Set, a statistical model based on a June 2013 

                                                 
11 Id. at 8 (describing “leave one out” cross validation as “probably the most commonly used method” as 
it “works well with most any sample size”; also that with “leave-one-out cross-validation, one observation 
is randomly selected and then omitted from the data set. The analyst then fits one of the possible models 
to this slightly truncated data set and calculates measure of fit. Next, a new data point is dropped, and the 
measure of fit is calculated again. This process is repeated as each of the data points is removed from the 
data set. The cross validation score is the averaged measure of model fit and can be used to compare 
different model specifications.”)  
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intervention effect was also superior to models based on March, April, and May interventions for 

both the raw monthly page views set and the average monthly page views data set. These results 

held even when the “ammonium nitrate” and “jihad” articles were removed from for analysis. For 

the median monthly page view set, a June 2013 model was also superior to models based on both 

April and March 2013 interventions, but not May, where the RMSE and MAE scores for both 

models were very close (only a 2.5% difference in the MAE and 5% difference in the RMSE 

scores). These results all held or without “ammonium nitrate” and “jihad” in the sets. 

22. In short, these results demonstrate the strength and robustness of my June 2013 

model and its findings: it proved superior to comparable models in 46 of 48 total tests, and even 

in those two remaining tests, the difference in results were minimal. Moreover, when focused on 

the most privacy-sensitive Wikipedia articles, whether including or excluding the “jihad” and 

“ammonium nitrate” articles that Salzberg claims were outliers due to the Boston Marathon 

Bombing-- my model was a better “fit” to the data than the alternative models that Salzberg 

proposes based on earlier interventions in every single data set and scenario. 

23.  Seventh, Salzberg’s comparative analysis of recent page view data is 

fundamentally undermined by the fact that Wikimedia’s “page view” definition has changed over 

time.  (See Salzberg Decl. ¶¶ 27-32.)  Wikimedia has publicly published explanations on recent 

changes in the page view definition.  (See, e.g., Wikimedia Downloads: Analytics Datasets, 

https://dumps.wikimedia.org/other/analytics/; Research:Page View, 

https://meta.wikimedia.org/wiki/Research:Page_view.)  The page view data that Salzberg relies 

on from July 2015 through November 2018 includes data on mobile page views, and therefore is 

incomparable to the data from the time period that I studied.   As I explained in my Declaration, 

my study “used data for English language article view counts from stats.grok.se, an online portal 

Case 1:15-cv-00662-TSE   Document 181-2   Filed 03/08/19   Page 20 of 66

JA3959

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 93 of 258Total Pages:(4043 of 4208)



18 

that provided access to non-mobile Wikipedia article view count data on a daily and monthly 

basis.”  (Decl. ¶ 34 (emphasis added); see id. at Table 3, 8, 9 (expressly indicating non-mobile data 

used.)  Salzberg provides an example link to the Pageviews tool that he used to gather the more 

recent data, which shows that he selected all “Platform” types, including mobile.  (See Salzberg 

Decl. ¶ 27, n. 17.)  The difference between page views with non-mobile vs. mobile data included 

is often very significant, and therefore Salzberg’s “extended data” comparison analysis is deeply 

flawed at the source and should be ignored.  For example, using the “Hamas” example Salzberg 

offers, the difference between the “All” platforms and the “Desktop” (non-mobile) data for the 

month of May 2018 is over 100,000 views. 

III. RESPONSES TO DR. SALZBERG’S SIX METHODOLOGICAL CRITIQUES  

24. In his Declaration, Salzberg presents a series of purported critiques regarding my 

analysis.  (Salzberg Decl. ¶¶ 47-66.)  I respond to these issues below.   

25. Salzberg’s first critique: Aggregation “masks the differences in the changes over 

time by article” and was “performed without any analysis of the individual datasets” to determine 

whether it was the appropriate method.  Standard methods for analyzing this kind of “panel data” 

were ignored.  (Salzberg Decl. ¶¶ 48–50.)   

26. My Response: 

(a) As noted earlier, my method of analysis to test the June 2013 surveillance 

chilling effect hypothesis was an ITS design using aggregated data with segmented regression 

trend analysis.  I chose an ITS design because it is an “ideal design” for assessing the impact of a 

“population-wide” intervention—like the effects of mass online government surveillance—that 

“affects the whole population and where randomization or a control group is impossible.”12 ITS 

                                                 
12 N. BRUCE BASKERVILLE, ET AL., IMPACT OF CANADIAN TOBACCO PACKAGING POLICY ON USE OF A TOLL-
FREE QUIT-SMOKING LINE: AN INTERRUPTED TIME-SERIES ANALYSIS, 6(1) CMAJ Open E59, E64 (2016) 

Case 1:15-cv-00662-TSE   Document 181-2   Filed 03/08/19   Page 21 of 66

JA3960

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 94 of 258Total Pages:(4044 of 4208)



19 

design studies have also been commonly used in contexts like this one, to study information 

systems context (e.g., computing context)13 and the impact of media coverage.14 Within ITS design 

studies, use of segmented regression to analyze aggregated data to understand pre/post intervention 

trends in the data is not only “standard,” but the recommended method and approach.15  

(b) Second, there is no single determinative method or factor to decide whether 

an aggregated or disaggregated analysis of data is appropriate. Most ITS design studies use 

aggregated data,16 because such time series designs “examine aggregate effects”17 and are “strong 

designs for estimating the effects of instituting uniform, full-coverage programs or the effects of 

                                                 
(discussing “interrupted time-series design” as an “ideal design for assessing the effects of a population-
wide intervention”; a “robust method for the evaluation of a policy that affects the whole population and 
where randomization or a control group is impossible”); RICHARD MCCLEAR ET AL., DESIGN AND 
ANALYSIS OF TIMES SERIES EXPERIMENTS 7, 297 (2017) (describing interrupted time series designs as 
“the major application of time series data for causal inference” and as a “strong quasi-experimental 
design… when random assignment was unfeasible”); CHESTER L. BRITT, DAVID J. BORDUA, & GARY 
KLECK, A REASSESSMENT OF THE D.C. GUN LAW: SOME CAUTIONARY NOTES ON THE USE OF INTERRUPTED 
TIME SERIES DESIGNS FOR POLICY IMPACT ASSESSMENT, 30 Law & Soc'y Rev. 361, 361 (1996) 
(“Interrupted time series designs provide one of the most common means for assessing the impact of a 
change in law or in social policy”); D.T. CAMPBELL, REFORMS AS EXPERIMENTS, 24(4) American 
Psychologist 409 (1969) (this seminal article by Campbell was among the first to advocate for interrupted 
time series designs in cases where natural experiments are not possible); WAGNER ET AL., supra note 1, at 
308 (describing ITS designs as the “strongest, quasi-experimental designs” to estimate intervention 
effects in “non randomized settings”). 
13 See e.g., S. ASGARI & NUNES BAPTISTA, EXPERIMENTAL AND QUASI-EXPERIMENTAL RESEARCH IN 
INFORMATION SYSTEMS, IADIS International Workshop Information Systems Research Trends: approaches 
and methodologies (ISRTAM 2011), 20-26 July (noting ITS designs have been “used often in the field of 
[Information Systems]”).  
14 See e.g., MELANIE A WAKEFIELD, BARBARA LOKEN,&  ROBERT C HORNIK, USE OF MASS MEDIA 
CAMPAIGNS TO CHANGE HEALTH BEHAVIOR, 376 The Lancet 1261, 1262-1263, (2010) (discussing 
interrupted time series analyses studies in the health context);  RANDY ELDER ET AL., EFFECTIVENESS OF 
MASS MEDIA CAMPAIGNS FOR REDUCING DRINKING AND DRIVING AND ALCOHOL-INVOLVED CRASHES, 27(1) 
Am. J. Prev. Med. 57 (2004) (  ROBERTO GRILLI ET AL., MASS MEDIA INTERVENTIONS: EFFECTS ON HEALTH 
SERVICES UTILIZATION, 1 Cochrane Database of Systematic Reviews 1, 1 (2002) (providing a 
comprehensive review of research studying the impact of media coverage on health service use— and 
noting that among the “twenty studies” reviewed in the work, all used interrupted time series designs).  
15 See works cited at supra note 2 and accompanying text.  
16 See also works cited at supra note 3 and accompanying text. 
17 JEFFREY M. WOOLDRIDGE, INTRODUCTORY ECONOMETRICS A MODERN APPROACH 15 (5th ed., 2012) 
(“…time series data are often used to look at aggregate effects. An example of a time series data set on 
unemployment rates and minimum wages…”). 
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making changes in such programs.”18 NSA surveillance, including Upstream surveillance, was 

“uniform” and “full coverage,” within the meaning of this guidance. It also has aggregate effects, 

as the entire U.S. Internet-using population is subject to their reach. It was therefore appropriate 

that my study employed aggregate page view analysis, since I sought to make aggregate level 

inferences about large scale NSA surveillance effects.19 

(c) Third, aggregated data and analysis is further appropriate in ITS studies 

where the aim is to explore national or major regional rates and trends;20 to reduce or remove 

“noise” in the data;21 and to allow for more sophisticated statistical tests and analysis.22 All of 

these circumstances apply to this study. First, my study was focused on evaluating the large-scale 

national aggregated effects or impact of mass awareness of NSA surveillance in June 2013 and 

after. Thus, examining the Wikipedia article page view data in aggregate is consistent with that 

aim. Second, analyzing the Wikipedia articles in aggregate helped reduce “noise” in the data given 

that, inevitably, individual Wikipedia article page views would like fluctuate and vary widely over 

32 months; if analyzed in aggregate, broader overall trends or patterns could be discerned. 

Analyzing aggregated data makes particular sense in this ITS study, as Wikipedia page view data 

has a particularly high signal-to-noise ratio—that is, where the signal or “true” patterns in data 

(like longer term trends due by chilling effects) may be obscured by “noise,” that is, more 

                                                 
18 PETER ROSSI ET AL., EVALUATION: A SYSTEMATIC APPROACH 352-354 (6th ed., 1999) (noting “[m]ost 
existing times series involve aggregated data” as they often aim to study national, state, or large regional 
subjects). 
19 L. LEYDESDORFF, THE SCIENCE CITATION INDEX AND THE MEASUREMENT OF NATIONAL PERFORMANCE IN 
TERMS OF NUMBERS OF SCIENTIFIC PUBLICATIONS, 1-2 Scientometrics 111, 113 (1989) (“In general, one 
should prefer aggregated data for inferences at the aggregated level, since otherwise methodological 
problems of inference may emerge.”). 
20 ROSSI ET AL., supra note 18, at 354. 
21 BEARD, supra note 4, at 2 (noting that a “[m]ajority of studies use aggregated data” as this “removes 
noise and allows for more sophisticated tests which require continuous or rate type data”).  
22 Id.  
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temporary variations for individual article page views for other reasons.23 Several prior studies 

have observed that Wikipedia page view data has such “noise” and those studies likewise used 

aggregated page views for analysis.24 Third, analyzing the Wikipedia article page view data in 

aggregate also allowed for the more sophisticated statistical tests and analysis. In this case, that 

was segmented regression trend analysis pre/post June 2013, which is the recommended method 

of analysis for ITS design studies. In short, an aggregated analysis of the Wikipedia article page 

view data was both a “standard” method and entirely justifiable.     

(d) Fourth, my opinions are supported by an analysis of individual article page 

views.  Specifically, I examined the page view trends for individual and smaller groups of articles 

with higher privacy-sensitivity scores to verify the results of my aggregate data analysis showing: 

(1) a statistically significant drop in June 2013, and (2) trend change in monthly page views from 

increasing views before that month to a monthly decline after that month. As the chilling effect 

hypothesis I was testing is based on privacy sensitivity, then page view trends for the most privacy-

sensitive Wikipedia articles would reveal page view trends consistent with the aggregate data 

results. As seen from Figures 3a, 3b, and 4, those page views were consistent with a June 2013 

chilling effects hypothesis. Furthermore, I also examined and analyzed individual article page 

views to identify and investigate outliers.  For example, this was done with the “Hamas” article, 

among others. Examining individual and aggregate level data allowed me to identify overly 

                                                 
23 N. GENEROUS, ET AL., GLOBAL DISEASE MONITORING AND FORECASTING WITH WIKIPEDIA, 10(11) PLoS 
Comput Biol 1, 8, 12  (2014)(study on using Wikipedia page view data to track and predict global 
diseases using aggregated data as “signal-to-noise” ratio in Wikipedia page view data may mean “[t]rue 
patterns in data may be obscured by noise”, in this case, the “noise” being variations in page views of 
health information on Wikipedia unrelated to the personal diagnosis); J.D. SHARPE, ET AL., EVALUATING 
GOOGLE, TWITTER, AND WIKIPEDIA AS TOOLS FOR INFLUENZA SURVEILLANCE USING BAYESIAN CHANGE 
POINT ANALYSIS: A COMPARATIVE ANALYSIS, 2(2) JMIR public health and surveillance 1, 2, 4 (2016) 
(noting the “signal-to-noise” ratio in Wikipedia page view data can be “problematic” and also 
aggregating).  
24 Id. 
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influential articles. This is a standard aspect of conducting regression model diagnostics. 

Additionally, I used individual articles as part of my cross-validation analysis.  

(e) Fifth, Salzberg describes my data as “panel data.” This is accurate in the 

broad definition of the term—my data is “longitudinal,” involving repeated measurements from a 

group to study the impact of an intervention (monthly measurements of individual Wikipedia 

article page views aggregated into the larger sets).25 However, using more precise definitions 

informed by the aim and design of my study, the data is more accurately described as time series 

data. This is because the subject of my study is the aggregate Wikipedia page view trends both 

before and after June 2013 in order to test the aggregate effects of NSA surveillance on Wikipedia 

and its users. In short, time is a central unit of analysis in my study.26 By contrast, panel data and 

panel studies typically follow individuals over time, and include multiple-dimensional 

observations from each individual (e.g., schooling, employment, marital status, training, child 

rearing, health, etc.).27 This conclusion is supported by Woolbridge in Introductory Econometrics: 

A Modern Approach, the same text Salzberg cites.  It states that a “time series data set consists of 

observations on a variable or several variables over time,” with time an “important dimension in a 

time series data set.”28 As I was interested in examining the aggregate effects of media coverage 

of NSA surveillance introduced at a specific point in time (June 2013), and trends before and after 

that time, the “variable” in my study was aggregate Wikipedia page views, and a central dimension 

was time. Woolbridge also describes panel data as longitudinal data that follows or “attempts to 

follow” individuals over time, collecting multiple observations on a range of different data points, 

                                                 
25 CHENG HSIAO, PANEL DATA ANALYSIS 1 (CUP, 2017); ROSSI ET AL., supra note 18, at 352. 
26 GREGORY B. MARKUS, ANALYZING PANEL DATA 7-8 (sage, 1979) (describing the difference between 
time series data and panel data, with the former having “time” as the central unit of analysis, while panel 
studies take individuals as the central unity of analysis). 
27 HSIAO, supra note 25, at 1; MARKUS, id 7-8.  
28 WOOLBRIDGE, supra note 17, at 8.  
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with repeated measures not necessarily uniform or taken at regular intervals.29 This creates 

additional layers of complexity for analysis suited for panel studies.30 The “standard” methods for 

that Salzberg recommends at paragraph 50 of his Declaration, in fact, concern panel data analysis, 

specifically data collected at only two or three points in time.31 These are not applicable to my 

time series data set collected at regular intervals over 32 months. 

27. Salzberg’s second critique: Penney’s model “assumes a single peak in May 2013” 

rather than “letting the data reveal where, if anywhere a peak in the data exists.”  Penney’s model 

can be altered to “prove” an April 2013 peak and support the theory that the Boston Marathon 

bombings caused the page view trend reversal.  A “polynomial model” further shows that Penney’s 

hypothesized peaks in page views were incorrect.  (Salzberg Decl. ¶¶ 51–54.)   

28. My Response: 

(a) First, my ITS design does not “assume a single peak”—it tests for the effects 

of real-world events happening at a particular time—June 2013.  In order to test a surveillance 

chilling effect hypothesis in that month, I examined page view trends before an intervention point. 

This is a standard approach in naturalistic studies like this, where the aim is to test the impact of 

an intervention at a given point in time (here, NSA surveillance revelations and media coverage in 

June 2013). Any peak before or after June 2013 arises from the data itself, and is not any 

assumption or requirement in my model. 

(b) Second, Salzberg’s approach of “letting the data reveal where, if anywhere, 

a peak in the data exists,” is not a sound or reliable social scientific approach and can lead to 

substantial bias in results. My ITS study, designed to examine a June 2013 impact due to media 

                                                 
29 WOOLBRIDGE, supra note 17, at 448. 
30 WOOLBRIDGE, supra note 17, at 448. 
31 WOOLBRIDGE, supra note 17, at 459-474. 
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coverage of NSA surveillance programs, was based on a hypothesis grounded in existing empirical 

and theoretical research on privacy, surveillance studies, and chilling effects. By contrast, 

Salzberg’s approach of visually inspecting data and running various statistical models, including 

a “polynomial model,”  until a “fit” showing “earlier peaks in 2013” is found, is a biased 

approach.32 Any earlier “peak” or polynomial model is not grounded on any a priori hypothesis, 

theory or research. Nevertheless, even assuming a “polynomial model” estimating earlier peaks in 

2013 is not biased. It also does not discount or disprove a chilling effects hypothesis in June 2013. 

My statistical model and results did not require or assume any such “peak” in May. A statistically 

significant drop in June 2013 based on prior trends, or a reduction in monthly views thereafter, 

would each be consistent with a chilling effect hypothesis, notwithstanding any earlier peaks in 

the page view data in the 32 months. My analysis found both, but neither required any “peak” in 

May or April 2013.  

(c) Third, my statistical model based on a June 2013 intervention is a superior 

fit for the page view data compared to models based on March, April, and May 2013 interventions 

in every single data set analyzed. This is demonstrated by my cross-validation analysis on both the 

23 Article Set (raw monthly page views, average monthly page views, median monthly page 

views) and the 28 Article Set (raw monthly page views, average monthly page views, median 

monthly page views).33 My June 2013 model was a better “fit” when focused on the page view 

data for the most privacy-sensitive Wikipedia articles compared to Salzberg’s alternative models, 

                                                 
32 ANDREW GELMAN & ADAM ZELIZER, EVIDENCE ON THE DELETERIOUS IMPACT OF SUSTAINED USE OF 
POLYNOMIAL REGRESSION ON CAUSAL INFERENCE, Research & Politics (2015) (describing reported effects, 
based on a “curve fitting” polynomial model that is “statistically significant but substantively dubious, 
and are sensitive to model choice”); MEGAN L. HEAD ET AL., THE EXTENT AND CONSEQUENCES OF P-
HACKING IN SCIENCE, 13(3) PLoS Biol 1 (2015) (“Inflation bias… occurs when researchers try out several 
statistical analyses and/or data eligibility specifications and then selectively report those that produce 
significant results.”). 
33 See supra ¶¶ 16-17. 
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notwithstanding any impact of the Boston Marathon media coverage in April or May 2013. In 

short, my ITS approach, statistical regression model, and method of analysis is the best way to 

understand the page views trends for the most privacy-sensitive Wikipedia articles.  

29. Salzberg’s third critique: Penney’s model is “oversimplified, leaving out virtually 

all factors that could affect page views of terror-related articles from the model.”  For example, 

the model fails to account for seasonality or major news events.  The model tacitly acknowledges 

this failure in how it handles the Hamas outlier data, which is ultimately manipulated in a way that 

is favorable to the hypothesis.  Penney does not consider other real world variables that may not 

be favorable to the hypothesis, like the Boston Marathon bombings, which happened shortly before 

the NSA disclosures.  (Salzberg Decl. ¶¶ 55–60.)   

30. My Response: 

(a) My analysis does account for various external factors that may affect page 

views in the model. First, while seasonality is a confounding concern in ITS designs, there is no 

basis to expect large seasonal effects with these page views—that, for example, Internet users tend 

to view terrorism-related content in the spring but not in the summer. In any event, to account for 

possible seasonality and seasonal effects in the data in the ITS design, I went beyond the “general 

recommendation” for 12 data points before and after the hypothesized intervening chilling effect 

(June 2013),34 and instead collecting data for 17 data points before (January 2012 through May 

2013) and 14 data points following (July 2013 through August 2014). This longer study period 

allows for better assessment of overall page view trends by identifying and accounting for seasonal 

trends. This is particularly challenging with Wikipedia page view data because of its high signal-

                                                 
34 WAGNER ET AL., supra note 2, at 301 (“A general recommendation is for 12 data points before and 12 
data points after the intervention (8), although this number is not based on estimates of power. Rather, 
with 24 monthly measures, the analyst can adequately evaluate seasonal variation.”). 
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to-noise ratio, that is, variability of page views over the course of a study period due to a range of 

daily factors.35  

(b) Second, the data was also analyzed for seasonal trends as well for real-world 

events to determine whether any such events would have an outsized effect on page views. This is 

precisely how I identified the “Hamas” article as an outlier and related it to real world events. This 

was not done by cherry-picking or manipulation, but through standard regression model 

diagnostics, as well as best practices for identifying and dealing with outlier observations.36   

(c) Third, no seasonal or “real world” event-related variations identified by 

Salzberg explain the actual trends apparent in the aggregated data before and after June 2013. 

Salzberg points to a seasonal “trough” in the summer of 2012 and a “peak” due to the Boston 

Marathon bombing in April 2013 for page views in the 47 Terrorism articles. These are visible in 

Figure 5 below: 

                                                 
35 See works cited at supra note 23 and accompanying text.  
36 The Hamas article was identified using standard regression model diagnostics, including examining 
cook’s distance, leverage, residual values, z-scoes, among others.  Handling of the influential outlier was 
also done according to best practices, with the outlier removed but results before and after removal 
conveyed. See AGUINAS ET AL., supra note 8, at 20-23. 
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Figure 5: Aggregated Total Monthly Page Views for 48 Terror Articles (Without 
Hamas) 

 

However, the added trend analysis of page views in Figure 5 demonstrates that despite 

these possibly seasonal and “real world” event-related variations over the course of the 17 months 

prior to June 2013 and 14 mounts after that period, there is no variation or “trough” comparable to 

the one that occurs between the total page views as of the beginning of June 2013 (2,893,553 page 

views) and that at the end of July 2013 (2,121,335). Indeed, during time period there was a decline 

of 772, 218 page views, or roughly 27%.  By contrast, the decline between April and May 2013 

that Salzberg highlights (294, 820 page views) is slightly greater than 9%. Nor is there any point 

in the entire 32-month study period where there are consistently fewer monthly page views than 

in the months of December 2013 through August 2014. These points are consistent with a June 

2013 chilling effects hypothesis.  These points are even clearer when examining the median 

monthly page views for the 23 Most Privacy Sensitive Articles visualized in Figure 6: 
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Figure 6: Aggregated Median Monthly Page Views for  
23 Most Privacy-Sensitive Articles 

 

(d) Here, again, there is a significant drop from the median monthly page views 

as of the beginning of June 2013 (12,090) and the end of July 2018 (6,864) totaling 5,226, which 

is slightly greater than a 45% drop in median monthly views. Nor, despite some variation, is there 

any other period in the 32 months where monthly median page views are trending so clearly lower 

over time as the months after June 2013 onto August 2014. Again, this is consistent with a chilling 

effects hypothesis. Salzberg offers no alternative explanation beyond identifying “peaks” and 

“troughs” in 2012 and 2013, which do not account or explain these findings. 

(e) Fourth, in a naturalistic study outside the experimental context, it is not 

possible to control for all confounding factors, like the impact of all real world events on page 

views over 32 months. However, the ITS design was chosen for the very fact that its pre/post 

design can help control for other explanatory factors as any such known or unknown confounding 

variables would be present in both the pre and post measurements (monthly page views), thus any 
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changes after the intervention (June 2013) can be attributed to intervention itself. This dimension 

of the ITS design can be further strengthened by adding one or more comparators,37 which was 

also done in this study. Comparators help control for confounding factors and seasonality.38 Here, 

the comparator groups—security, infrastructure, popular, and Wikipedia English home-page 

traffic—not expected to be impacted or affected by the ITS design intervention (here, surveillance 

chilling effects in June 2013) can be compared to the study group (page views for privacy-sensitive 

terrorism related Wikipedia articles). As my results showed, the privacy-sensitive terrorism 

Wikipedia were impacted (statistically significant drop in June 2013 and trend reversal after that 

month) while none of the comparator articles showed the same effects. This is consistent with a 

chilling effect hypothesis.  

(f) Salzberg claims that my comparator groups do not corroborate my findings 

as they are not “proper” controls groups that “exhibit the trend” shown by the terrorism articles 

before June 2013.39 Of course, comparator groups identical to the study group are ideal but are 

often not feasible.40 In fact, Campbell and Stanley, in their leading 1966 text Experimental and 

Quasi-Experiment Designs for Research that Salzberg cites, recommend that for an ITS study of 

a “major administrative change” that a researcher use a “similar institution” as a comparator not 

expected to undergo the change and upon which the same ITS design can be tested.41 Wagner et 

al.’s (2002) leading article on ITS design recommends that where an identical control group is not 

                                                 
37 R. BARKER BAUSELL, THE DESIGN AND CONDUCT OF MEANINGFUL EXPERIMENTS INVOLVING HUMAN 
PARTICIPANTS 199 (OUP, 2015) (noting that an ITS design can be “significantly buttressed” by adding 
one or more comparator group); MARY A. M. ROGERS, COMPARATIVE EFFECTIVENESS RESEARCH 94 
(OUP, 2014). 
38 BAUSELL, id. at 200; Wagner et al., supra note 2, at 306. 
39 Salzberg Decl. at ¶¶ 33-46. 
40 BAUSELL, id. at 199; Wagner et al., supra note 2, at 306. 
41 DONALD CAMPBELL & JULIAN STANLEY, EXPERIMENTAL AND QUASI-EXPERIMENTAL DESIGNS FOR 
RESEARCH 55 (Houghton-Mifflin, 1966). 
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possible, a study may examine a “different but related group . . . not expected to change following 

the intervention, in the same group of subjects.”42 This is precisely the methodology that I adopted. 

Since identical or randomly sampled control groups were not possible, I used comparator groups 

drawn from a “different but related group” of Wikipedia articles drawn from a “different but 

related” group of DHS key words (security and infrastructure), as well as a set of popular 

Wikipedia articles. Given that security, infrastructure, and popular Wikipedia articles do not raise 

privacy concerns, they would not be expected to change after a surveillance chilling effect 

intervention in June 2013. We would also expect similar viewer audiences for these articles (e.g. 

someone with an interest in national security would be just as likely to view Wikipedia articles on 

terrorism as domestic or infrastructure security articles, the comparators in this study).  My results 

showed that they were not impacted, while the privacy-sensitive terrorism-related articles were. 

This, as noted, was consistent with a surveillance chilling effect hypothesis.  

31. Salzberg’s fourth critique: The model did not take into account that the 48 terror 

articles chosen based on 2011 DHS list would naturally rise and decline in interest over time. In 

other words, the 2011 terrorism-related key words would “undoubtedly become stale over time.”  

The same is true for the trends in the comparator article groups.  (Salzberg Decl. ¶¶ 61–64.)   

32. My Response: 

(a) The articles in my study were chosen based on keywords associated with 

“terrorism” that DHS uses to track and monitor social media. Since the media coverage relating to 

the Snowden revelations framed the issue of NSA surveillance as a matter of national security and 

terrorism threats, it was logical for me to use DHS keywords associated with “terrorism” to create 

the Wikipedia articles that represent the sort of articles that users may be chilled from accessing 

                                                 
42 WAGNER ET AL., supra note 2, at 306. 
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in light of privacy concerns about government surveillance. I used this approach for pragmatic 

methodological reasons, as there is no pre-determined list reflecting all privacy-sensitive 

Wikipedia articles from which to draw a random sample. Furthermore, cherry-picking a list of 

articles relating to certain sensitive topics (like Syria or ISIL, as Salzberg suggests) would be 

subject to serious selection biases. Using government keyword lists to study government 

surveillance is not a novel or unprecedented approach;43 indeed, my methodology is similar to the 

methodology of an earlier, peer-reviewed study exploring the chilling effects associated with the 

NSA surveillance in Google search data, which also used these DHS keyword lists.44  

(b) The fact that some likely privacy-sensitive articles (like Syria and ISIL) that 

were not included in the DHS keyword list may have recorded higher page views for some period 

of time during my study does not in any way undermine the overall conclusions for the privacy-

sensitive Wikipedia articles examined over the entire 32-month period that I studied. 

(c) Salzberg’s Declaration offers no evidence for his claim that the “many of 

the 2011 terrorism-related keywords undoubtedly became stale over time” and thus “page views 

dropped.”  

33. Salzberg’s fifth critique: The page view data examined only extends for 32 

months through August 2014, therefore the “results do not and cannot imply that an effect of the 

June 2013 disclosures persists today, or did so even in 2015.” (Salzberg Decl. ¶ 65.)    

                                                 
43 JEDIDIAH R. CRANDALL & MASASHI CRETE-NISHIHATA ET AL., CHAT PROGRAM CENSORSHIP AND 
SURVEILLANCE IN CHINA: TRACKING TOM-SKYPE AND SINA UC, First Monday, July 1, 2013, 
http://firstmonday.org/ojs/index.php/fm/article/view/4628/3727 [https://perma.cc/M5FJ-T4D5]; JEFFREY 
KNOCKEL, JEDIDAH CRANDALL & JARED SAIA, THREE RESEARCHERS, FIVE CONJECTURES: AN EMPIRICAL 
ANALYSIS OF TOM-SKYPE CENSORSHIP AND SURVEILLANCE, 16:4 FOCI ’11: USENIX Workshop on Free & 
Open Comm. on Internet (2011), https://www.cs.unm.edu/~crandall/foci11knockel.pdf [https://perma.cc/
FH8H-JUBA]. 
44 ALEX MARTHEWS & CATHERINE TUCKER, GOVERNMENT SURVEILLANCE AND INTERNET SEARCH 
BEHAVIOR, IN CAMBRIDGE UNIVERSITY HANDBOOK ON SURVEILLANCE LAW (David Gray et al. eds., 
2017). 
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34. My Response: 

(a) The statistically significant trend reversal from increasing monthly views 

prior to June 2013 to a downward trend, with a monthly reduction in page views afterwards, is 

indicative of a lasting chilling effect. This is supported by other research on long-term online 

chilling effects due to public awareness of surveillance.  

(b) First, an Massachusetts Institute of Technology (MIT) study on Google 

search data later published a peer reviewed chapter in the Cambridge University Handbook on 

Surveillance Law, found a statistically significant reductions in privacy-sensitive Google searches 

after the June 2013 Snowden disclosures about NSA surveillance.45 The findings, the authors 

concluded, provided “substantial empirical documentation of a chilling effect,” both in the “shorter 

term” and “in the longer term”, that “appeared to be related to increased awareness of government 

surveillance online.”46  

(c) Second, a 2017 peer reviewed study on Wikipedia editors found evidence, 

based on qualitative interviews in the spring and summer of 2015, that editors were chilled from 

certain activities on Wikipedia due to awareness of government surveillance.47 For example, one 

Wikipedia editor stated, “for the Edward Snowden page, I have pulled myself away from adding 

sensitive contributions, like different references, because I thought the name may be traced back 

to me in some way.” The fact that some Wikipedia users have avoided sensitive or controversial 

topics in 2015, two years after the Snowden revelations in 2013, is consistent with my findings.  

                                                 
45 ALEX MARTHEWS & CATHERINE TUCKER, GOVERNMENT SURVEILLANCE AND INTERNET SEARCH 
BEHAVIOR 1, 3-4 (MIT Sloane Working Paper No. 14380, 2015); MARTHEWS & TUCKER, supra note 44. 
46 ALEX MARTHEWS & CATHERINE TUCKER, GOVERNMENT SURVEILLANCE AND INTERNET SEARCH 
BEHAVIOR 1, 3-4 (MIT Sloane Working Paper No. 14380, 2015); MARTHEWS & TUCKER, supra note 44. 
47 ANDREA FORTE, NAZANIN ANDALIBI, AND RACHEL GREENSTADT, PRIVACY, ANONYMITY, AND 
PERCEIVED RISK IN OPEN COLLABORATION: A STUDY OF TOR USERS AND WIKIPEDIANS, in CSCW 1800 
(2017). 
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(d) Third, a recent 2018 study exploring how journalists have been impacted by 

“potential surveillance by government,” which involved qualitative interviews with American 

journalists in 2015, found all seven journalists in the study indicated that “their work and lives 

have changed under a real or perceived threat of mass government surveillance.”48 The author 

concluded that “participants reported an increased awareness of mass government surveillance” 

and “[i]n every case, they reported adjusting their behavior to some degree.”49 This is also 

consistent with my findings. 

(e) Fourth, a Pew Research Center survey of 475 adult Americans conducted 

between November 26, 2014 and January 3, 2015 found that, among the 87% of respondents aware 

of “government surveillance programs” due to the Snowden revelations, 34% had taken “at least 

one step to hide or shield their information from the government,” including avoiding using 

“certain terms in online communications.”50 The survey also found 25% changed the patterns of 

their own use of various online platforms “a great deal” or “somewhat” since the Snowden 

revelations. These findings from a survey administered in late 2014 and early 2015 are also 

consistent with my conclusions.  

(f) Fifth, a PEN America  survey of 520 American writers in October 201351  

found that 28% of the writers surveyed had “curtailed or avoided” certain online activities due to 

“fear of surveillance” and another 12% “seriously considered” doing so; 24% “deliberately 

avoided certain topics in phone or email conversations,” and another 9% have “seriously 

                                                 
48 STEPHENSON WATERS, THE EFFECTS OF MASS SURVEILLANCE ON JOURNALISTS’ RELATIONS WITH 
CONFIDENTIAL SOURCES, DIGITAL JOURNALISM, 6:10 Digital Journalism 1294, 1310 (2018). 
49 Id. at 1310. 
50 LEE RAINIE ET AL., PEW RES. INTERNET PROJECT, Americans’ Privacy Strategies Post-Snowden 4 (Mar. 
16, 2015), http://www.pewinternet.org/files/2015/03/PI_AmericansPrivacyStrategies_0316151.pdf. 
51 FDR GROUP & PEN, AMERICAN CENTER, CHILLING EFFECTS: NSA SURVEILLANCE DRIVES U.S. 
WRITERS TO SELF-CENSOR 3–4 (2013), http://www.pen.org/sites/default/files/
Chilling%20Effects_PEN%20American.pdf. 

Case 1:15-cv-00662-TSE   Document 181-2   Filed 03/08/19   Page 36 of 66

JA3975

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 109 of 258Total Pages:(4059 of 4208)



34 

considered it”; and 16% have refrained from “conducting Internet searches or visiting websites on 

topics that may be considered controversial or suspicious,” and another 12% have “seriously 

considered it.”  These results are consistent with my conclusions as to a long term chilling effect.   

(g) Also, as explained above, Salzberg’s extended comparison analysis that 

relies on more recent page view data is fundamentally invalid because it compares across page 

view definitions—the more recent data includes “mobile” page views, while my study relied on 

“non-mobile” data.52 

35. Salzberg’s sixth critique: Penney’s model fails to isolate the “particular effect of 

public ‘awareness’ about the NSA Upstream program” from potential other effects of the Snowden 

disclosures, including increased awareness about other NSA surveillance activities.  (Salzberg 

Decl. ¶ 66.)    

36. My Response: 

(a) In any study of naturalistic changes in human behavior, it will not be 

possible to isolate the source of all causes and effects on behavior.  It is enough for purposes of 

establishing whether Upstream likely had a chilling effect on Wikipedia users that the reporting 

on NSA surveillance in June 2013 included multiple references to international Internet 

communications monitoring, and that general public awareness of NSA surveillance grew due to 

media coverage after June 2013.53  As earlier noted, a Pew Research Center survey of adult 

Americans conducted between November 26, 2014 and January 3, 2015 found 87% of respondents 

were aware of NSA surveillance programs due to the Snowden revelations.54 

(b) Furthermore, in-line with the empirical conclusions of my Declaration, 

                                                 
52 See supra ¶ 23. 
53 See ¶¶ 32-33 of my Declaration dated December 18, 2018. 
54 See supra ¶ 30(e). 
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Wikimedia has introduced other evidence establishing the particular chilling effect that awareness 

of Upstream surveillance had on Wikimedia’s readers and contributors.  The Declarations of 

Michelle Paulson and James Alexander describe the chilling effect that Upstream surveillance had 

on the Wikimedia community at large, particularly among users abroad who engage with the 

platform concerning privacy-sensitive topics.  (See Pl.’s Ex. 3, ¶¶ 41, 45, 46; Pl.’s Ex. 4, ¶¶ 4-11.)  

The Declaration of Emily Temple-Wood, an active Wikimedia community member, further 

describes first-hand the chilling effect that awareness of Upstream surveillance has had among the 

community of readers and contributors.  (See Pl.’s Ex. 6, ¶¶ 20-21.) 

(c) Salzberg’s critique that the “particular effect” of Upstream cannot be 

entirely isolated is not actually a methodological critique, but rather, a general observation about 

a naturalistic studies.  However, courts have rejected such challenges when ruling on Daubert 

motions.  See A Woman’s Choice-East Side Women’s Clinic v. Newman, 904 F. Supp. 1434 (S.D. 

Ind. 1995) (upholding naturalistic study against Daubert challenge when ruling on preliminary 

injunction motion). 
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23 Most Privacy Sensitive Article Set 
Cross Validation Analysis 
 
 
RAW total monthly views 
 
.  
. reg HP23RawViews time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   15.82 
       Model |  3.1487e+11     3  1.0496e+11           Prob > F      =  0.0000 
    Residual |  1.8571e+11    28  6.6324e+09           R-squared     =  0.6290 
-------------+------------------------------           Adj R-squared =  0.5893 
       Total |  5.0057e+11    31  1.6148e+10           Root MSE      =   81439 
 
------------------------------------------------------------------------------ 
HP23RawViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   21383.58   4031.855     5.30   0.000      13124.7    29642.46 
intervention |  -224931.2   58212.11    -3.86   0.001    -344173.3   -105689.1 
   postslope |  -29367.59   6320.044    -4.65   0.000    -42313.61   -16421.56 
       _cons |   349787.6   41314.22     8.47   0.000     265159.3      434416 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   89506.354 
Mean Absolute Errors     |   63503.274 
Pseudo-R2                |      0.49622 
----------------------------------------- 
 
. reg HP23RawViews time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.34 
       Model |  2.8498e+11     3  9.4993e+10           Prob > F      =  0.0000 
    Residual |  2.1560e+11    28  7.6998e+09           R-squared     =  0.5693 
-------------+------------------------------           Adj R-squared =  0.5232 
       Total |  5.0057e+11    31  1.6148e+10           Root MSE      =   87749 
 
--------------------------------------------------------------------------------- 
   HP23RawViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |    22020.4   4758.837     4.63   0.000     12272.36    31768.43 
interventionMAY |  -152067.1   62229.88    -2.44   0.021    -279539.2   -24594.96 
   postslopeMAY |  -34404.22   6730.013    -5.11   0.000    -48190.03   -20618.42 
          _cons |   345966.8   46015.77     7.52   0.000     251707.7    440225.8 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   100292.59 
Mean Absolute Errors     |   71401.914 
Pseudo-R2                |      0.37718 
----------------------------------------- 
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. reg HP23RawViews time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    8.66 
       Model |  2.4087e+11     3  8.0289e+10           Prob > F      =  0.0003 
    Residual |  2.5971e+11    28  9.2752e+09           R-squared     =  0.4812 
-------------+------------------------------           Adj R-squared =  0.4256 
       Total |  5.0057e+11    31  1.6148e+10           Root MSE      =   96308 
 
----------------------------------------------------------------------------------- 
     HP23RawViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |    13623.8   5755.506     2.37   0.025     1834.181    25413.42 
interventionAPRIL |   65634.32   68033.27     0.96   0.343    -73725.51    204994.1 
   postslopeAPRIL |   -34751.7   7473.906    -4.65   0.000    -50061.31    -19442.1 
            _cons |   393547.5   52329.76     7.52   0.000     286354.8    500740.1 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   108143.33 
Mean Absolute Errors     |   69579.447 
Pseudo-R2                |      0.28104 
----------------------------------------- 
 
. reg HP23RawViews time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    8.46 
       Model |  2.3801e+11     3  7.9335e+10           Prob > F      =  0.0004 
    Residual |  2.6257e+11    28  9.3775e+09           R-squared     =  0.4755 
-------------+------------------------------           Adj R-squared =  0.4193 
       Total |  5.0057e+11    31  1.6148e+10           Root MSE      =   96837 
 
----------------------------------------------------------------------------------- 
     HP23RawViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   13450.41   6420.254     2.09   0.045     299.1154     26601.7 
interventionMARCH |   88472.13   68403.98     1.29   0.206    -51647.07    228591.3 
   postslopeMARCH |  -33519.11   7782.969    -4.31   0.000     -49461.8   -17576.42 
            _cons |   394472.2   54666.49     7.22   0.000       282493    506451.4 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   105572.3 
Mean Absolute Errors     |   69332.589 
Pseudo-R2                |      0.30842 
----------------------------------------- 
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Average monthly views 
 
.  
. reg HP23AvgViews time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   15.83 
       Model |   595220203     3   198406734           Prob > F      =  0.0000 
    Residual |   351044760    28  12537312.9           R-squared     =  0.6290 
-------------+------------------------------           Adj R-squared =  0.5893 
       Total |   946264964    31  30524676.2           Root MSE      =  3540.8 
 
------------------------------------------------------------------------------ 
HP23AvgViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   929.7206   175.2961     5.30   0.000     570.6429    1288.798 
intervention |  -9779.688   2530.932    -3.86   0.001    -14964.07   -4595.308 
   postslope |  -1276.853   274.7814    -4.65   0.000    -1839.717   -713.9885 
       _cons |   15208.16    1796.25     8.47   0.000     11528.71    18887.61 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   3891.5395 
Mean Absolute Errors     |   2760.9415 
Pseudo-R2                |      0.49623 
----------------------------------------- 
 
. reg HP23AvgViews time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.34 
       Model |   538718524     3   179572841           Prob > F      =  0.0000 
    Residual |   407546439    28    14555230           R-squared     =  0.5693 
-------------+------------------------------           Adj R-squared =  0.5232 
       Total |   946264964    31  30524676.2           Root MSE      =  3815.1 
 
--------------------------------------------------------------------------------- 
   HP23AvgViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   957.4059   206.9046     4.63   0.000     533.5811    1381.231 
interventionMAY |  -6611.619   2705.628    -2.44   0.021    -12153.85   -1069.391 
   postslopeMAY |  -1495.838   292.6072    -5.11   0.000    -2095.217   -896.4595 
          _cons |   15042.05   2000.672     7.52   0.000     10943.86    19140.24 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   4360.523 
Mean Absolute Errors     |   3104.3749 
Pseudo-R2                |      0.37718 
----------------------------------------- 
 
. reg HP23AvgViews time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    8.66 
       Model |   455331527     3   151777176           Prob > F      =  0.0003 
    Residual |   490933436    28    17533337           R-squared     =  0.4812 
-------------+------------------------------           Adj R-squared =  0.4256 
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       Total |   946264964    31  30524676.2           Root MSE      =  4187.3 
 
----------------------------------------------------------------------------------- 
     HP23AvgViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   592.3357    250.238     2.37   0.025     79.74639    1104.925 
interventionAPRIL |   2853.676   2957.952     0.96   0.343    -3205.414    8912.766 
   postslopeAPRIL |  -1510.946   324.9507    -4.65   0.000    -2176.577   -845.3148 
            _cons |   17110.78   2275.194     7.52   0.000     12450.26    21771.31 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   4701.8614 
Mean Absolute Errors     |   3025.1117 
Pseudo-R2                |      0.28105 
----------------------------------------- 
 
. reg HP23AvgViews time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    8.46 
       Model |   449922646     3   149974215           Prob > F      =  0.0004 
    Residual |   496342317    28  17726511.3           R-squared     =  0.4755 
-------------+------------------------------           Adj R-squared =  0.4193 
       Total |   946264964    31  30524676.2           Root MSE      =  4210.3 
 
----------------------------------------------------------------------------------- 
     HP23AvgViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   584.7802   279.1393     2.09   0.045     12.98935    1156.571 
interventionMARCH |   3846.882   2974.063     1.29   0.206    -2245.209    9938.974 
   postslopeMARCH |  -1457.347   338.3873    -4.31   0.000    -2150.502   -764.1918 
            _cons |   17151.08   2376.785     7.22   0.000     12282.45     22019.7 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   4590.0594 
Mean Absolute Errors     |   3014.3548 
Pseudo-R2                |      0.30843 
----------------------------------------- 
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Median monthly views 
 
 
. reg HP23Median time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   11.65 
       Model |  48268345.7     3  16089448.6           Prob > F      =  0.0000 
    Residual |  38654921.8    28  1380532.92           R-squared     =  0.5553 
-------------+------------------------------           Adj R-squared =  0.5077 
       Total |  86923267.5    31  2803976.37           Root MSE      =    1175 
 
------------------------------------------------------------------------------ 
  HP23Median |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   268.5098   58.16923     4.62   0.000     149.3555    387.6641 
intervention |  -3080.506   839.8499    -3.67   0.001     -4800.86   -1360.151 
   postslope |  -337.3348   91.18187    -3.70   0.001    -524.1124   -150.5572 
       _cons |   6097.706   596.0572    10.23   0.000     4876.738    7318.674 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1273.658 
Mean Absolute Errors     |   1017.3205 
Pseudo-R2                |      0.41399 
----------------------------------------- 
 
. reg HP23Median time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    9.23 
       Model |  43222658.1     3  14407552.7           Prob > F      =  0.0002 
    Residual |  43700609.4    28  1560736.05           R-squared     =  0.4973 
-------------+------------------------------           Adj R-squared =  0.4434 
       Total |  86923267.5    31  2803976.37           Root MSE      =  1249.3 
 
--------------------------------------------------------------------------------- 
     HP23Median |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   279.9441   67.75249     4.13   0.000     141.1594    418.7288 
interventionMAY |  -2201.731   885.9788    -2.49   0.019    -4016.576   -386.8856 
   postslopeMAY |  -406.6324   95.81649    -4.24   0.000    -602.9035   -210.3612 
          _cons |     6029.1   655.1354     9.20   0.000     4687.116    7371.084 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1373.4931 
Mean Absolute Errors     |   1147.5357 
Pseudo-R2                |      0.32413 
----------------------------------------- 
 
. reg HP23Median time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    6.36 
       Model |  35235938.7     3  11745312.9           Prob > F      =  0.0020 
    Residual |  51687328.8    28  1845976.03           R-squared     =  0.4054 
-------------+------------------------------           Adj R-squared =  0.3417 
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       Total |  86923267.5    31  2803976.37           Root MSE      =  1358.7 
 
----------------------------------------------------------------------------------- 
       HP23Median |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |     234.75   81.19588     2.89   0.007     68.42777    401.0722 
interventionAPRIL |  -483.0456   959.7803    -0.50   0.619    -2449.066    1482.975 
   postslopeAPRIL |   -435.625   105.4382    -4.13   0.000    -651.6054   -219.6446 
            _cons |     6285.2   738.2428     8.51   0.000     4772.978    7797.422 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1508.2152 
Mean Absolute Errors     |   1224.239 
Pseudo-R2                |      0.20017 
----------------------------------------- 
 
. reg HP23Median time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    6.84 
       Model |  36767609.2     3  12255869.7           Prob > F      =  0.0013 
    Residual |  50155658.3    28  1791273.51           R-squared     =  0.4230 
-------------+------------------------------           Adj R-squared =  0.3612 
       Total |  86923267.5    31  2803976.37           Root MSE      =  1338.4 
 
----------------------------------------------------------------------------------- 
       HP23Median |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   146.1165   88.73404     1.65   0.111    -35.64696    327.8799 
interventionMARCH |   1425.536   945.4084     1.51   0.143    -511.0457    3362.117 
   postslopeMARCH |  -402.6335   107.5681    -3.74   0.001    -622.9767   -182.2903 
            _cons |   6757.912   755.5431     8.94   0.000     5210.252    8305.572 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1433.4557 
Mean Absolute Errors     |   1161.2393 
Pseudo-R2                |      0.26252 
----------------------------------------- 
. 
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21 article set (23 set minus Ammonium Nitrate and Jihad 
articles) 
 
 
RAW total monthly views 
 
 
 
. reg HP21RawViews time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   20.38 
       Model |  1.5222e+11     3  5.0742e+10           Prob > F      =  0.0000 
    Residual |  6.9713e+10    28  2.4898e+09           R-squared     =  0.6859 
-------------+------------------------------           Adj R-squared =  0.6522 
       Total |  2.2194e+11    31  7.1593e+09           Root MSE      =   49898 
 
------------------------------------------------------------------------------ 
HP21RawViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   14449.77   2470.296     5.85   0.000     9389.599    19509.95 
intervention |    -134792   35666.25    -3.78   0.001      -207851   -61732.97 
   postslope |  -22040.86   3872.258    -5.69   0.000    -29972.82    -14108.9 
       _cons |   284385.7   25313.01    11.23   0.000     232534.4      336237 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   54117.269 
Mean Absolute Errors     |   43122.186 
Pseudo-R2                |      0.58202 
----------------------------------------- 
 
. reg HP21RawViews time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   15.65 
       Model |  1.3902e+11     3  4.6342e+10           Prob > F      =  0.0000 
    Residual |  8.2913e+10    28  2.9612e+09           R-squared     =  0.6264 
-------------+------------------------------           Adj R-squared =  0.5864 
       Total |  2.2194e+11    31  7.1593e+09           Root MSE      =   54417 
 
--------------------------------------------------------------------------------- 
   HP21RawViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   14548.22   2951.169     4.93   0.000     8503.022    20593.41 
interventionMAY |  -81022.03   38591.54    -2.10   0.045    -160073.2   -1970.848 
   postslopeMAY |   -25025.8   4173.583    -6.00   0.000    -33574.99    -16476.6 
          _cons |     283795   28536.44     9.95   0.000     225340.8    342249.3 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   60680.401 
Mean Absolute Errors     |   47288.848 
Pseudo-R2                |      0.47884 
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----------------------------------------- 
 
. reg HP21RawViews time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.26 
       Model |  1.2601e+11     3  4.2004e+10           Prob > F      =  0.0000 
    Residual |  9.5927e+10    28  3.4260e+09           R-squared     =  0.5678 
-------------+------------------------------           Adj R-squared =  0.5215 
       Total |  2.2194e+11    31  7.1593e+09           Root MSE      =   58532 
 
----------------------------------------------------------------------------------- 
     HP21RawViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   10747.09   3497.949     3.07   0.005     3581.866    17912.31 
interventionAPRIL |   29848.38   41347.69     0.72   0.476    -54848.53    114545.3 
   postslopeAPRIL |  -25421.95   4542.319    -5.60   0.000    -34726.47   -16117.43 
            _cons |   305334.8   31803.78     9.60   0.000     240187.7    370481.8 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   64314.986 
Mean Absolute Errors     |   43954.927 
Pseudo-R2                |      0.41567 
----------------------------------------- 
 
. reg HP21RawViews time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.20 
       Model |  1.2575e+11     3  4.1916e+10           Prob > F      =  0.0000 
    Residual |  9.6190e+10    28  3.4354e+09           R-squared     =  0.5666 
-------------+------------------------------           Adj R-squared =  0.5202 
       Total |  2.2194e+11    31  7.1593e+09           Root MSE      =   58612 
 
----------------------------------------------------------------------------------- 
     HP21RawViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   10464.43   3885.943     2.69   0.012     2504.441    18424.43 
interventionMARCH |   52992.36    41402.4     1.28   0.211    -31816.62    137801.3 
   postslopeMARCH |  -24766.06   4710.744    -5.26   0.000    -34415.58   -15116.54 
            _cons |   306842.3   33087.61     9.27   0.000     239065.4    374619.1 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   63048.122 
Mean Absolute Errors     |   43494.51 
Pseudo-R2                |      0.43631 
----------------------------------------- 
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Average monthly views 
 
 
. reg HP21AvgViews time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   20.38 
       Model |   345191835     3   115063945           Prob > F      =  0.0000 
    Residual |   158083216    28  5645829.13           R-squared     =  0.6859 
-------------+------------------------------           Adj R-squared =  0.6522 
       Total |   503275051    31  16234679.1           Root MSE      =  2376.1 
 
------------------------------------------------------------------------------ 
HP21AvgViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   688.1005   117.6342     5.85   0.000     447.1377    929.0633 
intervention |   -6418.64   1698.409    -3.78   0.001    -9897.673   -2939.608 
   postslope |  -1049.597   184.3949    -5.69   0.000    -1427.313    -671.881 
       _cons |   13542.04   1205.392    11.23   0.000      11072.9    16011.17 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   2577.0343 
Mean Absolute Errors     |   2053.4405 
Pseudo-R2                |      0.58203 
----------------------------------------- 
 
. reg HP21AvgViews time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   15.65 
       Model |   315262322     3   105087441           Prob > F      =  0.0000 
    Residual |   188012729    28  6714740.31           R-squared     =  0.6264 
-------------+------------------------------           Adj R-squared =  0.5864 
       Total |   503275051    31  16234679.1           Root MSE      =  2591.3 
 
--------------------------------------------------------------------------------- 
   HP21AvgViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   692.7941    140.532     4.93   0.000     404.9274    980.6608 
interventionMAY |  -3858.256   1837.694    -2.10   0.045    -7622.601   -93.91028 
   postslopeMAY |  -1191.737   198.7422    -6.00   0.000    -1598.842   -784.6318 
          _cons |   13513.87    1358.88     9.94   0.000     10730.34    16297.41 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   2889.5437 
Mean Absolute Errors     |   2251.8857 
Pseudo-R2                |      0.47886 
----------------------------------------- 
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. reg HP21AvgViews time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.26 
       Model |   285751156     3  95250385.3           Prob > F      =  0.0000 
    Residual |   217523895    28  7768710.54           R-squared     =  0.5678 
-------------+------------------------------           Adj R-squared =  0.5215 
       Total |   503275051    31  16234679.1           Root MSE      =  2787.2 
 
----------------------------------------------------------------------------------- 
     HP21AvgViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   511.7821   166.5695     3.07   0.005       170.58    852.9843 
interventionAPRIL |   1421.438   1968.944     0.72   0.476     -2611.76    5454.636 
   postslopeAPRIL |  -1210.601   216.3015    -5.60   0.000    -1653.674   -767.5272 
            _cons |   14539.61    1514.47     9.60   0.000     11437.36    17641.86 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   3062.6289 
Mean Absolute Errors     |   2093.0978 
Pseudo-R2                |      0.41568 
----------------------------------------- 
 
. reg HP21AvgViews time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.20 
       Model |   285155599     3  95051866.3           Prob > F      =  0.0000 
    Residual |   218119452    28  7789980.44           R-squared     =  0.5666 
-------------+------------------------------           Adj R-squared =  0.5202 
       Total |   503275051    31  16234679.1           Root MSE      =  2791.1 
 
----------------------------------------------------------------------------------- 
     HP21AvgViews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   498.3099   185.0451     2.69   0.012     119.2623    877.3575 
interventionMARCH |   2523.736   1971.545     1.28   0.211    -1514.791    6562.263 
   postslopeMARCH |   -1179.36   224.3213    -5.26   0.000    -1638.862    -719.859 
            _cons |   14611.46   1575.602     9.27   0.000     11383.99    17838.94 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   3002.2907 
Mean Absolute Errors     |   2071.122 
Pseudo-R2                |      0.43632 
----------------------------------------- 
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Median monthly views 
 
. . reg HP21Median time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    5.51 
       Model |  20811047.6     3  6937015.87           Prob > F      =  0.0042 
    Residual |  35281531.9    28  1260054.71           R-squared     =  0.3710 
-------------+------------------------------           Adj R-squared =  0.3036 
       Total |  56092579.5    31  1809438.05           Root MSE      =  1122.5 
 
------------------------------------------------------------------------------ 
  HP21Median |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   206.3873    55.5731     3.71   0.001     92.55092    320.2236 
intervention |  -1514.518   802.3669    -1.89   0.069    -3158.092    129.0565 
   postslope |  -282.8123   87.11237    -3.25   0.003    -461.2539   -104.3707 
       _cons |   5062.868   569.4548     8.89   0.000     3896.392    6229.343 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1218.2317 
Mean Absolute Errors     |   886.83799 
Pseudo-R2                |      0.18535 
----------------------------------------- 
 
. reg HP21Median time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    4.20 
       Model |  17413400.8     3  5804466.93           Prob > F      =  0.0142 
    Residual |  38679178.7    28  1381399.24           R-squared     =  0.3104 
-------------+------------------------------           Adj R-squared =  0.2366 
       Total |  56092579.5    31  1809438.05           Root MSE      =  1175.3 
 
--------------------------------------------------------------------------------- 
     HP21Median |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   185.0985   63.74119     2.90   0.007     54.53063    315.6664 
interventionMAY |  -427.3015   833.5242    -0.51   0.612    -2134.698    1280.095 
   postslopeMAY |  -313.7162   90.14365    -3.48   0.002    -498.3671   -129.0653 
          _cons |     5190.6   616.3479     8.42   0.000     3928.068    6453.132 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1293.5702 
Mean Absolute Errors     |   965.87467 
Pseudo-R2                |      0.10277 
----------------------------------------- 
 
. reg HP21Median time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    4.84 
       Model |  19161806.3     3  6387268.76           Prob > F      =  0.0077 
    Residual |  36930773.2    28  1318956.19           R-squared     =  0.3416 
-------------+------------------------------           Adj R-squared =  0.2711 
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       Total |  56092579.5    31  1809438.05           Root MSE      =  1148.5 
 
----------------------------------------------------------------------------------- 
       HP21Median |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |    108.275    68.6335     1.58   0.126    -32.31436    248.8644 
interventionAPRIL |    1336.64    811.286     1.65   0.111    -325.2039    2998.484 
   postslopeAPRIL |  -297.9931   89.12516    -3.34   0.002    -480.5577   -115.4285 
            _cons |   5625.933   624.0241     9.02   0.000     4347.678    6904.189 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1233.6708 
Mean Absolute Errors     |   996.36376 
Pseudo-R2                |      0.16269 
----------------------------------------- 
 
. reg HP21Median time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    3.97 
       Model |  16749983.3     3  5583327.77           Prob > F      =  0.0177 
    Residual |  39342596.2    28  1405092.72           R-squared     =  0.2986 
-------------+------------------------------           Adj R-squared =  0.2235 
       Total |  56092579.5    31  1809438.05           Root MSE      =  1185.4 
 
----------------------------------------------------------------------------------- 
       HP21Median |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   125.9802   78.58901     1.60   0.120    -35.00206    286.9625 
interventionMARCH |   1064.811   837.3191     1.27   0.214    -650.3597    2779.981 
   postslopeMARCH |  -282.8265   95.26972    -2.97   0.006    -477.9776   -87.67527 
            _cons |   5531.505   669.1613     8.27   0.000     4160.791     6902.22 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1264.4955 
Mean Absolute Errors     |   1001.816 
Pseudo-R2                |      0.12727 
----------------------------------------- 
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46 Article Group Cross Validation (48 minus Hamas and 
Fundamentalism articles) 
 
 

RAW TOTAL MONTHLY VIEWS 
 
reg T46NoFundaorHamasRaw time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   24.30 
       Model |  3.2537e+12     3  1.0846e+12           Prob > F      =  0.0000 
    Residual |  1.2496e+12    28  4.4628e+10           R-squared     =  0.7225 
-------------+------------------------------           Adj R-squared =  0.6928 
       Total |  4.5033e+12    31  1.4527e+11           Root MSE      =  2.1e+05 
 
------------------------------------------------------------------------------ 
T46NoFunda~w |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   37645.21   10458.63     3.60   0.001     16221.69    59068.73 
intervention |  -683829.1   151002.1    -4.53   0.000    -993142.9   -374515.3 
   postslope |  -60274.25   16394.18    -3.68   0.001    -93856.21   -26692.28 
       _cons |    2261895     107169    21.11   0.000      2042370     2481421 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   226571.35 
Mean Absolute Errors     |   189268.95 
Pseudo-R2                |      0.63861 
----------------------------------------- 
 
 
 
. reg T46NoFundaorHamasRaw time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   18.61 
       Model |  2.9994e+12     3  9.9980e+11           Prob > F      =  0.0000 
    Residual |  1.5039e+12    28  5.3711e+10           R-squared     =  0.6660 
-------------+------------------------------           Adj R-squared =  0.6303 
       Total |  4.5033e+12    31  1.4527e+11           Root MSE      =  2.3e+05 
 
--------------------------------------------------------------------------------- 
T46NoFundaorH~w |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   40060.48   12568.78     3.19   0.004      14314.5    65806.46 
interventionMAY |    -500903   164358.1    -3.05   0.005    -837575.4   -164230.7 
   postslopeMAY |  -75642.86   17774.94    -4.26   0.000    -112053.2   -39232.55 
          _cons |    2247404   121534.3    18.49   0.000      1998452     2496355 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   253115.47 
Mean Absolute Errors     |   200434.46 
Pseudo-R2                |      0.55147 
----------------------------------------- 
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. reg T46NoFundaorHamasRaw time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   13.50 
       Model |  2.6623e+12     3  8.8744e+11           Prob > F      =  0.0000 
    Residual |  1.8410e+12    28  6.5749e+10           R-squared     =  0.5912 
-------------+------------------------------           Adj R-squared =  0.5474 
       Total |  4.5033e+12    31  1.4527e+11           Root MSE      =  2.6e+05 
 
----------------------------------------------------------------------------------- 
T46NoFundaorHam~w |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |      34170   15323.79     2.23   0.034     2780.649    65559.36 
interventionAPRIL |    -203913   181135.6    -1.13   0.270    -574952.6    167126.5 
   postslopeAPRIL |   -83616.5   19898.95    -4.20   0.000    -124377.7   -42855.34 
            _cons |    2280783   139325.7    16.37   0.000      1995387     2566179 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   280248.05 
Mean Absolute Errors     |   226329.8 
Pseudo-R2                |      0.45312 
----------------------------------------- 
 
. reg T46NoFundaorHamasRaw time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.67 
       Model |  2.5927e+12     3  8.6423e+11           Prob > F      =  0.0000 
    Residual |  1.9106e+12    28  6.8236e+10           R-squared     =  0.5757 
-------------+------------------------------           Adj R-squared =  0.5303 
       Total |  4.5033e+12    31  1.4527e+11           Root MSE      =  2.6e+05 
 
----------------------------------------------------------------------------------- 
T46NoFundaorHam~w |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   29286.11   17318.75     1.69   0.102    -6189.741    64761.95 
interventionMARCH |   265.6691   184520.9     0.00   0.999    -377708.4    378239.7 
   postslopeMARCH |  -84909.06    20994.7    -4.04   0.000    -127914.7   -41903.37 
            _cons |    2306830   147463.8    15.64   0.000      2004765     2608896 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   281781.73 
Mean Absolute Errors     |   236816.42 
Pseudo-R2                |      0.44585 
----------------------------------------- 
 

AVERAGE TOTAL MONTHLY VIEWS 
 
 
reg T46NoFundHamasAVG time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   24.30 
       Model |  1.5377e+09     3   512561551           Prob > F      =  0.0000 
    Residual |   590556612    28  21091307.6           R-squared     =  0.7225 
-------------+------------------------------           Adj R-squared =  0.6928 
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       Total |  2.1282e+09    31  68652944.1           Root MSE      =  4592.5 
 
------------------------------------------------------------------------------ 
T46NoFundH~G |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   818.3775    227.364     3.60   0.001     352.6434    1284.111 
intervention |  -14866.27   3282.691    -4.53   0.000    -21590.56   -8141.982 
   postslope |  -1310.277   356.3993    -3.68   0.001    -2040.328   -580.2265 
       _cons |   49171.72   2329.788    21.11   0.000     44399.37    53944.07 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   4925.5268 
Mean Absolute Errors     |   4114.587 
Pseudo-R2                |      0.63861 
----------------------------------------- 
 
. reg T46NoFundHamasAVG time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   18.61 
       Model |  1.4175e+09     3   472494167           Prob > F      =  0.0000 
    Residual |   710758766    28  25384241.6           R-squared     =  0.6660 
-------------+------------------------------           Adj R-squared =  0.6303 
       Total |  2.1282e+09    31  68652944.1           Root MSE      =  5038.3 
 
--------------------------------------------------------------------------------- 
T46NoFundHama~G |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   870.8809    273.239     3.19   0.004     311.1762    1430.586 
interventionMAY |  -10889.49   3573.063    -3.05   0.005    -18208.58   -3570.406 
   postslopeMAY |  -1644.387   386.4183    -4.26   0.000    -2435.929   -852.8448 
          _cons |    48856.7   2642.095    18.49   0.000     43444.61    54268.79 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   5502.6127 
Mean Absolute Errors     |   4357.318 
Pseudo-R2                |      0.55146 
----------------------------------------- 
 
 
 
. reg T46NoFundHamasAVG time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   13.50 
       Model |  1.2582e+09     3   419393074           Prob > F      =  0.0000 
    Residual |   870062045    28  31073644.5           R-squared     =  0.5912 
-------------+------------------------------           Adj R-squared =  0.5474 
       Total |  2.1282e+09    31  68652944.1           Root MSE      =  5574.4 
 
----------------------------------------------------------------------------------- 
T46NoFundHamasAVG |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   742.8179   333.1326     2.23   0.034     60.42674    1425.209 
interventionAPRIL |  -4432.982   3937.811    -1.13   0.270    -12499.22    3633.259 
   postslopeAPRIL |   -1817.73   432.5947    -4.20   0.000     -2703.86   -931.5995 

Case 1:15-cv-00662-TSE   Document 181-2   Filed 03/08/19   Page 55 of 66

JA3994

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 128 of 258Total Pages:(4078 of 4208)



            _cons |   49582.39   3028.882    16.37   0.000     43378.01    55786.77 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   6092.4748 
Mean Absolute Errors     |   4920.2718 
Pseudo-R2                |      0.45311 
----------------------------------------- 
 
 
. reg T46NoFundHamasAVG time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.66 
       Model |  1.2253e+09     3   408423359           Prob > F      =  0.0000 
    Residual |   902971189    28    32248971           R-squared     =  0.5757 
-------------+------------------------------           Adj R-squared =  0.5303 
       Total |  2.1282e+09    31  68652944.1           Root MSE      =  5678.8 
 
----------------------------------------------------------------------------------- 
T46NoFundHamasAVG |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   636.6527    376.502     1.69   0.102    -134.5765    1407.882 
interventionMARCH |    5.58394   4011.404     0.00   0.999    -8211.405    8222.573 
   postslopeMARCH |  -1845.833   456.4154    -4.04   0.000    -2780.758   -910.9087 
            _cons |    50148.6   3205.799    15.64   0.000     43581.82    56715.39 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   6125.807 
Mean Absolute Errors     |   5148.2146 
Pseudo-R2                |      0.44584 
----------------------------------------- 
 
 

MEDIAN TOTAL MONTHLY VIEWS 
 
reg T46NoFundHamasMED time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   12.75 
       Model |  76524624.7     3  25508208.2           Prob > F      =  0.0000 
    Residual |  56024918.5    28  2000889.95           R-squared     =  0.5773 
-------------+------------------------------           Adj R-squared =  0.5320 
       Total |   132549543    31  4275791.72           Root MSE      =  1414.5 
 
------------------------------------------------------------------------------ 
T46NoFundH~D |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   345.4044   70.02958     4.93   0.000     201.9553    488.8535 
intervention |  -3798.599    1011.09    -3.76   0.001    -5869.723   -1727.474 
   postslope |   -439.108   109.7733    -4.00   0.000    -663.9684   -214.2476 
       _cons |   9221.419   717.5897    12.85   0.000     7751.503    10691.33 
------------------------------------------------------------------------------ 
 
. cv_regress 
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Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1513.5372 
Mean Absolute Errors     |   1253.5942 
Pseudo-R2                |      0.45732 
----------------------------------------- 
 
reg T46NoFundHamasMED time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   14.61 
       Model |  80886765.8     3  26962255.3           Prob > F      =  0.0000 
    Residual |  51662777.4    28  1845099.19           R-squared     =  0.6102 
-------------+------------------------------           Adj R-squared =  0.5685 
       Total |   132549543    31  4275791.72           Root MSE      =  1358.3 
 
--------------------------------------------------------------------------------- 
T46NoFundHama~D |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   400.9118   73.66656     5.44   0.000     250.0127    551.8109 
interventionMAY |  -3519.988   963.3153    -3.65   0.001     -5493.25   -1546.726 
   postslopeMAY |  -529.4309   104.1803    -5.08   0.000    -742.8345   -316.0273 
          _cons |   8888.375   712.3218    12.48   0.000      7429.25     10347.5 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1436.5901 
Mean Absolute Errors     |   1220.6195 
Pseudo-R2                |      0.50736 
----------------------------------------- 
 
 
 
. reg T46NoFundHamasMED time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    9.74 
       Model |  67688935.8     3  22562978.6           Prob > F      =  0.0001 
    Residual |  64860607.4    28  2316450.27           R-squared     =  0.5107 
-------------+------------------------------           Adj R-squared =  0.4582 
       Total |   132549543    31  4275791.72           Root MSE      =    1522 
 
----------------------------------------------------------------------------------- 
T46NoFundHamasMED |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   381.7107   90.95623     4.20   0.000     195.3953    568.0261 
interventionAPRIL |  -1824.989   1075.153    -1.70   0.101     -4027.34    377.3625 
   postslopeAPRIL |  -592.4264   118.1127    -5.02   0.000    -834.3693   -350.4835 
            _cons |   8997.181   826.9851    10.88   0.000     7303.179    10691.18 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1645.5625 
Mean Absolute Errors     |   1376.5626 
Pseudo-R2                |      0.36082 
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----------------------------------------- 
 
 
 
. reg T46NoFundHamasMED time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    8.37 
       Model |    62686297     3  20895432.3           Prob > F      =  0.0004 
    Residual |  69863246.2    28  2495115.94           R-squared     =  0.4729 
-------------+------------------------------           Adj R-squared =  0.4165 
       Total |   132549543    31  4275791.72           Root MSE      =  1579.6 
 
----------------------------------------------------------------------------------- 
T46NoFundHamasMED |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |      349.2    104.726     3.33   0.002     134.6784    563.7216 
interventionMARCH |  -326.1035   1115.794    -0.29   0.772    -2611.703    1959.496 
   postslopeMARCH |  -609.2341   126.9544    -4.80   0.000    -869.2884   -349.1797 
            _cons |   9170.571   891.7101    10.28   0.000     7343.986    10997.16 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1706.3859 
Mean Absolute Errors     |   1444.0275 
Pseudo-R2                |      0.31438 
----------------------------------------- 
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44 Article Group Cross Validation (48 minus Hamas 
Fundamentalism Jihad Ammonium Nitrate articles) 
 
 

RAW TOTAL MONTHLY VIEWS 
 
 
. reg T44NoHamAmmJihFundRAW time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   23.63 
       Model |  2.7271e+12     3  9.0903e+11           Prob > F      =  0.0000 
    Residual |  1.0771e+12    28  3.8467e+10           R-squared     =  0.7169 
-------------+------------------------------           Adj R-squared =  0.6865 
       Total |  3.8042e+12    31  1.2272e+11           Root MSE      =  2.0e+05 
 
------------------------------------------------------------------------------ 
T44NoHamAm~W |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |    30711.4   9709.946     3.16   0.004     10821.48    50601.32 
intervention |  -593689.9   140192.6    -4.23   0.000    -880861.5   -306518.3 
   postslope |  -52947.52   15220.61    -3.48   0.002    -84125.52   -21769.52 
       _cons |    2196493   99497.33    22.08   0.000      1992682     2400304 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   210080.45 
Mean Absolute Errors     |   174432.3 
Pseudo-R2                |      0.63222 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundRAW time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   18.46 
       Model |  2.5266e+12     3  8.4221e+11           Prob > F      =  0.0000 
    Residual |  1.2776e+12    28  4.5627e+10           R-squared     =  0.6642 
-------------+------------------------------           Adj R-squared =  0.6282 
       Total |  3.8042e+12    31  1.2272e+11           Root MSE      =  2.1e+05 
 
--------------------------------------------------------------------------------- 
T44NoHamAmmJi~W |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |    32588.3   11584.35     2.81   0.009     8858.842    56317.76 
interventionMAY |    -429858     151485    -2.84   0.008    -740160.9     -119555 
   postslopeMAY |  -66264.44   16382.74    -4.04   0.000    -99822.96   -32705.91 
          _cons |    2185232   112015.3    19.51   0.000      1955779     2414685 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   232324.24 
Mean Absolute Errors     |   185440.75 
Pseudo-R2                |      0.55250 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundRAW time interventionAPRIL postslopeAPRIL 
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      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   15.12 
       Model |  2.3522e+12     3  7.8406e+11           Prob > F      =  0.0000 
    Residual |  1.4520e+12    28  5.1857e+10           R-squared     =  0.6183 
-------------+------------------------------           Adj R-squared =  0.5774 
       Total |  3.8042e+12    31  1.2272e+11           Root MSE      =  2.3e+05 
 
----------------------------------------------------------------------------------- 
T44NoHamAmmJihF~W |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   31293.29   13608.94     2.30   0.029     3416.651    59169.93 
interventionAPRIL |    -239699   160865.2    -1.49   0.147    -569216.3    89818.35 
   postslopeAPRIL |  -74286.75   17672.11    -4.20   0.000    -110486.4   -38087.08 
            _cons |    2192570   123734.1    17.72   0.000      1939113     2446028 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   247561.74 
Mean Absolute Errors     |   199474.92 
Pseudo-R2                |      0.49301 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundRAW time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   13.67 
       Model |  2.2607e+12     3  7.5358e+11           Prob > F      =  0.0000 
    Residual |  1.5434e+12    28  5.5123e+10           R-squared     =  0.5943 
-------------+------------------------------           Adj R-squared =  0.5508 
       Total |  3.8042e+12    31  1.2272e+11           Root MSE      =  2.3e+05 
 
----------------------------------------------------------------------------------- 
T44NoHamAmmJihF~W |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   26300.13   15565.88     1.69   0.102    -5585.138     58185.4 
interventionMARCH |   -35214.1   165845.2    -0.21   0.833    -374932.6    304504.4 
   postslopeMARCH |  -76156.01   18869.78    -4.04   0.000      -114809   -37503.01 
            _cons |    2219201   132538.7    16.74   0.000      1947707     2490694 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   253436.9 
Mean Absolute Errors     |   211313.23 
Pseudo-R2                |      0.46859 
----------------------------------------- 
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AVERAGE MONTHLY VIEWS 
 
 
. reg T44NoHamAmmJihFundAVG time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   23.63 
       Model |  1.4086e+09     3   469536182           Prob > F      =  0.0000 
    Residual |   556363558    28  19870127.1           R-squared     =  0.7169 
-------------+------------------------------           Adj R-squared =  0.6865 
       Total |  1.9650e+09    31  63386196.9           Root MSE      =  4457.6 
 
------------------------------------------------------------------------------ 
T44NoHamAm~G |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   697.9975   220.6837     3.16   0.004     245.9475    1150.048 
intervention |  -13493.04   3186.241    -4.23   0.000    -20019.76   -6966.322 
   postslope |  -1203.355   345.9278    -3.48   0.002    -1911.956   -494.7537 
       _cons |   49920.14   2261.335    22.08   0.000     45288.01    54552.27 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   4774.6186 
Mean Absolute Errors     |   3964.3921 
Pseudo-R2                |      0.63221 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundAVG time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   18.46 
       Model |  1.3051e+09     3   435018695           Prob > F      =  0.0000 
    Residual |   659916019    28  23568429.3           R-squared     =  0.6642 
-------------+------------------------------           Adj R-squared =  0.6282 
       Total |  1.9650e+09    31  63386196.9           Root MSE      =  4854.7 
 
--------------------------------------------------------------------------------- 
T44NoHamAmmJi~G |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |     740.65   263.2848     2.81   0.009     201.3354    1279.965 
interventionMAY |  -9769.475   3442.896    -2.84   0.008    -16821.93   -2717.022 
   postslopeMAY |  -1506.013    372.341    -4.04   0.000    -2268.719   -743.3073 
          _cons |   49664.22   2545.843    19.51   0.000      44449.3    54879.15 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   5280.1831 
Mean Absolute Errors     |   4214.5736 
Pseudo-R2                |      0.55248 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundAVG time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   15.12 
       Model |  1.2150e+09     3   404983797           Prob > F      =  0.0000 
    Residual |   750020712    28    26786454           R-squared     =  0.6183 
-------------+------------------------------           Adj R-squared =  0.5774 
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       Total |  1.9650e+09    31  63386196.9           Root MSE      =  5175.6 
 
----------------------------------------------------------------------------------- 
T44NoHamAmmJihF~G |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   711.2107   309.2991     2.30   0.029     77.64032    1344.781 
interventionAPRIL |  -5447.554   3656.086    -1.49   0.147    -12936.71    2041.599 
   postslopeAPRIL |  -1688.336   401.6453    -4.20   0.000    -2511.069   -865.6025 
            _cons |   49831.05   2812.184    17.72   0.000     44070.55    55591.55 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   5626.4981 
Mean Absolute Errors     |   4533.5744 
Pseudo-R2                |      0.49299 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundAVG time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   13.67 
       Model |  1.1677e+09     3   389240217           Prob > F      =  0.0000 
    Residual |   797251454    28  28473266.2           R-squared     =  0.5943 
-------------+------------------------------           Adj R-squared =  0.5508 
       Total |  1.9650e+09    31  63386196.9           Root MSE      =    5336 
 
----------------------------------------------------------------------------------- 
T44NoHamAmmJihF~G |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   597.7121   353.7757     1.69   0.102    -126.9645    1322.389 
interventionMARCH |  -799.9311   3769.269    -0.21   0.833    -8520.929    6921.066 
   postslopeMARCH |  -1730.808   428.8654    -4.04   0.000    -2609.299    -852.317 
            _cons |   50436.37   3012.291    16.74   0.000     44265.97    56606.77 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   5760.0175 
Mean Absolute Errors     |   4802.6243 
Pseudo-R2                |      0.46858 
----------------------------------------- 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Case 1:15-cv-00662-TSE   Document 181-2   Filed 03/08/19   Page 62 of 66

JA4001

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 135 of 258Total Pages:(4085 of 4208)



MEDIAN MONTHLY VIEWS 
 
. reg T44NoHamAmmJihFundMED time intervention postslope 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   15.36 
       Model |  57879940.6     3  19293313.5           Prob > F      =  0.0000 
    Residual |  35166601.3    28  1255950.05           R-squared     =  0.6221 
-------------+------------------------------           Adj R-squared =  0.5816 
       Total |  93046541.9    31  3001501.35           Root MSE      =  1120.7 
 
------------------------------------------------------------------------------ 
T44NoHamAm~D |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
-------------+---------------------------------------------------------------- 
        time |   277.2255   55.48251     5.00   0.000     163.5747    390.8763 
intervention |  -3722.905    801.059    -4.65   0.000      -5363.8    -2082.01 
   postslope |  -315.3791   86.97037    -3.63   0.001    -493.5298   -137.2283 
       _cons |     8611.5   568.5266    15.15   0.000     7446.926    9776.074 
------------------------------------------------------------------------------ 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1204.2531 
Mean Absolute Errors     |   998.7613 
Pseudo-R2                |      0.50971 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundMED time interventionMAY postslopeMAY 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   20.34 
       Model |  63777614.9     3    21259205           Prob > F      =  0.0000 
    Residual |    29268927    28  1045318.82           R-squared     =  0.6854 
-------------+------------------------------           Adj R-squared =  0.6517 
       Total |  93046541.9    31  3001501.35           Root MSE      =  1022.4 
 
--------------------------------------------------------------------------------- 
T44NoHamAmmJi~D |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
----------------+---------------------------------------------------------------- 
           time |   336.9338   55.44788     6.08   0.000      223.354    450.5137 
interventionMAY |  -3670.966   725.0751    -5.06   0.000    -5156.215   -2185.717 
   postslopeMAY |  -404.5265   78.41514    -5.16   0.000    -565.1526   -243.9003 
          _cons |    8253.25   536.1555    15.39   0.000     7154.985    9351.515 
--------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1079.2187 
Mean Absolute Errors     |   935.57829 
Pseudo-R2                |      0.60239 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundMED time interventionAPRIL postslopeAPRIL 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =   10.04 
       Model |  48209351.7     3  16069783.9           Prob > F      =  0.0001 
    Residual |  44837190.2    28  1601328.22           R-squared     =  0.5181 
-------------+------------------------------           Adj R-squared =  0.4665 
       Total |  93046541.9    31  3001501.35           Root MSE      =  1265.4 
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----------------------------------------------------------------------------------- 
T44NoHamAmmJihF~D |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   309.8536   75.62426     4.10   0.000     154.9443    464.7629 
interventionAPRIL |   -1926.92   893.9207    -2.16   0.040    -3758.034   -95.80659 
   postslopeAPRIL |  -468.0104   98.20312    -4.77   0.000    -669.1704   -266.8505 
            _cons |   8406.705    687.585    12.23   0.000     6998.251    9815.159 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1387.7669 
Mean Absolute Errors     |   1091.2975 
Pseudo-R2                |      0.35549 
----------------------------------------- 
 
. reg T44NoHamAmmJihFundMED time interventionMARCH postslopeMARCH 
 
      Source |       SS       df       MS              Number of obs =      32 
-------------+------------------------------           F(  3,    28) =    8.08 
       Model |  43173895.2     3  14391298.4           Prob > F      =  0.0005 
    Residual |  49872646.7    28  1781165.95           R-squared     =  0.4640 
-------------+------------------------------           Adj R-squared =  0.4066 
       Total |  93046541.9    31  3001501.35           Root MSE      =  1334.6 
 
----------------------------------------------------------------------------------- 
T44NoHamAmmJihF~D |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 
------------------+---------------------------------------------------------------- 
             time |   283.9912   88.48334     3.21   0.003     102.7413    465.2411 
interventionMARCH |  -632.2332   942.7373    -0.67   0.508    -2563.343    1298.877 
   postslopeMARCH |  -489.7167   107.2642    -4.57   0.000    -709.4374    -269.996 
            _cons |   8544.637   753.4085    11.34   0.000      7001.35    10087.92 
----------------------------------------------------------------------------------- 
 
. cv_regress 
 
 
Leave-One-Out Cross-Validation Results  
----------------------------------------- 
         Method          |    Value 
-------------------------+--------------- 
Root Mean Squared Errors |   1445.5777 
Mean Absolute Errors     |   1183.4531 
Pseudo-R2                |      0.30089 
----------------------------------------- 
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List of 48 Terrorism Articles with Privacy Sensitivity Scores (from Survey) 

 

 

- 2.08 = Median of the Average Privacy Ratings for the 48 Articles 
- 23 Most Privacy Sensitive Article Set includes all articles in the 48 Terrorism Group with combined privacy rating 

average above the 2.08 median. 

 

Wikipedia Articles
Government 

Trouble
Browser 
Delete

Privacy 
Sensitive

Avoidance Average

http://en.wikipedia.org/wiki/Al-Qaeda 2.20 2.11 2.21 2.84 2.34
http://en.wikipedia.org/wiki/terrorism 2.19 2.05 2.16 2.79 2.30
http://en.wikipedia.org/wiki/terror 1.98 1.96 2.01 2.64 2.15
http://en.wikipedia.org/wiki/attack 1.92 1.91 1.92 2.56 2.08
http://en.wikipedia.org/wiki/iraq 1.60 1.74 1.76 2.25 1.84
http://en.wikipedia.org/wiki/afghanistan 1.61 1.71 1.75 2.23 1.83
http://en.wikipedia.org/wiki/iran 1.62 1.73 1.78 2.25 1.85
http://en.wikipedia.org/wiki/pakistan 1.59 1.71 1.75 2.22 1.82
http://en.wikipedia.org/wiki/agro 1.51 1.80 1.76 2.29 1.84
http://en.wikipedia.org/wiki/Environmental_terrorism 2.20 2.20 2.24 2.92 2.39
http://en.wikipedia.org/wiki/Eco-terrorism 2.22 2.20 2.22 2.92 2.39
http://en.wikipedia.org/wiki/Conventional_weapon 2.03 2.16 2.07 2.81 2.27
http://en.wikipedia.org/wiki/Weapons-grade 2.18 2.22 2.17 2.99 2.39
http://en.wikipedia.org/wiki/Dirty_bomb 2.72 2.55 2.50 3.45 2.81
http://en.wikipedia.org/wiki/Nuclear_enrichment 2.22 2.21 2.21 2.92 2.39
http://en.wikipedia.org/wiki/nuclear 1.84 1.97 1.91 2.55 2.07
http://en.wikipedia.org/wiki/Chemical_weapon 2.43 2.36 2.39 3.16 2.59
http://en.wikipedia.org/wiki/Biological_weapon 2.44 2.39 2.39 3.18 2.60
http://en.wikipedia.org/wiki/Ammonium_nitrate 2.49 2.44 2.26 3.24 2.61
http://en.wikipedia.org/wiki/Improvised_explosive_device 2.82 2.64 2.53 3.46 2.86
http://en.wikipedia.org/wiki/Abu_Sayyaf 2.02 1.96 1.99 2.57 2.14
http://en.wikipedia.org/wiki/hamas 1.90 1.93 1.97 2.49 2.07
http://en.wikipedia.org/wiki/FARC 1.83 1.88 1.90 2.46 2.02
http://en.wikipedia.org/wiki/Irish_Republican_Army 1.62 1.77 1.83 2.24 1.87
http://en.wikipedia.org/w/Euskadi_ta_Askatasuna 1.86 1.88 1.88 2.43 2.01
http://en.wikipedia.org/wiki/hezbollah 1.86 1.90 1.96 2.46 2.05
http://en.wikipedia.org/wiki/Tamil_Tigers 1.76 1.86 1.87 2.39 1.97
http://en.wikipedia.org/wiki/Palestine_Liberation_Organization 1.77 1.87 1.91 2.42 1.99
http://en.wikipedia.org/wiki/Palestine_Liberation_Front 1.81 1.89 1.95 2.47 2.03
http://en.wikipedia.org/wiki/Car_bomb 2.72 2.61 2.50 3.40 2.81
http://en.wikipedia.org/wiki/jihad 2.15 2.19 2.17 2.89 2.35
http://en.wikipedia.org/wiki/taliban 2.06 2.03 2.10 2.70 2.22
http://en.wikipedia.org/wiki/Suicide_bomber 2.25 2.31 2.24 2.97 2.44
http://en.wikipedia.org/wiki/Suicide_attack 2.30 2.36 2.29 3.04 2.50
http://en.wikipedia.org/wiki/Al-Qaeda_in_the_Arabian_Peninsula 2.01 1.98 2.06 2.63 2.17
http://en.wikipedia.org/wiki/Al-Qaeda_in_the_Islamic_Maghreb 2.05 1.98 2.06 2.60 2.17
http://en.wikipedia.org/wiki/Tehrik-i-Taliban_Pakistan 1.96 1.96 1.97 2.59 2.12
http://en.wikipedia.org/wiki/yemen 1.60 1.72 1.74 2.18 1.81
http://en.wikipedia.org/wiki/pirates 1.44 1.67 1.67 2.10 1.72
http://en.wikipedia.org/wiki/extremism 1.64 1.90 1.86 2.40 1.95
http://en.wikipedia.org/wiki/somalia 1.50 1.68 1.67 2.12 1.74
http://en.wikipedia.org/wiki/nigeria 1.48 1.66 1.64 2.07 1.71
http://en.wikipedia.org/wiki/Political_radicalism 1.75 1.91 1.97 2.48 2.03
http://en.wikipedia.org/wiki/Al-Shabaab 1.84 1.89 1.89 2.48 2.03
http://en.wikipedia.org/wiki/nationalism 1.48 1.71 1.73 2.20 1.78
http://en.wikipedia.org/wiki/recruitment 1.74 1.90 1.87 2.54 2.01
http://en.wikipedia.org/wiki/fundamentalism 1.60 1.79 1.80 2.32 1.88
http://en.wikipedia.org/wiki/islamist 1.79 1.89 1.93 2.45 2.45

MEDIAN 2.08

Euskadi ta Askatasuna

Fundamentalism

attack
Iraq

Nigeria

Hamas
FARC

Hezbollah

Conventional weapon

dirty bomb

Nuclear

Al Qaeda

Somalia

Afghanistan

Abu Sayyaf

Yemen

agro

Pirates

Tamil Tigers

Biological weapon

AL Qaeda in the Arabian Peninsula

Topic Keyword

Tehrik-i-Taliban Pakistan

terrorism

jihad

Suicide attack

Pakistan

Environmental terrorism

PLO

Recruitment

Eco terrorism

Islamist

Weapons grade

Nuclear Enrichment

Chemical weapon

Ammonium nitrate

Extremism

Al Qaeda in the Islamic Maghreb

Political radicalism
Al-Shabaab
nationalism

Car bomb

Suicide bomber

terror

Palestine Liberation Front

Iran

Improvised explosive device

Taliban

Irish Republican Army
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http://en.wikipedia.org/wiki/Al-Qaeda 2.20 2.11 2.21 2.84 2.34
http://en.wikipedia.org/wiki/terrorism 2.19 2.05 2.16 2.79 2.30
http://en.wikipedia.org/wiki/terror 1.98 1.96 2.01 2.64 2.15
http://en.wikipedia.org/wiki/attack 1.92 1.91 1.92 2.56 2.08
http://en.wikipedia.org/wiki/Environmental_terrorism 2.20 2.20 2.24 2.92 2.39
http://en.wikipedia.org/wiki/Eco-terrorism 2.22 2.20 2.22 2.92 2.39
http://en.wikipedia.org/wiki/Conventional_weapon 2.03 2.16 2.07 2.81 2.27
http://en.wikipedia.org/wiki/Weapons-grade 2.18 2.22 2.17 2.99 2.39
http://en.wikipedia.org/wiki/Dirty_bomb 2.72 2.55 2.50 3.45 2.81
http://en.wikipedia.org/wiki/Nuclear_enrichment 2.22 2.21 2.21 2.92 2.39
http://en.wikipedia.org/wiki/Chemical_weapon 2.43 2.36 2.39 3.16 2.59
http://en.wikipedia.org/wiki/Biological_weapon 2.44 2.39 2.39 3.18 2.60
http://en.wikipedia.org/wiki/Ammonium_nitrate 2.49 2.44 2.26 3.24 2.61
http://en.wikipedia.org/wiki/Improvised_explosive_device 2.82 2.64 2.53 3.46 2.86
http://en.wikipedia.org/wiki/Abu_Sayyaf 2.02 1.96 1.99 2.57 2.14
http://en.wikipedia.org/wiki/Car_bomb 2.72 2.61 2.50 3.40 2.81
http://en.wikipedia.org/wiki/jihad 2.15 2.19 2.17 2.89 2.35
http://en.wikipedia.org/wiki/taliban 2.06 2.03 2.10 2.70 2.22
http://en.wikipedia.org/wiki/Suicide_bomber 2.25 2.31 2.24 2.97 2.44
http://en.wikipedia.org/wiki/Suicide_attack 2.30 2.36 2.29 3.04 2.50
http://en.wikipedia.org/wiki/Al-Qaeda_in_the_Arabian_Penins 2.01 1.98 2.06 2.63 2.17
http://en.wikipedia.org/wiki/Al-
Qaeda_in_the_Islamic_Maghreb 2.05 1.98 2.06 2.60 2.17
http://en.wikipedia.org/wiki/Tehrik-i-Taliban_Pakistan 1.96 1.96 1.97 2.59 2.12

Al Qaeda

Taliban
Suicide bomber
Suicide attack
AL Qaeda in the Arabian Peninsula

Weapons grade
dirty bomb
Nuclear Enrichment
Chemical weapon
Biological weapon

terrorism
terror
attack
Environmental terrorism
Eco terrorism
Conventional weapon

Al Qaeda in the Islamic Maghreb
Tehrik-i-Taliban Pakistan

Ammonium nitrate
Improvised explosive device
Abu Sayyaf
Car bomb
jihad
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
 
WIKIMEDIA FOUNDATION, 
 

Plaintiff, 
 

v. 
 
NATIONAL SECURITY AGENCY /  
CENTRAL SECURITY SERVICE, et al., 
 

Defendants.  
 

 
 
 
 

 
No. 15-cv-00662-TSE 

 
 
 
     

 
 

SECOND DECLARATION OF MICHELLE PAULSON 

I, Michelle Paulson, declare: 

1. I am a resident of San Francisco, California, over the age of eighteen.  I have personal 

knowledge of the facts stated in this declaration, and, if called to testify, I could and would 

testify competently thereto.  I am providing this declaration in my capacity as a former employee 

of and current consultant to the Wikimedia Foundation, Inc. (“Wikimedia”).    

2. As explained in my prior declaration in this litigation and the First Declaration of Emily 

Temple-Wood, Wikimedia has an active and close relationship with its community—which 

consists of the individuals who read or contribute to the body of knowledge comprising the 

twelve Wikimedia Projects.  Although I focus here on Wikimedia’s readers, it is critical to 

understand that readers and contributors are not static or mutually exclusive categories of users 

within the Wikimedia community.  A Wikimedia user can be a reader at one moment in time, 

contribute an edit to a Wikipedia page at another, and then return to reading pages.  In other 

words, our users play a variety of different roles as they engage with the Projects. 
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3. Below, I discuss several additional examples of Wikimedia programs and policies that 

help maintain the strong relationship between Wikimedia and its readers.  These examples also 

illustrate the ways in which Wikimedia’s ability to fulfill its mission depends on its ability to 

reach and engage readers.  Indeed, readers are the beneficiaries of the vast body of human 

knowledge and free educational content that Wikimedia strives to develop and distribute online.  

Just as libraries work to enrich reader experiences and to expand their base of patrons in 

fulfillment of their mission, Wikimedia does the same.  The ultimate aim of Wikimedia’s work is 

to attract more readers as well as more contributors to the Projects.  Readers are especially 

important to Wikimedia because, unlike patrons at a library, they also routinely generate content 

for the Projects—which, in turn, helps to attract even more readers.  

4. First, unlike many other websites and platforms, Wikimedia offers all of its readers the 

opportunity to participate directly in the development of community standards and policies.  

Readers of the Projects are able to participate in discussions and decision-making that help 

determine how the community governs itself, and thus the shape of the Projects going forward. 

These include discussions about matters ranging from the Wikimedia movement’s strategy and 

values to copyright issues and search query structure. See, e.g., First Decl. of Michelle Paulson 

¶¶ 9-11.1 

5. Second, Wikimedia is engaged in a continuous process of consultation with its readers, 

soliciting their input on a variety of different topics related to the content and operation of the 

Projects.  

                                                           
1 See also, e.g., https://meta.wikimedia.org/wiki/Strategy/Wikimedia_movement/2017;  
https://meta.wikimedia.org/wiki/Values/2016_discussion; 
https://meta.wikimedia.org/wiki/Copyright_strategy; 
https://www.mediawiki.org/wiki/User_Interaction_Consultation. 
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a. Wikimedia assigns various teams to conduct research and surveys to learn about 

readers’ experiences of the Wikimedia Projects.  Some of these research projects 

are specifically designed to help increase and diversify readership.  For instance, 

Wikimedia has a “New Readers” team, which is dedicated to learning about the 

preferences of readers in underserved countries with respect to Wikimedia content 

and their reading experiences.   

b. Other research projects are designed to gather information to enrich current 

readers’ experiences—for example, a short survey that asks readers, “Why are 

you reading this article?”   

c. Wikimedia’s research activities involve significant expenditures, including costs 

related to survey design, consultants, and foreign travel to interview Wikimedia 

readers, contributors, and others who have not yet engaged with the Wikimedia 

projects. 

6. Third, Wikimedia devotes considerable resources to maintaining and increasing the 

engagement and involvement of its readers.  Wikimedia has an entire Department dedicated to 

the engagement of its community, including readers.  The Community Engagement Department 

is responsible for a variety of functions, including facilitating communications between 

Wikimedia and its community, and assisting Wikimedia and its community with studying and 

evaluating projects and program activities to help make them more effective.  In addition, 

Wikimedia’s Galleries, Libraries, Archives, and Museums program establishes partnerships 

between Wikimedia and these institutions to help incorporate their content into the Projects.  By 

incorporating images and information from these institutions into Wikimedia pages, Wikimedia 

seeks to enrich the experiences of current readers and to attract new ones.  

Case 1:15-cv-00662-TSE   Document 181-3   Filed 03/08/19   Page 4 of 6

JA4009

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 143 of 258Total Pages:(4093 of 4208)



 

4 

7. Fourth, Wikimedia devotes considerable resources to expanding its readership, 

including by making the content of the Projects available to greater numbers of readers.  For 

example:  

a. In the interests of disseminating educational content to a broader readership base, 

Wikimedia has dedicated substantial resources to the translation of its web pages, 

to help ensure that robust content is available in multiple languages. 

b. Wikimedia’s Communications Department runs Wikimedia-awareness campaigns 

around the world to increase readership.  Recent campaigns involved outreach in 

Mexico and Nigeria.  These campaigns include the creation and local 

dissemination of videos and other advertisements, such as the following video, 

Superdotada, available at https://www.youtube.com/watch?v=fsCxG0MTrJs.   

c. The Wikipedia Zero program, discussed at greater length in my earlier 

declaration, has been primarily focused on providing free access to Wikipedia 

readers via mobile devices. 

d. Wikimedia engineering teams have dedicated time and resources to ensuring that 

the Projects are available to readers using older model mobile phones or web 

browsers that are popular with people in emerging markets.  This helps ensure 

that readers in all locations, even with readers with older devices or slow or 

limited internet access, can use the Wikimedia Projects.   

8. Finally, Wikimedia has advocated for and will continue to zealously advocate for all of 

its readers’ and contributors’ free expression and privacy rights, including the rights afforded by 

the First and Fourth Amendments.  As discussed at greater length in my earlier declaration, 

Wikimedia takes numerous, costly steps to protect the confidentiality of its communications, 
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including its commw1ications with readers. Through policies, public statements, and· gu.idclines, 

Wikimedia assures it~ community-including its readers-that it will reject third-party requests 

for non-public user information unless it is legally required to disclose that information. In 

keeping with these assurances, Wikimedia resists third-party demands for info1mation

including information about readers' page views-that are overly broad, unclear, or irrelevant, 

and it notifies users individually of info1mation request~ when legally permitted and it is able to 

do so. 

l declare under penalty of petjury under the Jaws of the United States of America that 

the foregoing is true and correct. 

Executed on March 8, 20 I 8 in Los Angeles, Califomia. 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

WIKIMEDIA FOUNDATION, 

             Plaintiff, 

             v. 

NATIONAL SECURITY AGENCY / 
CENTRAL SECURITY SERVICE, et al., 

             Defendants. 

 
 
 
 
 
              No. 1:15-cv-00662-TSE 

 

SECOND DECLARATION OF TILMAN BAYER 

I, Tilman Bayer, declare: 

1. I am a resident of San Francisco, California, over the age of eighteen.  I have 

personal knowledge of the facts stated in this declaration, and, if called to testify, I could and would 

testify competently thereto.  I am providing this declaration in my capacity as an employee of the 

Wikimedia Foundation, Inc. (“Wikimedia”). 

2. I am a Senior Analyst in Wikimedia’s Product Analytics team, and have been a full-

time employee of the organization since 2012.  My responsibilities include the reporting of 

pageview statistics and other key web traffic metrics to Wikimedia’s executives and board.  I hold 

degrees in mathematics from the University of Cambridge (Certificate of Advanced Study in 

Mathematics) and the University of Bonn (diploma, equivalent to a Master’s degree in the US). 

3. As explained in my previous Declaration in support of Wikimedia’s Opposition to 

Defendants’ Motion for Summary Judgment, Wikimedia provides technical infrastructure to 

twelve free-knowledge “Projects” on the Internet.  (Pl.’s Ex. 5 ¶¶ 3-4.)  Wikimedia users edit 

specific Wikimedia Project pages via “Edit” pages, which contain a text box with editable versions 

of the online article.  As of March 2018, there have been approximately 3.4 billion edits over the 
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lifespan of the Wikimedia Projects. (Id. ,i,i 12-13.) Edits are transmitted from users to Wikimedia 

servers as HTIP and HTTPS communications, part of the previously described Category 1 -

Wikimedia communications with its community members. (Id. ,i 26.) 

4. When a user edits Wikimedia Project pages, the final changes to the master versions 

of Wikimedia's content databases are stored on Wikimedia's servers located in the United States, 

not Wikimedia's caching servers located abroad. (See id. ,i 4 (noting country locations of 

Wikimedia's servers).) For this reason, all edits to Wikimedia Project pages from users located in 

foreign countries are routed to Wikimedia's servers in the United States. 

I declare under penalty of perjury under the laws of the United States of America that the 

foregoing is true and correct. 

Executed on March 8, 2019 in San Francisco, California. 

Tilrnan Bayer 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
 
WIKIMEDIA FOUNDATION, 
 

Plaintiff, 
 

v. 
 
NATIONAL SECURITY AGENCY /  
CENTRAL SECURITY SERVICE, et al., 
 

Defendants.  
 

 
 
 
 

 
No. 15-cv-00662-TSE 

 
 
 
     

 
 

SECOND DECLARATION OF EMILY TEMPLE-WOOD 

I, Emily Temple-Wood, declare: 

1. I am a U.S. citizen and resident of Downers Grove, Illinois, over the age of eighteen.  I 

have personal knowledge of the facts stated in this declaration, and, if called to testify, I could 

and would testify competently thereto.  I am providing this declaration in my capacity as a 

Wikimedia Foundation, Inc. (“Wikimedia”) community member.  I am not an employee or 

contractor of Wikimedia. 

I.    Background 

2. My earlier declaration in this litigation attested to the relationship between Wikimedia 

and its users; the importance of Wikimedia’s non-U.S. readers and contributors to U.S. users like 

myself; the importance of anonymity to Wikimedia users; and obstacles that other users and I 

face in bringing suit.   

3. As detailed in that declaration, since April 2007, I have been both a reader and an editor 

of the English Wikipedia.  I have created nearly 400 articles on Wikipedia and have edited 

thousands more. 
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II.    Contributing to Wikimedia While Outside of the United States 

4. Throughout my time as a member of the Wikimedia community, I have traveled to 

numerous countries outside of the United States, including for the purpose of attending 

Wikimedia conferences abroad.  

5. As a U.S. citizen traveling abroad, I have continued to serve as an editor of the English 

Wikipedia.  While outside of the United States, I have edited hundreds of Wikipedia articles, 

including: 

• Cherney incision, https://en.wikipedia.org/wiki/Cherney_incision (edited from 
Mexico); 

• Urethral diverticulum, https://en.wikipedia.org/wiki/Urethral_diverticulum (edited from 
Mexico); 

• X-linked recessive hypoparathyroidism, https://en.wikipedia.org/wiki/X-
linked_recessive_hypoparathyroidism (edited from Mexico); 

• Lucie Randoin, https://en.wikipedia.org/wiki/Lucie_Randoin (edited from Mexico); 

• Birt-Hogg-Dubé syndrome, https://en.wikipedia.org/wiki/Birt%E2%80%93 
Hogg%E2%80%93Dub%C3%A9_syndrome (edited from Hong Kong); 

• Wikipedia talk:WikiProject Women scientists: Difference between revisions, 
https://en.wikipedia.org/w/index.php?title=Wikipedia_talk:WikiProject_Women_scient
ists&diff=prev&oldid=567822352 (edited from Hong Kong); and 

• Endometrial cancer, https://en.wikipedia.org/wiki/Endometrial_cancer (edited from the 
United Kingdom). 

 
6. While traveling abroad, I have edited Wikipedia articles from my pseudonymous 

account. 

7. While traveling abroad, I have removed sensitive items within Wikipedia pages from 

public view in my capacity as an English Wikipedia administrator. 

8. I have also witnessed dozens of individuals whom I believe to be U.S. citizens or 

permanent residents edit Wikipedia articles while they, too, are outside of the United States.  
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9. I intend to continue traveling abroad on at least an annual basis.  During these travels, I 

also intend to continue editing Wikipedia articles.  

10. As a Wikipedia user, I am concerned about government surveillance, including 

Upstream surveillance of my communications while abroad with Wikimedia servers in the 

United States.  See also First Declaration of Emily Temple-Wood ¶ 20. 

III.    Upstream Surveillance Impairs My and Other U.S. Users’ Ability to Exchange 
      Information with Wikimedia’s Foreign Readers and Editors  

11. As detailed in my earlier declaration, my interest in contributing to Wikipedia is based 

in part on my ability to reach an international audience, and I also read and benefit from the 

contributions of non-U.S. users on a wide array of topics.   

12. NSA surveillance, including Upstream surveillance, threatens the anonymity and 

privacy of Wikimedia community members, and that threat discourages individuals from 

engaging with the Wikimedia Projects.  

13. The loss of foreign readers and editors is a direct detriment to me and to the Wikimedia 

community at large.  When foreign users are less willing to read Wikimedia Project pages, I and 

other community members lose potential readers of our original content and other contributions 

to the Projects.  When foreign users are less willing to contribute to Wikimedia Project pages, I 

and other community members are unable to read and benefit from their contributions.      

 
I declare under penalty of perjury under the laws of the United States of America that 

the foregoing is true and correct.   

Executed on March 8, 2019, in Downers Grove, Illinois.   

  
 
 

  
Emily Temple-Wood 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND

_______________________________________ 
 
   WIKIMEDIA FOUNDATION, 
 
    Plaintiff, 
 

v. 
 
   NATIONAL SECURITY AGENCY, et al., 
 
    Defendants. 
_______________________________________ 

 
) 
) 
) 
) 
) 
)  No. 1:15-cv-0662 (TSE)  
) 
) 
) 
) 
) 

(THIRD) DECLARATION OF DR. HENNING SCHULZRINNE 

 Dr. Henning Schulzrinne, for his (third) declaration pursuant to 28 U.S.C. § 1746, deposes 

and says as follows: 

INTRODUCTION AND SUMMARY 

1. I am the Julian Clarence Levi Professor of Computer Science at Columbia University 

in New York, New York.  I previously submitted two declarations in this case, dated November 

12, 2018 and February 15, 2019.  I submit this third declaration at the request of the United States 

Department of Justice to address the conclusions reached by Mr. Scott Bradner in his reply 

declaration filed on March 8, 2019, including Mr. Bradner’s assessment of conclusions reached 

in my February 15 declaration.  My background and qualifications in the fields of computer 

science, electrical engineering, and digital communications technology; the sources of 

information I considered in arriving at the conclusions stated in this case (apart from those cited 

herein); and my compensation for my services in this matter, are all stated in my prior 

declarations. 

2. For the reasons I detail herein, it remains my conclusion that the hypothesis 

advanced in this case by plaintiff Wikimedia Foundation (“Wikimedia”), that the National Security 

Agency (“NSA”), in the course of conducting Upstream collection, must as a matter of 
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technological necessity be intercepting, copying, and reviewing at least some of Wikimedia’s 

electronic communications that traverse the Internet, is incorrect.  Based on what is publicly 

known about the NSA’s Upstream collection technique, the NSA in theory could be conducting 

this activity, at least as Wikimedia conceives of it, in a number of technically feasible, readily 

implemented ways that could avoid NSA interaction with Wikimedia’s online communications.  

Nothing stated in Mr. Bradner’s reply declaration, or in Wikimedia’s sur-reply, alters that 

conclusion. 

3. I also adhere to the conclusions reached in my second declaration, (Second) 

Declaration of Dr. Henning Schulzrinne (hereinafter, “Second Decl.”).  In his first declaration Mr. 

Bradner concluded (i) that the NSA “most likely” uses his copy-all-then-scan configuration to 

conduct Upstream collection, and (ii) that it is “implausible” that the NSA employs a filter-then-

copy-and-scan approach, using whitelisting and blacklisting techniques, such as I described in my 

first declaration; and (iii) that that even if the NSA uses one or more of the techniques I describe, 

it is still “virtually certain” that the NSA copies and scans at least some of Wikimedia’s 

communications.  See generally Declaration of Scott Bradner (hereinafter, “Bradner Decl.”).  In 

my second declaration, I explained that none  of these conclusions has a foundation in Internet 

technology or engineering, and instead are based principally on assumptions Mr. Bradner makes 

about the NSA’s practices and priorities, its resources and capabilities, and its Upstream 

surveillance targets, matters about which Mr. Bradner has no specialized knowledge or 

information.   These conclusions also remain unaltered by Mr. Bradner’s reply declaration, or 

Wikimedia’s sur-reply. 

4. In his second declaration, Mr. Bradner takes a somewhat different approach.  The 

central thesis of Mr. Bradner’s second declaration is that the use of traffic-mirroring techniques 

(that is, whitelisting and blacklisting) to filter the communications traversing a monitored link 

before communications of interest are copied and then scanned for selectors, would “conflict[ ]” 

with “the government’s own descriptions” of the Upstream program.  Reply Declaration of Scott 

Bradner (hereinafter “Bradner Reply Decl.”) ¶¶ 6, 12, 30.  By the “government’s own 
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descriptions,” Mr. Bradner means, first, a single statement contained in an 80-page opinion 

issued by the Foreign Intelligence Surveillance Court (“FISC”) in October 2011, regarding the 

NSA’s acquisition of wholly domestic “about” communications, Bradner Reply Decl., App’x P, and 

second, a single remark in the nearly 200-page report of the Privacy and Civil Liberties Oversight 

Board on the NSA’s Section 702 surveillance program (hereinafter, “PCLOB Section 702 Report”), 

regarding the NSA’s goal of “comprehensively” acquiring communications to or from its targets, 

Bradner Reply Decl., App’x F.   

5. As I already discussed in my prior declaration, the use of a filter-then-copy-and-

scan approach to Upstream collection would be entirely consistent with both of these 

statements.  Second Decl. ¶¶ 56-58.  The conflict perceived by Mr. Bradner with the FISC’s 

statement arises not from any technical grounds but his own speculative interpretation of that 

statement, and his assumption that a remark made by the FISC nearly eight years ago still reflects 

the technical realities of Upstream collection today.  The supposed conflict that Mr. Bradner 

attempts to seize on with the PCLOB’s remark ignores the difference between a statement of 

aspirations on a printed page and the real-world challenges of designing, constructing, deploying, 

maintaining, and paying for the collection systems required to implement the kind of Upstream 

collection process that Mr. Bradner envisions.  Moreover, he misconstrues the PCLOB’s 

description of the NSA’s prior collection of “about” communications as an aim of the program, 

whereas the PCLOB clearly described “about” collection as “byproduct” of the NSA’s efforts to 

acquire communications sent to or from its Upstream surveillance targets. 

6. Mr. Bradner also opines that a filter-then-copy-and-scan approach “conflicts with 

other technical and practical necessities of conducting” Upstream surveillance.  Bradner Reply 

Decl. ¶¶ 7, 61-112.  As I also discuss below, these so-called “technical and practical necessities” 

are based on the unsupported conclusions Mr. Bradner draws from the FISC and PCLOB 

statements, as well as many of the same non-technical, speculative assumptions made in his 

previous declaration about the NSA’s surveillance practices and priorities, resources and 
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capabilities, and its targets, about which Mr. Bradner has no actual knowledge.  As such, they still 

provide no basis in Internet technology or engineering for the conclusions he reaches. 

7. Mr. Bradner remarks that I do not offer evidence that the NSA is actually using 

whitelisting and/or blacklisting techniques in the course of Upstream surveillance that would 

avoid interaction with Wikimedia’s communications.  Bradner Reply Decl. ¶¶ 6, 57-58.  The same 

can be said of Mr. Bradner, of course, that he has offered no evidence—only speculation—that 

the NSA conducts Upstream surveillance in the manner that he describes.  As I have explained 

before, I did not attempt in my previous declarations to reach conclusions about how the NSA 

actually conducts Upstream surveillance, because I was not asked by the Department of Justice 

to opine on that question, because the question implicates operational details of Upstream 

surveillance that remain classified, and because it would have required that I engage in the same 

sort of speculation as Mr. Bradner, concerning the NSA’s actual surveillance practices, 

capabilities, and targets, about which neither I nor Mr. Bradner has any specialized knowledge or 

information.  See Second Decl. ¶ 3.  I do not engage in such speculation now, either. 

8. As was the case with my first two declarations, in reaching the conclusions stated 

herein I have not considered, nor have I been provided with, any classified or other non-public 

information concerning Upstream surveillance. 
 

MR. BRADNER’S CONCLUSION THAT WHITELISTING AND BLACKLISTING 
WOULD “CONFLICT” WITH THE FISC’S 2011 STATEMENT REGARDING 

THE COLLECTION OF WHOLLY DOMESTIC “ABOUT” COMMUNICATIONS 
  LACKS A FOUNDATION IN INTERNET TECHNOLOGY AND ENGINEERING   

9. As Mr. Bradner observes, in an October 2011 opinion concerning the legal 

implications of the NSA’s collection of so-called multi-communication transactions (“MCTs”), the 

FISC stated that:   
 
Indeed, the government readily concedes that NSA will acquire a wholly domestic 
“about” communication if the transaction containing the communication is routed 
through an international Internet link being monitored by NSA or is routed 
through a foreign server. See June 1 Submission at 29. 

Bradner Reply Decl., App’x P at 45.  
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10. In his previous declaration, Mr. Bradner cited this statement in support of a very 

different conclusion than the one he offers now.  Earlier, he cited the FISC’s statement as 

evidence only that the NSA, at least at some monitored links, was not using “an IP filter to 

eliminate wholly domestic [communications] before” copying and scanning.  Bradner Decl. ¶ 294; 

see Second Decl. ¶ 56.  Mr. Bradner did not cite this conclusion as a ground for viewing his copy-

all-then-scan configuration as “most likely,” or a filter-then-copy-and-scan approach as 

“implausible.”  See Bradner Decl. ¶¶ 282-89, 366-67.    Nevertheless Wikimedia, in its summary 

judgment opposition brief, argued that that the acquisition of some wholly domestic 

communications, even at a so-called “international Internet link,” is inconsistent with the use of 

the traffic-mirroring techniques I have described, even though Mr. Bradner had not made any 

such assertion in his first declaration filed at that time.  See Second Decl. ¶ 56.   I explained, 

therefore, why use of whitelisting and blacklisting techniques would be consistent with the 

acquisition of at least some wholly domestic “about” communications, Second Decl. ¶¶ 56-58, a 

conclusion that Mr. Bradner does not dispute, see Bradner Reply Decl. ¶¶ 36, 111. 

11. Only now, in his second declaration, does Mr. Bradner make an argument that 

implementing a filter-then-copy-and-scan approach would be inconsistent with the collection of 

wholly domestic about communications, as referred to in the FISC’s opinion.  Bradner Reply Decl. 

¶¶ 32-45.  Indeed, he is emphatic that the FISC’s statement would have to be “false” for the NSA 

to employ a filter-then-copy-and-scan approach.  Id. ¶ 154(1).  This is the case, according to Mr. 

Bradner, because the use of whitelists or blacklists to filter out certain communications traversing 

a monitored link could filter out at least some wholly domestic about communications, 

containing targeted selectors, that the NSA might otherwise acquire.  Id. ¶ 44.  That outcome, 

Mr. Bradner states, “would not be consistent with the FISC’s statement that all ‘about’ 

communications ‘will’ be acquired.”  Id. ¶ 42 (emphasis mine). 

12. But the FISC did not state that “all” wholly domestic about communications 

crossing a monitored international Internet link will be acquired by the NSA.  It said that “a wholly 

domestic ‘about” communication” will be acquired if it crosses such a link, or is routed through a 
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foreign server.  Mr. Bradner arrives at the conclusion that whitelisting and blacklisting would be 

inconsistent with the FISC’s statement by imputing to the FISC a term, “all,” that the FISC did not 

use.  His contention that a filter-then-copy-and-scan approach would not be consistent with the 

acquisition of wholly domestic about communications is not based on a disagreement over 

Internet technology or engineering, but on his current reading of the FISC’s 2011 statement, one 

that he did not propose in his first declaration, see Bradner Decl. ¶ 296. 

13. There are numerous reasons why the statement in the FISC's 2011 opinion does 

not support Mr. Bradner's conclusion about how Upstream collection must operate today.  First, 

as noted, the FISC simply does not use the term “all” in its statement regarding the collection of 

wholly domestic about communications.   

14. Second, Mr. Bradner does not take into account the context in which the FISC 

made this remark.  The paragraph in which the statement appears concerned the NSA's inability 

to prevent the acquisition of certain wholly domestic communications, and the Government's 

suggestion that these acquisitions resulted from a "failure" of the NSA's "technical means."  

Bradner Reply Decl., App'x P at [45].  The FISC was unwilling to accept that explanation, finding 

no reason to conclude that the collection of wholly domestic communications was attributable 

to malfunctions or failures in the NSA's collection equipment.  This was the point at which the 

FISC remarked that the Government had conceded that a wholly domestic about communication 

would be collected if it crossed a monitored international Internet link, or was routed through a 

foreign server.  In other words, it appears that when the FISC made this remark it was explaining 

that acquisitions of wholly domestic about communications would occur as the result of technical 

limitations in the equipment’s normal operation (rather than as the result of a malfunction), and 

was not making a statement about the scope or completeness of those acquisitions.    

15. Third, and telling, in an earlier portion of the FISC’s opinion where it was discussing 

the same phenomenon—the NSA’s inability to prevent the acquisition of at least some wholly 

domestic communications—the FISC stated that due to this limitation on the NSA’s abilities, the 

“NSA may acquire wholly domestic communications.”  Bradner Decl., App’x P at 35 n.34 
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(emphasis mine).  Mr. Bradner’s conclusion, that according to the FISC the NSA obtained all 

wholly domestic about communications crossing a monitored link, is thus further undermined by 

the FISC’s clear statement describing the NSA’s acquisition of wholly domestic communications 

as a possibility (“may acquire”), rather than a certainty in all cases.1  

16. Mr. Bradner also suggests that the FISC must have been "as precise as it possibly 

could be" when describing the acquisition of wholly domestic about communications, based on 

the "multiple hearings" it held and the "multiple submissions" it received from the Government 

before issuing its October 2011 opinion.  Bradner Reply Decl. ¶ 38.  Of course, this assumption is 

not a technical basis on which to reach conclusions about how Upstream surveillance is 

conducted.  And I do not understand how Mr. Bradner could know exactly what was said by the 

Government in those submissions, what was addressed during those hearings, or in what depth, 

all of which I am advised by the Department of Justice remain classified, in whole or in substantial 

part.  In the end, however, if the FISC meant to say that the NSA would acquire all wholly domestic 

communications crossing a (hypothetically) monitored international Internet link, then the most 

precise way of expressing that thought would have been to use the word "all."  The FISC did not 

do so. 

17. On this subject I observe finally that the FISC's statement cited by Mr. Bradner was 

made in October 2011, based on a June 1, 2011 submission by the Government, Bradner Reply 

Decl., App'x P, at 45, nearly eight years ago.  Even if the FISC meant that in June 2011 the NSA 

would acquire all wholly domestic “about” communications crossing an international Internet 

                                                        

 1  Although in this earlier passage the FISC referred to the collection of “wholly domestic 
communications,” rather than “wholly domestic about communications,” as in the later passage, 
there is no reason to believe that it meant to suggest that the collection of wholly domestic 
communications in general (including both “to/from” and “about” communications) was only a 
possibility, but at the same time that collection of all wholly domestic “about” communications 
was a certainty.  At least as described in the PCLOB Section 702 Report, the underlying causes for 
acquisition of wholly domestic communications are similar for both cases:   once a 
communication (for example, an email), makes it past any IP filters, the scanning mechanism 
would be just as likely to pick up wholly domestic “to” or “from” communications that contain 
targeted selectors as “about” communications containing targeted selectors.  See PCLOB Section 
702 Report at 10, 37, 84-86, 123, 124, 144-45. 
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link theoretically monitored by the NSA, and it could be inferred, therefore, that the NSA was not 

then employing whitelist or blacklist filters, it cannot be taken for granted that the situation has 

remained the same since then.  The growth of Internet traffic, even since 2011, has been 

enormous.  Between 2012 and 2016 alone, the volume of traffic (as measured in used 

international bandwidth by Telegeography, Inc.) more than quadrupled from 100 terabits per 

second to over 400 terabits per second2.  See https://blog.telegeography.com/shaping-the-

global-wholesale-bandwidth-market (figure 1).  Given the growth in international Internet traffic 

since 2011, the possibility cannot be ignored that the NSA at some point might have adopted a 

form of whitelisting or blacklisting at monitored links to reduce the technical and logistical 

challenges and costs of processing large volumes of traffic, as discussed in my second declaration, 

Second Decl. ¶¶  20-21.  Neither Mr. Bradner nor I can know which is the case, of course, but it 

cannot be taken for granted that the assumption made by Mr. Bradner is the correct one. 

18. As I have noted, Mr. Bradner does not disagree with my conclusion that the use 

of whitelisting and blacklisting would be consistent with the acquisition of at least some wholly 

domestic “about” communications at international Internet links that hypothetically might be 

monitored by the NSA.  See Bradner Reply Decl. ¶¶ 36, 111.  Therefore, because it is speculative 

to suggest (i) that the FISC meant to say that the NSA would collect all wholly domestic “about” 

communications if they crossed a monitored international Internet link in 2011, and (ii) even if 

that was the FISC’s meaning in 2011, that the NSA would continue to collect all wholly domestic 

about communications at such links years afterward, Mr. Bradner lacks a technical basis on which 

to conclude that whitelisting and blacklisting would be inconsistent with the FISC’s statement. 

19. In sum, I find no reason, and certainly none based in Internet technology or 

engineering, to conclude that whitelisting or blacklisting at international Internet links that the 

NSA may in theory be monitoring would be inconsistent with the 2011 FISC statement cited by 

Mr. Bradner. 

                                                        
 2 This traffic volume includes all international traffic, not just traffic entering and exiting 
the United States. The growth rates, however, have been similar across all major geographies. 
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THE GOAL OF "COMPREHENSIVELY" ACQUIRING TARGETS' COMMUNICATIONS 

IS NOT A TECHNICAL BASIS ON WHICH TO CONCLUDE THAT THE NSA DOES 
                 NOT EMPLOY WHITELISTING OR BLACKLISTING TECHNIQUES                 

20. Mr. Bradner next opines that a filter-then-copy-and-scan approach to Upstream 

collection process would be "incompatible" with the goal of "comprehensively acquir[ing] 

communications that are sent to or from [the NSA's] targets," as stated on pages 10 and 123 of 

the PCLOB Section 702 Report.  Bradner Reply Decl. ¶¶ 46-54.3  He goes so far as to say that the 

PCLOB’s statement would have to be “false” for the NSA to conduct Upstream collection using 

the traffic-mirroring techniques I have described.  ID. ¶ 154(2).  As I have explained previously, 

Mr. Bradner offers no technical basis for concluding as a matter of concrete reality that the NSA 

"must be" copying and reviewing all communications crossing a monitored link, Bradner Reply 

Decl. ¶ 29, simply because the NSA might wish in the abstract to obtain as many of its targets' 

communications as it can.  Second Decl. ¶¶ 71-75. 

21. Specifically, I explained that one cannot assume away, based on a stated aim of 

comprehensiveness, the many technical, logistical, and financial hurdles, and competing mission 

priorities, that would stand in the way of designing, constructing, deploying, and maintaining the 

kind of collection systems envisioned by Mr. Bradner.  Second Decl. ¶ 73. (See also paragraphs 

20-21 of my second declaration, in which I describe some of the technical and logistical challenges 

of implementing Mr. Bradner's copy-all-then-scan approach.)  Therefore, one cannot draw 

meaningful conclusions about the technical details of the NSA's Upstream collection systems with 

nothing more to go on than an abstract goal of comprehensiveness.  Second Decl. ¶ 74. 

22. Mr. Bradner does not dispute these practical realities.  He himself states that "the 

NSA must operate in the real world and deal with the technical and operational limitations 

                                                        
 3  I note that in contrast the PCLOB describes the collection of “about” communications 
as a “byproduct” of the NSA’s efforts to collect communications sent to or from its targets.  PCLOB 
Section 702 Report at 10, 123.  The PCLOB’s description of “about” collection as a “byproduct” 
rather than an objective of Upstream collection tends to rebut Mr. Bradner’s interpretation of 
the FISC’s October 2011 statement to mean that the NSA must have configured Upstream 
collection in such a way as to acquire “all” wholly domestic about communications on a 
monitored link.  See also paragraphs 47-49, below. 
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inherent in the Internet."  Bradner Reply Decl. ¶ 10.  Yet he continues to disregard these same 

realities when he attempts to draw technical conclusions about how Upstream surveillance 

"must be" conducted from a single statement by the PCLOB attributing a goal of 

"comprehensiveness" to the NSA. 

23. Mr. Bradner remarks that the use of whitelists and blacklists to reduce the 

technical and logistical difficulties and costs of Upstream collection is "incompatible" with the 

goal of completeness, Bradner Reply Decl. ¶ 51, but they are entirely compatible with reducing 

the formidable technical and logistical burdens and costs of processing large volumes of 

communications traffic, and Mr. Bradner has no way of knowing, and certainly no technical way 

of determining, whether such "real world" constraints have convinced or compelled the NSA to 

compromise the goal of completeness.  It is, at bottom, the hard realities of achieving Mr. 

Bradner's vision of Upstream collection that may have proven incompatible with that goal, just 

as they are incompatible with a bare assumption that the NSA has succeeded in implementing 

that vision simply because it wants to. 

24.    Mr. Bradner opines that the single term "comprehensively" provides an 

"appropriate basis on which to explain the technological implementation" of Upstream 

collection, because "the PCLOB used the term 'comprehensively' to explain the need for the 

NSA's specific technological implementation" of the program.  Bradner Reply Decl. ¶ 48.  But the 

PCLOB's Section 702 Report, being an unclassified public report about a highly classified foreign-

intelligence gathering activity, contains no specific technical detail about how Upstream 

collection is conducted.  It certainly includes no technical detail at the level required to support 

the conclusions reached about Upstream collection by Mr. Bradner, except as a matter of 

speculation and conjecture. 

25. "If wishes were horses," as they say, then one could simply assume that the NSA 

had the technical, logistical, and financial wherewithal, consistent with all its other mission 

requirements, to deploy an Upstream collection architecture capable of comprehensively 

acquiring every single one of its targets' online communications, just because it would like to do 
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so.  And perhaps it has succeeded in doing so.  I (like Mr. Bradner) do not know.  But the 

assumption has no basis in the "real world" of Internet technology and engineering, Bradner 

Reply Decl. ¶ 10, in which the NSA must operate. 
 

MR. BRADNER’S OPINION THAT WHITELISTING AND/OR BLACKLISTING WOULD “CONFLICT” 
WITH “TECHNICAL AND PRACTICAL NECESSITIES” OF UPSTREAM COLLECTION RESTS ON 

     SPECULATION RATHER THAN A BASIS IN INTERNET TECHNOLOGY AND ENGINEERING      

26. In addition to the inferences he draws from his interpretation of the FISC's 2011 

statement, and the PCLOB's use of the term "comprehensive" to describe Upstream's objective, 

Mr. Bradner also attempts to reach conclusions based on what he calls "technical and practical 

necessities" that make clear, in his view, that the NSA is copy and scanning at least some of 

Wikimedia's communications.  As I discuss below, these “technical and practical necessities” turn 

out again to be assumptions by Mr. Bradner about the NSA’s surveillance practices and priorities, 

resources and capabilities, and the nature and behavior of its Upstream surveillance targets, 

mixed with the unsupported inferences he draws from the FISC and PCLOB statements discussed 

above.  They supply no basis in Internet technology and engineering for concluding that the NSA 

"most likely" uses a copy-all-then-scan configuration to conduct Upstream surveillance, or that a 

filter-then-copy-and-scan approach is "implausible." 

Whitelisting IP Addresses of Interest 

27. Developing and maintaining whitelists:  In Mr. Bradner's view whitelisting would 

be unworkable for purposes of Upstream collection because it would require "knowing in 

advance all of the IP addresses that might be used by each of the NSA's targets," Bradner Reply 

Decl. ¶ 68, and maintaining "comprehensive" information on where they will be, what sites they 

communicate with, and the protocols they use, Bradner Reply Decl. ¶ 69.  See also id. ¶ 88.  These 

conclusions lack a non-speculative technical basis. 

28.   As a technical matter, the NSA would not need to know all of its targets' IP 

addresses or gather comprehensive information on their whereabouts, the sites they visit, or the 

types of online communications in which they engage, before it could whitelist the IP addresses 

that the agency already knows about.  As pointed out in the Government's reply brief, the NSA 
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could acquire information about its targets' IP addresses from communications acquired under 

the Section 702 PRISM program (see PCLOB Section 702 Report (Bradner Decl., App’x F) at 7, 33-

34), Executive Order 12,333, prior Upstream acquisitions, information obtained from other U.S. 

intelligence agencies, and other sources.  Reply Brief in Support of Defendants' Motion for 

Summary Judgment at 12-13.  Mr. Bradner does not dispute this.  Presumably communications 

acquired from these sources would also provide insight into particular websites of interest that 

targets visit, and their preferred modes of communication, thus allowing for further 

enhancement of the NSA's whitelist(s).   

29. Mr. Bradner suggests no technological reason why it would not be possible for the 

NSA to conduct Upstream surveillance in this fashion.  Doing so would not mean that the NSA "is 

only interested in the people and processes it already knows about and that it has decided to 

actively ignore everything else."  Bradner Reply Decl. ¶ 89.  Nothing about the use of whitelists 

would prevent the NSA from learning about new potential targets of interest, or new information 

about the communications of its existing targets, either from ongoing Upstream collection or 

other intelligence sources (in Mr. Bradner's words, discovering which streetlights to look under 

for your keys, id. ¶ 70), and then updating its whitelists accordingly. 

30. There would be no need whatsoever for the NSA to know in advance all the 

information Mr. Bradner refers to unless one works backward from the conclusion, as Mr. 

Bradner does, that the NSA's acquisition of its targets' communications must be comprehensive, 

see Bradner Reply Decl. ¶¶ 69, 88, based on the PCLOB’s passing remark about the NSA’s goals.  

As I have discussed, the PCLOB's report does not provide a technical justification for concluding 

that the NSA's acquisition of its targets' communications is comprehensive in fact, or drawing 

inferences based on that premise about how Upstream surveillance is conducted. 

31. Mr. Bradner observes that whitelists would have to be updated as targets were 

added or removed, or changed their locations or modes of communications.  Bradner Reply Decl. 

¶ 85.  This is true, of course, but how often that would have to occur Mr. Bradner does not say, 
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because he cannot know, and he certainly offers no reason why updating whitelists as needed 

would be beyond the NSA's capabilities. 

32. Target numerosity:  Mr. Bradner next repeats his argument that the NSA's targets 

are too numerous to make the development and maintenance of whitelists of their IP addresses 

practical.  Bradner Reply Decl. ¶¶ 75-76; see Bradner Decl. ¶ 366(d).  I have already explained 

that in so arguing Mr. Bradner is making speculative assumptions about the number, nature, and 

communications habits of the NSA's Upstream targets, about which Mr. Bradner has no 

information.  First Decl. ¶¶ 45-48.  He does not maintain otherwise.  Instead, he offers a 

hypothetical in place of facts:  if the NSA had 1,000 Upstream targets in 2011, when according to 

the FISC it acquired 26 million communications using its Upstream collection technique, then on 

average each target would have had to engage in at least 26,000 online communications that 

year.  Bradner Reply Decl. ¶ 76.  But if we used another randomly chosen number of Upstream 

targets, say 5,000, then the number of communications each target would have had to send or 

receive in 2011 drops to 5,200, or approximately 14 per day.  That is a trivial number considering 

(i) that "communications" can include not only such media as email but also all the individual 

HTTPS (or HTTP) requests and responses made during a single visit to a website, and (ii) that the 

NSA's Upstream targets could include organizations as well as individuals, organizations 

employing dozens or hundreds of persons capable of generating thousands of communications 

per day.  Mr. Bradner has given no factual, technical basis for concluding that the number of the 

NSA's Upstream targets would make whitelisting unworkable. 

33. Target mobility:  Mr. Bradner also repeats his arguments that NSA use of whitelists 

is not "remotely possible" because its targets may move around, and as a result their IP addresses 

could change; because targets may use intermediary communications services, such as virtual 

private networks (VPNs, which remove the targets' IP address from packet headers during certain 

legs of their journeys across the Internet); and because targets may use multiple Internet service 

providers (ISPs), that assign different IP addresses to their subscribers.  Bradner Reply Decl. 

¶¶ 77-78, 82.  In my view, Mr. Bradner overstates the matter.  To take just one example, if the 
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NSA were seeking to track a targeted individual’s email, determining the source and destination 

IP addresses to whitelist could be automated readily.  An exhaustive list of SMTP destination IP 

addresses for any email address can be looked up online via DNS (MX records), and the list of 

source IP addresses can be derived from the DNS SPF entries.  These IP addresses would not be 

affected by user mobility, and would only depend on the sender or receiver email address, not 

the user’s current location. 

34. But again, most fundamentally, Mr. Bradner is making assumptions about the 

nature, mobility, and communications practices of the NSA's targets.  Only the NSA knows the 

extent to which its targets' IP addresses change due to their mobility, the extent to which they 

use VPNs, or multiple ISPs, to communicate, and therefore whether whitelisting would be 

impractical for purposes of meeting its intelligence-collection needs.  Whitelisting could not be 

considered technologically impossible, however, unless one started from the premise that the 

NSA must be "comprehensively" acquiring every single one of its targets' communications 

without fail, and worked backward from there.  As I have explained, Mr. Bradner has offered no 

justification, certainly no technological justification, for adopting that premise.    

35. Further, as I note in my second declaration, to the extent a target moves from 

place to place within a given geographic area, the NSA could whitelist a set of IP addresses, rather 

than just a single address, associated with the geographic region where the target is believed to 

be located.  Second Decl. ¶ 47.  Mr. Bradner does not dispute this, but points out that using a 

range of IP addresses could increase the chances that communications to or from Wikimedia 

could be copied and scanned.  Bradner Reply Decl. ¶¶ 80, 82.  This is true in the abstract, but Mr. 

Bradner cites no information about the extent to which the NSA might find it necessary to 

whitelist ranges of IP addresses—how many, how large, in what geographic areas—in order to 

reliably monitor its targets' communications.  As a result he can only speculate whether 

whitelisting ranges of IP addresses would result in the NSA copying and scanning Wikimedia 

communications. 
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36. Combined whitelisting and blacklisting to selectively acquire web 

communications:  I previously observed that if it wished the NSA could, as a technological matter, 

simultaneously whitelist the IP addresses of particular websites, webmail services, and/or 

chatrooms of interest while blacklisting all other HTTP and HTTPS traffic, and thus obtain access 

to web communications of interest without necessarily copying and scanning Wikimedia’s.  

Second Decl. ¶¶ 35, 36(b), 37.   In response, Mr. Bradner remarks that "many" websites and other 

web-based services are now making use of content distribution networks ("CDNs"), which can 

have different and changing IP addresses around the world.  Bradner Reply Decl. ¶ 84.  Yet again, 

the extent to which websites, webmail services, and chatrooms of interest to the NSA (if any) are 

using CDNs for their communications, and the extent to which their use of CDNs would make it 

difficult or unworkable for the NSA to use whitelists to track its targets’ communications, are 

matters known to the NSA, but about which Mr. Bradner has no information, and can only 

speculate. 

37. Whitelisting by protocol:  Mr. Bradner also points out (i) that if the NSA used 

protocol-based whitelisting (as opposed to whitelisting by IP addresses), it could miss 

communications that it ideally it might want to review, Bradner Reply Decl. ¶ 72, and (ii) that the 

NSA could not in fact be using whitelists to exclude all communications using web protocols (HTTP 

and HTTPS) while at the same time collecting at least some web communications, id. ¶ 73.  These 

are points that Mr. Bradner has raised before, Bradner Decl. ¶ 366(f), (g), and that I addressed in 

my second declaration, Second Decl. ¶¶ 34-35, 36(b), 37.  For the reasons already explained in 

my second declaration, these observations by Mr. Bradner supply no basis in Internet technology 

or engineering for concluding that whitelisting by the NSA would be implausible. 

38. I do not mean to suggest that developing and maintaining whitelists for purposes 

of NSA Upstream collection would necessarily be "easy," or that "the NSA could get by with a 

very simple set of whitelist rules."  See Bradner Reply Decl. ¶¶ 70, 85, 88.  But neither I nor Mr. 

Bradner can know how difficult or easy it would be without far more detailed information about 

the number, nature, and communications habits of the NSA’s Upstream targets.  I do not 
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presume, as does Mr. Bradner, that the NSA would be incapable of developing and maintaining 

sufficiently reliable whitelists to meet its intelligence needs.  Mr. Bradner has presented no basis 

in Internet technology or engineering for so assuming.  

Blacklisting by IP Address or Protocol 

39. Mr. Bradner states that "[t]here are multiple reasons” why the use of blacklists to 

filter out communications before they are copied or scanned in the Upstream process “would be 

incompatible with the public descriptions of the NSA's upstream collection program," Bradner 

Reply Decl. ¶ 92, but then proceeds to offer none.  Instead he contends (i) that blacklisting 

Wikimedia IP addresses so as to prevent copying and scanning Wikimedia communications is 

"improbable," and (ii) that blacklisting Wikimedia IP addresses would not "guarantee" that 

Wikimedia communications are not copied and scanned during the Upstream collection process.  

Id. ¶¶ 93-101.  Both are points that Mr. Bradner has raised before, that I have already addressed, 

and that still do not constitute non-speculative, technical grounds for deeming it improbable or 

implausible that the NSA might blacklist Wikimedia communications. 

40. Blacklisting high-volume websites, including Wikimedia’s:  Following the 

observations in my first declaration that the NSA could blacklist Wikimedia IP addresses to 

prevent communications to and from Wikimedia from being copied and scanned, First Decl. 

¶¶ 78-87, Mr. Bradner responded that he found it "basically inconceivable" and "totally 

unbelievable" that the NSA would sift through millions of websites to decide which to monitor 

and which not.  Bradner Decl. ¶ 367(a).  I then explained, in my second declaration, that I had no 

such extreme measure in mind, but rather, the trivial task of creating a blacklist of numerous 

high-volume popular websites of potentially low interest to the NSA, such as Wikimedia's, to 

eliminate unwanted volumes of communications that would otherwise have to be processed.  

Second Decl. ¶¶ 39-41. 

41. Now Mr. Bradner takes the opposite tack, arguing that it is "very unlikely" that the 

NSA would decide to "specifically blacklist Wikimedia communications to reduce the load" on its 

collection apparatus, in light of the relatively small percentage of inter-regional Internet capacity 
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that Wikimedia communications traffic represents.  Bradner Reply Decl. ¶ 96.  I note first that a 

more enlightening statistic would be the percentage of the NSA's processing capacity that 

Wikimedia traffic represents, but Mr. Bradner has no way of knowing that information any more 

than he could know, rather than speculate, whether the NSA might find reason to blacklist 

Wikimedia communications or not.  But it is also important to note that Mr. Bradner has once 

again missed the point of my observations.   I did not suggest, in my second declaration, a 

scenario in which the NSA specifically singles out Wikimedia sites for blacklisting.  I pointed out 

that Wikimedia's websites would naturally fall on any blacklist of high-volume, popular websites, 

of perhaps low interest to the NSA, that the NSA might assemble in order reduce (potentially by 

as much as 90 percent or more) the technological, logistical, and financial burdens of processing 

large volumes of unwanted web traffic.  Second Decl. ¶ 41.   Whether or not the NSA actually 

does so I do not know, but Mr. Bradner offers no technological basis for dismissing the possibility 

as improbable. 

42. Hypothetical copying and scanning of blacklisted Wikimedia communications:  

Second, Mr. Bradner again draws attention to three hypothetical scenarios in which 

communications to or from Wikimedia would be copied and scanned during the Upstream 

collection process, even if the NSA had blacklisted communications containing Wikimedia IP 

addresses.  Bradner Reply Decl. ¶¶ 97-101; see Bradner Decl. ¶ 367(a).   These involved 

transmission of a Wikimedia communication within a multi-communication transaction (MCT) 

across an international Internet link, transmission of an email to Wikimedia from abroad using a 

U.S.-based email service, and visits to Wikimedia websites from abroad using a U.S.-based VPN 

service. I explained in my prior declaration that in each of these scenarios four (or in the third 

scenario, five) conditions would have to be met before a communication to or from Wikimedia 

would be copied or scanned, in each case rendering that possibility a matter of speculation.  

Second Decl. ¶¶ 77-85. 

43. Regarding the initial three (or four) conditions required before each scenario could 

come to pass, Mr. Bradner summarily asserts that these conditions "would likely be frequently 
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met," yet offers no supporting data or explanation to demonstrate why that would be so.  

Instead, he focuses his attention principally on the last condition that would have to be met in 

each scenario before a Wikimedia communication could be copied or scanned—that the 

communication not be blacklisted for other reasons.  Mr. Bradner dismisses as "far-fetched" the 

possibility that communications of the kind he posited in his three scenarios would be blacklisted, 

based on conjecture about the value that the NSA might attach to them.  Bradner Reply Decl. 

¶¶ 99-101.  But he does not address the reasons given in my prior declaration to expect that the 

communications he describes likely would be encrypted, and perhaps blacklisted by the NSA, 

therefore, if it lacked the ability to decipher them.  Second Decl. ¶¶ 80, 82, 84.   In any event, if 

the initial three (or four) conditions in each scenario are not met, whether or not the final 

condition is met would be of no consequence.  And as noted above, Mr. Bradner gives no reason 

to expect that the occurrence of the initial three (or four) conditions in each scenario would be 

anything but speculative.    

Additional Points Concerning Whitelisting and Blacklisting  

44. Mr. Bradner completes his discussion of whitelisting, blacklisting, and the filter-

then-copy-and-scan approach generally with additional points, most already made in his prior 

declaration that I will now address. 

45. “Blind spots”:  Mr. Bradner returns to his earlier remark that if the NSA blacklisted 

particular types of communications by port or protocol number, then doing so would leave “blind 

spots” in its collection that “[s]ophisticated” targets could “easily probe” to discover and evade 

collection of their communications.  Bradner Reply Decl. ¶¶ 103-07; see Bradner Decl. ¶ 366(b), 

(e).  On this point I observed previously that Mr. Bradner had not explained what targets could 

“probe,” or how, to discover these so-called blind spots, the level of sophistication required, or 

on what basis he presumed that the NSA’s Upstream targets possess the needed sophistication.  

Second Decl. ¶ 32.  At bottom, I further observed, Mr. Bradner could only speculate whether the 

creation of “blind spots” would be of such genuine concern to the NSA as to dissuade it from 

utilizing whitelisting or blacklisting techniques.  Id. ¶ 33. 
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46. In his second declaration, Mr. Bradner adds to his earlier conjecture by supposing 

that unspecified foreign intelligence services that may or may not be Upstream targets could test 

a protocol (type of communication) they suspect the NSA is not monitoring by communicating 

“actionable” intelligence (“such as the identity of a foreign agent”) over that protocol and then 

observing whether any responsive action is taken.  Bradner Reply Decl. ¶ 103.  He vaguely 

suggests that whitelists or blacklists shared with telecommunication service providers could be 

at unspecified risk of “hacking,” without considering additional security measures that could be 

taken to mitigate those risks.  Id. ¶ 105.  Typically, however, carriers use segregated networks to 

manage their routers and switches and encrypt network management information. There have 

been no indications that I am aware of that such carrier management networks have been 

breached.   In short, neither of these suggestions constitutes a non-speculative basis in Internet 

technology or engineering to support Mr. Bradner’s conclusions.  And he overlooks the 

fundamental point I made previously, that only the NSA knows whether it considers these to be 

genuine risks that it would be unprepared to take in order to implement a filter-then-copy-and-

scan approach to Upstream collection.  Second Decl. ¶ 33. 

47. “About” communications:  In his second declaration Mr. Bradner suggests for the 

first time that whitelisting or blacklisting would be “entirely inconsistent” with the NSA’s now-

discontinued acquisition of “about” communications.  Bradner Reply Decl. ¶ 108; see also id. 

¶ 78.  (As I noted in my second declaration, this was an argument advanced by Wikimedia in its 

legal brief, but not by Mr. Bradner in his first declaration.  Second Decl. ¶ 49.)   The position now 

taken by Mr. Bradner is based on a complete misunderstanding of “about” collection as described 

in the PCLOB Section 702 report. 

48. Mr. Bradner acknowledges, as I have explained, that even if the NSA were to 

employ whitelists and/or blacklists to implement a filter-then-copy-and-scan approach to 

Upstream collection, it would still be possible to acquire at least some “about” communications, 

that is, communications neither to nor from a target but which refer to a selector (e.g., an email 

address) associated with the target.  See Second Decl. ¶ 51; Bradner Reply Decl. ¶ 111.  Mr. 
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Bradner’s point is that the use of whitelists or blacklists would be incompatible with the 

comprehensive collection of “about” communications.   For example, he states (twice) that 

developing and maintaining whitelists for acquisition of "about" communications "would be 

impossible to do . . . for a program meant to capture the communications of unknown non-targets 

about targets."   Bradner Reply Decl. ¶¶ 69-70 (emphasis mine).  In the same vein, he later 

reasons that “to set up [a] whitelist filter the NSA would have to know in advance which non-

targets’ IP addresses to whitelist … in order to find the ‘about’ communications.”  Bradner Reply 

Decl. ¶ 110 (emphasis mine).  He ends with the conclusion that, using a filter-then-copy-and-scan 

model, “the only way the NSA could reliably capture about communications would be to whitelist 

all non-wholly domestic communications.”  Bradner Reply Decl. ¶ 112 (emphasis mine).   

49.   The premise of Mr. Bradner’s argument, however, is incorrect.  At least as 

publicly described by the PCLOB Section 702 Report, in the very passage reproduced by Mr. 

Bradner in his declaration, the NSA’s collection of “about” communications was 
 
an inevitable byproduct of the government’s efforts to comprehensively acquire 
communications that are sent to or from its targets. 

Bradner Reply Decl. ¶ 48 (quoting PCLOB Section 702 Report at 10) (emphasis mine).  That is to 

say, while the goal of Upstream collection as described by the PCLOB is to comprehensively 

acquire communications sent “to or from” the NSA’s foreign-intelligence targets, the program 

was not likewise “meant to capture,” Bradner Reply Decl. ¶¶ 69-70, “reliably” find, id. ¶¶ 110, 

112, or otherwise “comprehensively acquire” “about” communications.    See also PCLOB Report 

at 84-86, 123, 124, 144, 145.  The incidental collection of only some “about” communications, 

even if the NSA were using a filter-then-copy-and-scan configuration as described in my second 

declaration, would be entirely consistent with the PCLOB’s description of “about” collection as a 

byproduct rather than an objective of Upstream collection.  For example, if a whitelist included 

a specific email server, the NSA could scan for targeted email addresses in the whitelisted 

communications, and would, as described in the PCLOB Section 702 Report, occasionally acquire 

“about” communications that referred to the targeted email address in addition to 
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communications to or from the email address.  Thus, the “about” communication would be 

captured because of the way the scanning is implemented.   And being incidental, “about” 

collection would not have required advance knowledge of all non-targets’ IP addresses.  

50. Collection of web communications, including encrypted HTTPS communications:  

Mr. Bradner again addresses the reasons why he believes the NSA is collecting web (i.e., HTTP 

and/or HTTPS) communications, Bradner Reply Decl. ¶¶ 130-36, 154(3)(c)(i); see Bradner Decl. 

¶¶ 314-15m 366(f), focusing in particular on his earlier opinions (i) that blacklisting the HTTP and 

HTTPS protocols to prevent the copying and scanning of all web communications “would leave a 

very large hole in the NSA’s coverage.”  Bradner Reply Decl. ¶ 135; see Bradner Decl. ¶ 366(f), 

(g), and (ii) that encrypted communications collected by the NSA (if any) include, specifically, 

HTTPS communications, Bradner Reply Decl. ¶¶ 137-39; see Bradner Decl. ¶¶  325, 366(g).4  Mr. 

Bradner largely ignores the observation, in my second declaration, that the NSA could use a 

combined whitelisting/blacklisting technique to block NSA access to all HTTP and HTTPS 

communications except those to or from IP addresses included on a whitelist containing the 

addresses of websites, chatrooms, and/or webmail services of intelligence interest.  In this way 

the NSA could obtain access to HTTP and HTTPS communications of interest, while excluding all 

others, including, hypothetically, Wikimedia’s.  Second Decl. ¶¶ 35, 36(b), 37. 

51. Mr. Bradner opines that this technique “would also leave very large holes in the 

NSA’s coverage,” Bradner Reply Decl. ¶ 136; see also id. ¶ 139, but whether the “holes” would 

be so unacceptably large as to motivate the NSA to copy and scan all HTTP and HTTPS 

communications (including, therefore, Wikimedia’s) is a matter implicating the NSA’s surveillance 

priorities, resources, and capabilities, about which Mr. Bradner has no information and can only 

                                                        
 4  I note in passing that Mr. Bradner expresses skepticism at my suggestion that the NSA 
could collect encrypted communications under its Section 702 authority using its PRISM 
acquisition method, as opposed to Upstream collection, because providers assisting in PRISM 
collection “will frequently have direct access to the user’s unencrypted communications.”  
Bradner Reply Decl. ¶ 139.   But numerous online file-storage and webmail services now store 
their users’ files and/or messages in encrypted formats, either by default or upon request. 
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speculate.  Mr. Bradner also suggests that combined whitelisting and blacklisting of HTTP and 

HTTPS communications “would also be contrary to the aim of the ‘about’ collection program.”  

Bradner Reply Decl. ¶ 136.   As I discussed, however, in paragraph 49, above, there is no evidence 

that the NSA ever engaged in an “‘about’ collection program.”  The PCLOB Section 702 Report 

does not state that “about” collection was ever an “aim” of Upstream collection, merely the 

“byproduct” of efforts to collect communications to and from designated targets. 

52. Relative complexity of the copy-all-then-scan and filter-then-copy-and-scan 

approaches:  Mr. Bradner describes his copy-all-then-scan approach as a “simpl[er], mo[re] 

reliable, and easi[er] to operate architecture” than a filter-then-copy-and-scan configuration, 

Bradner Reply Decl. ¶ 116,  because in his view, “the need to constantly reconfigure the 

[provider’s router or switch] with updated blacklists and whitelists would create the risk of 

misconfiguration or overloading.”  Id. ¶ 118; see also id. ¶ 124.   

53. To begin, it is not unusual for a provider to reconfigure its routers and switches on 

a routine basis to meet the evolving data transmission needs of a dynamic commercial customer 

base.  Whether it would require more frequent reconfiguration to update an NSA whitelist or 

blacklist is a matter of conjecture that would depend on how frequently the NSA requested such 

updates, based on how often it makes additions to or deletions from its target list, and how often 

its targets change their modes of communication.  It is also a matter of speculation, as I have 

observed previously, whether the NSA’s targets (or, more precisely, their associated IP 

addresses), are so numerous that loading a whitelist would run the risk of overloading a router’s 

or switch’s processing capacity.  Second Decl. ¶ 25.  These are all matters about which Mr. 

Bradner apparently has no information.  Moreover, carriers usually implement change-

management protocols in which new router configurations are tested in laboratory settings 

before they are loaded, in order to mitigate any risk of misconfiguration or overloading. 

54. The question Mr. Bradner also leaves unanswered is whether the risks he cites 

would outweigh the daunting technical and logistical difficulties and financial burdens that would 

complicate implementation of his “simpl[er]” and “easi[er]” approach, as discussed in paragraphs 
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20-21 of my second declaration.  Mr. Bradner does not take issue with my description of these 

hurdles (with the exception of the marginal observation that an opto-electronic device is not an 

“esoteric” piece of equipment).  Bradner Reply Decl. ¶ 119.   When considered from a broader 

perspective, the asserted simplicity of Mr. Bradner’s copy-all-then-scan configuration as 

compared to a filter-then-copy-and-scan approach becomes less apparent, to say the least, and 

which way the scales tip in the NSA’s eyes is a matter about which Mr. Bradner, once again, can 

only speculate. 

55. Sharing sensitive information with a provider:  Mr. Bradner also repeats a point 

made in his prior declaration that, “in [his] opinion,” the NSA would not want to implement a 

filter-then-copy-and-scan approach because it would require sharing with provider personnel the 

sensitive information about NSA targets and the scope of its surveillance that would be contained 

in whitelists and blacklists.  Bradner Reply Decl. ¶ 126.  This is a point I have already addressed.  

Second Decl. ¶ 18.  Mr. Bradner acknowledges, as I observed previously, that the NSA shares 

information about its targets with Internet service providers in order to conduct PRISM 

collection, but suggests that in his estimation the information that would have to be shared with 

a provider in a whitelist or blacklist is even more sensitive.  Bradner Reply Decl. ¶ 126.  Whether 

or not that is so (a matter about which Mr. Bradner has no apparent expertise), it remains the 

case that the extent to which the NSA would be willing (or find it necessary) to share classified 

information with an assisting provider in order to conduct Upstream surveillance is a matter 

about which Mr. Bradner has no specialized knowledge or information. 

56. Proposed “channel mirroring”:  Mr. Bradner also makes a passing reference to a 

configuration not previously proposed by him, in which a provider would configure its router or 

switch to copy all communications just on particular channels (circuits), designated by the NSA, 

that cross a monitored link.  Bradner Reply Decl. ¶ 121.  He describes that configuration, too, as 

very simple, static, and involving fewer disclosures of sensitive information to non-government 

personnel, id., but it is not so simple a picture as Mr. Bradner paints.   
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57. In brief, due to carrier practices including link aggregation, among others, it is 

unclear how the NSA could know which optical channels would be carrying the communications 

of potential targets, at least without a deep understanding of the assisting carrier’s routing 

architecture and configuration.  In addition, because of a phenomenon referred to as traffic 

failover, traffic can move from one logical link to another, so this configuration is unlikely to be 

stable and unvarying.  As a result, the NSA would have to convey to the carrier which IP addresses 

it would like to monitor, so that the carrier can map these addresses onto logical links and their 

optical channels.  Thus, the NSA would have to convey just as much information to the carrier as 

with a filter-then-copy-and-scan configuration.  Furthermore, the mirroring capability of at least 

some common routers and switches is limited to a small number of interfaces.  Thus, only a small 

fraction of the router input or output ports could be monitored at any time if all the traffic, 

unfiltered, is to be copied to these ports.    

58. U.K. Section 8(4) collection:  Mr. Bradner returns to this subject to prove a point 

that I did not take great issue with in my second declaration:  that the brief filed by the U.K. 

government in the European Court of Human Rights describing its “Section 8(4)” collection 

program includes references to “intercept[ing]”--which could be taken to mean copying—“the 

entire contents of a [circuit]” before the communications stream is filtered, and the remainder 

then scanned for targets’ communications.  Bradner Reply Decl. ¶ 140-48; see Second Decl. 

¶¶ 61-63.5  Notably, Mr. Bradner does not take issue with the conclusions I previously drew from 

the U.K. governments’ filings:  (i) that the U.K. government documents describe a process of 

filtering to winnow out communications deemed to lack significant intelligence value before 

communications are scanned for targets’ selectors, Second Decl. ¶ 62, and (ii) that even if all 

communications on a circuit were copied first, the copying and initial filtering could be conducted 

                                                        
 5  Oddly, Mr. Bradner appears to find fault that I based my discussion of the Section 8(4) 
collection program on one of the same documents he relied on his declaration (the U.K. 
government brief), and that I failed to cite a document, not appended to his first declaration, that 
he himself did not cite previously, and that he himself now cites only for the first time in his reply 
declaration.  See Bradner Reply Decl. ¶ 144; Second Decl. ¶ 61 (citing Bradner Decl., App’x EE).  
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by the service provider, so that only those communications meeting the filter criteria, rather than 

all communications, would pass into the government’s (whether the GCHQ’s, or hypothetically, 

the NSA’s) control.  Second Decl. ¶ 64.6 
 

THE SCENARIOS ENVISIONED BY MR. BRADNER IN WHICH AT LEAST SOME WIKIMEDIA 
COMMUNICATIONS WOULD BE COPIED AND SCANNED, EVEN IF THE NSA EMPLOYED 
           TRAFFIC-MIRRORING TECHNIQUES, ARE SPECULATIVE AND CONJECTURAL           

59. Finally, I address Mr. Bradner’s repeated contention that the filter-then-copy-and-

scan configuration using whitelists and/or blacklists would not “guarantee” that the NSA avoids 

all interaction with Wikimedia communications during the Upstream collection process.  Bradner 

Reply Decl. ¶ 57; see also id. ¶¶ 30, 64, 97-101, 115, 154(5).  In support of this contention, Mr. 

Bradner identifies a number of hypothetical scenarios in which Wikimedia communications 

would be copied and scanned if all of the necessary conditions were met for these scenarios to 

come to pass.  I have already discussed most of the scenarios outlined by Mr. Bradner above, and 

in my second declaration.  I address the scenarios newly conceived of by Mr. Bradner below.  

Whether any of them has occurred or would ever come to pass is a matter of speculation for 

which Mr. Bradner gives no evidence. 

60.  Whitelisting by IP address:  First, Mr. Bradner points to a situation in which a user 

of a whitelisted IP address communicates with Wikimedia, and the communication traverses an 

international Internet link (hypothetically) monitored by the NSA.  Bradner Reply Decl. 

¶ 154(5)(a)(i); see also id. ¶ 154(5)(b)(iii).  I acknowledged in both my first and second 

declarations the theoretical possibility that Wikimedia communications of this kind could be 

copied and scanned during Upstream surveillance, even if the NSA used a whitelisting technique 

                                                        
 6  Mr. Bradner wonders why I also addressed the U.S. Government’s cyber-defense system 
known as Einstein 2.0, when he mentioned it only “in passing” in his first declaration.  Bradner 
Reply Decl. ¶ 150.  As I explained in my second declaration, I addressed the implications of 
Einstein 2.0 because Wikimedia, in its legal brief, attempted to rely on Einstein 2.0 as 
“corroboration” for Mr. Bradner’s conclusions, even though Mr. Bradner himself had not done 
so, Second Decl. ¶ 66, and does not do so now.  For all intents and purpose, Mr. Bradner now 
disregards my explanation of the reasons why conclusions about the Upstream collection process 
cannot be drawn from Einstein 2.0.  Compare Second Decl. ¶¶ 68-69 to Bradner Reply Decl. 
¶¶ 151-53. 
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that otherwise excluded Wikimedia’s communications.  Second Decl. ¶ 43; First Decl. ¶ 81.  But 

this scenario, like the blacklisting scenarios posited by Mr. Bradner, is conjectural.  See 

paragraphs 42-43, above; Second Decl. ¶¶ 78-85.  Mr. Bradner cites no evidence of the number 

or geographic locations of persons using whitelisted IP addresses who communicate with 

Wikimedia, and of course could not do so without knowing the composition of whitelists 

(hypothetically) employed by the NSA.  There is no basis, therefore, on which to conclude that 

communications between Wikimedia and persons using whitelisted IP addresses would cross 

every international Internet link to and from the United States (as Wikimedia claims of its 

communications generally), or, for that matter, that they would cross one or more links (if any) 

that happen to be monitored by the NSA.  In addition, the communications in question must not 

themselves be blacklisted, as might be the case if they were encrypted, see Second Decl. ¶¶ 80, 

82, 84, rendering this scenario even more uncertain. 

61. Blacklisting by IP address:  Mr. Bradner next mentions three scenarios in which he 

states that blacklisting by IP address would not “guarantee” that the NSA would avoid all 

interaction with Wikimedia communications.  Bradner Reply Decl. ¶ 154(5)(b).  The first of these, 

involving the enclosure of a Wikimedia communication within an MCT, Bradner Reply Decl. 

¶ 154(5)(b)(i), is the same as the first of the three scenarios he posited in his first declaration, 

Bradner Decl. ¶ 367(b)(1), which I have already discussed in my second declaration, Second Decl. 

¶¶ 78-80, and again in paragraphs 42-43, above.  The second scenario, involving the passage of 

a Wikimedia communication through an intermediary service such as a VPN, or an email server, 

Bradner Reply Decl. ¶ 154(5)(b)(ii), is a generic restatement of the second and third scenarios 

hypothesized in Mr. Bradner’s first declaration, Bradner Decl. ¶ 367(b)(2)-(3), which I discussed 

in my second declaration, Second Decl. ¶¶  81-84, and again above in paragraphs 42-43.   The 

third blacklisting scenario suggested in Mr. Bradner’s second declaration, Bradner Reply Decl. 

¶ 154(5)(b(iii), is a repeat of the whitelisting scenario he referred to in paragraph 154(5)(a)(i) of 

his second declaration, and that I addressed in paragraph 60, above. 
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62. Port or protocol blacklisting:  The last two scenarios hypothesized by Mr. Bradner 

concern blacklisting by port or protocol (type of communication) rather than by IP address.  

Bradner Reply Decl. ¶ 154(5)(c).  He envisions two situations in which a Wikimedia 

communication, even if using a blacklisted protocol, would still be copied and scanned during 

Upstream surveillance if it crossed a monitored link and either (i) it were enclosed in an MCT 

using a different protocol, one not blacklisted by the NSA, or (ii) it passed through an intermediary 

(such as an email server) that, likewise, used a different protocol not blacklisted by the NSA.           

63. Mr. Bradner gives no examples of either kind of supposed communication, in 

which a communication using one protocol is transported within another communication using 

a different protocol.  Nor does he give evidence of how frequently such supposed 

communications could be expected to occur, or under what circumstances.   Consequently, the 

occurrence of such a communication in the first place is itself a matter of speculation.  An even 

greater degree of speculation would then be required to imagine (i) that the protocol used by 

the enclosing MCT or the intermediary service is not blacklisted by the NSA, (ii) that the IP 

addresses assigned to the communication within the MCT, or by the intermediary service, are 

not excluded to due whitelisting, and (iii) that the communication happened to cross an 

international Internet link monitored by the NSA (if any). 

64. For all of the reasons I have explained herein (paragraphs 42-43, 60-63, above), 

and in my second declaration, Second Decl. ¶¶ 78-85, whether and when any of the scenarios 

envisioned by Mr. Bradner might come to pass at a particular international Internet link that 

happened to be monitored by the NSA (if any), such that the NSA would copy and scan 

communications of Wikimedia’s, is a matter of speculation. 

CONCLUSION 

65. For the reasons I discuss above and in my first two declarations, it remains my 

opinion that, based on what is publicly known about the NSA’s Upstream collection technique, 

the NSA in theory could be conducting this activity, at least as Wikimedia conceives of it, in a 
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number of technically feasible, readily implemented ways that could avoid NSA interaction with 

Wikimedia’s online communications. 

66. While I offer no opinion on the likelihood that the NSA does or does not, in fact, 

employ these techniques, I have previously examined, and now re-examined, the bases of Mr. 

Bradner’s opinions (i) that the NSA, in conducting Upstream surveillance, “most likely” copies, 

reassembles, and scans for selectors all communications packets traversing an international 

Internet link that is monitored by the NSA (if any); (ii) that it is “implausible” that the NSA uses 

the traffic-mirroring techniques (white- and blacklisting) described in my first declaration; and 

(iii) that even if the NSA uses one or more of the techniques I described, it is still “virtually certain” 

that the NSA copies and scans at least some of Wikimedia’s communications. I still conclude that 

these opinions lack a non-speculative foundation in Internet technology and engineering. 

67. My opinions are unaltered by the statements referred to by Mr. Bradner in the 

FISC’s October 2011 opinion and the PCLOB Section 702 Report.  As I explained above, the use of 

traffic-mirroring techniques to implement a filter-then-copy-and-scan approach to Upstream 

collection would be entirely consistent with both statements.  My opinions are unaltered, as well, 

by the so-called “technical and practical necessities” discussed by Mr. Bradner in his reply 

declaration.  With few exceptions, they are simply reiterations of the same grounds given for the 

conclusions reached in his second declaration.  They, too, are principally based on speculation 

about the NSA’s surveillance practices and priorities, its capabilities and resources, and the 

number, nature, and communications practices of its Upstream surveillance targets, and lack a 

non-speculative foundation in Internet technology and engineering. 

 I declare of penalty of perjury that the foregoing is true and correct to the best of my 

knowledge and belief. 
  
 Executed in New York, New York on March 22, 2019. 

 

 ________________________________ 
          HENNING G. SCHULZRINNE 
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SECOND DECLARATION OF DR. ALAN J. SALZBERG 

Dr. Alan Salzberg, for his second declaration pursuant to 28 U.S.C. § 1746, deposes and says as 

follows: 

I. Introduction 

1. I am the Principal (and owner) of Salt Hill Statistical Consulting.  I previously submitted a 

declaration in this case, dated February 14, 2019 (“Salzberg February Declaration”).  My 

February declaration commented on the “Declaration of Jonathon Penney” (“Penney December 

Declaration”), which was submitted in December 2018.  I submit this second declaration at the 

request of the United States Department of Justice in response to the “Reply Declaration of 

Jonathon Penney” (“Penney Reply”), which was submitted on March 8, 2019.  I have previously 

submitted my resume describing my background and qualifications in statistical sampling, 

analysis, and review for government and industry, as well as information regarding prior 

testimony and fees.   

2. This report proceeds as follows.  In the next section, I summarize my findings.  In the third 

section, I detail those findings.  In the fourth section, I set forth my conclusions.  Finally, I have 

included an appendix with a program log showing the results of additional analyses. 

II. Summary of Findings 

 

3. In my February Declaration I addressed the deeply flawed model presented by Dr. Jonathon 

Penney in his December Declaration.  Specifically, in summary I previously found as follows:1 

A. “The methodology used in the Penney Declaration—which purportedly shows an upward 

trend in page views of certain articles posted on Wikipedia through May 2013, followed 

by an abrupt drop and downward trend in views of those articles beginning in June 

2013—is deeply flawed, inappropriate, and likely biased.” 

B. “The Penney Model simply assumes that a single change occurred in June 2013, rather 

than letting the data identify the timing and number of changes in trends that occurred.  

Even though there is no consistent trend in the data, the design of the Penney Model will 

create the appearance that the data contain just one inflection point.  And, because of its 

design—even though changes in trend occurred before these June 2013 disclosures—the 

Penney Model will find that the disclosures caused them.” 

C. “Contrary to the hypothesis presented in the Penney Declaration, analysis of page views 

for the 48 individual articles in the privacy-sensitive group do not show a rising trend 

followed by an immediate and sustained drop in June 2013.” 

D. “With the one exception of removing the article on Hamas, the Penney Declaration does 

no analysis or adjustment for factors (such as world events) affecting these individual 

article page views.  Instead, the Penney Declaration inappropriately aggregates the vastly 

different page view data for individual articles, with the result that these individual 

differences in page views are masked.”  

                                                           
1 Salzberg February Declaration, paragraph 4. 
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E. “Even at that aggregate level, I find that the hypothesized peak in page views of “privacy-

sensitive” articles in May 2013 does not exist, and the hypothesized upward and then 

downward trends in views of privacy-sensitive articles before and after June 2013, 

respectively, do not exist.” 

F. “Extended data through 2018 regarding page views of the privacy-sensitive articles do 

not indicate a long-term decline in page views from pre-June 2013 levels.” 

G. “A proper control dataset would exhibit similar page view behavior prior to June 2013.  

The comparison datasets used in the Penney Declaration do not and are thus 

inappropriate controls.”     

H. “The Penney Declaration analysis ends in July 2014.  No data are presented that shed any 

light on whether page views at the time the Amended Complaint was filed in 2015 (or 

thereafter) were affected by Upstream.  In other words, even if the purported effect and 

trends were a correct conclusion for the data examined (and they are not), the Penney 

Declaration analysis does not and cannot show that the effect continued years after the 

study ended.” 

I. “Even if a chilling effect occurred in June 2013, there are no data analyzed in the Penney 

Declaration that show any effect was due specifically to “public awareness of” the 

specific NSA surveillance program challenged here (known as Upstream surveillance) 

rather than possible inaccuracies, if any, about the program reported in the press, 

disclosures about other NSA programs, disclosures about other surveillance programs 

(e.g., surveillance by Britain), or other, unrelated events of June 2013.” 

4. As discussed in detail below, the Penney Reply does not raise any valid critiques of my original 

findings, and the additional analyses in the Penney Reply do not bolster the flawed model 

presented in the Penney December Declaration.  In addition, the Penney Reply does not propose a 

new model that corrects the flawed model presented in the Penny December Declaration, and the 

slight modifications attempted do not address any of the issues I raised. Therefore, my findings 

and conclusions set forth in my February declaration remain unchanged. 

 

III. Details of Findings 

5. The Penney Reply begins with seven critiques of my analyses, in paragraphs 4 through 23 of the 

Penney Reply, and goes on to respond to my critiques in paragraphs 25-36.  I reviewed all of the 

Penney Reply and in this declaration I organize my responses by topic, so as not to be repetitive.  

In particular, this section proceeds with the following six subsections: 

A. Overview of the Incorrect Assumptions Made in the Penney Reply; 

B. Spurious Statistical Conclusions from the Penney Model are Partly Due to Aggregation 

of the Article View Data; 

C. The Penney Reply’s Additional Analyses Fail to Address the Flaws in the Penney Model; 

D. Data Beyond Time Period 2014 Show Article Views at About 2012 through 2014 Levels, 

Even When Earlier Data is Corrected for Mobile Views;; 

E. Omitted Variable Bias of the Penney Model Cannot be Solved by Deleting Valid Data; 

and 
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F. The Penney Model’s Failure to Isolate the Effect of Awareness of NSA's Upstream 

Program. 

A. Overview of the Incorrect Assumptions Made in the Penney Reply. 
 

6. Before responding to the specific claims of the Penney Reply, I first address some false 

assumptions the Penney Reply made regarding my critiques.  

7. First, while my review of the disaggregated data provides an important, simplified explanation of 

many of the flaws of the Penney Model, the flaws of that model remain whether that model is 

applied to the aggregated or the disaggregated data.  I am not suggesting that the application of 

the deeply flawed Penney Model to each of the 48 articles, individually, would be appropriate, 

nor am I suggesting that there could never be theoretical circumstances where the data could be 

aggregated without presenting the deeply flawed and misleading results that the Penney Model 

presented here.   

8. Second, my February report provided no wholesale critique of the so-called ITS “Interrupted 

Time Series” designs or of regression models in general.  My critiques instead relate to the 

particular methods Dr. Penney employed and the underlying data used in the Penney December 

Declaration.   

9. Third, as I pointed out a number of times in my February Report,2 I do not present an alternate 

model of page views, but I do use a number of examples and perform analyses that demonstrate 

the flaws in the Penney Model.  Statements in the Penney Reply regarding “alternatives” that I 

suggest are therefore misleading. 

10. Fourth, while the Penney Reply is correct in that much of my analysis uses “visual inspection” as 

an aid to understanding the issues with the Penney Model, I also perform statistical tests and point 

out many specific flaws in the Penney December models.  As with the issue of aggregation and 

disaggregation, I am not advocating one or the other, but rather, doing both.  A simple visual 

review of the data using charts and graphs, such as I the one performed, has long been considered 

a fundamental component to developing correct statistical models.      

B. Spurious Statistical Conclusions from the Penney Model are Partly Due to 

Aggregation of the Article View Data 

11. As I stated in my original declaration, a review of the disaggregated data leads to the conclusion 

that there is no May 2013 peak or steep drop beginning in June 2013, contrary to the Penney 

December Declaration’s conclusion.3  The aggregated data do not show a May 2013 peak either, 

but rather an April 2013 peak,4 followed by declines beginning in May 2013.  This means that 

both the disaggregated data and the aggregated data show that the drop in page views begins 

before the June 2013 disclosures.  

                                                           
2 In my February Declaration, for example, in paragraphs 52 (note 31) and 53, I explicitly state that I am not 
proposing an alternative model. 
3 Salzberg February Declaration, paragraphs 11-17.   
4 As stated, while the Boston Marathon bombings are one possible reason for an April peak, such a simple model is 
far from adequate for many of the same reasons that the Penney Model is inadequate, but at least in the April 
peak model, the drop in page views comes after the purported cause and not before the purported cause. 
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12. The Penney Reply responds to this critique by erroneously claiming that my disaggregated review 

should be disregarded because aggregation is appropriate here.  This somewhat misses the point, 

which is that neither the disaggregated data nor the aggregated data support Dr. Penney’s 

conclusions.  Nonetheless, I reviewed the literature that the Penney Reply cites in support of its 

claim.  The literature cited does not support the Penney Reply’s claim.5  The articles cited are 

general articles on ITS designs rather than articles espousing aggregation.6  Moreover, the four 

reasons cited in the Penney Reply paragraph four are not specific to aggregated data (they apply 

equally to disaggregated data).    

13. In paragraph 26b, the Penney Reply acknowledges that there is “there is no single determinative 

method or factor to decide whether an aggregated or disaggregated analysis of data is 

appropriate.”  As I stated, by aggregating all the data prior to analysis, there is no possibility of 

correcting for any article-specific differences in the data or exploring whether there are important 

differences among article views that need to be accounted for in any model.  This leads to a 

biased model and erroneous claims of statistical significance where, as here, such differences 

exist.7 The idea of not reviewing and understanding the disaggregated data, and discarding 

information by inappropriately aggregating that data, is anathema to scientists, because such 

ignorance often leads to false conclusions.  That review typically includes graphical analysis, 

because, as one statistician put it: “[g]raphics reveal data.  Indeed graphics can be more precise 

and revealing than conventional statistical computations.”8  

14. The Penney Reply argues that that my use of simple graphs to provide a visual inspection of the 

disaggregated data should be disregarded, in part, because a “visual inspection of data . . . can 

often be misleading,” a point he makes with a quotation of one of the great proponents of 

graphical analysis, Dr. Howard Wainer.9  Dr. Wainer, however, is not saying that graphs should 

not be used; he is only saying to be careful that they are not used in a misleading manner.10  

Ironically, by ignoring the disaggregated data and aggregating dissimilar page views to tell a 

                                                           
5 Specifically, in the footnotes for paragraphs 4-5, the Penney Reply identifies several sources that Dr. Penney 
claims supports his use of aggregation in this circumstance.  The only citation that even appears to support 
aggregation, in this type of situation, is not from a paper or textbook but from a PowerPoint presentation by Emma 
Beard which appears to have been presented at a conference in London (see  footnotes 3, 4, and 21 in the Penney 
Reply).  I reviewed the PowerPoint presentation and it presents no reasoning or data to support the claims (nor is 
it obvious that the author even made such claims regarding a simple regression model like the one in the Penney 
December Declaration).  Additionally, unlike a scholarly article, a PowerPoint presented at a conference is typically 
accompanied by an oral portion of the presentation that may provide additional context or present the point 
differently than the language on the printed slides). In short, none of the cited source materials in the Penney 
Reply alter my conclusion that in this instance the use of aggregated data is inappropriate and misleading.   
6 The Penney Reply in paragraph 26e, takes issue with my terming the data “panel data” and not “time series” 
data.  Panel data is a form of time series data, as the introduction to the text and chapter on panel data in my 
source make clear.  See Wooldridge, Jeffrey M., Introductory Econometrics, A Modern Approach, 5th Edition, 2012, 
South-Western Cengage Learning, p. 10 and 448. 
7 See Salzberg February Report, paragraphs 56-60, for example. 
8 Tufte, Edward R., The Visual Display of Quantitative Information, Graphics Press LLC, 2001, p. 13.  Also, p. 9 of the 
same text states that: “Often the most effective way to describe, explore, and summarize a set of numbers – even 
a very large set – is to look at pictures of those numbers.  Furthermore, of all methods for analyzing and 
communicating statistical information, well-designed data graphics are usually the simplest and at the same time 
the most powerful.” 
9 Penney Reply, paragraph 3 footnote 1. 
10 Quote from Penney Reply, paragraph 3 footnote 1 (quoting Howard Wainer).   

Case 1:15-cv-00662-TSE   Document 182-3   Filed 03/22/19   Page 5 of 25

JA4052

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 186 of 258Total Pages:(4136 of 4208)



6 
 

misleading story, Dr. Penney has created precisely the type of misleading graphs that Dr. 

Wainer is warning against.  As Yale statistician Edward Tufte says: “[a]ggregations by 

area can sometimes mask and even distort the true story of the data”11 and 

“[a]ggregations over time may also mask relevant detail and generate misleading 

signals.”12  Tufte concludes:“[i]f in doubt, graph the detailed underlying data to assess the 

effects of aggregation.”13  As I explained in my first Declaration (Paragraphs 18-26), 

Figure 2 of the Penney December Declaration is misleading because it inappropriately 

aggregates the data and shows a suggestive regression line, while obscuring the fact that 

the decline was not as indicated.14   

15. I created and included (as Appendix IV to my first Declaration) graphs of each of the 48 articles’ 

page views individually, so that all the data is available to view in a clear graphical form.  I 

invited (and invite) review of each of those graphs.  The only reasonable conclusion from a 

review of those graphs is that the effect supposedly found in the Penney December Declaration is 

spurious.  I also included graphs of the aggregated data (see paragraphs 18-26 of my February 

Declaration), and those graphs also do not indicate a May 2013 peak.  I did not leave out anything 

or “cherry-pick,” contrary to what the Penney Reply states in paragraphs 11, 12, and 32(a).15    

16. The Penney Reply claims that disaggregation adds “noise” to the data, “both visual and 

statistical,” and points to my first graph showing all 48 articles in a single figure.16  I showed all 

the data in a single figure (as well as in 48 separate figures in Appendix IV) because it provides 

important context and a comparison point to Dr. Penney’s aggregated plot, which artificially 

smooths the differences.17 As a reminder, my Figure that includes all 48 articles is below. 

                                                           
11 Tufte, Edward R., Visual Explanations, Graphics Press LLC, 1997, p. 35. 
12 Ibid, p. 36. 
13 Ibid, p. 37. 
14 Gelman, Andrew and Zelizer, Adam, “Evidence on the deleterious impact of sustained use of polynomial 
regression on causal inference,” Research and Politics, January-March 2015, also cited in the Penney Reply, is also 
clear that graphical analysis is recommended. 
15 Penney Reply, paragraph 12. 
16 Penney Reply, paragraph 5. 
17 This method, of putting all the data into a single plot, is done in so-called spark graphs, examples of which can be 
found in Tufte, Edward R., Beautiful Evidence, Graphics Press LLC, 2006.  p. 47-63. 
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Figure 1: Page Views for all 48 Articles Considered to Suffer from a Chilling Effect beginning in June 

2013

17. In contrast, Penney’s Figure 2 from his December Declaration, shown below, misleadingly

indicates a simple up and down movement that is belied by the individual data in Figure 1, above.

The same is true for the confidence intervals drawn on Penney’s Figure 2 graph itself, as I pointed

out in my February declaration.18

18 See Salzberg February Declaration, paragraph 20. 
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Figure 2: Penney December Declaration Aggregate Figure Masks Individual Differences

18. The contrast between the simple, disaggregated view and Penney’s misleading aggregate view

should have led Dr. Penney to question whether his aggregated model masks systematic

differences at the article-level.  As I stated above, I also provided each plot individually, so the

reader can see what is behind the total picture of page-views shown in my first figure.

19. The Penney Reply is also wrong when it categorically states that disaggregation adds noise.  The

Penney Reply concerns that a disaggregated model will not allow for estimation of an “aggregate

level inference about large scale NSA surveillance effects”19  are misplaced.  If the same naive

model is run on both datasets, the estimated effect in the disaggregated model is exactly the same

as the estimated effect in the aggregate model.20 The statistical significance of these effects will

also be the same if the disaggregation only adds noise to the model, and I show this fact through a

simulation.21

20. However, if the disaggregated data reveal systematic differences in the data, in that the individual

articles’ page views do not tell the same or even a similar story as the aggregated data, then the

naive model needs to be modified in order to avoid bias, whether run on aggregate or individual

article data.  To further support the analysis I already performed showing the model is over-

simplified and perhaps mis-specified, I performed a statistical test to determine whether the

19 Penney Reply, paragraph 26b suggests that because the question regards aggregate differences the aggregated 
data must be used. 
20 This fact is shown in the Appendix to this Declaration, and can be observed by noting the coefficient estimates 
for the Penney Model as shown in my Appendix.  In the Appendix, I run the Penney Model on the averages and run 
the same model on the individual articles.  The estimated effects (model coefficients) are exactly the same. 
21 I have included in the Appendix a simulation that shows the results of running the Penney Model on aggregated 
and disaggregated data are the same when the errors are statistical noise.  This includes not only the regression 
coefficients (which will be the same whether the difference are due to noise or not, as explained above) but also 
the standard errors (i.e., the statistical significance) of those coefficients. 
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differences by article are mere noise or systematic.22  I found, with high statistical significance, 

that the differences among articles are systematic (the statistical results are in the Appendix to 

this Declaration).  This means that the model used in the Penney Reply is incorrect, whether using 

the aggregated or the disaggregated data.  Only by accounting for the article-level, seasonal, and 

other differences can a valid model or set of models be produced. Furthermore, the model’s 

estimates show increased error when calculated in disaggregated form.23  This fact confirms my 

conclusions in my February report.24    Because the differences are systematic and not mere 

“noise,” the aggregation produces a result with inflated statistical significance.25  

21. In reviewing some of the specific examples I cited to explain the fact that aggregating the data 

masks differences in the articles, the Penney Reply re-explains some analyses and runs additional 

models, but none address the issues I raised.26  The Penney Reply presents Figures 2A and 2B, 

which purported show an “Increase until June 2013 and then a Sharp Drop-off.”27  This labeling 

is wrong.  The increase is only through April, with a drop off in May and a continuation of that 

drop in June.  This fact can be seen in Penney Reply’s own Figures 2A, 2B, 3A, and 4 of the 

Penney Reply.  Each shows an April and not a May peak, and a May and not a June start to the 

drop in page views.  As I explain in my first Declaration, the fact that the drop in page views 

began before the June 2013 disclosures does not support Dr. Penney’s conclusion that the June 

2013 disclosures caused the drop in page views, and violates a basic tenet of causal models (i.e., a 

cause cannot occur after an effect).28  

22. The models using the data in Figures 2, 3, and 4 of the Penney Reply suffer from the same 

problems as the original model in the Penney December Declaration.29  The Penney Reply 

                                                           
22 See Salzberg February Report, paragraphs 55-60 for my comments regarding the over-simplified model and 
omitted variable bias. 
23 As shown in my appendix, attached here, in some cases the claimed effects are not statistically significant.  In 
other cases the statistical significance is weaker.  These are further indications that the article differences are not 
mere noise.  As my simulation (in the Appendix attached here) shows, when differences are based on mere noise, 
the statistical significance of the coefficients for the effects will remain unchanged when running the model on 
aggregated versus disaggregated data. 
24 See Salzberg February Report, paragraph 48-50 and 55-60. 
25 This is due to omitted variable bias, among other factors.  I pointed this out in my February Report, paragraph 
56.  I do not attempt to correct for the omitted variable bias by adding additional variables, and therefore the 
disaggregated model is also incorrect.   
26 These re-analyses and the Penney Reply’s commentary on them is found in Penney Reply, paragraphs 6-22 and 
paragraphs 26, 28, and 30. 
27 Penney Reply, Figures 2A and 2B. 
28 For two examples of such spurious inferences that ascribed a later cause to an earlier effect, see a source cited 
in the Penney Reply: McCleary, Richard, McDowall, David, and Bartos, Bradley J., Design and Analysis of Time 
Series Experiments, Oxford University Press, 2017.  The examples are portrayed in this text in Figure 5.15 
(explained on p. 214-215) and Figure 7.1 (explained on p. 275-276), and involve “interventions” and data with 
similarities to the data analyzed in the Penney December Declaration. 
29 The Penney Reply inexplicably discards its high-privacy group of 31 articles in favor of a new high privacy group 
of 23 articles for Figure 4 and some accompanying analyses.  The Penney December Declaration already 
determined (perhaps also arbitrarily) a 31-article set that is highly privacy sensitive and this new set of 23 is a 
subset of those articles.  Of course, re-running the same model on datasets that are nearly the same will produce 
results that are nearly the same, and proves nothing. 
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analysis ignores the large and obvious effect of events of April 2013 in its analysis of 

“improvised explosive device,” “dirty bomb,” “car bomb,” and “ammonium nitrate.”30 

23. The only graph that the Penney Reply shows that appears to have a peak in May is Figure 3b 

(page views for so-called “normalized” Ammonium Nitrate), but that supposed “peak” is 

artificially created because the Penney Reply manipulated the graph to remove the April peak and 

replace it with the average of the March and May.31  Removing such outliers and replacing them 

with averages in this way is against the practice of statisticians in general.  Outlier handling is 

discussed in detail in an article the Penney Reply cites (at footnote 8), and this article says such 

adjustment is only appropriate for error outliers.32  Here, the data points for Ammonium Nitrate 

page views are not errors and so removing the correct data point and replacing it with an average 

is inappropriate.33 

C. The Penney Reply’s Additional Analyses Fail to Address the Flaws in the 

Penney Model  

24. Paragraphs 18 and 28 of the Penney Reply assert that no assumption is made in the Penney Model 

concerning a May peak.  However, the Penney Model hypothesis is a single trend line through 

May 2013, and then a second line, starting in a potentially different place.  The assumption is a 

single point of inflection, and that point is a peak in May and a drop off beginning in June.34 

While it is correct that the model can find that there is no peak at all in the data, my point is that 

no other month is modeled as a possibility, and that if the data goes up and down, the model 

finding a June peak will be statistically significant even though the peak did not occur in May and 

the drop did not begin in June. 

25. The Penney Reply in paragraph 28 criticizes my demonstration, using a polynomial model, that 

the peak did not occur in May and says such an approach is biased, citing a scholarly article.35  

That article refers to higher order polynomials (which I did not use) and, even for higher order 

polynomials, the article does not say that such models are biased, only that they may not reduce 

bias.36 Indeed, as shown in the quote below, the article brings up the same issues that I do with 

                                                           
30 While the Boston Marathon bombings did not use ammonium nitrate and were not a “dirty bomb,” this does not 
mean they may not have been a reason for a huge uptick in page views.  Some news articles (for example 
https://www.theatlantic.com/technology/archive/2013/04/new-boston-bomb-parts-photos/316183/ ) discussed 
the possibility of ammonium nitrate being used.  Even if the Boston Marathon bombings had nothing to do with 
the April uptick in page views, the complete exclusion of any cause of those changes biases the Penney Model, as I 
have explained.   
31 Penney Reply, paragraph 14 and footnote 8.  See page 11 of the Penney Reply for the graph of Ammonium 
Nitrate views without April data deleted and replaced with the average of March and May 2013. 
32 The article is Aguinis, Herman, Gottfredson, Ryan K., and Joo, Harry, “Best-Practice Recommendations for 
Defining, Identifying, and Handling Outliers,” Organizational Research Methods, 16(2), 2013, p. 270-301. 
33 Neither Dr. Penney nor I have suggested that the change in views in ammonium nitrate in April 2013 was due to 
an error in the archives used to collect the data. 
34 Penney December Declaration, paragraph 23, describes the design as testing for a “decrease in level and trend” 
beginning in June 2013. 
35 The article, cited in paragraph 28(b), footnote 32 of the Penney Reply, is Gelman, Andrew and Zelizer, Adam, 
“Evidence on the deleterious impact of sustained use of polynomial regression on causal inference,” Research and 
Politics, January-March 2015 
36 Gelman, Andrew and Zelizer, Adam, “Evidence on the deleterious impact of sustained use of polynomial 
regression on causal inference,” Research and Politics, January-March 2015, p. 5. 
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respect to simplistic linear models, saying that modeling higher polynomial effects does not 

necessarily fix those issues:  

“the higher-order polynomial has the effect of slightly modifying and improving 

the fit of the natural linear model. In criticizing the use of high-degree 

polynomials in RD [RD stands for Regression Discontinuity—the issue theorized 

in the Penney December Declaration] adjustments, we are not recommending 

global linear adjustments as an alternative...We recommend that any RD analysis 

include a plot such as Figure 1 showing data and the fitted model, and that users 

be wary of any resulting inferences based on fits that don’t make substantive 

sense.”37   

26. In other words, plotting the data is recommended, and the authors are not recommending that a 

simple linear model is better than a polynomial one.  Indeed, they preface that discussion 

specifically with: 

“Our point here is not to argue that the linear model is correct...Our point is 

rather that the headline claim, and its statistical significance, is highly dependent 

on a model choice that may have a data-analytic purpose, but which has no 

particular scientific basis. Figure 1 indicates to us that neither the linear nor the 

cubic nor any other polynomial model is appropriate here. Instead, there are other 

variables not included in the model which distinguish the circles in the graph.”38 

27. I include these extended quotes because despite the Penney Reply’s misinterpretation, the article 

is useful in that it points out the very issue of spurious statistical significance and omitted variable 

bias that is at the heart of my critiques of the Penney Model in the first place. 

28. Next, Paragraphs 19 through 22 of the Penney Reply describes a series of analyses of the single 

peak May model against other single peak models, concluding that the June model (with a May 

peak) is better than the others.  These analyses are flawed in numerous ways.   

29. First and most importantly, the entire exercise is based on a mischaracterization of my critique 

that implicitly assumes I am proposing a model with an April peak.  I merely stated that a naive 

model such as the Penney Model could also be used to “prove” an April peak, meaning that such 

an analysis could also lead to spurious statistical significance.  None of the Penney Reply 

analyses question this fact.  I am not proposing that the data experienced a single change that 

caused the trend to abruptly reverse after April 2013 (a peak in that month and a decline 

thereafter).  As I have stated numerous times, the data do not indicate a single change model is 

appropriate, whether that single change is in June 2013 or in some other month. 

30. Second, in paragraph 19 of the Penney Reply, Dr. Penney attempts to complete a cross-validation 

analysis that uses three data sets for each of these article sets.  However, two of the three models 

proposed in paragraph 19 of the Penney Reply, the “total page view” model and the “average 

total page view” model, are exactly the same statistically.39  The total page view is simply the 

average page views multiplied by the number of articles.  These two models are equivalent, 

                                                           
37 Ibid, p. 6. 
38 Ibid, p. 3-4. 
39 Penney Reply, paragraph 19. 
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statistically, since regression models are invariant to changes in units.40  For example, suppose we 

were trying to predict how far a person can jump according to their height in feet, and we ran a 

regression model that predicted someone who is 6 feet tall can jump 10 feet on average.  If we use 

the same data but run the regression model based on inches, that new model would predict that 

someone who is 72 inches tall can jump 120 inches on average – in other words, the prediction is 

unchanged except for the expression in inches instead of feet.   

31. The same is the case with running one model on the total and a second on the average, as is done 

in the Penney Reply (the results of which are summarized in the Penney Reply, paragraph 22).  

The model is unchanged but one is in terms of averages and one is in terms of totals.  Therefore, 

the estimates for the model run on totals will be 23 times the estimates for the model run on the 

averages (for the Penney Reply model that has 23 articles).  Thus, for example, in the Appendix 

to the Penney Reply showing the “23 Most Privacy Sensitive Article Set Cross Validation 

Analysis” (page 41), the coefficient for the variable time for the total model is shown to be 

21,383.58.  Two pages later (page 43), the same coefficient for the variable time in the average 

model is 929.72, which is exactly 21,383.58 divided by 23.  The summary statistics like the t-

statistic, which is 5.30, are also exactly the same.41  The Root Mean Square Error and Mean 

Absolute Errors highlighted for the total model are 89,506.35 and 63,503.27 (on page 41), which, 

when divided by the 23 articles considered, is equal to the highlighted totals of 3,891.54 and 

2760.94 shown for the average model for the highlighted RMSE and Mean Absolute Error, 

respectively, shown in the attachments to the Penney Reply (on page 43).42 

32. Thus, while the Penney Reply asserts that there are 48 models (3 models by 4 datasets by 4 

change points), there are really only 32 (2 models by 4 datasets by 4 change points).  The four 

datasets also largely overlap, since the 46 article dataset includes all 44 articles in the 44 article 

dataset, which includes all 23 articles in the 23 article dataset, which includes all 21 articles in the 

21 article dataset.  In addition, the four months modeled are adjacent, meaning the regression 

models are very similar (this was part of my original point that the specification of the change 

point does not make much difference).  In other words, though the Penney Reply asserts there are 

48 separate models, there are only 32, and most of the 32 are highly related to one another and 

must produce similar results. 

33. Third, the Penney Reply’s use of cross validation is misplaced and performed incorrectly.  In part 

the Penney Reply employs a “cross validation analysis.”43  This approach, which the Penney 

Reply uses to delete different time periods one at a time, is improper for time series models, in 

which the data points are related to one another.44  In addition, the Penney Reply’s cross 

                                                           
40 See, for example, Wooldridge, Jeffrey M., Introductory Econometrics, A Modern Approach, 5th Edition, 2012, 
South-Western Cengage Learning, p. 40-41. 
41 The r-squared and the p-values are also exactly the same. 
42 There is a slight difference due to rounding or less than 1 for each of the figures. 
43 Penney Reply, paragraph 19. 
44 This is because the data in the cross validation set, or the data “left out”, is not independent of the other data.  
See for example, Bergmeir, Christopher, and Benitez, Jose M., “On the use of cross-validation for time series 
predictor evaluation,” Information Sciences, 2012, 192-213.  This paper discusses some of the fundamental 
problems with traditional cross-validation in time series, primarily in Sections 3.3 and 3.4.  Also, see David R. 
Roberts, Volker Bahn, Simone Ciuti, Mark S. Boyce, Jane Elith, Gurutzeta Guillera-Arroita, 
Severin Hauenstein, José J. Lahoz-Monfort, Boris Schröder, Wilfried Thuiller, David I. Warton, 
Brendan A. Wintle, Florian Hartig and Carsten F. Dormann, “Cross-validation strategies for data with temporal, 
spatial, hierarchical, or phylogenetic structure,” Ecography 40: 913-929 (913-925 in particular), 2017. 
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validation’s purpose is to compare the June model to models with a different change point.  None 

of the Penney Reply’s cross validation analyses compare the simple single-change model to a 

model that accounts for other factors or otherwise corrects for omitted variables.  Therefore, the 

Penney Reply’s use of cross-validation to compare models and the attempt to show a May Peak 

model is better than an April peak model or other models are mere distractions that are not related 

to my criticism. 

D. Data Beyond 2014 Show Article Views at About 2012 through 2014 Levels, 

Even When Earlier Data is Corrected for Mobile Views 

34. In my February Declaration I pointed out that the extended view of page view data also does not 

indicate any long term decline.  The Penney Reply, in paragraphs 23 and 34(g), responds to point 

out that my extended data includes mobile use while the original data presented in the Penney 

December Declaration did not.  To address this “apples to oranges” comparison, I therefore 

adjusted the 2012 to 2014 data to account for mobile usage.  As I describe below, this adjustment 

has no effect on my conclusions. 

35. I also considered the effect that the non-inclusion of mobile usage and the lack of adjustment of 

that increasing usage had on the Penney Model.  I find that such exclusion and lack of adjustment 

are additional flaws in the Penney Model.    Specifically, the Penney December Declaration data 

excluded mobile page views from the terror and control data sets.45  If these views were a 

constant percentage of total views, such an exclusion would likely not affect the Penney Model.  

However, as I explain below, there was a dramatic increase in mobile web access from January 

2012, the first month of data included in the Penney December Declaration analysis, to August 

2014, the last month included.   

36. The data provided with the Penney December Declaration (but not used in the Penney December 

Declaration or the Penney Reply) indicates that in January 2012, mobile views accounted for 

about 12% of total page views.46  By the end of the study period, that figure was 32%. In other 

words, the Penney December Declaration’s exclusion of mobile views had an increasingly 

downward bias on total page views.  This is yet another bias that affects the Penney Model, and, 

by not accounting for mobile visits, the Penney Model is biased toward finding an effect and 

toward finding a larger effect.  This bias is a result of the fact that for later data the model 

excluded more views than for earlier data.47   

37. In terms of my graphs of extended data as compared to earlier data, the data prior to August 2014 

would be higher with mobile data.  My graphs included the data as originally provided with the 

Penney December Declaration, which did not include mobile data for the terror articles.  Using 

                                                           
45 It may be that mobile views were not available, in which case an adjustment, like the one I made, could have 
been made; or the Penney Model could have included a factor that accounts for such usage. 
46 This is based on the difference between the global English page views non-mobile and the total global English 
page views, and is consistent with this article https://techcrunch.com/2016/11/01/mobile-internet-use-passes-
desktop-for-the-first-time-study-finds/. 
47 While it may seem that simply using desktop views only would not cause a bias to the results, this notion is not 
correct.  To the extent that 1) mobile use was growing during the period, and 2) individuals were using mobile 
instead of (rather than in addition to) desktop views, the desktop views would be depressed in the latter part of 
the period and thus bias the results.  This has occurred to such an extent that an increasing number of people rely 
exclusively on mobile access.  See, for example, https://techcrunch.com/2016/11/01/mobile-internet-use-passes-
desktop-for-the-first-time-study-finds/. 
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the Penney December Declaration’s global article view dataset, which provides total views as 

well as total views excluding mobile, I adjusted the page views for the terror articles from 

January 2012 through August 2014 to account for mobile views.48  The graphs below, showing 

the extended average and median page views with mobile page views factored in, are consistent 

with my earlier graphs of the extended data in that they indicate there was no downward trend 

after June 2013.49 

38. Average and median page views appear to decline some in mid-2017 but views in 2015 and 2016 

appear to be at or above 2012 through 2014 levels.  It is also notable in these longer data series 

that there are clear peaks around the times of major U.S. or European terror attacks, adding 

further evidence that any reasonable model would account for such attacks (and of course the 

Boston Marathon bombings occurred very close to the time of the alleged drop due to the 

Snowden disclosures). 

                                                           
48 This rough adjustment is undoubtably inaccurate but captures the magnitude and pattern of the mobile views. 
49 The adjustment results in an increase in article views for each month from January 2012 through August 2014, 
with the amount of increase depending on the share of total Wikipedia views that were mobile. 
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Figure 3: Average Page Views, Adjusting Data Before 2015 to Factor in Mobile Page Views 

Figure 4: Median Page Views, Adjusting Data Before 2015 to Factor in Mobile Page Views 

39. The Penney Reply cites some studies that purport to support the idea that the Penney December

Declaration conclusions would continue beyond August 2014, but the Penney Reply neither

considers (nor produced in this case) the data underlying those other studies.  Even if those

studies were to be based on a solid scientific and statistical grounds (and I cannot evaluate

whether this is true without the underlying data), they only claim to offer conclusions applicable
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to (at the latest) 2015.50  Moreover, only one of the studies Dr. Penney cites in his reply appears 

to look at web data, rather than interview answers, and that study is from a working paper that 

was not published in a scientific journal and it expressly states it only includes data from 2013, 

and thus does not include any extended data.  In any case, there is no way for me to evaluate the 

validity of those results, because I was not provided the data and it is not publicly available.   

40. I do note that one article51 cited in the Penney Reply footnote 44 adjusts for additional variables 

and appears to find a smaller (and not statistically significant) effect in terms of drops in searches.  

This finding is consistent with omitted variable bias I outlined in my first Declaration with 

respect to the Penney December Declaration.52  

E. Omitted Variable Bias of the Penney Model Cannot be Solved by Deleting 

Valid Data. 

41. In my February declaration, I pointed out a number of omitted variables that cause bias to the 

estimates made in the Penney December Declaration.  These variables include ones associated 

with seasonality, individual differences in articles, and news events (the Boston Marathon 

bombings in particular).53  The Penney Reply leaves these largely unaddressed but does assert it 

controls for seasonality because it includes more than one year of data before and after June 

2013.54  However, despite having sufficient data (barely), the Penney Model makes no correction 

for seasonality and includes no analysis that shows there is not such an effect.  I showed such 

seasonal changes appear in this data and they are statistically significant.55 In other words, though 

there was sufficient data, and that data shows statistically significant seasonal effects, the Penney 

December Declaration ignored seasonality.  Wikimedia acknowledged these effects during the 

deposition of its designee, James Alexander: “global user base, especially in English Wikipedia, 

tends to have a bit of a dip during the summer, just because there are people out of school, and a 

lot of people use it in school or when they are studying.”56  Curiously, the Penney Reply, 

paragraph 30a, states that there is “no basis to expect large seasonal effects with these page 

views.”  This statement is speculation that flies in the face of the qualitative and statistical 

evidence. 

42. The Penney declaration correctly states that “in a naturalistic study outside the experimental 

context, it is not possible to control for all confounding factors.”57  However, the Penney 

December Declaration corrects for no confounding factors.  As one recent author put it: 

“Obviously, one cannot include in a regression every variable that might conceivably be relevant.  

But when a factor has a reasonable chance of being important, to exclude it from the modeling is 

to risk substantial distortion.”58  The Penney Reply re-asserts that the comparator datasets help 

                                                           
50 Penney Reply, paragraph 34. 
51 Section 3.2 of the article Marthews, Alex, and Tucker, Catherine, “Government Surveillance and Internet Search 
Behavior,” February 17, 2017, found at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2412564 . 
52 See p. 38 in Marthews and Tucker for lack of statistical significance.  For my discussion of omitted variable bias, 
see Salzberg February Declaration, paragraphs 55-60. 
53 Salzberg February Declaration, paragraphs 55-60. 
54 Penney Reply, paragraph 30a. 
55 Salzberg February Declaration, paragraph 57. 
56 Deposition of Wikimedia designee, James Alexander, April 12, 2018, p. 145. 
57 Penney Reply, paragraph 30e. 
58 Barnett, Arnold I., Applied Statistics: Models and Intuition, Dynamic Ideas LLC, 2015, p. 582. 
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control for confounding factors, but this is not correct for article-specific factors and is not true 

when the comparator data is not comparable, as I showed in my February Declaration.59 

43. In some of the re-analyses in the Penney Reply, articles or time periods are deleted and the 

Penney Model is re-run.60  It may be that the Penney Reply does this to address particular 

examples of the data not following the Penney Model.  However, as I said above, these re-

analyses do not support the results any more than the original analysis in the Penney December 

Declaration.  Furthermore, by deleting data that tends to disprove the Penney Model and then re-

running that data rigs the results toward adoption of the flawed Penney Model. 

44. The Penney Reply seems to misinterpret my remarks concerning the staleness of a 2011 DHS 

list.61 I was not commenting on the objective nature of the selection, but rather that any list gets 

stale over time, and the list here used is no exception.  For that reason, the static list has no 

mechanism to update the key articles and therefore a natural decline occurs.  The same was not 

true for the comparator list of popular articles.  Because the determination of which articles were 

popular was made after the time period studied in the Penney December Declaration, articles such 

as Deaths in 2014 -- which had virtually no page views in 2012 -- were part of the list.62  On the 

other hand, a group like ISIL/ISIS, which gained prominence in 2014, was not on the 2011 list, as 

I pointed out.63 

F. The Penney Model’s Failure to Isolate the Effect of Public Awareness about 

the NSA Upstream Program 
45. My sixth critique, discussed in my February declaration, is that “there are no data or statistical 

analysis offered that indicate such an effect [an abrupt decline in page views] was due to 

awareness of the specific NSA program at issue here rather than other related or unrelated events 

of June 2013.”64  The Penney Reply acknowledges that “in any study of naturalistic changes in 

human behavior, it will not be possible to isolate the source of all causes and effects on behavior” 

and that my critique is “a general observation about a [sic] naturalistic studies.”65  While this is 

correct, the Penney December Declaration analysis does not adjust for any of those causes, even 

the obvious ones like seasonality that affect summer page views.   

46. Furthermore, the fact that the Penney Model may have been doomed from the start in terms of 

isolating the effect it intended to prove is not a reason for accepting the model; rather, it is a 

reason for rejecting it.  Despite the passage of nearly six years since the Snowden disclosures, the 

Penney Reply does not cite a single study published in a peer-reviewed scientific journal that 

demonstrates the particular effect or even any chilling effect on Internet usage due to awareness 

of the actual operation of NSA programs. 

                                                           
59 Salzberg February Declaration, paragraph 32-46. 
60 In Figure 3b and its explanation in the Penney Reply, the key month of April 2013 is deleted.  In Figure 4 and 
accompanying analyses in the Penney Reply, eight of the original 31 high-privacy articles are deleted for reasons 
that are unclear to me and unstated in the Penney Reply. 
61 Penney Reply, paragraphs 31 and 32, refer to this critique. 
62 Salzberg Paragraph 64 and database showing 26 most popular articles, which accompanied the Penney 
December Declaration. 
63 Salzberg Declaration, paragraph 63. 
64 Salzberg Declaration, paragraph 66. 
65 Penney Reply paragraph 36a and 36c, for the first and second quoted material, respectively. 
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IV. Conclusion 

  

47. In conclusion, my original critiques, detailed in my February Declaration are unchanged by the 

Penney Reply.  In short, the analysis in the Penney December Declaration and the Penney Reply 

fail to show that public awareness of the Snowden revelations regarding the NSA Upstream 

program caused any drop in page views of Wikipedia articles. 

 

I declare of penalty of perjury that the foregoing is true and correct to the best of my knowledge 

and belief.  Executed in New York, New York on March 22, 2019. 

 

 

_____________________________ 

Alan J. Salzberg, Ph.D. 

March 22, 2019  
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Appendix: Stata Program Log 
 

The following log shows the results of the analysis I performed and described in this declaration.  

The program was run using Stata, Version 14. 
 

      name:  <unnamed> 

       log:  

D:\clients_2018\DOJ_Wiki_NSA\programsdata\penneyreply\regression_effects_20190318.log 

  log type:  text 

 opened on:  19 Mar 2019, 11:01:40 

 

. clear 

 

.  

. insheet using orig48long.csv 

(23 vars, 3,504 obs) 

 

. drop if artnames=="Hamas" 

(73 observations deleted) 

 

. save orig48long, replace 

file orig48long.dta saved 

 

. keep if monthindex<=32 

(1,927 observations deleted) 

 

. save orig48long32, replace 

file orig48long32.dta saved 

 

.  

. * 

. * Simulation that shows no difference in agg v. disagg if same model is run and 

issue is just noise 

. * 

. use orig48long32, clear 

 

. drop if artnames=="Hamas" 

(0 observations deleted) 

 

. drop if monthindex>32 

(0 observations deleted) 

 

. * run regression to get forecast error 

. * no need to show output (but will show output of this for a different purpose 

below) 

. regress pageviews monthindex intervention postslope, noheader notable 

 

. predict pviewmont 

(option xb assumed; fitted values) 

 

. predict sf, stdf 

 

. * simulate data with same forecast error and run regression on disagg 

. sort artnum monthindex 

 

. isid artnum monthindex 

 

. * set rndnum seed so can be replicated 

. set seed 20190318 
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. gen errsim=rnormal(0,sf) 

 

. replace pviewmont=pviewmont+errsim 

(1,504 real changes made) 

 

. regress pviewmont monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =     1,504 

-------------+----------------------------------   F(3, 1500)      =      3.35 

       Model |  6.2583e+10         3  2.0861e+10   Prob > F        =    0.0185 

    Residual |  9.3476e+12     1,500  6.2317e+09   R-squared       =    0.0067 

-------------+----------------------------------   Adj R-squared   =    0.0047 

       Total |  9.4102e+12     1,503  6.2609e+09   Root MSE        =     78941 

 

------------------------------------------------------------------------------ 

   pviewmont |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   568.2692   570.0658     1.00   0.319    -549.9417     1686.48 

intervention |  -11618.79   8230.636    -1.41   0.158    -27763.56    4525.991 

   postslope |  -1155.076    893.594    -1.29   0.196    -2907.903      597.75 

       _cons |   51521.53   5841.437     8.82   0.000     40063.28    62979.78 

------------------------------------------------------------------------------ 

 

. * now aggregate, and see that regression standard errors and pvalues are about the 

same 

. * coeffcients are exactly the same except for rounding because they do not depend on 

simulation 

. * the Root mean square error is about rmse of disagg model * sqrt(47), or about 7 

times as high as mean 

. collapse (mean) pviewmont , by( monthindex intervention postslope) 

 

. regress pviewmont monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        32 

-------------+----------------------------------   F(3, 28)        =      3.18 

       Model |  1.3316e+09         3   443853226   Prob > F        =    0.0392 

    Residual |  3.9062e+09        28   139508526   R-squared       =    0.2542 

-------------+----------------------------------   Adj R-squared   =    0.1743 

       Total |  5.2378e+09        31   168961239   Root MSE        =     11811 

 

------------------------------------------------------------------------------ 

   pviewmont |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   568.2691   584.7501     0.97   0.339    -629.5372    1766.075 

intervention |  -11618.78   8442.648    -1.38   0.180    -28912.77    5675.196 

   postslope |  -1155.076   916.6119    -1.26   0.218    -3032.671    722.5181 

       _cons |   51521.53   5991.905     8.60   0.000     39247.67    63795.39 

------------------------------------------------------------------------------ 

 

.  

. * 

. * END Simulation 

. * 

.  

.  

. use orig48long32, clear 

 

. drop if artnames=="Hamas" 

(0 observations deleted) 

 

. * 

. * large changes in standard errors and stat. sign. with removal of a single 

observation is another sign of a poor model 
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. *  

. preserve 

 

. keep if highprivind==1 

(512 observations deleted) 

 

. collapse (median) pageviews, by( monthindex intervention postslope highpriv) 

 

. regress pageviews monthindex intervention postslope if highpriv==1 

 

      Source |       SS           df       MS      Number of obs   =        32 

-------------+----------------------------------   F(3, 28)        =      2.98 

       Model |  13595332.7         3  4531777.56   Prob > F        =    0.0482 

    Residual |  42544868.8        28   1519459.6   R-squared       =    0.2422 

-------------+----------------------------------   Adj R-squared   =    0.1610 

       Total |  56140201.5        31  1810974.24   Root MSE        =    1232.7 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   123.6005   61.02594     2.03   0.052    -1.405487    248.6065 

intervention |  -1336.267   881.0953    -1.52   0.141    -3141.109    468.5747 

   postslope |  -189.8362   95.65985    -1.98   0.057    -385.7865    6.114118 

       _cons |   6285.478   625.3298    10.05   0.000     5004.548    7566.408 

------------------------------------------------------------------------------ 

 

. restore 

 

. preserve 

 

. * possible error since recruitment and fundamentalism have exact same page views 

nearly every month 

. * thus show results without as well as with 

. drop if artnames=="Recruitment" | artnames=="Fundamentalism" 

(64 observations deleted) 

 

. keep if highprivind==1 

(480 observations deleted) 

 

. collapse (median) pageviews, by( monthindex intervention postslope highpriv) 

 

. regress pageviews monthindex intervention postslope if highpriv==1 

 

      Source |       SS           df       MS      Number of obs   =        32 

-------------+----------------------------------   F(3, 28)        =      4.55 

       Model |  9185572.85         3  3061857.62   Prob > F        =    0.0102 

    Residual |  18850621.1        28   673236.47   R-squared       =    0.3276 

-------------+----------------------------------   Adj R-squared   =    0.2556 

       Total |    28036194        31  904393.355   Root MSE        =    820.51 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   93.56127   40.62129     2.30   0.029     10.35233    176.7702 

intervention |  -1379.924    586.492    -2.35   0.026    -2581.298   -178.5493 

   postslope |  -117.9791     63.675    -1.85   0.074    -248.4115    12.45319 

       _cons |   6070.125   416.2444    14.58   0.000     5217.487    6922.763 

------------------------------------------------------------------------------ 

 

. restore 

 

. preserve 
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. collapse (median) pageviews, by( monthindex intervention postslope) 

 

. regress pageviews monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        32 

-------------+----------------------------------   F(3, 28)        =      8.18 

       Model |  84545042.9         3    28181681   Prob > F        =    0.0005 

    Residual |    96510363        28  3446798.68   R-squared       =    0.4670 

-------------+----------------------------------   Adj R-squared   =    0.4098 

       Total |   181055406        31  5840496.96   Root MSE        =    1856.6 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   374.8799    91.9132     4.08   0.000     186.6043    563.1556 

intervention |  -3299.076   1327.047    -2.49   0.019    -6017.408   -580.7433 

   postslope |  -535.3763   144.0765    -3.72   0.001    -830.5036    -240.249 

       _cons |   9601.022     941.83    10.19   0.000     7671.771    11530.27 

------------------------------------------------------------------------------ 

 

. restore 

 

. * now without possibly error data 

. drop if artnames=="Fundamentalism" | artnames=="Recruitment" 

(64 observations deleted) 

 

. collapse (median) pageviews, by( monthindex intervention postslope) 

 

. regress pageviews monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        32 

-------------+----------------------------------   F(3, 28)        =     17.36 

       Model |  72354244.3         3  24118081.4   Prob > F        =    0.0000 

    Residual |  38905201.2        28  1389471.47   R-squared       =    0.6503 

-------------+----------------------------------   Adj R-squared   =    0.6129 

       Total |   111259446        31  3589014.37   Root MSE        =    1178.8 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   315.9363   58.35724     5.41   0.000     196.3969    435.4757 

intervention |  -4298.331   842.5644    -5.10   0.000    -6024.246   -2572.416 

   postslope |  -342.8184   91.47658    -3.75   0.001    -530.1997   -155.4371 

       _cons |   8841.338   597.9838    14.79   0.000     7616.424    10066.25 

------------------------------------------------------------------------------ 

 

. * 

. * demonstrate that errors are correlated with articles, meaning disggregation or 

some type of adjustment is needed 

. * Also shows that stat significance does not exist for overall data 

. use orig48long32, clear 

 

. regress pageviews monthindex intervention postslope if artnames!="Fundamentalism" & 

artnames!="Recruitment" 

 

      Source |       SS           df       MS      Number of obs   =     1,440 

-------------+----------------------------------   F(3, 1436)      =      3.37 

       Model |  6.7546e+10         3  2.2515e+10   Prob > F        =    0.0178 

    Residual |  9.5866e+12     1,436  6.6759e+09   R-squared       =    0.0070 

-------------+----------------------------------   Adj R-squared   =    0.0049 

       Total |  9.6541e+12     1,439  6.7089e+09   Root MSE        =     81706 

 

------------------------------------------------------------------------------ 
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   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   752.6646   603.0018     1.25   0.212    -430.1942    1935.523 

intervention |  -14970.22   8706.167    -1.72   0.086    -32048.39    2107.947 

   postslope |  -1179.932   945.2219    -1.25   0.212    -3034.096    674.2313 

       _cons |   49658.62    6178.93     8.04   0.000     37537.93    61779.32 

------------------------------------------------------------------------------ 

 

. regress pageviews monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =     1,504 

-------------+----------------------------------   F(3, 1500)      =      3.86 

       Model |  7.4228e+10         3  2.4743e+10   Prob > F        =    0.0091 

    Residual |  9.6056e+12     1,500  6.4037e+09   R-squared       =    0.0077 

-------------+----------------------------------   Adj R-squared   =    0.0057 

       Total |  9.6798e+12     1,503  6.4403e+09   Root MSE        =     80023 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   881.2874   577.8797     1.53   0.127    -252.2505    2014.825 

intervention |  -14757.81   8343.452    -1.77   0.077    -31123.88    1608.265 

   postslope |  -1436.449   905.8423    -1.59   0.113    -3213.301    340.4031 

       _cons |   48705.37   5921.504     8.23   0.000     37090.07    60320.68 

------------------------------------------------------------------------------ 

 

. predict residual1, residual 

 

. * stat sign correlation between articles and residuals mean model is insufficient 

(see p-value and f-statistic) 

. anova residual1 artnum 

 

                         Number of obs =      1,504    R-squared     =  0.9258 

                         Root MSE      =    22124.8    Adj R-squared =  0.9234 

 

                  Source | Partial SS         df         MS        F    Prob>F 

              -----------+---------------------------------------------------- 

                   Model |  8.892e+12         46   1.933e+11    394.91  0.0000 

                         | 

                  artnum |  8.892e+12         46   1.933e+11    394.91  0.0000 

                         | 

                Residual |  7.132e+11      1,457   4.895e+08   

              -----------+---------------------------------------------------- 

                   Total |  9.606e+12      1,503   6.391e+09   

 

. * note same coefficients in agg results 

. collapse (mean) pageviews, by( monthindex intervention postslope) 

 

. regress pageviews monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        32 

-------------+----------------------------------   F(3, 28)        =     24.85 

       Model |  1.5793e+09         3   526437311   Prob > F        =    0.0000 

    Residual |   593272771        28  21188313.2   R-squared       =    0.7269 

-------------+----------------------------------   Adj R-squared   =    0.6977 

       Total |  2.1726e+09        31  70083377.5   Root MSE        =    4603.1 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   881.2874   227.8862     3.87   0.001     414.4836    1348.091 

intervention |  -14757.81   3290.232    -4.49   0.000    -21497.54   -8018.073 

   postslope |  -1436.449    357.218    -4.02   0.000    -2168.177    -704.721 
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       _cons |   48705.37   2335.139    20.86   0.000     43922.06    53488.69 

------------------------------------------------------------------------------ 

 

.  

. * 

. * show art is also stat sign for 31 high privacy 

. use orig48long32, clear 

 

. keep if highpriv==1 

(512 observations deleted) 

 

. regress pageviews monthindex intervention postslope if artnames!="Fundamentalism" & 

artnames!="Recruitment" 

 

      Source |       SS           df       MS      Number of obs   =       960 

-------------+----------------------------------   F(3, 956)       =      4.20 

       Model |  1.3198e+10         3  4.3994e+09   Prob > F        =    0.0058 

    Residual |  1.0017e+12       956  1.0478e+09   R-squared       =    0.0130 

-------------+----------------------------------   Adj R-squared   =    0.0099 

       Total |  1.0149e+12       959  1.0582e+09   Root MSE        =     32369 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   823.6276   292.5762     2.82   0.005     249.4618    1397.793 

intervention |  -8112.912   4224.229    -1.92   0.055    -16402.74    176.9203 

   postslope |  -1145.897   458.6213    -2.50   0.013    -2045.918   -245.8766 

       _cons |    14796.3   2998.014     4.94   0.000     8912.854    20679.75 

------------------------------------------------------------------------------ 

 

. regress pageviews monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =       992 

-------------+----------------------------------   F(3, 988)       =      5.18 

       Model |  1.6582e+10         3  5.5273e+09   Prob > F        =    0.0015 

    Residual |  1.0532e+12       988  1.0660e+09   R-squared       =    0.0155 

-------------+----------------------------------   Adj R-squared   =    0.0125 

       Total |  1.0698e+12       991  1.0795e+09   Root MSE        =     32650 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   918.8429   290.3169     3.16   0.002     349.1343    1488.552 

intervention |  -8179.243   4191.609    -1.95   0.051    -16404.72    46.23536 

   postslope |  -1340.458   455.0798    -2.95   0.003    -2233.492   -447.4243 

       _cons |   15198.27   2974.863     5.11   0.000     9360.491    21036.04 

------------------------------------------------------------------------------ 

 

. predict residual1, residual 

 

. * stat sign correlation between articles and residuals mean model is insufficient 

(see p-value and f-statistic) 

. anova residual1 artnum 

 

                         Number of obs =        992    R-squared     =  0.8558 

                         Root MSE      =    12570.6    Adj R-squared =  0.8513 

 

                  Source | Partial SS         df         MS        F    Prob>F 

              -----------+---------------------------------------------------- 

                   Model |  9.014e+11         30   3.005e+10    190.14  0.0000 

                         | 

                  artnum |  9.014e+11         30   3.005e+10    190.14  0.0000 

                         | 

Case 1:15-cv-00662-TSE   Document 182-3   Filed 03/22/19   Page 24 of 25

JA4071

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 205 of 258Total Pages:(4155 of 4208)



25 
 

                Residual |  1.519e+11        961   1.580e+08   

              -----------+---------------------------------------------------- 

                   Total |  1.053e+12        991   1.063e+09   

 

. * note same coefficients in agg results 

. collapse (mean) pageviews, by( monthindex intervention postslope) 

 

. regress pageviews monthindex intervention postslope 

 

      Source |       SS           df       MS      Number of obs   =        32 

-------------+----------------------------------   F(3, 28)        =     20.87 

       Model |   534899840         3   178299947   Prob > F        =    0.0000 

    Residual |   239215204        28  8543400.16   R-squared       =    0.6910 

-------------+----------------------------------   Adj R-squared   =    0.6579 

       Total |   774115045        31  24971453.1   Root MSE        =    2922.9 

 

------------------------------------------------------------------------------ 

   pageviews |      Coef.   Std. Err.      t    P>|t|     [95% Conf. Interval] 

-------------+---------------------------------------------------------------- 

  monthindex |   918.8429   144.7056     6.35   0.000     622.4269    1215.259 

intervention |  -8179.243   2089.266    -3.91   0.001    -12458.91   -3899.577 

   postslope |  -1340.458     226.83    -5.91   0.000    -1805.099   -875.8181 

       _cons |   15198.27   1482.791    10.25   0.000     12160.91    18235.63 

------------------------------------------------------------------------------ 

 

.  

. log close 

      name:  <unnamed> 

       log:  

D:\clients_2018\DOJ_Wiki_NSA\programsdata\penneyreply\regression_effects_20190318.log 

  log type:  text 

 closed on:  19 Mar 2019, 11:01:40 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

WIKIMEDIA FOUNDATION, 
Plaintiff, 

v. 

NATIONAL SECURITY AGENCY/ 
CENTRAL SECURITY SERVICE, et 
al., 

Defendants. 

) 
) 

) 

) 

) 
) 
) 
) 

) 

Case No. l:15-cv-662 

MEMORANDUM OPINION 

Plaintiff, Wikimedia Foundation ("Wikimedia"), 1 challenges the legality of the National 

Security Agency's ("NSA") Upstream surveillance data gathering efforts, one of a series of 

recent cases challenging the constitutionality of the NSA's surveillance programs.2 According to 

the Director of National Intelligence ("DNI"), Upstream surveillance is a surveillance program 

authorized pursuant to§ 702 of the Foreign Intelligence Surveillance Act ("FISA") that involves 

the targeted collection of non-U.S. persons' international Internet communications by the NSA.3 

Wikimedia alleges that the NSA has intercepted, copied, and collected Wikimedia's Internet 

1 This action was originally brought by nine organizations, including Wikimedia, that communicate over the 
Internet. The other eight organizations were dismissed at the threshold because those organizations lacked Article III 
standing. See Wikimedia Found v. Nat'/ Sec. Agency, 857 F.3d 193, 216-17 (4th Cir. 2017) (affirming in part 
Wikimedia Found v. Nat'/ Sec. Agency, 143 F. Supp. 3d 344 (D. Md. 2015)). 

2 See Clapper v. Amnesty Int'/ USA, 133 S. Ct. 1138, 1144 (2013) (involving a facial challenge to Section 702 of the 
Foreign Intelligence Surveillance Act); Obama v. Klayman, 800 F.3d 559 (D.C. Cir. 2015) (involving a challenge to 
the NSA's bulk collection of telephone metadata produced by telephone companies); Am. Civil Liberties Union v. 
Clapper, 785 F.3d 787 (2d Cir. 2015) (involving a challenge to the NSA's bulk telephone metadata collection 
program); Jewel v. Nat'/ Sec. Agency, No. C 08-04373 (N.D. Cal. April 25, 2019), appeal docketed, No. 19-16066 
(9th Cir. May 21, 2019) (involving a challenge to the NSA's interception oflnternet communications); Schuchardt 
v. Trump, 2019 WL 426482 (W.D. Pa. Feb. 4, 2019), appeal docketed, No. 19-1366 (3d Cir. Feb. 14, 2019) 
(involving a challenge to the NSA's interception of Internet communications through the PRISM surveillance 
program). 

3 See Pub. Deel. of Daniel R. Coats, Director of National Intelligence, ,r 15, ECF No. 138-2. 

1 
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communications pursuant to the Upstream surveillance program and that such interception, 

duplication, and collection exceeds the NSA's authority under FISA and violates Wikimedia's 

rights under the First and Fourth Amendments of the Constitution. 

At issue in this matter is defendants' motion for summary judgment. Defendants argue 

that judgment must be entered in their favor because Wikimedia, the only remaining plaintiff, 

lacks Article III standing. Defendants also argue that even if a genuine dispute of material fact 

exists as to Wikimedia's standing, the state secrets doctrine precludes further litigation of 

Wikimedia's standing, and thus requires entry of judgment in defendants' favor. 

Before analyzing the parties' arguments on the issue of Article III standing and the state 

secrets doctrine, however, it is important to address briefly three topics: (i) the definition of 

Upstream surveillance and the statutory authority for the NSA's Upstream surveillance program, 

(ii) the procedural history of this case, and (iii) the undisputed factual record developed by the 

parties. After addressing these three preliminary topics, which frame all of the analysis that 

follows, the pertinent summary judgment standard is set forth, and the parties' arguments are 

analyzed under that standard. For the reasons that follow, Wikimedia has failed to establish that 

it has Article III standing sufficient to survive summary judgment, and further litigation of this 

matter is precluded by the state secrets doctrine. Accordingly, this case must be dismissed, and 

judgment must be entered in favor of defendants. 

I. 

To begin with, it is necessary to define Upstream surveillance, the NSA program at issue 

in this litigation, and to clarify what is meant by the term Upstream surveillance as that term is 

used in this litigation. The NSA conducts Upstream surveillance pursuant to § 702 of FISA, 50 

U.S.C. § 1881a. The government has acknowledged that it conducts§ 702 surveillance through 

2 
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two programs, namely the Upstream and PRISM programs.4 In PRISM surveillance, the 

government acquires communications directly from a United States-based Internet Service 

Provider ("ISP"). See PCLOB 702 Report, at 33. In contrast, the acquisition of communications 

via Upstream surveillance does not occur "with the compelled assistance of the United States ISPs, 

but instead with the compelled assistance ... of the providers that control the telecommunications 

backbone over which communications transit."5 Id at 35. Thus, Upstream collection, unlike 

PRISM collection, "does not occur at the local telephone company or email provider with whom 

the targeted person interacts." Id Instead, the collection of communications for Upstream 

surveillance "occurs 'upstream' in the flow of communications between communication service 

providers." Id Only the Upstream surveillance program is at issue in this case. 

As noted, the government contends that its Upstream surveillance program is conducted 

pursuant to FISA § 702. Specifically,§ 702 permits the Attorney General and the DNI to authorize 

jointly, for up to one year, foreign-intelligence surveillance targeted at non-U.S. persons located 

abroad,6 if the Foreign Intelligence Surveillance Court ("FISC")7 approves the government's 

written certification demonstrating that the intended surveillance complies with statutory 

4 See Privacy and Civil Liberties Oversight Board, Report on the Surveillance Program Operated Pursuant to 
Section 702 of the Foreign Intelligence Surveillance Act 7 (2014) ("PCLOB 702 Report"), available at 
https://www.pclob.gov/library/702-Report-2.pdf. 

5 The telecommunications or Internet "backbone" is the network of high-capacity fiber-optic cables, switches, and 
routers operated by telecommunications service providers that facilitates both domestic and international 
communication via the Internet. This backbone primarily consists of a network of fiber-optic cables, including 
terrestrial cables that link areas across the U.S. and transoceanic cables that link the U.S. to the rest of the world. 

6 Importantly, the statute expressly prohibits the intentional targeting of any persons known at the time of acquisition 
to be in the United States or any U.S. person reasonably believed to be located outside the United States. 50 U.S.C. § 
1881 a(b ). Section 702 does allow the government, however, to intercept communications between a U.S. person 
inside the United States and a foreigner located abroad who has been targeted by intelligence officials. See id § 
188la(a)-(b). 

7 FISC, a tribunal composed of eleven federal judges designated by the Chief Justice of the U.S. Supreme Court, is 
charged with the review of applications for electronic surveillance. See 50 U.S.C. § 1803(a). 
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requirements.8 To approve such a certification, the FISC must determine that the government's 

targeting procedures are reasonably designed: 

(i) to ensure that acquisition "is limited to targeting persons reasonably believed to 
be located outside the United States," 50 U.S.C. § 1881aG)(2)(B)(i); 

(ii) to prevent the intentional acquisition of wholly domestic communications, id § 
1881 aG)(2)(B)(ii); 

(iii) to "minimize the acquisition and retention, and prohibit the dissemination, of 
nonpublicly available information concerning unconsenting United States persons 
consistent with the need of the United States to obtain, produce, and disseminate 
foreign-intelligence information," id § 1801(h)(l); see id. § 1881aG)(2)(C); and 

(iv) to ensure that the procedures "are consistent with ... the [F]ourth 
[A]mendment," id§ 188laG)(3)(A).9 

In effect, FISC approval of government surveillance pursuant to § 702 means that the FISC has 

found that the surveillance comports with the statutory requirements and the Constitution. 

The recent release of public reports and declassification of some FISC opinions have 

revealed additional details regarding the collection of communications pursuant to § 702. After the 

FISC approves a § 702 certification, the NSA designates "targets," which are non-U.S. persons 

located outside the United States who are reasonably believed to possess or receive, or are likely 

to communicate, foreign-intelligence information designated in the certification. 10 The NSA then 

attempts to identify "selectors," namely the specific means by which the targets communicate, 

8 The government must certify that a significant purpose of the acquisition is to obtain foreign intelligence 
information and that the acquisition will be conducted in a manner consistent with the Fourth Amendment and the 
targeting and minimization procedures required by statute. 50 U.S.C. § 188la(b), (g). 

9 In addition, following the passage of the FISA Amendments Reauthorization Act of2017, the FISC must now also 
find that the government's querying procedures meet the statutory requirements and are consistent with the Fourth 
Amendment. Id § 1881 aG)(2)(D); (j)(3)(A). These provisions have been cited to the version of§ 188 la in effect 
since January 18, 2018. All of these provisions are identical to those in the version of§ 1881 a effective between 
June 2, 2015 and January 18, 2018, but the provisions are now located within§ 188la(j) rather than§ 188la(i). 

10 PCLOB 702 Report, at 41-46. 
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such as email addresses or telephone numbers. 11 Importantly, selectors cannot be key words (e.g., 

"bomb") or targets' names (e.g., "Bin Laden"); rather, selectors must be specific communication 

identifiers. 12 The government then may issue a § 702 directive to a U.S. telecommunications 

service provider requiring it to assist the government in acquiring communications involving those 

selectors. 13 

As for the actual collection of communications containing these targeted selectors, the 

government has described the Upstream surveillance collection process as follows: 

[C]ertain Internet transactions transiting the Internet backbone network(s) of 
certain electronic communication service provider(s) are filtered for the purpose 
of excluding wholly domestic communications[,] and are then scanned to 
identify for acquisition those transactions [that contain communications] to or 
from ... persons targeted in accordance with the applicable NSA targeting 
procedures; only those transactions that pass through both the filtering and the 
scanning are ingested into Government databases. 

Defs.' Br. 4 (quoting Pub. Deel. of Daniel R. Coats, Director of National Intelligence, 115, ECF 

No. 138-2).14 Thus, the Upstream surveillance collection process involves three steps-(1) 

filtering, (2) scanning, and (3) ingesting. As this description shows, although the government has 

disclosed some information about Upstream surveillance in declassified documents and 

11 NSA Director of Civil Liberties and Privacy Office Report, NSA 's Implementation of FISA Section 702 4 (2014), 
available at https://www .nsa.gov/Portals/70/documents/news-features/press-
room/statements/N SAimplementationotFISA 702l6Apr2014.pdf. 

12 Id; PCLOB 702 Report, at 32-33, 36. 

13 50 U.S.C. § 1881a(i); PCLOB 702 Report, at 32-33. 

14 Prior to April 2017, Upstream collection included Internet communications "that were to, from or about (i.e., 
containing a reference in the communication's text to) a selector tasked for acquisition under Section 702." FISC 
Mem. Op. & Order, at 16 (April 26, 2017) ( emphasis in original), available at 
https://www .dni.gov/files/documents/icotr/51117 /20 I 6 _Cert_ FISC _Memo_ Opin _Order_ Apr_ 2017 .pdf. According 
to the PCLOB 702 Report, under the Upstream surveillance program that included "about" collection, "a 
communication between two third parties might be acquired because it contains a targeted email address in the body 
ofthe communication." PCLOB 702 Report, at 119. As of March 2017, however, the NSA ceased "about" 
collection entirely, which a FISC judge concluded "should substantially reduce the acquisition of non-pertinent 
information concerning U.S. persons pursuant to Section 702." FISC Mem. Op. & Order, at 23, 25 (April 16, 2017). 
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unclassified reports, most technical details of the Upstream surveillance process remain classified. 

Wikimedia Found. v. Nat'/ Sec. Agency, 857 F.3d 193, 202 (4th Cir. 2017) (citing Jewel v. Nat'/ 

Sec. Agency, 810 F.3d 622, 627 (9th Cir. 2015)). 

II. 

With this statutory framework and definition of Upstream surveillance in mind, it is 

appropriate to turn to the procedural history of this case. On June 22, 2015, Wikimedia, along with 

eight other organizations, 15 filed the Amended Complaint in this suit, challenging the legality of 

the NSA's Upstream surveillance program. The Amended Complaint alleges that Upstream 

surveillance (i) exceeds the scope of the government's authority under § 702, (ii) violates Article 

III, (iii) violates the First Amendment, and (iv) violates the Fourth Amendment and requests (i) a 

declaration that Upstream surveillance violates the Constitution and § 702 and (ii) an order 

permanently enjoining the NSA from conducting Upstream surveillance. On August 6, 2015, 

defendants moved to dismiss the Amended Complaint, arguing that plaintiffs lacked Article III 

standing. On October 23, 2015, defendants' motion was granted on the ground that plaintiffs' 

allegations were too speculative to establish Article III standing. Wikimedia Found. v. Nat 'I Sec. 

Agency, 143 F. Supp. 3d 344,356 (D. Md. 2015), aff'd in part, vacated in part, and remanded by, 

857 F.3d 193 (4th Cir. 2017). 

Thereafter, plaintiffs appealed, and the Fourth Circuit affirmed in part, vacated in part, and 

remanded the case for further consideration. Wikimedia Found., 857 F.3d at 200. Specifically, the 

Fourth Circuit vacated the finding that Wikimedia lacked standing, but affirmed the finding that 

the other plaintiffs lacked standing. Id. The Fourth Circuit concluded that Wikimedia had 

15 These original plaintiffs included the National Association of Criminal Defense Lawyers, Human Rights Watch, 
Amnesty International USA, Pen American Center, Global Fund for Women, the Nation magazine, the Rutherford 
Institute, and the Washington Office on Latin America. 
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established standing sufficient to survive a facial challenge to the Amended Complaint based on 

the "Wikimedia Allegation", namely the allegation "that the sheer volume of [Wikimedia's] 

communications makes it virtually certain that the NSA has intercepted, copied, and reviewed at 

least some of [Wikimedia's] communications[,]" "even if the NSA conducts Upstream 

surveillance on only a single [I]nternet [backbone] link." Id. at 202,209 (internal quotation marks 

and citation omitted). Three factual allegations, accepted as true as required at the motion to 

dismiss stage, made the Wikimedia Allegation plausible: (i) "Wikimedia's communications almost 

certainly traverse every international [Internet] backbone link connecting the United States with 

the rest of the world[,]" (ii) "the NSA has confirmed that it conducts Upstream surveillance at 

more than one point along the [I]nternet backbone[,]" and (iii) "the government, for technical 

reasons[,] ... must be copying and reviewing all the international text-based communications that 

travel across a given [Internet backbone] link upon which it has installed surveillance equipment." 

Id. at 210-11 (internal quotation marks and citations omitted). 

Importantly, the Fourth Circuit rejected the "Dragnet Allegation", that is the allegation 

"that[,] in the course of conducting Upstream surveillance[,] the NSA is intercepting, copying, and 

reviewing substantially all text-based communications entering and leaving the United States, 

including" those of the nine plaintiffs. Id. at 202 (internal quotation marks and citation omitted). 

Plaintiffs alleged the following facts in support of the Dragnet Allegation: (i) "the NSA has a 

strong incentive to intercept communications at as many [Internet] backbone chokepoints as 

possible, and indeed must be doing so at many different [Internet] backbone chokepoints," (ii) "the 

technical rules governing online communications make this conclusion especially true," and (iii) 

"a New York Times article asserts that the NSA is temporarily copying and then sifting through the 

contents of what is apparently most e-mails and other text-based communications that cross the 
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[U.S.] border." Id at 213 (internal quotation marks and citations omitted). The Fourth Circuit 

concluded that the Dragnet Allegation failed to establish standing because it did "not contain 

enough well-pleaded facts entitled to the presumption of truth." Id. at 200. As such, although 

Wikimedia pied sufficient facts to establish standing at the motion to dismiss stage, the other 

plaintiffs did not. Id. at 200. Thus, Wikimedia is the only remaining plaintiff. 

On remand, an Order issued on October 3, 2017 directing the parties to conduct a limited 

five-month period of jurisdictional discovery. See ECF Nos. 117, 123. Both sides took 

depositions and served requests for written discovery and production of documents. Defendants 

objected to 53 of Wikimedia's 84 discovery requests on the ground that responses to the requests 

would reveal classified information protected by the common law state secrets privilege and 

related statutory privileges. Thereafter, the DNI formally asserted the state secrets privilege and 

the statutory privilege set forth in 50 U.S.C. § 3024(i)(l). 16 Defendants stated that the 

information Wikimedia sought, if disclosed, reasonably could be expected to result in 

exceptionally grave damage to U.S. national security. 17 Wikimedia subsequently moved to 

compel production of the documents. On August 20, 2018, an Order and Memorandum Opinion 

issued, concluding that defendants satisfied the procedural requirements necessary to invoke the 

state secrets privilege, that the information sought to be protected qualified as privileged under 

16 Defendants also submitted a classified declaration from George C. Barnes, the Deputy Director of the NSA. The 
classified declaration provided additional detail about the harm to national security that would be caused by 
disclosure of the information contained in Wikimedia's discovery requests. 

17 The DNI's and the NSA's assertions of privilege encompassed seven categories of information: (i) individuals or 
entities subject to Upstream surveillance; (ii) operational details of the Upstream collection process such as the 
technical details concerning methods, processes, and devices employed (including the design, operation, and 
capabilities of the devices); (iii) locations (and nature of the locations) at which Upstream surveillance is conducted; 
(iv) the specific types or categories of communications either subject to or acquired in the course of the Upstream 
collection process; (v) the scope and scale on which Upstream collection has or is now being conducted; (vi) the 
NSA 's cryptanalytic capabilities or limitations; and (vii) additional categories of classified information encompassed 
within numerous FISC opinions and orders. See DNI Deel. ~,r 18, 21-47. 
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the state secrets doctrine, and that therefore, Wikimedia's motion to compel must be denied. 

Wikimedia Found v. Nat 'I Sec. Agency, 335 F. Supp. 3d 772, 790 (D. Md. 2018). Accordingly, 

the parties continued jurisdictional discovery, limited to information not protected by the state 

secrets privilege. 

Defendants now seek summary judgment on the ground that Wikimedia lacks Article III 

standing to contest the legality of the NSA's Upstream surveillance program, or alternatively, 

that if there is a genuine issue of material fact as to the three essential elements of the Wikimedia 

Allegation articulated in the Fourth Circuit's remand order, the state secrets doctrine operates to 

preclude further litigation of Wikimedia's standing and thus requires entry of judgment in 

defendants' favor. 

III. 

Summary judgment is appropriate only where there are no genuine disputes of material 

fact. Rule 56, Fed. R. Civ. P. Accordingly, the material facts as to which no genuine dispute 

exists must first be identified. Defendants set out their statement of material facts in their brief in 

support of summary judgment, as required by the local rules. Plaintiff, in addition to responding 

to defendants' statement of material facts as required by the local rules, also offered their own 

separate statement of material facts in their brief in opposition to summary judgment. Neither the 

local rules of the District of Maryland nor the Eastern District of Virginia require plaintiff, as the 

non-moving party, to set forth a statement of material facts. See generally D. Md. Local Rules; 

E.D. Va. Local Civ. R. 56(B). In the interest of completeness, however, and because each party 

has responded to the other party's statement of material facts, all facts, and disputes as to those 

facts, have been considered in deriving from the record the following undisputed material facts. 

I. The Internet is a global collection of networks, large and small, interconnected by 

9 

JA4081

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 215 of 258Total Pages:(4165 of 4208)



Case 1:15-cv-00662-TSE   Document 188   Filed 12/16/19   Page 10 of 50

a set of routers. 18 Together, these large and small networks function as a single, 
large virtual network, on which any device connected to the network can 
communicate with any other connected device. 

2. To communicate over the Internet, an individual user connects with the network 
of a local Internet Service Provider ("ISP"), either directly (typically for a 
monthly fee) or indirectly through an organization (e.g., a place of business, an 
Internet cafe). In tum, the local ISP's network connects to the networks of larger 
regional and national ISPs, the largest of which are called "Tier 1" 
telecommunication service providers (e.g., AT&T, CenturyLink, Cogent, 
Verizon). 

3. Tier I providers and other large carriers maintain high-capacity terrestrial fiber
optic networks, known generally as Internet "backbone" networks, that use long
haul terrestrial cables to link large metropolitan areas across a nation or region. 
Data travel across these cables in the form of optical signals, or pulses of light. 

4. The Internet backbone also includes transoceanic cables linking North and South 
America with each other and with Europe, Asia, the Middle East, and Africa. 
These undersea cables reach shore at points known as cable landing stations, from 
which they are linked to the terrestrial telecommunications network. 

5. Tier I providers and other large carriers typically connect separate legs of their 
own networks using high-capacity switches. To allow users of different providers' 
networks to communicate with one another, Tier I providers and other large 
carriers typically interconnect their networks using high-capacity routers. 19 

6. Generally speaking, to send a communication on the Internet, the transmitting 
device (e.g., a personal computer, a cell phone) first converts the communication 
into one or more small bundles of data called "packets," configured according to 
globally accepted protocols.20 

7. When a communication is broken into separate packets, each packet includes (i) a 
"header," which consists of the routing, addressing, and other technical 
information required to facilitate the packets' travel from its source to its intended 

18 Routers are specialized computers that ensure that Internet communications travel an appropriate path across the 
Internet. Routers serve a similar role for the Internet as switches (or switchboards) do on the telephone network. 

19 Routers and switches perform similar functions, namely directing the transport of Internet communications across 
the network. Routers generally connect one communications service provider's network to a different 
communications service provider's network, whereas switches generally connect a single communication provider's 
network. 

20 Protocols can be thought of as electronic languages. Each protocol, or language, has its own rules and vocabulary. 
For example, instead of English and Spanish, there is Transmission Control Protocol ("TCP") and User Datagram 
Protocol ("UDP"). 
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destination, and (ii) a "payload," which consists of a portion of the contents of the 
communication being transmitted. 

8. A packet's header contains three relevant pieces of address and routing 
information: (i) the packet's source and destination Internet Protocol ("IP") 
addresses; (ii) the source and destination ports; and (iii) protocol numbers. 

9. IP addresses, which are included in packet headers, are unique numeric identifiers 
assigned to particular computers, devices, or systems connected to the Internet. 21 

IP addresses are used to direct data back and forth between one computer ( or 
other online device) and another online device. IP addresses may be analogized to 
the destination and return addresses on a mailing envelope. 

10. The IP addresses of entities with a large, fixed presence on the Internet do not 
change and are publicly accessible. 22 

11. Port numbers, which are also included in packet headers, are used to identify 
communications of different kinds (e.g., webpage requests, or email) so that 
servers hosting multiple communications services (e.g., a website and an email 
service) can distinguish packets destined for one service from those meant for 
another. Port numbers for common applications, like web-browsing and email, are 
assigned in a common industry registry maintained by the IANA. Whereas IP 
addresses can be analogized to the street address on a letter, port numbers are 
roughly analogous to the apartment numbers at a multi-unit dwelling. 

12. Protocol numbers, which are also included in packet headers, are used by 
receiving devices to determine the appropriate method of interpreting data (e.g., 
HTTP, TCP/IP). A protocol defines the actions taken upon the transmission 
and/or receipt of a message or other transmission. Protocols are also assigned 
numbers maintained in a common industry registry maintained by the IANA. 

21 There are circumstances, however, in which IP addresses do not uniquely identify individual Internet users. For 
example, residential Internet customers ordinarily get exactly one "dynamic" IP address at a time, which is assigned 
on a temporary basis by their ISP. Dynamic IP addresses may be assigned for a day, an hour, or some other period of 
time depending on the needs, resources, and business practices of a particular ISP, after which the dynamic IP 
addresses are assigned to other customers. Thus, although the IP addresses of business customers of ISPs almost 
never change, the IP addresses of individual ISP customers can change fairly often, with the same IP address 
subsequently being assigned to a different customer of the ISP. See Dr. Henning Schulzrinne Deel. 1,i 30, 33-34, 
ECF No. 162-2. As another example, the IP addresses in the packets that make up email messages sent or received 
by an email server on behalf of its users may have the IP address of the server as the source or destination IP 
address, not an IP address associated with the individual email user. In other words, the IP address in packets 
transmitting email messages might be the IP address of the email server (e.g., Gmail, Yahoo), rather than the IP 
address of the individual user of the email address. Scott Bradner Deel. ,i,i 244-46, ECF No. 168-2. 

22 Each Internet Service Provider or other large enterprise with a fixed presence on the Internet (e.g., Amazon, 
Wikimedia) acquires blocks of"static" IP addresses assigned on a permanent basis from the appropriate regional 
Internet registry affiliated with the global Internet Assigned Numbers Authority ("IANA"). There are public 
databases that record, with very high accuracy, which address blocks are used by what entities. 
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13. After a communication has been broken into packets by the transmitting device, 
specialized computers called routers and switches ensure that the packets travel an 
appropriate path across the Internet to their destination IP address. 

14. Each router or switch through which a packet transits scans the packet's header 
information, including its destination IP address, and determines which direction 
(path) the packet should follow next in order to reach its intended destination. The 
router or switch operates somewhat similarly to Google Maps, updating the fastest 
route to take between a user's starting point and his or her destination. 

15. When packets transmitting a communication arrive at the receiving computer, 
smartphone, or other online device, the receiving device reassembles the packets 
into the original communication, such as a webpage or email. 

16. Traffic "mirroring" is a technical term for a process by which a router or switch, 
in addition to determining where on the Internet each packet should be forwarded 
next, can also identify certain packets to be copied ("mirrored") and divert the 
designated copies off-network for separate processing. In other words, traffic 
mirroring can create a copy of all communications, or a subset of all 
communications, passing through a router or switch without interrupting the flow 
of those communications. 

17. Traffic mirroring is accomplished by programming routers and switches with 
access control lists ("ACLs") to determine whether packets will be copied and 
collected at a certain link (the "interface") between the router or switch and 
another device. The criteria used in the ACL can include a packet's source or 
destination IP address, the port number, the protocol numbers, or other 
information contained in a packet header. 

18. The router or switch examines the header information of each packet it processes, 
and compares it to the ACL for each interface, to determine which interfaces the 
packet may or may not pass through without mirroring ( copying). 

19. Tier 1 providers and other smaller service providers employ traffic mirroring in 
the normal course of their operations for such purposes as monitoring traffic load, 
conducting quality-control processes, and rejecting unwanted traffic. 

20. At any link on the Internet where surveillance may be conducted, traffic mirroring 
with ACLs can be used in several ways to make only certain packets available for 
inspection by a collecting entity. 23 

23 Plaintiff disputes this fact, as well as facts 22-24, to the extent the "collector" or the "collecting entity" is the NSA 
conducting Upstream surveillance. These facts, as stated, do not put forth that the "collector" or the "collecting 
entity" is the NSA. In fact, these facts simply establish that any entity, government or private, trying to collect 
Internet communications could, hypothetically, employ traffic mirroring in this manner. Plaintiffs argument that the 
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21. To conduct traffic mirroring, an interface (a fiber-optic link) would have to be 
established between the router or switch directing traffic at the selected location 
and the separate equipment used by the collecting entity (hereinafter, the 
"collector interface"). 

22. After the collector interface is established, communications traffic passing 
through the carrier's router or switch to the collector's equipment can be filtered 
by "whitelisting" or "blacklisting" techniques. "Whitelisting" or "blacklisting" 
involves configuring an ACL to allow only packets meeting the ACL's criteria to 
be copied and passed through the collector interface to the collector's equipment. 

23. For example, the collector could configure an ACL containing a "whitelist" of 
specific IP addresses of interest. When the router or switch examines the header 
information of each packet it processes, it would then, (i) as usual, forward a copy 
of the packet toward its intended destination, (ii) perhaps forward additional 
copies through other interfaces, per the carrier's routine business practices, and 
(iii) if, and only if, the packet header contains a source or destination IP address 
on the whitelist, create an additional copy of the packet, and forward it through 
the collector interface into the collector's possession and control. In other words, 
packets containing IP addresses on the whitelist would be copied and sent through 
to the collector's equipment. Packets not meeting the whitelist criteria would not 
be copied for, or made available to, the collector's equipment for any purpose. 

24. Blacklisting, conversely, involves configuring an ACL to allow all packets to be 
copied to the collector interface except those matching the ACL's criteria. With a 
blacklist, the router or switch would examine each packet header and (i) as usual, 
forward a copy of the packet toward its intended destination, (ii) perhaps forward 
additional copies through other interfaces, per the carrier's routine business 
practices, and (iii) create an additional copy of every packet and forward it 
through the collector interface into the collector's possession and control, except 
for those packets with source or destination IP addresses on the blacklist. In other 
words, if the router or switch finds that a packet header contains a source or 
destination IP address on the blacklist, an additional copy of that packet is not 
created or forwarded through the collector interface. 

25. Whitelisting and blacklisting techniques can also be used to limit mirroring to 
particular sources of traffic, such as only cables used by specific carriers, or only 
cables linked to specific countries or regions. 

26. In addition, ACLs can be configured to whitelist or blacklist particular types of 
communication based on their port or protocol numbers, such as email 
communications or communications from accessing websites. 

NSA does not use traffic mirroring in this way when the NSA conducts Upstream surveillance is discussed at length 
infra Part V.C. 
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27. Wikimedia operates twelve free-knowledge projects on the Internet, including 
Wikipedia. Wikipedia, a free-access, free content encyclopedia, is one of the top 
ten most-visited websites in the world. In 2017, Wikipedia's website received 
visits from more than 1 billion unique devices each month. 

28. Wikimedia engages in more than a trillion international Internet communications 
each year, with individuals in every country on the planet. This includes 
communications between foreign users and Wikimedia's U.S.-based servers, and 
communications between U.S. users and Wikimedia's foreign-based servers. 

29. Wikimedia has identified three categories of its international Internet 
communications that it contends are subjected to Upstream surveillance collection 
by the NSA: (i) communications with its community members24 ("Category 1 "), 
(ii) internal "log" communications ("Category 2"), and (iii) the electronic 
communications of Wikimedia's staff ("Category 3"). 

30. Category 1 consists of communications with and among Wikimedia's community 
members, including requests from foreign and domestic users to view or 
download content from Wikimedia websites, and email communications sent 
from foreign users to Wikimedia servers. 25 All of these communications were 
directed to the public IP address ranges assigned to and used by Wikimedia. 

31. Category 2 consists of internal log communications transmitted from Wikimedia' s 
servers in the Netherlands to its servers in the United States. These 
communications are encrypted and received at one of the same public IP address 
ranges as Wikimedia's communications in Category 1.26 

32. Category 3 consists of communications by Wikimedia's staff using various 
protocols, some of which are encrypted, some of which are not. These 
communications, like those in Categories 1 and 2, are sent and received from the 
public IP address ranges assigned to and used by Wikimedia.27 

33. The total volume of Wikimedia's international Internet communications exceeds 
the number of cables transporting Internet communications between the U.S. and 
other countries. Moreover, Wikimedia's communications are broadly distributed, 
with users in every country in the world. 

24 Wikimedia community members are people who read or contribute to Wikimedia's twelve free-knowledge 
projects. 

25 According to Wikimedia, the volume of the email communications in Category I, and the countries from which 
those emails are received, are unknown. Defs.' Ex. 4, PL 's Am Resps. & Objs. to ODNI Interrog. No. 19, Ex. I 
(hereinafter, "Technical Statistics Chart"), ECF No. 162-5. 

26 Technical Statistics Chart; Schulzrinne Deel. 1~ 83-84. 

27 Technical Statistics Chart; Schulzrinne Deel. 11 85-87. 
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34. It is ''virtually certain" that Wikimedia's communications traverse every cable 
carrying public Internet traffic that connects the U.S. to other countries. 

35. The government has described Upstream surveillance as involving three steps. 
First, "certain Internet transactions transiting the Internet backbone network(s) of 
certain electronic communication service provider(s) are filtered for the purpose 
of excluding wholly domestic communications." Second, these Internet 
transactions "are then scanned to identify for acquisition those transactions [that 
contain communications] to or from ... persons targeted in accordance with the 
applicable NSA targeting procedures." And third, "those transactions that pass 
through both the filtering and the scanning are ingested into Government 
databases. "28 

36. Prior to April 2017, Upstream surveillance involved "about" collection (i.e., a 
communication containing a reference in the communication's text to a selector 
tasked for acquisition under § 702). "About" communications were not 
necessarily sent to or from the user of a § 702 tasked-selector. 

37. The statement-the "NSA will acquire a wholly domestic 'about' communication 
if the transaction containing the communication is routed through an international 
Internet link being monitored by NSA or is routed through a foreign server"-was 
accurate as of October 3, 2011.29 

IV. 

Summary judgment is appropriate when there is "no genuine issue as to any material 

fact" and based on those undisputed facts the moving party "is entitled to judgment as a matter of 

law." Celotex Corp. v. Catrett, 477 U.S. 317,322 (1986). To serve as a bar to summary 

judgment, facts must be "material," which means that the disputed fact "might affect the 

28 Pub. Deel. of Daniel R. Coats, Director of National Intelligence, ,r 15, ECF No. 138-2. 

29 R. Richards Dep. at 160:4-17; [Redacted], 2011 WL 10945618, at *15. Defendants' Rule 30(b)(6) witness 
confirmed the accuracy of this statement as of October 2011. Defendants argue that statements of fact in a judicial 
opinion, such as this statement from a FISC Opinion, are inadmissible hearsay, and thus, plaintiff cannot rely on 
such statements at summary judgment. Summary judgement evidence must either be in admissible form or capable 
of being rendered admissible at trial. Humphreys & Partners Architects, LP v. Lessard Design, Inc., 790 F.3d 532, 
538-39 (4th Cir. 2015); Fed. R. civ. P. 56(c)(2). Statements of fact in judicial opinions that are offered for the truth 
of the matter asserted are hearsay. Nipper v. Snipes, 7 F.3d 415, 417-18 (4th Cir. 1993); see also Zeus Enter., Inc. v. 
Alphin Aircraft, Inc., 190 F.3d 238,242 (4th Cir. 1999); Carterv. Burch, 34 F.3d 257,265 (4th Cir. 1994). Even 
though the 2011 FISC Opinion is inadmissible hearsay, defendants' Rule 30(b)(6) witness testimony, confirming the 
accuracy of this specific statement as of October 3, 2011, is not hearsay. Thus, this statement is admissible, but 
solely this statement because it is as a statement of a party opponent. 
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outcome of the suit under the governing law." Anderson v. Liberty Lobby, Inc., 477 U.S. 242, 

248 (1986). Where a party "fails to make a showing sufficient to establish the existence of an 

element essential to that party's case, and on which that party will bear the burden of proof at 

trial," there can be no genuine issue as to any material fact. Celotex Corp. 477 U.S. at 322. 

Article III limits the jurisdiction of federal courts to actual "Cases" or "Controversies." 

See U.S. Const. art. III,§ 2, cl. 1. As the Supreme Court has made clear, one "essential and 

unchanging part of the case-or-controversy requirement" is that a plaintiff must establish Article 

III standing to sue. Lujan v. Defenders of Wildlife, 504 U.S. 555, 560 (1992). A plaintiff 

establishes Article III standing by showing that he, she, or it seeks relief from an injury that is 

"concrete, particularized, and actual or imminent; fairly traceable to the challenged action; and 

redressable by a favorable ruling." Clapper v. Amnesty Int 'l USA, 133 S. Ct. 1138, 1147 (2013) 

(quoting Monsanto Co. v. Geerston Seed Farms, 561 U.S. 139, 149 (2010)). In other words, a 

plaintiff must establish (1) an injury-in-fact; (2) a casual connection between the injury and the 

alleged conduct; and (3) the redressability of the injury by a court. 

To establish injury-in-fact, the alleged injury must be "real and immediate," not 

"conjectural or hypothetical." City of Lost Angeles v. Lyons, 461 U.S. 95,201 (1983). The 

Supreme Court has "repeatedly reiterated that '[a] threatened injury must be certainly impending 

to constitute injury in fact,' and that '[a]llegations of possible future injury' are not sufficient." 

Clapper, 133 S. Ct. at 1147 (quoting Whitmore v. Arkansas, 495 U.S. 149, 158 (1990)) 

(emphases in original). In some cases, injury-in-fact can also be established "based on a 

'substantial risk' that the harm will occur, which may prompt plaintiffs to reasonably [sic] incur 

costs to mitigate or avoid that harm."30 Id. at 1150 n. 5. Importantly, the standing inquiry is 

30 The parties disagree on whether the appropriate standard for determining injury-in-fact sufficient to establish 
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"especially rigorous when reaching the merits of the dispute would force [ a court] to decide 

whether an action taken by one of the other two branches of the Federal Government was 

unconstitutional," particularly "in the fields of intelligence gathering and foreign affairs." 

Clapper, 133 S. Ct. at 1147. 

Because standing is a threshold jurisdictional requirement, it may be attacked at any time, 

including at summary judgment. As the Supreme Court has made clear, each element of standing 

must be supported "in the same way as any other matter on which the plaintiff bears the burden 

of proof, i.e., with the manner and degree of evidence required at the successive stages of the 

litigation." Defenders of Wildlife, 540 U.S. at 561. Where, as here, standing is challenged at the 

summary judgment stage, "'the party invoking federal jurisdiction bears the burden of 

establishing' standing-and ... such a party 'can no longer rest on ... mere allegations, but must set 

forth by affidavit or other evidence specific facts"' to establish standing. Clapper, 133 S. Ct. at 

1148-49 (quoting Defenders of Wildlife, 504 U.S. at 561). 

Thus, if a plaintiff cannot set forth, by affidavit or other evidence that will be in 

admissible form at trial, specific facts sufficient to show a genuine issue for trial on standing, 

standing is a "certainly impending" standard or a "substantial risk" standard in this case. The Supreme Court has not 
been clear as to whether the "substantial risk" standard applies and whether that standard is distinct from the 
''certainly impending" requirement in cases such as this that involve government surveillance. See Clapper, 133 S. 
Ct. at 1150 n. 5. But the Supreme Court has "found standing based on a 'substantial risk' that harm will occur" in 
some cases. Id 

The Fourth Circuit has indicated that injury-in-fact may be established under either the "certainly impending" or the 
"substantial risk" standard, and thus, standing should be analyzed under both standards in some cases. See Beck v. 
McDonald, 848 F.3d 262,275 (4th Cir. 2017) (after detennining that the threatened hann was not "certainly 
impending," the Fourth Circuit stated "our inquiry on standing is not at an end, for we may also find standing based 
on a 'substantial risk' that the harm will occur, which in tum may prompt a party to reasonably [sic] incur costs to 
mitigate of avoid that hann"). Importantly, the "substantial risk" standard does not change "the common-sense 
notion that a threatened event can be 'reasonabl[y] likel[y]' to occur but still be insufficiently 'imminent' to 
constitute an injury-in-fact." Id at 276. 

In this opinion, both standards are applied. Moreover, the injury-in-fact standard, whether "certainly impending," 
"substantial risk," or both, does not impact the outcome in this case because under whichever standard applies, 
litigation ofany remaining dispute of material fact as to Wikimedia's Article III standing cannot be further litigated 
without violating the state secretes doctrine, as further discussed infra Part VI. 
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then Rule 56( c) mandates entry of summary judgment against the plaintiff. See Celotex Corp., 

477 U.S. at 322. 

V. 

At this stage of the litigation, Wikimedia must present specific facts, supported by 

admissible record evidence, that are sufficient to show a genuine issue for trial on Wikimedia's 

Article III standing. In other words, Wikimedia must present specific facts which show that 

defendants, through the Upstream surveillance program, have copied and collected Wikimedia's 

international Internet communications, or that such collection is certainly impending, or that 

there is a substantial risk that collection will occur such that Wikimedia must incur costs to avoid 

collection.31 

Both parties have focused their discussion of Wikimedia's standing on the three prongs 

necessary to establish the Wikimedia Allegation,32 which were enumerated in the Fourth 

Circuit's remand order in this case. See Wikimedia Found., 857 F.3d at 210-11. The three prongs 

are: (A) Wikimedia's communications almost certainly traverse every international Internet 

backbone link connecting the United States with the rest of the world; (B) the NSA conducts 

Upstream surveillance at one or more points along the Internet backbone; and (C) the NSA, for 

technical reasons, must be copying and reviewing all the text-based communications that travel 

across a given Internet backbone link upon which it conducts Upstream surveillance. Together, 

31 See Obama v. Klayman, 800 F.3d 559,562 (D.C. Cir. 2015) ("In other words, plaintiffs here must show their own 
metadata was collected by the government.") (emphasis in original); Ha/kin v. Helms, 690 F.2d 977, 999-1000 (D.C. 
Cir. 1982) ("[T]he absence of proof of actual acquisition of appellants' communications is fatal to their watch listing 
claims."). 

32 The Wikimedia Allegation is the allegation that the sheer volume of Wikimedia's communications makes it 
virtually certain that the NSA has intercepted, copied, and reviewed at least some of Wikimedia's communications 
through the Upstream surveillance program, even if the NSA conducts Upstream surveillance on only a single 
Internet backbone link. See supra page 7. 
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these three prongs would establish that the NSA has copied and collected some of Wikimedia' s 

communications in the course of the NSA's Upstream surveillance program, thereby providing 

Wikimedia standing to sue here. 

The sufficiency of the evidence with respect to each of these prongs is discussed in detail 

below. The summary judgment record contains specific facts which show no genuine dispute as 

to the veracity of the first two prongs of the Wikimedia Allegation. With respect to the third 

prong, however, the summary judgment factual record contains specific facts that establish, 

without a genuine dispute of material fact, that the NSA, in the course of Upstream surveillance, 

does not need to be copying any of Wikimedia's communications as a technological necessity. 

Thus, the summary judgment record does not contain the facts necessary for Wikimedia to 

establish standing at summary judgment via the Wikimedia Allegation. 

A. 

The first prong of the Wikimedia Allegation is that Wikimedia's communications almost 

certainly traverse every international Internet backbone link connecting the United States with 

the rest of the world. 

Wikimedia primarily supports this contention through the declarations of Scott Bradner, 

plaintifrs Internet expert.33 Mr. Bradner states that "it is virtually certain that Wikimedia's 

international communications traverse every circuit carrying public Internet traffic on every 

international cable connecting the U.S. to other countries." Bradner Deel., 6(d), ECF No. 168-2. 

Mr. Bradner supports this conclusion with evidence of the volume and global distribution of 

Wikimedia's communications and the relatively few international circuits connecting the U.S. to 

33 Mr. Bradner worked at Harvard University from 1966 to 2016 in a variety of technical and educational roles, 
including service as Harvard University's Chief Technology Security Officer for a number of years. 
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other countries. Id. at ,r,r 346-4 7, 201-05, 209, 218, 220. Thus, Mr. Bradner concludes, to a 

virtual certainty, that every international fiber-optic cable that transports Internet 

communications between the U.S. and the rest of the world transports at least some of 

Wikimedia' s international communications. 

Defendants have not disputed this fact. See Defs.' Brief in Support of Motion for 

Summary Judgment, Dkt. 162 at 1 (referring to Wikimedia's standing argument as a "one-legged 

stool" and taking issue with the other two prongs of Wikimedia's standing argument, but not 

with the argument that Wikimedia's communications traverse every international Internet 

backbone link).34 

Thus, there is no genuine dispute between the parties in the summary judgment record 

that Wikimedia' s communications almost certainly traverse every international Internet 

backbone link connecting the United States with the rest of the world. Wikimedia has presented 

specific facts, supported by the conclusion of Mr. Bradner, that establish the first prong of the 

Wikimedia Allegation. 

B. 

The second prong of the Wikimedia Allegation is that the NSA conducts Upstream 

surveillance at one or more international Internet backbone links, all of which, as established in 

the first prong, some of Wikimedia's communications traverse. 

Wikimedia primarily relies upon a sentence in a redacted 2011 FISC Opinion and on 

language describing the Internet backbone in the PCLOB 702 Report to establish this prong. The 

34 The government has not explicitly conceded this prong of the Wikimedia Allegation, that Wikimedia's 
communications traverse every international Internet backbone link connecting the United States with the rest of the 
world. But the government has indicated that even assuming arguendo that Wikimedia has presented sufficient facts 
to establish this first prong, Wikimedia still does not have standing in this case. See also id. at 21. 
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sentence in the 2011 FISC Opinion states: the "NSA will acquire a wholly domestic 'about' 

communication if the transaction containing the communication is routed through an 

international Internet link being monitored by NSA or is routed through a foreign server." 

[Redacted], 2011 WL 10945618, at *15. Defendants' Rule 30(b)(6) witness confirmed the 

accuracy of this statement as of October 2011. 35 See R. Richards Dep. at 160:4-17. Thus, as a 

statement of a party opponent, this statement is admitted as part of the summary judgment 

record. 

Based on this admission, plaintiff contends that Upstream surveillance involves 

monitoring "international Internet link[s]." Defendants, however, assert that the meaning of the 

term "international Internet link" is protected by the state secrets privilege and cannot be 

confirmed or denied by defendants. Defendants' Rule 30(b)(6) witness testified that "unlike the 

other words you had me go through in terms of definitions ... [which were] what a teleco[m] 

expert would" provide, the "NSA has an understanding of this term [international Internet link] 

that is specific to how [the FISC Judge] described it, but it's classified to provide any further 

information." R. Richards Dep. at 160:19-161 :22. Thus, the differences between the term 

"international Internet link" and the term "circuits," which is a colloquial term used in the 

telecom industry and is used to describe where along the Internet backbone Upstream collection 

occurs in the PC LOB 702 Report,36 cannot be known without violation of the state secrets 

35 See supra note 29 for further detail as to why the statement in the 2011 FISC Opinion is not inadmissible hearsay 
in the context of this litigation as a result of defendants' Rule 30(b )( 6) testimony regarding the statement. 

36 It is worth noting that the PCLOB 702 Report's reference to "circuits" does not suggest that the NSA is 
conducting surveillance on more than one circuit. To be sure, the PCLOB 702 Report does use the term "circuits," 
but it does not do so to refer to the number of sites the NSA is monitoring. Instead, the PC LOB 702 Report uses the 
term "circuits" in the context of defining the "Internet backbone." Specifically, the PCLOB 702 Report explains that 
the "Internet backbone" consists of"circuits that are used to facilitate Internet communications[.]'' PCLOB 702 
Report at 36-37. 
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privilege.37 See PCLOB 702 Report, at 35-37. Moreover, that this statement was accurate on 

October 3, 2011 says nothing of this statement's accuracy either in 2015, when this suit was 

filed, or today. 38 

Rather than belabor the squabble between the parties about the meaning of this particular 

term from a 2011 FISC Opinion, a different, admissible record document sheds significantly 

more light on this prong of the Wikimedia Allegation. The Public Declaration of Daniel R. 

Coats, Director of National Intelligence ("DNI"), states that the United States Intelligence 

Community "has publicly acknowledged that Upstream surveillance is conducted on one or more 

points on the Internet backbone" and that the United States Intelligence Community "has 

publicly acknowledged that ... NSA is monitoring at least one circuit carrying international 

Internet communications." Pub. Deel. of Daniel R. Coats, DNI, ,r,r 30, 37, ECF No. 138-2.39 In 

other words, the DNI, who oversees the United States Intelligence Community, has admitted, in 

the course of this litigation, that the NSA conducts Upstream surveillance on at least one point 

on the Internet backbone and, to the extent the terms Internet backbone and international Internet 

circuit are not interchangeable, on at least one circuit carrying international Internet 

communications. 40 

37 The state secrets privilege's applicability to this case is discussed in significantly greater depth infra Part VI. 

38 The statement from the 2011 FISC Opinion pertains to the Upstream surveillance program's collection of"about" 
communications. As of April 2017, Upstream surveillance no longer involves any "about" collection. Thus, at least 
the conclusion of this conditional statement is no longer accurate today. 

39 Neither party has cited to these specific paragraphs of the Public Declaration of the DNI in their briefs. 
Nonetheless, the Public Declaration of the DNI is clearly part of the evidentiary record in this matter, as defendants 
have cited to other paragraphs of this declaration in their statement of undisputed material facts. Moreover, as the 
"oversee[r of] the United States Intelligence Community," the DNI is in a position to make such statements from 
personal knowledge. 

40 In this context, the terms Internet backbone and international Internet circuits both refer on some level to the 
transoceanic fiber-optic cables that transport Internet communications and connect the U.S. to the rest of the world. 
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Accordingly, the undisputed summary judgment record adequately establishes that the 

NSA monitors at least one circuit carrying international Internet communications in the course of 

Upstream surveillance and that Wikimedia's communications traverse every circuit carrying 

international Internet communications from the United States to the rest of the world. Thus, 

Wikimedia has established the first two prongs of the Wikimedia Allegation with the support of 

admissible record evidence and without a genuine dispute as to any material fact. 

C. 

With respect to the third prong, however, the summary judgment factual record contains 

specific facts that establish, without a genuine dispute of material fact, that it is not a 

technological necessity that the NSA has copied or collected some of Wikimedia's 

communications over the one circuit that the NSA admits monitoring to conduct Upstream 

surveillance.41 Accordingly, the summary judgment record does not contain the facts necessary 

for Wikimedia to establish standing at summary judgment via the Wikimedia Allegation. 

To address this prong of the Wikimedia Allegation, both parties have submitted extensive 

expert reports. The government's expert, Dr. Henning Schulzrinne,42 has provided expert 

testimony that details a method of collecting Internet communications, which could, 

hypothetically, avoid collecting any of Wikimedia's communications. Dr. Schulzrinne Deel. ,r 

41 Importantly, to establish standing, Wikimedia need only prove that the NSA has copied or scanned some of its 
communications as part of the Upstream surveillance program, or that such collection is certainly impending, or that 
there is a substantial risk that collection will occur such that Wikimedia must incur costs to avoid collection. 
Wikimedia has chosen to prove that it is a technological necessity that the NSA has copied or scanned some of its 
communications only because the government's assertion of the state secrets privilege prevents Wikimedia from 
posing the more direct question of whether the NSA has actually copied or scanned any of Wikimedia's 
communications as part of the Upstream surveillance program. See Wikimedia Found. v. Nat'/ Sec. Agency, 335 F. 
Supp. 3d 772, 788-90 (D. Md. 2018). 

42 Dr. Henning Schulzrinne has been a professor of computer science at Columbia University since 1996 and holds a 
Ph.D. and a Master's Degree in Electrical Engineering. 
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77-88. Thus, Dr. Schulzrinne concludes that the NSA, via Upstream surveillance, does not have 

to be collecting any of Wikimedia's communications "as a matter of technological necessity." 

Dr. Schulzrinne 2d Deel. 12. Importantly, Dr. Schulzrinne does not provide testimony about the 

actual operational details of Upstream surveillance because the actual operational details of 

Upstream surveillance are classified and protected by the state secrets privilege, and thus, Dr. 

Schulzrinne does not know any of the classified operational details. Id. at 1 3-4. 

On the other side, Wikimedia's expert, Scott Bradner, has provided expert testimony in 

which he opines, based on a combination of technical and practical factors, that the NSA "most 

likely" copies all communications transported across an international Internet circuit before 

filtering any of the communications. Bradner Deel. 1 282. As a result, Mr. Bradner concludes 

that "even if the NSA were monitoring only a single circuit under [U]pstream collection, it 

would be copying and reviewing at least some of Wikimedia's communications." Id. at ,r 353. 

Each expert unsurprisingly takes issue with the other's findings. Dr. Schulzrinne claims 

that Mr. Bradner has provided "no support, and certainly none based in Internet technology and 

engineering, for concluding that the NSA 'almost certainly' (Bradner Deel. 16(a)) copies and 

scans all communications traversing any circuit it monitors, including Wikimedia's." Dr. 

Schulzrinne 2d Deel. ,r 5. And Mr. Bradner claims that Dr. Schulzrinne's conclusion that the 

NSA does not have to be collecting any ofWikimedia's communications as a matter of 

technological necessity "is simply implausible as a practical matter given everything that is 

known about [U]pstream collection." Bradner Deel. 1362. For the reasons that follow, this 

dispute does not present a triable issue of fact. 

To begin with, it is necessary to address the practical grounds on which Mr. Bradner 

reaches his conclusions. Mr. Bradner contends that the NSA could not accomplish its stated goal 
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of"comprehensively acquir[ing] communications that are sent to or from its targets" through 

Upstream surveillance without first copying all international communications transported over 

the circuit(s) that the NSA is monitoring. Id. at 1333 (quoting PCLOB 702 Report, at 10, 123, 

143 (emphasis added)); Id. at 1335. To accomplish this goal, Mr. Bradner opines that the NSA is 

"most likely" copying all of the communications traveling across a circuit before later filtering 

those communications based on the NSA' s targeted selectors. Id. at 11 282, 289. As the basis for 

this opinion, Mr. Bradner claims (i) that any other method would require the NSA to share 

sensitive information about its targets and/or filtering criteria with an assisting provider, which 

the NSA would prefer not to do, (ii) that any other method would require the NSA to place an 

NSA-operated device into the heart of an ISP's network, which the NSA would prefer not to do, 

and (iii) that the NSA has no operational incentive to reduce the number of communications it 

scans for selectors. Id. at 11 283-88. 

None of Mr. Bradner's bases for this opinion, however, have a non-speculative 

foundation in technology. Instead, speculative assumptions about the NSA' s surveillance 

practices and priorities and the NSA' s resources and capabilities form the basis for Mr. 

Bradner's opinion in this regard.43 See Dr. Schulzrinne 2d Deel. 173. Simply put, Mr. Bradner 

does not know what the NSA prioritizes in the Upstream surveillance program because that 

information is classified, and therefore Mr. Bradner has no knowledge or information about it. 

43 See, e.g., Obama v. Klayman, 800 F.3d 559,567 (D.C. Cir. 2015) (rejecting a plaintiffs claim that the NSA's 
collection must be comprehensive to be effective because "there are various competing interests that may constrain 
the government's pursuit of effective surveillance. Plaintiffs' inference fails to account for the possibility that legal 
constraints, technical challenges, budget limitations, or other interests prevented NSA from collecting metadata from 
Verizon Wireless."). Wikimedia has gone significantly further than the plaintiffs in Klayman to address the 
technological issues pertinent to the effectiveness of a less comprehensive surveillance system, but Mr. Bradner still 
takes significant speculative leaps about the NSA's practical and operational decision-making to reach these 
particular aspects of his conclusions. These specific conclusions require speculative leaps which are too significant 
to accept as the foundational basis for an expert's opinion. 
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As a result, Mr. Bradner' s opinions as to these specific propositions are inadmissible pursuant to 

Rule 702, Fed. R. Evid., and the standards articulated in Daubert v. Merrell Pharmaceuticals, 

Inc., 509 U.S. 579 (1993).44 

Moreover, even if Mr. Bradner's opinions on these specific propositions were admissible, 

any conclusions drawn from those opinions would be barred by the state secrets doctrine, as 

further discussed infra Part VI. No matter how intuitively appealing Mr. Bradner's opinions 

about the NSA' s operational priorities may seem, courts have consistently recognized that 

'judicial intuition" about such propositions "is no substitute for [the] documented risks and • 

threats posed by the potential disclosure of national security information." Al-Haramain Islamic 

Found, Inc. v. Bush, 507 F.3d 1190, 1203 (9th Cir. 2007). Importantly, defendants cannot 

effectively defend themselves against Mr. Bradner's speculations without disclosing information 

about the operational details of the NSA's Upstream surveillance program. But defendants have 

thoroughly documented the risks of such a disclosure in the classified declaration, explaining that 

to reveal such facts regarding the operational details of the Upstream surveillance collection 

process, even considering the public disclosures made to date, would provide insight into the 

structure and operations of the Upstream surveillance program and in so doing, undermine the 

effectiveness of this important intelligence method. Thus, even if Mr. Bradner's conclusions, 

44 Rule 702 provides that an expert may offer opinion testimony if "the expert's scientific, technical, or other 
specialized knowledge" will be helpful to understand the evidence or to determine a fact in issue, the proffered 
opinion is "based on sufficient facts or data," and it is "the product ofreliable principles and methods ... reliably 
applied ... to the facts of the case." Fed. R. Evid. 702(a)-(d). Daubert explained that to meet the test ofadmissibility 
under Rule 702, an expert's testimony must rest on a reliable foundation, meaning it "must be based on scientific, 
technical, or other specialized knowledge and not belief or speculation." Oglesby v. Gen. Motors Corp., 190 F.3d 
244,250 (4th Cir. 1999) (emphasis in original); see also Nease v. Ford Motor Co., 848 F.3d 219,229,231 (4th Cir. 
2017). Here, the critical propositions that form the basis for Mr. Bradner' s opinion that the NSA is "most likely" 
copying all communications before any filtering do not meet this requirement as they are based on Mr. Bradner's 
speculation as to the NSA 's operational priorities and capabilities, not on any technical requirements for the 
collection of Internet communications. Although the NSA has made some public disclosures about Upstream 
surveillance, Mr. Bradner's interpretations of single sentences within the public disclosures stretches those 
disclosures far beyond a natural reading of them, and again, is not based on any knowledge, technical or otherwise. 
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built off assumptions about the NSA' s operational goals from the NSA' s limited public 

disclosures, were admissible as expert opinions, the state secrets doctrine would bar any further 

litigation of this prong of Wikimedia's standing argument, as further discussed infra Part VI. 

Analysis of the third prong of the Wikimedia Allegation, however, does not end with 

dismissal of Mr. Bradner's non-technical assumptions. Each expert has also presented technical 

arguments for and against the proposition that the NSA must be collecting at least some of 

Wikimedia's communications at the circuit(s) monitored pursuant to the Upstream surveillance 

program. 

Dr. Schulzrinne explains how the NSA, using the technique of "traffic mirroring" in a 

specific manner,45 could conduct Upstream surveillance on an international Internet circuit 

"without intercepting, copying, reviewing, or otherwise interacting with [the] communications of 

Wikimedia." Dr. Schulzrinne Deel. 177. To begin with, Wikimedia has been allocated a number 

of static IP addresses. Id. at 1 80. A "static" IP address is an IP address that is assigned on a 

permanent basis from the appropriate regional Internet registry. See id at, 32-33. Static IP 

addresses are generally assigned to large enterprises on the Internet so that users around the 

world have consistent access to their websites. Public databases record, with very high accuracy, 

which IP address blocks are used by what entities. Id. Thus, any member of the public can 

ascertain all of the IP addresses assigned to Wikimedia. 

Through a process of"blacklisting" Wikimedia's IP addresses, the NSA could conduct 

Upstream surveillance without receiving access to any of Wikimedia's communications. Id. at 1 

82. To do so, the NSA could blacklist all of Wikimedia's IP addresses using an access control 

45 Traffic mirroring, as defined in the statement of material facts in the summary judgment record, is a technical term 
for a process by which all communications passing through a router or switch can be copied without interrupting the 
flow of communications. 
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list, a list employed in the traffic mirroring process that determines which packets carrying 

Internet communications will be copied and collected at a certain circuit on the Internet 

backbone. By blacklisting Wikimedia's IP addresses, all Internet communications except those 

containing Wikimedia' s blacklisted IP addresses would be copied and collected by the NSA. 

Importantly, this hypothetical does not propose that the NSA is copying all Internet 

communications other than Wikimedia's, but rather states that, as a technical matter, the NSA 

could blacklist certain high-frequency, low-interest IP addresses to minimize the collection of 

communications of little interest to the NSA and that Wikimedia's IP addresses could be high

frequency, low-interest IP addresses to the NSA. Thus, strictly considering the technological 

limitations of copying Internet communication in transit, it is possible that the NSA has not 

copied and collected any of Wikimedia' s communications despite monitoring an international 

Internet circuit that transmits some of Wikimedia's communications.46 

In response, Mr. Bradner finds this hypothetical "simply implausible" as a practical 

matter given everything that is known about Upstream surveillance, although Mr. Bradner does 

admit that selective collection is technologically possible. Bradner Deel. 1 362, 272(b ), 280-81, 

299, 325, 366. The foundation for Mr. Bradner's response is that the NSA has disclosed to the 

public that Upstream surveillance operates by identifying "selectors," the specific means by 

which the targets communicate, such as email addresses or telephone numbers. 47 Because the 

46 In addition to blacklisting Wikimedia's IP addresses, Dr. Schulzrinne proposes several other whitelisting or 
blacklisting options which would prevent the NSA from collecting Wikimedia's international Internet 
communications. Dr. Schulzrinne Deel.~ 77-88. For example, the NSA could blacklist the ports assigned to HTTP 
and HTTPS communications so as not to collect any web communications that involve accessing websites. Id at~ 
79. 

47 NSA Director of Civil Liberties and Privacy Office Report, NSA 's Implementation of FISA Section 702 4 (2014), 
available at https://www.nsa.gov/Portals/70/documents/news-features/press
room/statements/NSAimplementationotFISA 702l6Apr2014.pdf. 
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NSA cannot know in advance which communications contain selectors, Mr. Bradner contends, 

the NSA must first copy all communications before scanning any of them for selectors. Bradner 

Deel. ,r 333, 30 I. 

Despite Mr. Bradner's arguments to the contrary, the traffic mirroring hypothetical 

proposed by Dr. Schulzrinne does not contradict the government's public disclosures about 

Upstream surveillance. Importantly, the government has described Upstream surveillance as 

involving three steps-(1) filtering, (2) scanning, and (3) ingesting.48 The whitelisting and 

blacklisting process of traffic mirroring proposed by Dr. Schulzrinne would occur at the first step 

in the NSA's collection process, the filtering, prior to any copying or scanning. Thus, under Dr. 

Schulzrinne's hypothetical, the first step, filtering, would involve a combination of whitelisting 

and blacklisting to exclude wholly domestic communications and other low interest 

communications, and Wikimedia's communications may qualify as low interest communications 

that the NSA filters out.49 Second, and only after filtering, the NSA would scan the remaining 

communications for "selectors," which could result in the collection of both communications to 

or from a targeted selector and about a targeted selector. See Dr. Schulzrinne 2d Deel. ,r 50-52. 

This second step described in the government's public disclosures is the step on which Mr. 

Brander focuses. Given the distinction between the first two steps, Dr. Schulzrinne's 

hypothetical is consistent with government's public disclosures about Upstream surveillance. 

48 See Material Fact 35; Pub. Deel. of Daniel R. Coats, Director of National Intelligence, ,r 15, ECF No. 138-2. 

49 It is noted that the government has not disclosed that anything other than wholly domestic communications are 
filtered out at the first step in the Upstream collection process. Given the government's limited disclosures about the 
technical details of how Upstream surveillance operates, however, this disclosure does not mean that the government 
does not, or could not, engage in additional filtering at the first step in the Upstream surveillance collection process. 
Whether or not the government actually engages in additional filtering at the first step in the Upstream surveillance 
collection process is a fact protected by the state secrets privilege. See Wikimedia Found v. Nat'/ Sec. Agency, 335 
F. Supp. 3d 772, 789-90 (D. Md. 2018); Pub. Deel. of Daniel R. Coats, DNI, ,r 18(8), 18(0), ECF No. 138-2. 
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Moreover, the hypothetical, regardless of whether it is actually how the NSA conducts Upstream 

surveillance, does show that there is a technological method by which the NSA could conduct 

Upstream surveillance on a circuit transporting International internet communications without 

copying, collecting, or otherwise reviewing any of Wikimedia's communications that traverse 

that path. 

But this does not end the analysis, for there is a technological hurdle that remains. Even if 

the NSA used the whitelisting and blacklisting techniques proposed by Dr. Schulzrinne to filter 

the communications it collected via Upstream surveillance, Mr. Bradner maintains that there are 

three scenarios in which Wikimedia's communications would still be copied and scanned by the 

NSA. Bradner Deel. ,r,r 367(b), 370. In these three specific scenarios-namely (i) 

communications contained within a multi-communication transaction, 50 (ii) emails to or from 

Wikimedia involving a person located abroad who is using an email service located in the U.S.,51 

or (iii) a person located abroad who accesses Wikiinedia's websites through a U.S.-based Virtual 

50 A "multi-communication transaction" (MCT) is "an Internet transaction that contain[s] multiple discrete 
communications." NSA Response to Plaintiffs Interrogatory No. 8 (Dec. 22, 2017). When an email user logs into 
their email service to check his or her email, the group of all unread email messages is transmitted together as a 
single communication from the email service to the subscribing user's inbox. This transmission of multiple emails in 
a single communication might be considered an MCT. Bradner Deel. ,r,r 67, 132, 317. In transit, an MCT of this type 
would contain the IP address of the email service as the sender and the IP address of the user as the recipient. I fan 
email to or from Wikimedia were contained within the batch of emails sent as an MCT, the Wikimedia email would 
be transmitted to the user's inbox without Wikimedia's IP address in the individual packet headers of the MCT. Dr. 
Schulzrinne 2d Deel. ,r 78. Thus, this specific type of Wikimedia communication could be transmitted from an email 
service to a user of the email service without Wikimedia's IP address being the source or destination IP address. 
And as a result, blacklisting Wikimedia's IP addresses would not prevent the NSA's collection of such an email 
from an international Internet circuit which the NSA is monitoring. 

51 This scenario is similar to the first MCT scenario. If (i) an email user sent an email to Wikimedia or received an 
email from Wikimedia, (ii) that email user was abroad, and (iii) that email user utilized a U.S.-based email service, 
the communication between the email user and the email service would not include Wikimedia's IP address in the 
packet headers and would need to traverse an international Internet circuit between the U.S.-based email service and 
the user located abroad. Bradner Deel. ,r 367(b )(2); Dr. Schulzrinne 2d Deel. ,r 81. Thus, this specific type of 
Wikimedia communication could be transmitted from an email service to a user of the email service without 
Wikimedia's IP address being the source or destination IP address. And as a result, blacklisting Wikimedia's IP 
addresses would not prevent the NSA 's collection of such an email from an international Internet circuit which the 
NSA is monitoring. 
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Private Network (VPN),52 Wikimedia's IP address would not appear as the source or destination 

IP address on the packet header traversing the international Internet circuit into or out of the U.S. 

See Bradner Deel. ,I 367(b)(l)-(3); Dr. Schulzrinne 2d Deel. ,I 77-87. Thus, these 

communications would not be blocked by the NSA's hypothetical blacklist of Wikimedia's IP 

addresses because the communications would not contain Wikimedia' s IP address in the packet 

header, despite involving a Wikimedia communication. 

Dr. Schulzrinne admits that each of these scenarios is "theoretically possible" but "could 

come to pass only in the uncertain event that particular conditions are met." Dr. Schulzrinne 2d 

Deel. il 77. For communications in each of these three scenarios to be collected by the NSA 

through Upstream surveillance, at least four conditions would have to be met, 53 none of which 

Wikimedia has established as to any of their communications in this case. Specifically, for 

Wikimedia communications to exist in either of the first two scenarios, an email user in a foreign 

location must be downloading emails from a server located in the United States (such that the 

communication would traverse an international Internet circuit monitored by the NSA) and the 

email user must be sending email to and/or receiving email from Wikimedia. Id. at ilil 78, 81. 

Wikimedia has not presented evidence of any such subset of its communications. 54 For 

52 When a user communicates via a Virtual Private Network (VPN), all of the user's communications are encrypted 

and first routed through the VPN server before being directed to their ultimate destination. Dr. Schulzrinne 2d Deel. 
,r 57. As a result, first, each communication's packet is assigned the VPN server's address as its destination IP 
address, not the IP address of the ultimate destination. Id. Then, once the communication has reached the VPN 
server (destination one), the communication travels from the VPN server to the ultimate destination (destination 
two}, with the VPN server IP address as the source IP address, rather than the individual user's IP address. 
Therefore, if a person is located abroad and accesses Wikimedia's website while using a U.S.-based VPN and the 
first leg communication between the VPN user and the VPN server traverses an international Internet circuit that the 
NSA is monitoring, the NSA could collect that communication even if the NSA has blacklisted Wikimedia's IP 
addresses. Bradner Deel. ,r 367(b)(3). 

53 Dr. Schulzrinne 2d Deel. ,r 78, 81, 83. 

54 It is worth noting that Wikimedia has acknowledged that is does not know the volume of its international email 
communications, or the countries from which the emails are received. See Technical Statistics Chart. In addition to 

31 

JA4103

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 237 of 258Total Pages:(4187 of 4208)



Case 1:15-cv-00662-TSE   Document 188   Filed 12/16/19   Page 32 of 50

Wikimedia's communications to exist in the third scenario, a user of a Virtual Private Network 

(VPN) that is based in the United States must use that VPN while abroad to visit one of 

Wikimedia' s websites, and the NSA must monitor the international Internet circuit that transmits 

that communication from the user abroad to the domestic VPN. Again, Wikimedia has not 

presented evidence of any such subset of its communications. As a result, satisfaction of the 

chain of conditions necessary to establish that the NSA collected Wikimedia's communications 

in one of these three circumstances is too speculative to establish standing. See Clapper v. 

Amnesty Int'/ USA, 133 S. Ct. 1138, 1148, 1150 (2013) (holding that a speculative chain 

consisting of five contingencies was insufficient to establish standing). Thus, although it is 

possible that such communications exist,55 the summary judgment record does not contain any 

evidence that such communications actually exist, a requirement at this stage of the litigation. 

See Clapper, 133 S. Ct. at 1148-49. 

In sum, the undisputed summary judgment record does not establish that the NSA has 

copied any of Wikimedia's international Internet communications in the course of Upstream 

surveillance, or that such collection is certainly impending, or that there is a substantial risk that 

collection will occur such that Wikimedia must incur costs to avoid collection. Specifically, the 

summary judgment record establishes that it is not a technological necessity that the NSA must 

copy all of the text-based Internet communications traversing a circuit that the NSA monitors 

while conducting Upstream surveillance. The NSA could, hypothetically, utilize a process of 

the total volume and location ofall of Wikimedia's international email communications being unknown, this 
particular subset of Wikimedia's international email communications is also unknown - in volume, in geographic 
diversity, or even whether such communications exist. 

55 It is worth noting that if such communications exist, they are likely to be far fewer in number than the trillions of 
international Wikimedia communications every year that traverse every International circuit connecting the U.S. to 
the rest of the world. Thus, a finding that such communications exist could trigger a re-evaluation of the first prong 
of Wikimedia's standing argument, i.e. that Wikimedia's subject international Internet communications traverse 
every international Internet backbone link connecting the United States with the rest of the world. 
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whitelisting and blacklisting to filter out low-interest Internet communications, including 

Wikimedia's communications, prior to scanning the Internet communications for targeted 

selectors. At most, there is a genuine dispute of material fact as to whether the NSA can conduct 

Upstream surveillance without copying Wikimedia's communications, if any, that (i) are 

contained within a multi-communication transaction, (ii) are emails to or from Wikimedia 

involving a person located abroad using an email service located in the U.S., or (iii) involve a 

person located abroad accessing Wikimedia's websites through a U.S.-based Virtual Private 

Network (VPN) and that traverse an NSA-monitored circuit. To the extent there is a genuine 

issue of material fact with respect to the NSA's collection of this currently unidentified subset of 

Wikimedia's international communications, that issue cannot be further litigated given the state 

secrets doctrine, as further discussed infra Part VI. 

VI. 

Even assuming arguendo that, there is a genuine dispute of material fact as to the third 

prong of the Wikimedia Allegation, the question remains as to how the matter should proceed 

consistent with Supreme Court and Fourth Circuit precedent regarding the state secrets doctrine. 

Wikimedia's standing cannot be fairly litigated any further without disclosure of state secrets 

absolutely protected by the United States' privilege. For Wikimedia to litigate the standing issue 

further, and for defendants to defend adequately in any further litigation, would require the 

disclosure of protected state secrets, namely details about the Upstream surveillance program's 

operations. For the reasons that follow, therefore, the standing issue cannot be tried, or otherwise 

further litigated, without risking or requiring harmful disclosures of privileged state secrets, an 

outcome prohibited under binding Supreme Court and Fourth Circuit precedent. Thus, the case 

must be dismissed, and judgment must be entered in favor of defendants. 
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A. 

It is necessary first to review the well-settled Supreme Court and Fourth Circuit 

precedent concerning the state secrets doctrine. Settled Supreme Court and Fourth Circuit 

precedent make clear that "[u]nder the state secrets doctrine, the United States may prevent the 

disclosure of information in a judicial proceeding if 'there is a reasonable danger' that such 

disclosure 'will expose ... matters which, in the interest of national security should not be 

divulged."' Abilt v. CIA, 848 F.3d 305, 310-11 (4th Cir. 2017) (quoting El-Masri v. United 

States, 479 F.3d 296, 302 (4th Cir. 2007)) (quoting United States v. Reynolds, 345 U.S. 1, 10 

(1953)). In this regard, the Fourth Circuit has recognized that the state secrets doctrine "performs 

a function of constitutional significance, because it allows the executive branch to protect 

information whose secrecy is necessary to its military and foreign-affairs responsibilities." Id at 

312 (quoting El-Masri, 479 F.3d at 303). 

The Fourth Circuit has mandated a three-step analysis for resolution of the state secrets 

question: 

First, "the court must ascertain that the procedural requirements for invoking the 
state secrets privilege have been satisfied." Second, "the court must decide 
whether the information sought to be protected qualifies as privileged under the 
state secrets doctrine." Third, if the "information is determined to be privileged, 
the ultimate question to be resolved is how the matter should proceed in light of 
the successful privilege claim." 

Abilt, 848 F.3d at 311 (quoting El-Masri, 479 F.3d at 304). Previously, an Order and 

Memorandum Opinion issued in this case, which concluded that defendants satisfied the 

procedural requirements necessary to invoke the state secrets privilege, that the information 

sought to be protected qualified as privileged under the state secrets doctrine, and that therefore, 

Wikimedia's motion to compel certain information in discovery had to be denied. Wikimedia 

Found. v. Nat'/ Sec. Agency, 335 F. Supp. 3d 772, 790 (D. Md. 2018). The seven categories of 
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information determined to be privileged under the state secrets doctrine in relation to plaintiffs 

motion to compel discovery are the same categories of information at issue for plaintiff to 

establish standing via further litigation of this case. 56 Thus, as already established in the previous 

Memorandum Opinion and Order, the first two steps of the state secrets analysis have been 

resolved, and the step that remains is "how the matter should proceed in light of the successful 

privilege claim." Abilt, 848 F.3d at 311. 

B. 

How the matter should proceed turns on the centrality of the privileged information to the 

issue at hand. Whether the NSA has copied and collected any ofWikimedia's international 

Internet communications, or such collection is certainly impending, or there is a substantial risk 

that collection will occur such that Wikimedia must incur costs to avoid collection, is the 

threshold issue for Wikimedia to establish standing in this litigation. Where, as here, the 

privileged information is so central to the subject matter of the litigation, dismissal is the 

appropriate, and only available, course of action. 

As the Fourth Circuit has made quite clear, "both Supreme Court precedent and our own 

cases provide that when a judge has satisfied himself [ or herself] that the dangers asserted by the 

government are substantial and real, he [ or she] need not-indeed, should not-probe further." 

Sterling v. Tenet, 416 F.3d 338, 345 (4th Cir. 2005). Moreover, Fourth Circuit precedent 

establishes that where "circumstances make clear that sensitive military secrets will be so central 

to the subject matter of the litigation that any attempt to proceed will threaten disclosure of the 

56 The seven categories of information privileged pursuant to the state secrets doctrine are: (i) individuals or entities 
subject to Upstream surveillance activities, (ii) operational details of the Upstream collection process, (iii) locations 
at which Upstream surveillance is conducted, (iv) categories of Internet-based communications subject to Upstream 
surveillance activities, (v) the scope and scale on which Upstream surveillance is or has been conducted, (vi) the 
NSA's cryptanalytic capabilities, and (vii) additional categories of classified information contained in FISC 
opinions, orders and submissions. 
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privileged matters, dismissal is the appropriate remedy." El-Masri v. Tenet, 437 F. Supp. 2d 530, 

538-39 (E.D. Va. 2006) (quoting Sterling, 416 F.3d at 348), ajf'd, 479 F.3d 296 (4th Cir. 2007).57 

As such, "[i]f a proceeding involving state secrets can be fairly litigated without resort to 

the privileged information, it may continue." El-Masri, 479 F.3d at 306. On the other hand, "a 

proceeding in which the state secrets privilege is successfully interposed must be dismissed if the 

circumstances make clear that privileged information will be so central to the litigation that any 

attempt to proceed will threaten that information's disclosure." Id. at 308 ( citations omitted). 58 

Such a decision is never taken lightly, as "dismissal is appropriate '[o]nly when no amount of 

effort and care on the part of the court and the parties will safeguard privileged material."' 

Sterling, 416 F.3d at 348 (quoting Fitzgerald v. Penthouse Int 'l, Ltd., 776 F.2d 1236, 1244 (4th 

Cir. 1985)) (alteration in original). Nonetheless, "dismissal follows inevitably when the sum and 

substance of the case involves state secrets." Id. at 347. In this regard, the Fourth Circuit has 

identified three examples of circumstances in which the privileged information is so central to 

the litigation that dismissal is required. First, "dismissal is required if the plaintiff cannot prove 

the primafacie elements of his or her claim without privileged evidence." Abilt, 848 F.3d at 313-

14 (citing Farnsworth Cannon, Inc. v. Grimes, 635 F.2d 268,281 (4th Cir. 1980) (en bane) (per 

curiam) ). Second, "even if the plaintiff can prove a prima facie case without resort to privileged 

information, the case should be dismissed if 'the defendants could not properly defend 

themselves without using privileged evidence."' Id. at 314 (quoting El-Masri, 479 F.3d at 309). 

57 Importantly, "state secrets and military secrets are equally valid bases for invocation of the evidentiary privilege." 
Sterling, 416 F.3d at 343 (internal quotation marks and alterations omitted). 

58 See also Sterling, 416 F.3d at 347-48 ("We have long recognized that when 'the very subject of [the] litigation is 
itself a state secret,' which provides 'no way [that] case could be tried without compromising sensitive military 
secrets,' a district court may properly dismiss the plaintiffs case." (quoting Fitzgerald, 776 F.2d at 1243) 
(alterations in original)); Bowles v. United States, 950 F.2d 154, 156 (4th Cir. 1991) (per curiam) ("If the case 
cannot be tried without compromising sensitive foreign policy secrets, the case must be dismissed."). 

36 

JA4108

USCA4 Appeal: 20-1191      Doc: 18-7            Filed: 07/01/2020      Pg: 242 of 258Total Pages:(4192 of 4208)



Case 1:15-cv-00662-TSE   Document 188   Filed 12/16/19   Page 37 of 50

Third, "dismissal is appropriate where further litigation would present an unjustifiable risk of 

disclosure" of state secrets. Id. (citing El-lv/asri, 479 F.3d at 308). 

C. 

Given these principles and given "the delicate balance to be struck in applying the state 

secrets doctrine," it is appropriate to analyze the litigation at hand, namely the centrality of state 

secrets to Wikimedia's standing. El-Masri, 479 F.3d at 308. To establish standing, Wikimedia 

must prove (1) injury-in-fact, (2) causation, and (3) redressability. Through an extensive 

jurisdictional discovery process, Wikimedia has established that the NSA monitors at least one 

circuit carrying international Internet communications in the course of Upstream surveillance 

and that Wikimedia's communications traverse every circuit carrying international Internet 

communications from the United States to the rest of the world. Importantly, this extensive 

jurisdictional discovery process has resulted in the compilation of a voluminous record, 

including hundreds of pages of expert reports, government disclosures and declassified 

documents regarding Upstream surveillance, Rule 30(b )( 6) testimony from an NSA 

representative, and extensive interrogatory responses from the parties. Thus, Wikimedia has been 

granted the opportunity to establish its standing without resort to privileged information, and 

Wikimedia has made significant progress on that front. 

Nonetheless, the summary judgment record does not establish that the NSA has copied or 

collected any of Wikimedia's communications via Upstream surveillance conducted on an NSA

monitored circuit, that such collection is certainly impending, or that there is a substantial risk 

that collection will occur such that Wikimedia must incur costs to avoid collection. Wikimedia 

has been unable to make this showing because it is not true, as a technological necessity, that the 

NSA must be copying every text-based communication that traverses a circuit that the NSA 
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monitors. Indeed, Dr. Schulzrinne has convincingly demonstrated that there are technologically 

feasible methods by which the NSA could hypothetically operate Upstream surveillance that 

would result in the NSA not copying or collecting any of Wikimedia's communications. Thus, 

the undisputed summary judgment record establishes that Wikimedia does not have Article III 

standing sufficient to survive summary judgment. 

Even if Wikimedia could establish a prima facie case of its standing based solely on the 

public, unclassified record, which it has not been able to do thus far in this case, the state secrets 

doctrine still requires dismissal because the defendants cannot properly defend themselves 

without using privileged evidence. The Fourth Circuit "ha[s] consistently upheld dismissal when 

the defendants could not properly defend themselves without using privileged information." Abilt 

v. CIA, 848 F.3d 305, 316 (4th Cir. 2017). As in El-Masri, "virtually any conceivable response to 

[Wikimedia' s] allegations [ that the NSA has copied and collected some of Wikimedia' s 

international Internet communications] would disclose privileged information." El-Masri, 479 

F .3d at 310. Defendants have provided a detailed and persuasive explanation, in more than 60 

pages of classified declarations, that disclosure of the entities subject to Upstream surveillance 

activity and the operational details of the Upstream collection process would (i) undermine 

ongoing intelligence operations, (ii) deprive the NSA of existing intelligence operations, and 

significantly, (iii) provide foreign adversaries with the tools necessary both to evade U.S. 

intelligence operations and to conduct their own operations against the United States and its 

allies. Wikimedia Found. v. Nat'/ Sec. Agency, 335 F. Supp. 3d 772, 789 (D. Md. 2018). 

Accordingly, defendants could not properly defend themselves in any further litigation of 

Wikimedia's standing, and thus, the case must be dismissed. 

Moreover, if the issue of Wikimedia's standing were further adjudicated, "the whole 
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object of the [adjudication] ... [ would be] to establish a fact that is a state secret," presenting an 

unjustifiable risk of disclosing privileged information. Sterling, 416 F.3d at 348. Courts have 

concluded that where, as here, the information sought to be disclosed involves the identity of 

parties whose communications have been acquired, this information is properly privileged. See 

Al-Haramain Islamic Found., Inc. v. Bush, 507 F.3d 1190, 1203-04 (9th Cir. 2007) (finding that 

the fact of a plaintiffs surveillance by the NSA was covered by the state secrets privilege); 

Ha/kin v. Helms, 598 F.2d 1, 9 (D.C. Cir. 1978) (upholding assertion of state secrets privilege 

with respect to "the identity of particular individuals whose communications have been 

acquired"). Accordingly, because the privileged information, namely the operational details of 

the Upstream collection process and whether any of Wikimedia's international Internet 

communications have been copied or collected by the NSA, is so central to the litigation of 

Wikimedia's standing, the case must be dismissed, and judgment must be entered in favor of 

defendants. 

VII. 

To avoid the conclusion that the case must be dismissed, Wikimedia revives its argument 

that 50 U.S.C. § 1806(t) displaces the state secrets doctrine in cases challenging electronic 

surveillance pursuant to FISA and provides for in camera review of the materials related to the 

NSA's Upstream surveillance program. This argument, however, has already been considered 

and rejected in this litigation. See Wikimedia Found. v. Nat 'l Sec. Agency, 335 F. Supp. 3d 772, 

786 (D. Md. 2018). Specifically, the"§ 1806(t) procedures do not apply where, as here, a 

plaintiff has not yet established that it has been the subject of electronic surveillance" as required 

by the statute. Id. at 780. Nonetheless, plaintiff raises two additional arguments as to why in 

camera review pursuant to § l 806(t) is appropriate in this case: (i) plaintiff has now established a 
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genuine dispute of material fact concerning its status as an "aggrieved person"59 before invoking 

FISA's procedures and (ii) the Ninth Circuit recently held that§ 1806(f) displaces the state 

secrets privilege in an affirmative legal challenge to electronic surveillance pursuant to FISA. 

See Fazaga v. Fed. Bureau of Investigation, 916 F.3d 1202 (9th Cir. 2019). 

First, plaintiff has not established a genuine dispute of material fact concerning its status 

as an aggrieved person, i.e., that plaintiffs communications have been the subject of electronic 

surveillance, as discussed supra Part V.C. As previously explained, "the text of§ 1806(f) points 

persuasively to the conclusion that Congress intended § 1806(f) procedures to apply only after it 

became clear from the factual record that the movant was the subject of electronic surveillance." 

Wikimedia Found, 335 F. Supp. 3d at 781. To be sure, "affirmative government 

acknowledgement of surveillance of a specific target is not the only means by which a plaintiff 

can establish evidence of his or her 'aggrieved person' status." Id. at 784. But here, despite the 

extensive jurisdictional discovery undertaken in this case, plaintiff has been unable to make a 

factual showing that Wikimedia was the subject of electronic surveillance using admissible 

record evidence. Thus, the § l 806(f) in camera review procedures remain inapplicable to this 

case. 

In addition, no binding authority establishes that § 1806(f)'s review procedures displace 

the state secrets doctrine even if a plaintiff survived summary judgment on the issue of whether 

plaintiff has been the target of electronic surveillance, which again is not the case here. 

Specifically, in ACLU Foundation of Southern California v. Barr, 952 F.2d 457 (D.C. Cir. 

1991), the D.C. Circuit reasoned that "legitimate concerns about compromising ongoing foreign 

59 For the purposes of FISA, an "aggrieved person" is "a person who is the target of an electronic surveillance or any 
other person whose communications or activities were subject to electronic surveillance." 50 U.S.C. § 180l{k). 
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intelligence investigations" are more properly considered at the summary judgment stage, not 

upon the pleadings. Id. at 469. In doing so, the D.C. Circuit only considered what a party must 

show to establish his or her "aggrieved person" status and therefore invoke § 1806(t) review. 

Simply put, the D.C. Circuit did not consider whether or when§ 1806(t) in camera review is 

inappropriate or unnecessary because of the state secrets doctrine. 

Moreover, the Ninth Circuit's opinion in Fazaga does not hold that§ 1806(t) displaces 

the state secrets doctrine in this case, despite plaintiffs arguments to the contrary. The Ninth 

Circuit reasoned in Fazaga that § 1806(t)'s procedures displace a dismissal remedy for the 

Reynolds state secrets doctrine only where§ 1806(/) 's procedures apply.6° Fazaga, 916 F.3d at 

1234. Specifically, the Ninth Circuit held that for FISA's § 1806(t) procedures to apply, 

"[p]laintiffs must satisfy the definition of an 'aggrieved person."' Id. at 1238. In this case, as 

previously discussed at length, Wikimedia has not established it is an "aggrieved person" as 

defined in§ 180l(k). See Wikimedia Found. v. Nat'/ Sec. Agency, 335 F. Supp. 3d 772, 780, 786 

(D. Md. 2018). Thus,§ 1806(f) does not apply to this case, and dismissal on state secrets grounds 

is appropriate, as discussed supra Part VI. 

Notably, the only court to address this issue post-Fazaga held that "where the very issue 

6° F azaga addressed a challenge to an allegedly unlawful FBI counter-terrorism investigation involving electronic 
surveillance. Id at 1210-1 I. Specifically, in that case, "several sources" confirmed the identity of a confidential FBI 
informant and disclosed that that specific confidential informant "created audio and visual recordings" for the FBI. 
Id at 1214. The district court dismissed all but one of plaintiffs claims at the pleading stage without further 
discovery based on the government's assertion of the state secrets privilege. Id at 1211. The Ninth Circuit reversed, 
concluding that § 1806(f)'s procedures are to be used when "aggrieved persons" challenge the legality of electronic 
surveillance and that the district court erred by dismissing the case without reviewing the evidence. Id at 1238, 
1252. In remanding for further proceedings, the Fazaga court held that "[t]he complaint's allegations are sufficient if 
proven to establish that Plaintiffs are 'aggrieved persons."' Id at 1216 (emphasis added). Thus, the Ninth Circuit's 
decision reasoned that at the pleading stage of the litigation, where plaintiffs have alleged sufficient facts, assumed 
to be true at that stage of the litigation, to establish they are "aggrieved persons" as required for application of 
Section I 806(t), dismissal on the basis of the state secrets doctrine was inappropriate. This holding says nothing, 
however, about the relationship between§ 1806(f) and the state secrets doctrine dismissal remedy where, as here, a 
plaintiff has not established that he, she, or it is an "aggrieved person" using admissible record evidence, after a 
lengthy jurisdictional review process, at the summary judgment stage of the litigation. 
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of standing implicates state secrets," the holding in Fazaga and § 1806(f) do not foreclose 

"dismissing [the case] on state secrets grounds" at the summary judgment stage of the 

litigation.61 Jewel v. Nat'/ Sec. Agency, No. C 08-04373, at *24 (N.D. Cal. April 25, 2019), 

appeal docketed, No. 19-16066 (9th Cir. May 21, 2019). Accordingly, because plaintiff has not 

established it is an "aggrieved person" as defined in the statute, and hence§ 1806(f) does not 

apply, and because the issue of standing in this case necessarily implicates state secrets, 

dismissal of the case is appropriate. 

VIII. 

To avoid dismissal of the litigation on state secrets grounds, Wikimedia has raised several 

additional standing arguments separate and apart from the Wikimedia Allegation-namely (i) 

Upstream surveillance has impaired Wikimedia's communications with its community members, 

(ii) Upstream surveillance has required Wikimedia to take costly protective measures, and (iii) 

Wikimedia has third-party standing to assert the rights of its users. Wikimedia's arguments fail 

as to each of these theories of standing for the reasons discussed below. 

First, Wikimedia argues it has standing because Upstream surveillance has impaired 

Wikimedia's communications with its community members, as evidenced by a drop in the 

readership of certain Wikipedia pages. In Clapper and Laird, however, the Supreme Court 

unequivocally held that "[a]llegations of a subjective 'chill' are not an adequate substitute for a 

claim of specific present objective harm or a threat of specific future harm." Clapper v. Amnesty 

61 To be sure, the district court in California did review "classified evidence submitted by Defendants in response to 
Plaintiffs' discovery requests" pursuant to the procedures of§ 1806(t) ofFISA prior to its summary judgment ruling 
dismissing the case. Id at *24-25. That court did not, however, consider the question of whether plaintiffs were 
"aggrieved persons" prior to undertaking § l 806(t)'s procedures for in camera review. Nevertheless, that court still 
found that where, as here, "the answer to the question of whether a particular plaintiff was subjected to surveillance 
- i.e., is an 'aggrieved person' under Section 1806(t)- is the very information over which the Government seeks to 
assert the state secrets privilege," dismissal of the case and entry of judgment in favor of the government is the 
appropriate action at summary judgment. Id. at *23, *25. 
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Int 'I USA, 133 S. Ct. 1138, 1152 (2013) (quoting Laird v. Tatum, 408 U.S. 1, 13-14 (1972)). To 

avoid the conclusion that any drop in readership is the result of a "subjective chill," Wikimedia 

relies upon a statistical analysis performed by Dr. Jonathon Penny, which concludes it is "highly 

likely" that "public awareness ofNSA surveillance programs, including Upstream 

surveillance, ... ha[s] had a large-scale chilling effect on Wikipedia users" since June 2013. Dr. 

Jonathon Penney Deel. 1 10-11. But Dr. Penney's conclusion that Wikipedia's readership has 

suffered an actual chill as the result of Upstream surveillance is undermined for two principal 

reasons. First, Dr. Penney's data only covers a 32-month period which ends in August 2014, 

before this lawsuit was even filed. Thus, Dr. Penney's evidence, even if reliable, does not say 

anything about any ongoing harm suffered by Wikimedia that is traceable to Upstream 

surveillance. Second, these alleged readership effects were from public awareness of "media 

coverage ofNSA surveillance" generally, not Upstream surveillance specifically. Id. at 126. 

Thus, Dr. Penney's findings do not demonstrate an ongoing and sustained drop in Wikimedia's 

readership stemming from the NSA's Upstream surveillance program. 

Moreover, "a 'chilling effect aris[ing] merely from the individual's knowledge that a 

governmental agency was engaged in certain activities or from the individual's concomitant fear 

that, armed with the fruits of those activities, the agency might in the future take some other and 

additional action detrimental to that individual'" is insufficient to establish standing.62 Clapper, 

133 S. Ct. at 1152 ( quoting Laird, 408 U.S. at 11 ). This is exactly the situation here-Wikimedia 

claims that this decreased readership is a result of individual's fear that the government might be 

62 It is worth noting that the Fourth Circuit and the Supreme Court have explained that "standing requirements are 
somewhat relaxed in First Amendment cases." Cooksey v. Futrell, 721 F.3d 226,235 (4th Cir. 2013) (citing 
Secretary o/State of Md. v. Joseph H. Munson Co., Inc., 467 U.S. 947,956 (1984)). Even though the standing 
requirements are somewhat relaxed in the First Amendment context, subjective and speculative fears of government 
surveillance, such as in this case, do not establish Article Ill standing at summary judgment, as the Supreme Court 

specifically held in Clapper and laird. See Clapper, 133 S. Ct. at 1151-52; laird, 408 U.S. at l 0-15. 
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monitoring their Internet activity and might use that information at some later date. Moreover, 

the Supreme Court has specifically found that a claimed reluctance by third parties to 

communicate with a plaintiff, due to their subjective fears of surveillance, is not fairly traceable 

to the alleged surveillance, and is thus foreclosed as a basis for standing. Clapper, 133 S. Ct. at 

1152 n.7. Accordingly, Wikimedia cannot establish standing under this theory given the 

Supreme Court's holdings in Clapper and Laird. 

Second, Wikimedia argues it has standing because Upstream surveillance has required 

Wikimedia to take costly protective measures-namely, transitioning its Internet 

communications into encrypted formats such as HTTPS and IPSec, acquiring new technical 

infrastructure, and hiring a full-time engineer to manage the protective measures. The Supreme 

Court has already foreclosed this alternative theory of standing where, as here, a plaintiff has 

failed to establish that their communications have been collected by the government, or that such 

collection is certainly impending. Clapper, 133 S. Ct. at 1151. Applicable here is the Supreme 

Court's statement in Clapper that a plaintiff"cannot manufacture standing merely by inflicting 

harm on themselves based on their fears of hypothetical future harm that is not certainly 

impending." Id. 

Wikimedia attempts to distinguish this case from Clapper by arguing that the harm 

Wikimedia faces from Upstream surveillance is well-established, not some "hypothetical future 

harm." As discussed at length supra in Part V, however, the summary judgment record does not 

establish that Wikimedia's communications have been collected by the NSA during Upstream 

surveillance, or that such collection is certainly impending, or that there is a substantial risk that 

collection will occur such that Wikimedia must incur costs to avoid collection. Thus, any harm to 

Wikimedia from the Upstream surveillance program remains a purely hypothetical harm 
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insufficient to establish standing. As the Supreme Court has sensibly observed, to find otherwise 

"would be tantamount to accepting a repackaged version of [plaintiffs] first failed theory of 

standing," namely the Wikimedia Allegation. Id ( citing Am. Civil Liberties Union v. Nat'! Sec. 

Agency, 493 F.3d 644, 655-56 (6th Cir. 2007)). Accordingly, Wikimedia's alleged expenditures 

to protect its communications from Upstream surveillance collection do not establish its 

standing. 63 

Third, Wikimedia argues it has third party standing to assert the rights of its users. In the 

Fourth Circuit, a plaintiff must demonstrate "(1) an injury-in-fact; (2) a close relationship 

between [itself] and the person whose right [it] seeks to assert; and (3) a hindrance to the third 

party's ability to protect his or her own interests" to "overcome the prudential limitation on third

party standing."64 Freilich v. Upper Chesapeake Health Inc., 313 F.3d 205, 215 (4th Cir. 2002) 

(citing Powers v. Ohio, 499 U.S. 400, 410-11 (1991)). Wikimedia has met none of these 

requirements. As discussed at length supra in Part V, Wikimedia has been unable to establish 

injury-in-fact in this case. In addition, Wikimedia has not presented admissible evidence that 

establishes a "close relationship" between Wikimedia and its largely unidentified contributors.65 

63 Moreover, without evidence that the alleged injuries from implementing these protective measures would be 
redressed by the injunctive relief plaintiff seeks, these alleged injuries cannot confer standing to sue. See Clapper, 
568 U.S. at 409; Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-61 ( 1992). Given the number of other reasons 
that plaintiff has admitted influenced its decision to implement these protective measures, including protecting 
against individual computer hackers and keeping their company policies up-to-date and transparent, injunctive relief 
enjoining the NSA from conducting the Upstream surveillance program would not redress any alleged injury from 
these protective expenditures. In fact, Wikimedia began the process of switching to HTTPS as early as 2011, years 
before any disclosures about the NSA 's Upstream surveillance program. See ECF No. 178-8. 

64 As the Supreme Court has appropriately warned, "[t]ederal courts must hesitate before resolving a controversy, 
even one within their constitutional power to resolve, on the basis of the rights of third persons not parties to the 
litigation." Singleton v. Wu/JJ, 428 U.S. 106, 113 ( 1976). 

65 Close relationships that have established third-party standing in the past include lawyer-client and doctor-patient. 
See Department of Labor v. Trip/ell, 494 U.S. 715 (1990) (lawyer-client); Singleton v. Wu/JJ, 428 U.S. 106 (1976) 
(doctor-patient). Wikimedia's relationship with its unidentified contributors clearly does not rise to the level of those 
protected, close relationships. 
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In fact, Wikimedia has only presented declarations from one single contributor who has edited 

Wikimedia's web projects while abroad, and this single contributor has stated that her "workload 

as a medical student" makes it "impossible" for her to bring a lawsuit as a plaintiff. 66 Such 

"normal burdens of litigation," however, are insufficient to satisfy the third requirement that an 

obstacle exists that prevents the third party from bringing the lawsuit herself or himself. 67 See 

Lawyers Ass 'n v. Reno, 199 F.3d 1352, 1364 (D.C. Cir. 2000). Thus, Wikimedia has also failed 

to satisfy the third requirement to establish third-party standing. Accordingly, Wikimedia's third

party standing argument clearly fails. 

For the reasons stated above, Wikimedia's three additional standing arguments clearly 

fail because Wikimedia has not established an injury-in-fact using admissible record evidence 

and Wikimedia has not satisfied the strict requirements to proceed on the basis of third-party 

standing. 

IX. 

In sum, Wikimedia has failed to present specific facts which show that defendants, 

through the Upstream surveillance program, have copied and collected Wikimedia's 

international Internet communications, that such collection is certainly impending, or that there is 

a substantial risk that collection will occur such that Wikimedia must incur costs to avoid 

collection. More specifically, the summary judgment record establishes that it is not a 

technological necessity that the NSA must copy all of the text-based Internet communications 

66 Temple-Wood Deel. 126, ECF No. 168-10. 

67 Thus, Ms. Temple-Wood, a contributor to Wikimedia's free-knowledge projects, also states that "serving as a 
plaintiff in a lawsuit would threaten the anonymity [upon which Wikimedia] users depend." Temple-Wood Deel.~ 
27, ECF No. 168-10. Although privacy and anonymity are valid concerns, in this case a putative plaintiff would not 
need to reveal the contents of their communications with Wikimedia in order to serve as a plaintiff; they would only 
need to disclose the form in which the communications were sent (i.e., sending an email or accessing or editing a 
web project), and the location from which the communications were sent. 
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traversing a circuit that the NSA monitors while conducting Upstream surveillance. Thus, there 

is no genuine dispute of material fact that the NSA could conduct Upstream surveillance without 

collecting any of Wikimedia's communications, and Wikimedia has been unable to present 

specific facts that establish otherwise, largely because the necessary facts are protected by the 

state secrets privilege. 

Moreover, even if Wikimedia had established a genuine issue of material fact as to 

whether the NSA has copied or collected any of its international Internet communications, which 

Wikimedia has not done on this record, further litigation of this matter is precluded by the state 

secrets doctrine, which has been properly invoked by defendants. The extensive jurisdictional 

discovery process in this case has made clear that the very issue of standing implicates state 

secrets and that despite plaintiffs valiant efforts, establishing standing solely on the basis of the 

public, unclassified record is not possible in this case. Pursuant to Supreme Court and Fourth 

Circuit precedent, at this stage of the litigation, namely summary judgment post-jurisdictional 

discovery, dismissal and entry of judgment in favor of defendants is the appropriate, and only 

available, remedy because the issue of standing in this case necessarily implicates state secrets. 

It is important to acknowledge the unfortunate burden that this decision places on 

Wikimedia. See Abilt, 848 F.3d at 317; Sterling, 416 F.3d at 348; El-Masri, 479 F.3d at 313 ("As 

we have observed in the past, the successful interposition of the state secrets privilege imposes a 

heavy burden on the party against whom the privilege is asserted."). Wikimedia suffers dismissal 

of its claim "not through any fault of [its] own, but because [its] personal interest in pursuing 

[its] civil claim is subordinated to the collective interest in national security." El-Masri, 479 F.3d 

at 313; see alsoAbilt, 848 F.3d at 318; Fitzgerald, 776 F.2d at 1238 n.3 ("When the state secrets 

privilege is validly asserted, the result is unfairness to individual litigants-through the loss of 
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important evidence or dismissal of a case-in order to protect a greater public value."). It is 

appropriate, however, "in limited circumstances like these, [that] the fundamental principle of 

access to court must bow to the fact that a nation without sound intelligence is a nation at risk." 

Sterling, 416 F .3d at 348. 

Plaintiff contends that a holding which finds plaintiff does not have standing and 

precludes further litigation of this matter because of defendants' invocation of the state secrets 

doctrine leads to the result that "the Executive Branch alone controls who can and cannot 

challenge unlawful surveillance. "68 This contention is incorrect; the Supreme Court addressed 

and rejected a similar argument in Clapper. There, the Supreme Court explained that Section 702 

surveillance orders are not insulated from judicial review because (i) the FISC reviews the 

government's certifications, targeting procedures, and minimization procedures for Section 702 

surveillance, including whether the targeting and minimization procedures comport with the 

Fourth Amendment, (ii) criminal defendants prosecuted on the basis of information derived from 

Section 702 surveillance are given notice of that surveillance and can challenge its validity, and 

(iii) electronic communications service providers directed to assist the government in 

surveillance may challenge the directive before the FISC. Clapper v. Amnesty Int 'l USA, 133 S. 

Ct. 1138, 1154 (2013). Even if those other avenues for judicial review were not available, the 

Supreme Court has made clear that "'[t]he assumption that if [plaintiff has] no standing to sue, 

no one would have standing, is not a reason to find standing.'" Id. (quoting Valley Forge 

Christian College v. Americans United for Separation of Church and State, Inc., 454 U.S. 464, 

489 (1982)). 

Moreover, since this litigation began in 2015, FISA Section 702, pursuant to which the 

68 Plaintiffs Br. in Op. to Defs.' Motion for Summary Judgment, ECF No. 168, at 2. 
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NSA Upstream surveillance program operates, was reauthorized by Congress. FISA Section 702 

was set to expire on December 31, 2017, but Congress voted in January 2018 to extend FISA 

Section 702 for an additional six years (the "FISA Amendment Reauthorization Act of2017").69 

This reauthorization process sparked significant public debate, and the FISA Amendment 

Reauthorization Act of 2017 enacted a number of reforms to address the public's civil liberties 

concerns. 70 

Thus, rather than the executive branch alone controlling who can and cannot challenge 

unlawful surveillance, the judicial branch provides for review and oversight via the limited 

avenues outlined by the Supreme Court in Clapper, including the significant role of the FISC, 

and the legislative branch provides for review and oversight via the FISA reauthorization process 

and the executive branch's ongoing reporting requirements to Congress. These avenues are 

sufficient to meet Constitutional requirements while at the same time precluding the unnecessary 

disclosure of state secrets. 

* * * 

For the reasons set forth above, this case must be dismissed, and judgment must be 

entered for defendants. 

An appropriate order will issue separately. 

69 FISA Amendments Reauthorization Act of 2017, PL 115-118, January 19, 2018, 132 Stat 3. 

7° For example, the FISA Amendment Reauthorization Act of2017 added a requirement that the DNI adopt 
procedures consistent with the requirements of the Fourth Amendment for querying information collected pursuant 
to Section 702 authority and made these querying procedures subject to FISC review. See id at Sec. 101 Querying 
Procedures Required. The FISA Amendment Reauthorization Act of2017 also restricted the use of U.S. person 
information obtained under Section 702 as evidence in a criminal proceeding and amended the mandatory reporting 
requirements to require the release of information on the breakdown of U.S. and non-U.S. person targets of 
electronic surveillance. See id at Sec. 102. These represent only a few of a number of reforms enacted by the FISA 
Amendment Reauthorization Act of 2017. These reforms, combined with the short period of reauthorization, 
demonstrate the legislative branch's focused oversight of the executive branch's Section 702 authority. 
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The Clerk is directed to provide a copy of this Opinion to all counsel of record. 

Alexandria, Virginia 
December 13, 2019 

50 

T. S. Ellis, ill 
United States Distri/ Judge 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

WIKIMEDIA FOUNDATION, 
Plaintiff, 

v. 

NATIONAL SECURITY AGENCY/ 
CENTRAL SECURITY SERVICE, et 
al., 

Defendants. 

) 

) 

) 

) 

) 

) 

) 

) 

) 

ORDER 

Case No. l:15-cv-662 

For the reasons stated in the accompanying Memorandum Opinion, 

It is hereby ORDERED that defendants' motion for summary judgment (Dkt. 161) is 

GRANTED. 

Accordingly, it is further ORDERED that this matter is DISMISSED without prejudice. 

The Clerk is directed to enter Rule 58 judgment on behalf of defendants and against 

plaintiff and place this matter among the ended causes. 

The Clerk is further directed to send a copy of this Order to all counsel of record. 

Alexandria, Virginia 
December 13, 2019 

1 

T. S. Ellis, ill 
United States D strict Judge 
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IN THE UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF MARYLAND 

 
 
WIKIMEDIA FOUNDATION,  
 

Plaintiff, 
 

v. 
 
NATIONAL SECURITY AGENCY, et al., 
 

Defendants.  

 
 
 

Hon. T.S. Ellis, III 
 

Civil Action No.  
15-cv-662-TSE 

 
 
 
     

 
NOTICE OF APPEAL 

 
 Wikimedia Foundation, Plaintiff in the above-captioned case, hereby appeals to the 

United States Court of Appeals for the Fourth Circuit from the final judgment entered in this 

action on the 17th day of December, 2019, granting Defendants’ motion for summary judgment. 

Dated: February 14, 2020 Respectfully submitted, 
 

/s/ Deborah A. Jeon 
Deborah A. Jeon (Bar No. 06905) 
David R. Rocah (Bar No. 27315) 
AMERICAN CIVIL LIBERTIES UNION  
    FOUNDATION OF MARYLAND 
3600 Clipper Mill Rd., #350 
Baltimore, MD 21211 
Phone: (410) 889-8555 
Fax: (410) 366-7838 
jeon@aclu-md.org  
 
Benjamin H. Kleine (pro hac vice) 
COOLEY LLP 
101 California Street, 5th Floor 
San Francisco, CA 94111 
Phone: (415) 693-2000 
Fax: (415) 693-2222 
bkleine@cooley.com 
 
Counsel for Plaintiff 

 /s/ Patrick Toomey 
Patrick Toomey (pro hac vice) 
(signed by Patrick Toomey with permission  

of Deborah A. Jeon) 
Ashley Gorski (pro hac vice) 
AMERICAN CIVIL LIBERTIES UNION 

FOUNDATION 
125 Broad Street, 18th Floor 
New York, NY 10004 
Phone: (212) 549-2500 
Fax: (212) 549-2654 
ptoomey@aclu.org 
 
Alex Abdo (pro hac vice) 
Jameel Jaffer (pro hac vice) 
KNIGHT FIRST AMENDMENT INSTITUTE  

AT COLUMBIA UNIVERSITY 
475 Riverside Drive, Suite 302 
New York, NY 10115 
Phone: (646) 745-8500 
alex.abdo@knightcolumbia.org  
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